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What is Cobalt Strike?

cobaltstrlke Download Community Kit Corelmpact ContactUs g3

by HelpSystems FEATURES ~ SCREENSHOTS ~ TRAINING ~ SUPPORT  BLOG ‘A

Software for
Adversary
Simulations and Red
Team Operations

DOWNLOAD BUY NOW

Adversary Simulations and Red
Team Operations are security
assessments that replicate the
tactics and techniques of an
advanced adversary in a network.
‘While penetration tests focus on
unpatched vulnerabilities and
misconfigurations, these
assessments benefit security ’ l

operations and incident response.

https://www.cobaltstrike.com/
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Cobalt Strike Components

e Beacon
o Stager
o Backdoor
e Loader
e Team Server
e C(Client
5% INTEZER

Cobalt Strike View Attacks Reporting Help
O O EH=¢ 83 LU GwBEEN Lo BG

external internal -~ user computer note pid last
W, 172.30.0.175 oooo  172.30.0.175 PO * WIN-UCIQENHV...

Kl 54.197.211.22 172.30.0.175 PORE WIN-UC1QENHV... 7752 2s

EventLog X | Beacon 172.30.0.175@7752 XI Beacon 172.30.0.175@7212 X

beacon> shell dir c:\

[#] Tasked beacon to run: dir c:\
[+] host called home, sent: 38 bytes
[+] received output:

HIRE C PRERIBRE.

MIREFIR: E206-3785

c:\ MB#%

09/11/2017 126 30 out.txt
26/07/2012 144 <DIR> PerfLogs
10/07/2014 144 <DIR> Program Files
14/06/2017 109 <DIR> Program Files (x86)
09/12/2017 154 <DIR> Users
16/07/2017 145 <DIR> Windows

1 @R 30 fiytid

5 {EE8% 14,901,997,568 {iytiAnIMH

[WIN-UCIQENHV2MS] P9EE /7212

beacon>

last: 57s
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Popular (/@ 79)/*
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Great features

Hard to detect

Easy to configure

Generate plethora of payloads
Command and control handled
Hard to attribute




Cobalt Strike - Users

Red teams Adversaries
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Cobalt Strike

Florian Roth
3rops

€« Tweet D e e
& trewisscotch / CobaltStr4.4  pubic @Watch 1~ | ¥ Fork 44 o star 51 -
Cryptolnsane
@Cr‘,‘:)‘olnsa ne <> Code (O Issues 1 11 pull requests 1 © Actions [ Projects [0 wik @ security [~ Insights

. . . ¥ main - ¥ 2branches © 0tags Go to file Add file = m About
This is bad. Cobalt Strike 4.!

@ trewisscotch Update README.md 7 onOct 30,2021 ) 6 commits featured, remote access tool that bills

itself as “adversary simulation software

cobaltstriked 4 6 months ago designed to execute targeted attacks and

emulate the post-expleitation actions of

O READMEmMd

& montt

advanced threat actors". Cobalt Strike's
interactive post-exploit capabilities cover
README.md the full range of ATT&CK tactics, all

executed within 3 single...

COBALT STRIKE 4.4 @ ke

]
%
Releases
Packages

Cobalt Strike is a commercial, full-featured, remote access tool that bills Languages

704 PM - Feb 11, 2022 - Twitter Weab Alj:) itself as "adversary simulation software designed to execute targeted J
' attacks and emulate the post-exploitation actions of advanced threat e e Shell 27,95 \
actors”. Cobalt Strike’s interactive post-exploit capabilities cover the full Batchfile 10.7% 1,
S e e 00 . there's no

way to secretly watermark our software

imgfiip.com

A9 PM . lan & 2097 . TiweatNark
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Cobalt Strike in the News

threat|[post

Cobalt Strike Usage Explodes Among
Cybercrooks

The legit security tool has shown up 161 percent more, year-o

in cyberattacks, having “gone fully mainstream in the crimewa

The use of Cobalt Strike - the legitimate, commercially available tool used by r

¥ Subscril

The Hacker News

GhostWriter APT targets state e

Home Data Breaches Cyber Attacks Vulnerabilities Malware Offers Contact

Cobalt Strike Beacon

March 28, 2022 By Pierluigi Paganini

Russian APT Hackers Used COVID-19 Lures to Target European
Diplomats
Ukraine CERT_UA warns that February 09,2022 & Ravie Lakshmanan Popular This We:

GitHub Says
Breached Do

GhostWriter APT group is targ

Organization

Ukraine with Cobalt Strike Be OAuth Acces
Microsoft Is¢
Ukraine CERT-UA uncovered a spear-phishing campai 2 Windows 2
. L . . 126 Other VL
APT group targeting Ukrainian state entities with Coba
Google Relez
The phishing messages use a RAR-archive named “Sa Chrome Upd:
« 5 . . . Actively Expl
Saboteurs 21.03.rar.” This second archive contains St Flaw
reported that the file name contains the right-to-left ov:
t . Russian Hac
extension. Attacking Uk
Grid with Ind
“The archive contains documents and images of the b The Russia-linked threat actor known as APT29 targeted European diplomatic missions and Ministries Malware
which will create and run the .NET program “dhdhk0k3 of Foreign Affairs as part of a series of spear-phishing campaigns mounted in October and November W L -
}, azarus Grot
CERT-UA. <k L 1 Million Axie |
sas000 - Hackand Al
According to ESET's T3 2021 Threat Report shared with The Hacker News, the intrusions paved the Chemical Se

The attack chain ends with the delivery of a malicious
way for the deployment of Cobalt Strike Beacon on compromised systems, followed by leveraging the

compilation for the “injector” (“inject.exe”) is March 15, foothold to drop additional malware for gathering information about the hosts and other machines in E Critical VMw
Se

Director Bug
Hackers Taki

the same network.



Cobalt Strike & Linux

Cookie Preferences

CrossC2 framework

cobaltstrike o =
Y o— os B os issues release v3.0.2 | Release Download [28K) @

= Here's a one liner to use Cobalt Strike Beacon on Linux

S )

Linux, Left out | -
inthe Cold? ™ |

thank me later.

Posted on March 23, 2016 by Raphael Mudge Using Go to imple

Wait you don't believe me? see screenshots below, it

I've hiad several folks ask about Linux targets works
with Cobalt Strike 3.0 and later. Beacon is a This project is for .
Windows-only payload. The big guestion please contact me README | I E_FULL|

- . - con bl b “ /home /test/.wine'
becomes, how do you use Cobalt Strike to S S e

aperate against Linux, BSD, and other UNIX N SFactory buffer for interfac
How to play CObaItStrlke support e Failed to create ifstub, hi
arshal the interface {6d5140¢

Support CabaltStrike's security assessment of other platforms (Linux/MacOS/. iFggggisaEuffer it A
]

support of Unix post-penetration module SFactory buffer for interfaci.
2. Compile the Beaconiooi witn Jetorains iaea, use commana |java —jar BeaconTool.jar e Failed to create ifstub, hra on to get userid

keystore to PEM format. arshal the interface {6d5140un> sleep
. . i : BOOO40O2 asked beacon to become interactiwi
3. Replace the RSA key pair in the file cmd/config/config.go (the RSA private key is not re ill be disabled. 10st called home, sent: 24 bytes
'ou are UBUNTU\test (admin)

the code just for the record) ill be disabled. - -
has been updated.

4. Compile the geacon whatever platform you want to run: for example, use the command
GO0S="darwin" && export GOARCH="amd64" && go build cmd/main.go to compile an exe
INTEZER running on MacOS.

flavored targets?
1. Setup the tea
.cobaltstril
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Linux Market Share

2% 90%
Desktop Cloud

87 INTEZER



Linux Malware Threat Landscape

Backdoors Coin Miners
?Q
O~ —O
O O
Botnets

§% INTEZER

Ransomware



Nation State Targets Linux Systems
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Rise of the Vermilion
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Vermilion Strike - Background

1. ELF sample shares strings with Cobalt Strike

2. Previously unseen code

3. Network related capabilities

& Capability Category

communication/socket/udp/send

communication

Found in Code From

VermilionStrik

VermilionStrik

WermilionStrik



Vermilion Strike

() No security vendors flagged this file as malicious

294bBdb1f2702bs0fb2ed 2fdc50c2ceestas046112da?as:

x11-gtk
?
bdbitzs elf

% Community o
Score

X11 - graphical environment for most Unix or Unix-like systems

GTK - widget libraries, which provide higher level abstraction above the X11 libraries
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Vermilion Strike

become a vict

L’ TN a o - )
REFERENCE: https.//twitter.com/MichalKoczwara/status/1381170082445987842
RULE_AUTHOR: Florian Roth
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Vermilion Strike - Technical Analysis
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Flow Chart

Vermilion Executed

Daemon in
background

Decode Configuration
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Import Public Key
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Fingerprint Machine

Command and
Contral
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Configuration

INTEZER

Simple XOR Cipher

0x69

Can use standard tools for Cobalt
Strike on this configuration too
Windows artifacts still exist in Linux
version

: A, 00

_— SqWs o K..!*O< UA.m;N1.

55@*.th..>.,p S, walNs wenB ™5 vonn 80 Buy v v s T
T......7.u.2U. .

. .update.microsoftkernel.com,/dot.gi
f,update.microsofthk.com,/ca

.Mozilla/
4.0 (compatible; MSIE 8.0; Windows NT 5.1; Trident/4.0; GTB
7.4; InfoPath.2)
..@/template/template. jsp.

JCODKIE S e .paraml=format. ... .paramZ=output
IReferer: http://waw.microsoft.com

; &Content-Type: application/octet-stream
IReferer: http://www.microsoft.com.... . .id

. . @%windir%\syswowb4\run
dl132.exe ... .@%windir¥%\s
yshative\rundl132.exe
A\\%s\pipe\msagent_%x

.POST
$oaaais (((CC((((C(C((((C(CC((((CCC((((C(CC((((C(C
28 (((((((((((C((((((((((((((((C((((C(((((((C(((((((((((((((((




Fingerprinting

Process ID
Kernel Version
Network

User
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Command & Control

e DNS&HTTP
e Primarily DNS

e Commands received over Address (A) and Text (TXT) records

.623868235 10.0.2.15
.933851334 168.63.129.16
.934829265 10.0.2.15
.370898937 168.63.129.16
»370263557 10.0.2.15
.683275494 168.63.129.16

> ps @

168.63.
10.0.2.
168.63.
10.0.2.
168.63.
10.0.2.

129.16
15
129.16
15
129.16
15

DNS
DNS
DNS
DNS
DNS
DNS

Standard
Standard
Standard
Standard
Standard
Standard

query @x77a4 A 86907.update.microsoftkernel.com

query response @x77a4 A 869@7.update.microsoftkernel.com A 255.255.255.242

query @xfbfe A apple.dPk8sNHbf.86907.update.microsoftkernel.com

query response @xfbfe A apple.dPk8sNHbf.B86987.update.microsoftkernel.com A 0.0.0.64
query @xd56b TXT facebook.aNJQhxc3l.86907.update.microsoftkernel.com

query response @xd56b TXT facebook.aNJQhxc31.86987.update.microsoftkernel.com TXT

i

wQ7mYmyLh2g1jCi1tUJCe5hIZhjrYSHmdSwc@d@ARN+TQKYLPuMioTS9H1MW/ /f8aaRop4UADOtum/ j2pBhxqGg==

Y 77
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Commands
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< Tweet
Windows Version .

f—— — L
'| | | \—|_I_|_L|—‘_L‘I_V_I—|—I—|—I—"
] [ i
_ %ILM%F i 1
L=
DLL

ELF
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Vermilion Strike In the Wild

Government agencies
IT companies

Financial institutions *+— ' = Telecom companies

Advisory companies

*Based on McAfee Enterprise ATR
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Attribution

A

Backdoor Written from scratch Multi-platform Found in live attacks
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Why Linux Malware Fly Under the Radar?

@ Do | need anti-virus software? » +

c & help.ubuntu.com/stable/ubuntu-help/net-antivirus.html.en e v @ % 0O o H

@ No engines detected this file

1feA9503c92bcel12cc9210a0490fb3657ff0177d342¢5
bot

&4dbits elf
Community

Score

If you want to be extra-safe, or if you want to check for viruses in files that you are passing between yourself and people using Windows and
Mac 05, you can still install anti-virus software. Check in the software installer or search online; a number of applications are available.
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Detection & Response

Vermillion Strike for Windows needs to be detected in memory
One can detect via the stager too

Linux version can be detected on disk

Some Cobalt Strike detection methods can be used to detect
Vermilion Strike

e Can be detected via network
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Predictions

e Cobalt Strike will remain a big issue for Windows
e Vermilion Strike has an unsure future
e Cross platform malware will continue
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Thank You!

https://www.intezer.com/blog/malware-
analysis/vermilionstrike-reimplementation-
cobaltstrike/



	Rise of the Vermilion 
Cross-Platform Cobalt Strike Beacon Targeting Linux and Windows
	Who Are We 
	Agenda

	What is Cobalt Strike?
	Cobalt Strike Components
	Popular (ﾉ◕ヮ◕)ﾉ*
	Cobalt Strike - Users
	Cobalt Strike
	Cobalt Strike in the News
	Cobalt Strike & Linux
	Linux Market Share
	Linux Malware Threat Landscape
	Nation State Targets Linux Systems
	Rise of the Vermilion 

	Vermilion Strike - Background
	Vermilion Strike
	Vermilion Strike
	Vermilion Strike - Technical Analysis

	Flow Chart
	Configuration
	Fingerprinting
	Command & Control
	Commands
	Windows Version
	Vermilion Strike In the Wild

	Attribution

	Why Linux Malware Fly Under the Radar? 

	Detection & Response
	Predictions
	Thank You!

