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EFEAT ANESITHEVDIDERETEUNBCEEZETHLFHLL, ZLDHHEA DNS DFREFEHADE
ZICEAL T, 49T Loz 7  RBA—IL Rk Rub, SEROFAIS N DEAEHEICET LD,
HAEINIINODAEFAAED—HFEIETRTOMAEDOEICEETIED., BEDEREERTE
= FIRST DNS Abuse SIG (. CNSD R FEBIEERMBTRNARZA T UMIGEIZEZ TIXLVEWNE
RELTLS, ZSTALR—MME AV TUMRIGE X2 TAF—LMNBIZTEHTHAI IV TUR
THERASNIFEZD—BHULEHEIRTTESE. FAEFEATHERAINIBEDFEEZALT UG
FHRE, B LT E5ATERITELGYZDRAT—IRILE —DURNERBET HTLITKY . DNS DR
EFRDORE-ARICBITIBFORMBEZMTT ST BIEET S,

BRE. TENARE HEDART—IRILE—DNHEDFEICELTERIIETESINEINETRI TR Y
DADHTEZLND, CCTOITXIEIEF . EDRT—IRILE =R IEFRAFIEZRE, EF], LTS
BIBZITHEIMNEINERBKRT D, COEHRE. 102 TUMIISITEIREN, £, HL)ZHMESTSH3 DD
ATUYRY—RNIFEEDT=, HIZIE.DNS F vy aRA XV TE2/ESIV T UMD DR TL YR
—HMIBELTDNS FrulaR( X T DTESRINE (VO TUMENDXIEEZ R H-OITER
TERDART—URIVE—ERDIFHIENTES,

DNS IOV RT AIFEH T, BRDRAT—IRIVE —LEBRETILAELET S, UAMIZEIFoN R IEE
BFEODICIIBEELFERAZLEETIOT. [ChoDFERITERFICHBRINDIRETIEILEL I EWSIFE
Bt TIEED, LAL AV TUMRIEDXARTIXA VL TUSREELTLDEVWSHHRLNHHD
T HEBENAOVT UM ERNT2F I #IFTA-OICERALEFENMITON., TNSEEEHZELD
AR EF ) TARYS—IZERTEMN. HAVEEFORAIZHTIEES AV TUMRISEL., HER
HHENTEEEZHE > TR EZFTIEWNITLITHT 5 ETH S, DNS Abuse SIG [&, URMIZE(Foh
EFEEOVTAMS—AZIZ DNS DR EFAICH=2EDTHENEID D HIBFIEREIMEL RLR—K K,
BEDAVIUTUMIBWT, HE3FENBEFH >THEASN TS EDFNHRT. /U TUMNERAL 7
AL T BITENTELDILHELEDOMNERASHICTEEVNSIBE RSN SERINTIND,
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DNS B 53 AMBLILITLT. LSOO DFEIMMERASINDIZELH D, HIZIEXBGP /NPy T4 TLS
SRAZEDHYTELELNS=EDTHS, CNODFEIEIHREFHSNEL, AXEIL DNS DREFHEFEIC
FFITEREL TS,

AXEDDN—DavITEEENTOGEWA, 10T UM IS DRRISER ARt DR S —BE, B
Ff. SLEADBEREBNH A ELICBELTEEFRESS fIZIE. FAN—LRICET HEHCOERE
BEICIE, EREBAEEROIFREA VTSN —FFIEZELLLITASMEBANH L. SHEDERIT
EOEEEMNMTIEREDSE 1 REET. KIEDZE . EXEREHBENICEEBIREShA T
BEICT—HMEERLEVESITT 50D FARGREEHITLESED,

=
AR

3RIAIMIVIRATEN, Fik. AT—IHRILA )T LT TERTHHBLEERT S,

118
LUTODEREICE T, CSIRT MRELTWA AT D H B —E RIZDUVTIX, FIRST CSIRT $—ERXTL
—LT—5 v2.1 SEEILTLNS,

B RH - AUV TUMDEREMADHIFERERET S —EX BREBRHM. AV TUMREDRHE,
FEAVIVTUREBIZTEVWT, 10 T UM IGIRF— LASEMDIRIY — L OV T RF v DHERE. IR
SELECEREIL. EMRETHYRIBRE TEAW, BETEHE, 10 TUORYDRIMDAIZE
REHTTND,

m M- AUV TUEHLAYD, RETERERESE S, Y—EX: EFLEIR,

m HIE -DNS EHEDEEFIEZERAL. FERICEBTR2ZOEBDAVLTULDREHEREZTITS, Y—E
R HEBOBEGFRERN 1T F—LADBERLEED). M. BEAICHLEELEZLET T RFr
BEL—ILOEH). EIBICHLEET SR IBEXER. BRBLDI-OHIZCRATLEBEET HEE). L
LTI T IAXEZEDORREREN THLZEITSTELTARLL, 8554 LELTILIIT X
ETHLNITOIRZTTH D, FIZIE. MBAAWG [CEBRRNTSHUT4RES R,

Fi&
1. DGA (FAAUVERTZILTY X L) - FH#IZDULNTIL https://attack.mitre.org/techniques/T1568/002/ &
i

"o
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10.

11.

FAMVEBDRE - FAMVBDESGREENCEBEREFBICES, RESNFFAMUIK ETFEE
FHEEHDH1TE. BIZIE SPAM DEE. Tavi T Rz 7DEAM. RybRyrOaT R &Y
FA—IL(CGEIZEREINSATRESENH S, FHIZ DT
https://www.icann.org/groups/ssac/documents/sac—007-en SHE,

lame delegation(L A LT LT —23>0)- R—LHY—IN—DFR AL DO EHEARLAYINSDE lame
delegation BNFEAET 5, WBHIFHIB NN -R—LY—N—DRA(VEBEHFETHIEILY. ZD
RALMODEBERZFTOND, FFMIZDULNTIL https://blog.apnic.net/2021/03/16/the—prevalence—

persistence—perils—of-lame—nameservers/ S8,

DNS F+viaiRAX=% - DNS RT =427 L EN D, YA N—KEBD—FET. REHEHLIAD
DNS La—KR#&EFATBHIEIZEDTDNS UV ILNA—DF vy a%FLEL, REEICHHEIN-La—
K&V IILIN—IZRTFESE S, EFHIZDULVTIE https://capec.mitre.org/data/definitions/142.html S8,

DNS UNAU T4y - BEHD Web FAMNISATUrEO—AILRVET—IFFLRIZHFEL. K
BENE—ERTR) O —EFFRLTHEEFEDA—HILIY—RAADT I EREBONELSIZT 5, 5
FIZDULNTIL https://capec.mitre.org/data/definitions/275.html S8,

DNS H—N\—DERE - WEEMN. A—THIF DNS H—/\—_ 1B DNS H—/\—_ {0 HIR
DNS H—/\—_ ISP AVERAT AHIFEDNS H—N\—LGEDEEEIEREZET S,

RBTVTIWIN—DNAD vy - BEEH . DNS BlLELEEZEZL TR ELGREFEEBEH DG
BERTEBEEHDI—FICEY, AVE1—4—PEFTEREOI AL —TIVI VAT LERET 5,

O—HILEBIRBIVILIS—DNATyy) - RERIL—4—LEEDBEERZKCPEX, LIZLIXO—
ALY T—D(ZxfLT DNS BIRRERY—ERZIRIM T2, CPE B A REIND L WEHIIEE
ERETEHHEELTHRIVILA—DIRZBLEEZONELSITHS,

#4278 (on-path)( DNS I - WEEMN1—HF—L DNS H—/\—BDBEEZEZL. EEHDIYA
FELRTEBLEBHEEIP PRELAZIEET B, (https://www.imperva.com/learn/application—

security/dns—hijacking—redirection/)

DNS [Z%1d % DoS — 4—4 k@ DNS H—/N—[Zx L TEH DL AT LNEEH D570 % R
IZEET B,

DoS #B#ELT-DNS H—/N\—DFREFER - REEF X, RKEDRYNT—I8S5T1090% 53—k
REISEBHET. H—ERBWEFSISHIESIERHBELH B, CDFEDAYET—S DoS [E, H—
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12.

13.

14,

15.

16.

17.

EXEFRANTEY ., BAESN-ZETIP FRLRIZIEETIE=ZFBD Y —/N\—ZF N B ELTH AT
5o CDY—N—[E, —fRICUTLIZ—LEFEIEND HWBF (X HEBFEDOTFLRICAESNTz/ Mk
FILYA—ITRIETHIEICKY. YT av REEERT D, RET-18IG- 75 yREMREICLIzT
ARIJLTIL.DNS &NTP @ 2 DARHL TV EAY, IO D TARILNERHR THERAEIN
EXEICRFINTD, ChoD RETPEBIRICE 57T YR EHER DNS 4—/\—0D £ 572 DNS DL
BRIZHFEINIE, FNOEIEETEEICTES, (https://attack.mitre.org/techniques/T1498,/002/)

EhR75 DNS fERICKDBRADH# L - WEH (L, —RMNGRA-EEZRET L=, a7 F&aVE
A—ILAVITINDEREEMICHEILTIIGENHS, L. HBENTILIZTHODBEEZE
FTREHITFERTEIAMUTIERILIITORMT, HBDOTIITVALEZFERTHILETERTES, N
SOEEEFALT. L7 AITURXIAVMO—LEBIETH=HITHERTIRA( 4. IP PRL
A T R—+EBELEZEMIZARIT HIEMNTES, (https://attack.mitre.org/techniques/T1568/)

ENAY7E DNS 2 iR(Fast flux)| 2K BRERUY - IMEE (X, Fast flux DNS ZFE AL T, BE— DR AS R
BV ToN-RRBEILTEHEHD IP FRLRABEDOHRITOATURQIVMA—ILFYRILEREARINT D
BENHD, COFEIL. ELBEHRAAULZ(FQDN)E, ZORAMVZIZEY LB TON-EHD IP 7R
LRZFATS, oD IP PRLRIE, SOUROE U #EEE DNS )Y —XLa—KRMO4EL TTL(Time-
To-Live)x#lAEHEDHILT. BLMEETANE H-OTLK,
(https://attack.mitre.org/techniques/T1568/001/)

DNS ZH L= BHMD R ELFHLRAAEIVEFLHL - DNS ZNA LR ELEROFLHLIF, FES
NIZRAVEWEET B, /3Ty DNS RITRAS U FELLGWNMES (X, KA DY —2T71)L1E
HB{AHOALHO—FENTEY ., RESNHENEETIHNEOLEERELTRET HLIIHKE
SN ILN—DERDNBELGS,

(RN EHURLARILEA LV DEEHDER - FIZIE. RBEENHEEFZRNE T HHIIZ. 53— T4
U BERTESDLSIZICANN ARELIL S ARNS—MORASVEBEAT S HBNIEL SR S5—
ITRAS % & 5% T %, CAPEC-630 $ 5,

B4 339D DNS TANAE —ENLEBEHIYITEAODER - KBENHEEETHET HAIIC.
LORM)PLOARS—UNTERDRE. EEZLTVAR AN TRO Y ITRACUZREFELTLST
UTATADBRAVEEBAT D, HAWIETITRASVEERT B,
https://en.wikipedia.org/wiki/Dynamic_DNS & 88,

DNS DFIEFERAEBiELTZ DNS LN DH—N—DEE - (U A—RIENKHEBDALIT1EZIKIZH
fzU. ZZIZIEDNS LN D HLW 5 —N—NEFEND, RESNTZZHDOY—/\—_ HIZ (X Web H
—/IN\—OA— )L Y —/N—1EE L DNS EDPYEYZEIT>THY . DNS DR EFERADERICESG T 5L
DB&HZ. BIRIE. T4y DT A= )L DEEIFERINDAEEENHDHED 1 DIZ, A—)LHP—/—D
RENZE(TOND,
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18. REBEFEAMVRENLILBYTEL - FAMUEAEFENDIAVTFAMA—ILD From Av5—, Web
R=URA—LEAXIZEEND URLEEIIENT HEENEELTESY . ELLERELEELT
WEWFEEEFERLTOEBVLDRAMVRZEET 5,

19. BESINFFAMVBDHYTEL - FAMVEAEAFEINDALTFAMA—=ILD From ANy5E —_ Web
R=TUPOA—=)VAXIZEEND URLBE)IZH LT, HEFXFTELTLVELD, RBICELSLEHE
REBLTNAINFEEIZZBRLI-FAVREZRET S,

20. DNS b R1)>% - DNS ETOMOTARILD R RS - DNS FALIJLIE, AVE1—2—F vk
D—2ICEWTEBKEEZIRELTVS-O. REOD TIIBHT—HRMHGELDIZA5,DNS F5T71y
JIE. 2RI =B DT TRICHHFRISNBIGEENH D, DNS NI INEIZHD T —ILREAYS —
EZEATLWDDT, ZIITT—R%EBTIENTES, LIELIEDNS o R T ELTHIEN D KSIT, B
%%li DNS ZAREFERAL. BE FHINSNS T4V IICBELT. HEERVNT—VRNIZHIHES

EETOVATLEBETAAREENH S, (https://attack.mitre.org/techniques/T1071/004/)

21. DNSE—OY - C2 LD@EIE - T—REAREITHEBHT N C2 A oDEHHDIATUREFIET 516, 0
vk &avbA—)LY—/A—|ZDNS BV EhEE EHNE-ITTEHMNIEET 5,

RT—IRIILE —

Z{DMT, TESFLRRICELTENENELRDRT—IRIVT —DREER-THENH D, Ff-H
INERDOBHTIE. BLEANSTEFRRR TEGLIREER-THEELNHLH. LML, ChoDEFESE
BRT—IORMT —FENENERLEDENERFTEIENS BEDLDELTHRRIEL -, HDEEA.
INTNERGDRT—IRILE —DEEER-TF—LEERREFTIHEETH>TH. RAT—IRILE—
DRENERITT AT —LICEREHAADIENFRESD,

AV TUMNRIEEER, TRTDRAT—IHRILE DR GED=HZEB>TUNSDIF TR RGN EIZBEL
THELENEETH D ERERITIAT—IRLE—F, TERETH Y. RATH Y. REDE
BIZEFREFERAEZYR— 510772 BRMISERALTOMY TG0, BEZIT>TLHHHEK
[F. FHTHERICH L TRBW TR AL REOB S FERRICHE L2005, AT—IRILE —LDE
BEEDHINENESIM I TELRGS . RRE—HEICHERT O LEEIDS,

1. LPARRS— - TLD FHRADRALZEREH[ I D48 - SHMIZ DL TIE

https://www.icann.org/en/icann—acronyms—and—terms/registrar—en 08

2. LYPRAR) -TLD ST AR AV DT —ER—RZH#HFTHHEEEE MM - MOV TR

https://www.icann.org/en/icann—acronyms—and—terms/registry—en S8,

3. HEEi DNS —/\—EH#&H - M- DL TIX https://www.icann.org/en/icann—acronyms—and-

terms/authoritative—name—server—en SH8,
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10.

11.

12.

13.

RASD 25— - EHHIZDULNTIE https://www.icann.org/resources/pages/reseller—2013—-05-03—en
S,

BIRVYILN—ERE - TS3AR—=LBIRVYVILA—=FIEN\TVYIBR)JIILAN—ZERT 44,

kD —9BRHE - AS OEREMB., CORENFFDOMERIL. BIF DNS —/N\—%FEHESETLVELY
BDERET D, CDFE, FyhT7O—DIERGEET/FE IP PRL R, L3 AL, EET/FEER
—rBELEPBGP IL—Ta T T—3%EBL. /3y T DNS [N T HEAEILDT=0),

FF)r—2a Y —ERXTO/NL S — - (Google Docs M &£57%5)SaaS(Software as a Service) TO/ A4
—, SaaS MEFEIZDULVTIL https://www.iso.org/obp/ui/#iso:std:iso—iec:17788:ed—1:v1:en SHE,

RRTFAVTTANAT — - AV A—FYNRRATAV T H—ERZRET DR 13—V RRTAY
TJH—EREE A= yMMIERIN Y —N—ZEEL. B CEANI2—RyIERIN
A TUOVERBLEY, Y—ERERAMN Y TEDKSIZTEHH—ERTHS, L.
https://en.wikipedia.org/wiki/Internet_hosting_service 88,

BE RRT4207 70NAZ =D HERR T4V THHEEOCHEAL ISDIREIZINELTNSIS
BERLEELTE, KKTABBZEDE L REDHEF—LNREICHINDZEIZHD,

EZRHATIYCIVARTANAT — - BEFAL TSI R TANAE —E. ERRETOEXIZNELRD
UTFRAMERBETH=H. AOTIOIADERN . T 2. R, SREEGEETI, HA/\—
EBRAUTICIVACTDIIEBRESTDOANITHONDEEDET S,

28 0S. 7 —a VIR 9T DRFESH - DNS YUYV ILIN—Y Tz 7 DO—REEE-ILE
FELTWBAY I THREE. TV 77aSzIMIAR—kEN 5 DNS YV JL/A—D N
—avEBEHITHIEREEES A,

FALMVEHRE - FAAMVBZEZEZHLEEANTFEEIVOTaT4, EMICTOWNTIE
https://www.icann.org/en/icann—acronyms—and—terms/registrant—en S8, EEHIEZFZKDTIZHEITS
FAOBREDITIE. CORT—IRILE— L BEEHIERETOLEEDAPELTETILLS
nThs,

IVRA—H— - A A—RYrEFIRATETRTOARBIEESNTVBAMDRATF—IFHRILE —DNT
NOBEDBELLTULAN),

EPTHERS XU AREE - ZOPTELFILBOLOICITET HEREZF DBUTFHER, TD X574
MBS REICKAKDIE. BE. UTORIGEHITES.
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a. ETHOEEICEV T ZMTHEDOFERICIYVRBDREN GO NS,

b. HEBDEHENFEMAZTIRREZRET HL. KEDHE . MABITERMMBAEROEMRDH
NEBTETOINEERET D,

14. CSIRT /ISAC - avEaA—8—tFXa)TAAVVTUMRGTF—L / EREF -2t 42—, 2D
X, F—LPto2—0RENTE(TEETILIELTULVS, & CSIRT 2 ISAC (I —EAD I R1—H—
THHY . FAMVEBEBETIHAILITMAT. BBAVTID IV RATANAT R ETHDEELH
%, CSIRT 2 ISAC BER#EL ORT—IHRIL T —DRENFREL TWBIGEIC. ChoDIEFERT
%,

15. AV TUMRIGE - FEFZITTOWAEBRNEBDOI E 12—43—tX 1 )TA4AV T UG F—L4

RIEFEDOH

SIG [FEFETELHEAREFEDHEINEL . FIRST.org M Web B/ ~®D DNS Abuse SIG th—L_R— CREE ]
BE[CZHHo TV,

https://www.first.org/global/sigs/dns/dns—abuse—examples

FEDBIDIANME, LY BLDEHRMNINE ., BEIN-BET, BEMICEHFSN TP ETH S,

JPCERT/CC [&. FAMV AR T ILT) X LDGA)R, EXNHI SLD DEEH DB HZLEDFEZGIEEILETS
24925 URL QY RREAFLTLNS,

Nominet I, DNS @ dangling T2 k)—ME D KS(Z lame delegation 04> 7YX D DNS W L\ >1=F%(Z
DIEMBLHEHEEEL 5T HIDERRELAFEL TS,

RERATIRS)IE. WEXNRODBHEICEHITOIEEHLHIBH LY T ELEFAL I SMS FFRICH T 5F
EZoBELTWS,

AV TUONRIGENDTRINA R

UTDORTL YRS —hE, SEIEL DNS DR EFAFEICKHTEIEIELRA L TUIRIGEEREZHL
T EDESILHBHIER T EDONEEMANENSIAIZDVTHADTRNARERTTEEDTHD, 1
N—LRICETEEHCMDORIT—IIZ1E BEZBA RO BREAVTIZO—RELEELELLHIT
ZB5EHANH D FHEBI AL THEOEZHTHREDEEENTIEXEDE 1 BT, KIEDIFE.
EREFRIBEMEICEIEEORBERICT—ANEELLBNKIICT 50D FELARLGREEEIC
B 1EWH-ZEEFFHLTLS,
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