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Introduction



Historical Overview

• ROM pre-installed malware , how did it start?
• Mobile Supply Chain Attacks
• Known incidents, Response, Mitigation, Seizure



Terminology

• OEM – original equipment manufacturer
• ODM – original design manufacturer
• FOTA/OTA – Firmware over the air
• PVA – phone verified accounts

Guerilla

Guerilla

Hat tip to Łukasz Siewierski
twitter.com/maldr0id



Mobile Supply Chain Attacks highlights

• Android market growth = ROM re-flashing services (刷機)
• Demand for custom ROM images
• Malware is activated on boot
• Unremovable, but can be detected by AV
• Low-cost mobile device brands mainly impacted
• Triada and Guerilla are prevalent families
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https://www.chinanews.com.cn/



A notable case: Silent Plugin

• A criminal case

“Maide” Company – used to promote Anfeng
Appstore

Anfeng Company – Appstore developer

Wanfeng Company – provide rom packages, 
promote software
for developers (for a fee)

re-flashing (刷機) 
to Silent Plugin

Promotion, 
revenue, 
private data

Active in 2011-2012
10 Arrested and Fined 

in 2013



Timeline of Pre-installed Malware: Triada threat

2016
Nougat

2017
Oreo

2018
Pie

2019
Android 10

2020
Android 11

2021
Android 12

2022
Android 13Cosiloon

on 100+ 
Android
phones

US government-
provide phones 
found with
pre-installed
malware Sold in Africa

Pre-installed 
Triada

Gigaset
3rd party

com.rock
.gota
Myanmar,
Brazil

White-labelled 
Phone implanted
with malware

36 Android
Phones pre-
Installed with
malware

Triada
Emerged
“rooted”

First
Triada in 
OEM,
Google
action

WhatsApp, 
APKpure mods
Triada

OEM image
Þ Vendor

(Yehuo) 
Þ Triada

2013
Arrested
2015
Media report
Stole 20M 
address
book

Re-flashing subsided
“silent
Plugin”
2011-2012 xHelper

Pre-installed



Examples of news covering Triada



Triada Delivered via FOTA/OTA



Traditional Phones Impacted

• Insight into business models of supply-chain crime business

https://news.iresearch.cn/content/202001/313754.shtml



Main Supply Chain Attack vectors

Different Persistence &  delivery Mechanisms in Supply Chain:
• Pre-infected ROMs on devices
• Compromised FOTA/OTA updates or FOTA/OTA apps
• Compromised Software Supply Chain: software SDKs are compromised and 

used to deliver malicious components



SDK infections: example

https://therecord.media/official-client-for-the-apkpure-android-app-store-compromised-with-malware/



The Lemon Group: SMS PVA dealer



Public encounter of Lemon group





Free SMS Verification Codes?

Our firs
t 

encounter of 

Lemon Group



Lemon Group had Free and For-fee SMS services

• Lemon group advertised free 
SMS PVA codes under 
receivecode dot com and had 
a ”lemon” platform as a 
business (for fee) platform.

• Advertisements were seen in 
YouTube and other locations 
starting from 2018



Lemon SMS PVA Platform



Lemon SMS PVA Platform

• API and credits
• Service / Feature
• Request, Rent, Release
• of mobile numbers
• OTP or verification code
from infected device
• Blocklist
• By country, New Project ID



Lemon network Infrastructure can be linked to 
Malicious Android Applications



Lemon ”pluggable” Apps Design

Preinstalled
Loader C2 request

plugins
plugins

plugins

backend



Other plugins from Lemon Grooup

Lemon Group Supply
Chain Compromise
Architecture

Zygote
OEM ROM
image

IP/Proxy 
plugin

SMS
plugin

Dove
PVA SMS

PVA

Scam, 
Fraud

“main plugin”



SMS PVA and acquisition of short messages



SMS PVA +SMS Interception



SMS PVA +SMS Interception



SMS PVA +SMS Interception



SMS Plugin (Guerilla)

Intercept SMS
“startHook”

Receive RegEx from C2 
for SMS interception
“wsRuleList”

Send SMS to 
backend
with matching 
RegEx
“matchedBody”



Lemon SMS PVA Codes Project List

1000+
RegEx rules?

TM Data Oct 2021 – Mar 2022



SMS PVA Codes for Jingdong Fraud

Lemon SIM Cards
OTP Request for
Jingdong
URL parameter contains
Phone number and project
ID (platform)
TM Data Oct 2021 – Mar 2022



Lemon group also Sells Proxies
• Residential and Mobile Proxy
• Perfect for anonymity and bulk registration
• of accounts

• Allows to select a country to match the 
• used phone number geographical location

http://www.myzaker.com/article/5f44bf728e9f09748031fb92



Proxy Plugin (Guerilla)

• Proxy plugin
• Opens a proxy (socks5) service
• On infected device for requested 

period of time



So who is lemon? A Company in Hainan?

Dove Proxy
Residential 
and Mobile IPs

Lemon 
International
SMS PVA



Recent developments: durian, no more lemon!



impact of compromised SMSes
and verification codes





Identity theft and SMS interception

• In many countries phones are de-
factor our electronic identities
• For some services, especially gov 

and finance, and even social 
media, capabilities to intercept 
auth SMS, create accounts linked 

to particular phone -
Identity Theft



Anonymity

• On 
compromised 
by thirdparty 
devices?



WhatsApp Token stealer



Coordinated inauthentic behavior

• Facebook cookie stealer



Abuse of sign-in bonuses



Consumer privacy and impact to compromised 
phone owners
• Your phone is not yours
• You probably will be the first person of interest for LE in the case of 

investigation
• You could be impersonated in any services, including social media platforms
• There might be illegal actions on behalf or your digital identity



Impact to online platforms and services: SMS 
verification code cannot be trusted
• One-time SMS is not enough
• Be cautious when launching sign-in bonus promotion esp. monetary value
• Origin of created accounts, identify fake ones
• Look for reuse profile, veracity of account vs variety of content



Impact on single sign-on services



Risks for Smartphone brand and vendors

• Remember

• You always will have suppliers and contractors, not everyighing is at your full 
control
• Issues could have huge reputational impact 



Lessons learned



What is important to keep in mind

• Mobile supply chain assurance by strong evaluation
• Online anonymity vs verified accounts
• Security model is broken and exploited at scale
• SMS PVA fraud’s implication to law enforcement
• Evolving cybercrime business model
• Click ad fraud, pre-installed malware
• Data exfiltration and Identity theft, continuous persistence (silent loader)



Countermeasures

For Online Platforms and Services
• One-time SMS is not enough
• Be cautious when launching sign-in 

bonus promotion esp. monetary value
• Origin of created accounts, identify 

fake ones
• Look for reuse profile, veracity of 

account vs variety of content
• Use zero trust approaches to improve 

security

For Smartphone vendors
• Ensure provenance of the devices / 

brand name
• Perform security review on system 

image / trusted sources
For consumers
• Consider security when purchasing 

phone
• Secure device, periodical analysis, 

trusted apps, be wary of ROM images



More details

https://www.trendmicro.com/vinfo/us/s
ecurity/news/cybercrime-and-digital-
threats/can-you-rely-on-otps-a-study-of-
sms-pva-services-and-possible-criminal-
uses

Thank you!

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/can-you-rely-on-otps-a-study-of-sms-pva-services-and-possible-criminal-uses


Questions?


