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Authoritative DNS logs
Used to find:
• Newly staged infrastructures
• Malicious domains, IPs, ASNs
• DNS hijacking
• Fast flux domains

User request patterns
Used to detect:
• Compromised systems
• Command and control callbacks
• Malware and phishing attempts
• Algorithm-generated domains
• Domain co-occurrences
• Newly registered domains

Gathering intelligence at the DNS layer

Any device

Recursive DNS

root
com.
domain.com.

Authoritative DNS



DNS tunneling adoption 
for C&C and data 
exfiltration
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DNS tunneling

Data exfiltration 
and C2 callbacks
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Modern Ransomware 
Attacks
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Multistage attacks often results in ransomware

Lateral 
Movement
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ChaChi RAT delivers PYSA ransomware
DNS traffic generated by ChaChi

https://blogs.blackberry.com/en/2021/06/pysa-loves-chachi-a-new-golang-rat
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ChaChi RAT C2 DNS Tunneling analysis
Decoding C2 Domains

https://blogs.blackberry.com/en/2021/06/pysa-loves-chachi-a-new-golang-rat
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ChaChi RAT C2 DNS Tunneling analysis
Modified Chashell

https://blogs.blackberry.com/en/2021/06/pysa-loves-chachi-a-new-golang-rat

Chashell DNS tunnelling Query and Response
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ChaChi RAT C2 DNS Tunneling analysis
Chashell Protocol Buffer Message.

https://blogs.blackberry.com/en/2021/06/pysa-loves-chachi-a-new-golang-rat
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Quantum ransomware in 4 hours
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CobaltStrike DNS beacon
C2 channel over DNS

Infected machine

1234.profiles.evil.com

Answer
<C2 response> Local

DNS Server

ask
.com

(root servers)

ask
evil.com

ask
profiles.evil.com

answer
profiles.evil.com

(malwarec2.evil.com
controlled by 
Threat Actor)
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Ransomware utilizing CobaltStrike

• DNS Beacon is one of 
the most used
Cobalt Strike features

• DNS Beacon is a DNS-
only payload (no HTTP 
communication)

• A beacon can be 
configured with 
Malleable C2 
configuration

CobaltStrike
78%

Other 
means

22%

Ransomware Attacks

CobaltStrike
Other means
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Analyzing DNS Traffic
Beacon configuration

Config found: xorkey ...
0x0001 payload type 0x0001 0x0002  1 windows-beacon_dns-reverse_http
...
...
...
0x0008 server, get-uri 0x0003 0x0100  ‘malicious.domain.evil/search/’
...
...
...
0x0006 maxdns 0x0001 0x0002  245
0x0013 DNS_Idle 0x0002 0x0004  123443044 8.8.4.4
0x0014 DNS_Sleep 0x0002 0x0004  10000
0x003c DNS_beacon 0x0003 0x0021  (NULL ...)
0x003d DNS_A             0x0003 0x0021  ‘cdn.’
0x003e DNS_AAAA          0x0003 0x0021  ‘www6.’
0x003f DNS_TXT           0x0003 0x0021  ‘api.’
0x0040 DNS_metadata 0x0003 0x0021  ‘www.’
0x0041 DNS_output 0x0003 0x0021  ‘post.’
0x0042 DNS_resolver 0x0003 0x000f  (NULL ...)
...
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Analyzing DNS Traffic
Malleable C2 configuration

From https://trial.cobaltstrike.com/help-malleable-c2#dns-beacon-bm
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Analyzing DNS Traffic
Wireshark view of Cobalt Strike DNS traffic

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
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Analyzing DNS Traffic
DNS_beacon queries and replies

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
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Analyzing DNS Traffic
Possible DNS_Beacon replies

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
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Analyzing DNS Traffic
DNS_TXT queries

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
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Analyzing DNS Traffic
DNS_A queries

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
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Analyzing DNS Traffic
Beacon sending results to the team server with DNS_output queries

This name breaks down into the following labels:

• post: DNS_output query
• 140: transmitted data
• 09842910: counter + random number
• 19997cf2: beacon ID
• wallet[.]thedarkestside.org: domain chosen by the operator

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/



DNS Based Detection 
and Protection
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‘Newly seen domains’ category
Reduces risk of the unknown

1. Any user (free or paid) requests the domain 1

2. Every minute, we sample from our streaming DNS logs
3. Check if domain was seen before and if whitelisted 2

4. If not, add to category, and within minutes, DNS resolvers are updated globally

Domains 
used in 
an attack

Umbrella’s Auto-
WHOIS model 
may predict as 
malicious

Attackers 
register 
domains

Before expiration,3
if any user requests 
this domain, it’s 
logged or blocked 
as newly seen

Later, Umbrella 
statistical models 
or reputation 
systems identify 
as malicious

Events

1. May have predictively blocked it already, and likely the first requestor was a free user    2. E.g. domain generated for CDN service    3. Usually 24 hours, but modified for best results, as needed.

Reputation 
systems Protected

Cisco
Umbrella

24 hours

Protected

Days to weeks

Not yet a threat

Not yet a threat

Unprotected 

Potentially
unprotected 

Minutes
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Domain identified as Newly Seen
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Low detection rate
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Detection rate stays low even after 11 days
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Downloaded file has low AV detection
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Sandbox Analysis
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Category
can be 
incorporated 
in the analysis
as indicator
of potentially
malicious activity
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Detections
● “Reactive” and “Realtime” heuristic and 

behavioral detections
○ The reactive algorithms can detect a range of 

tunneling, takes ~1 hr to enforce on a newly 
seen event

○ Realtime blocks are enforced immediately, use 
a rule based method coupled with client query 
behavior [NEW] Stateful Algorithm 

Realtime Tunneling Detection
Developed a new technique to 
identify encrypted Base32 and 
Base64 messages in real-time. 
Relies on transition probabilities 
from one character to the next, 
identifying character 
combinations likely related to 
encrypted messages. 

nbswy3dpfv3w64tmmqxhi6dupqztan
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Client Trying to 
establish DNS 

Tunnel

DNS Resolver (Real-time Detection)
Expanded Protection against malicious tunneling tools and query techniques

Base64 ...
Qtype TXT, SRV, MX, 
CNAME

Upstream Queries
Blocked (no data exfiltrated)

Umbrella DNS 
Resolver

Server Trying 
to complete 
DNS Tunnel

Tools

Encoding techniques and 
query characteristics

DNS2TCP
DNSCAT2
DNSExfiltrator...
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DNS Resolver (Real-time Caching Detection)

Name Server Cache Tunneling Cache 
Signatures

Global Resolver Fleet

• Caches frequently 
requested DNS records.

• Name server info 
frequently cached.

• Developing proprietary 
caching strategy.

• Maintain signatures 
related to tunneling.

• DNS resolvers 
independently detect 
DNS tunneling
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Ransomware hardening approach

• Monitor and respond to alerts

• Focus your defense strategy on detecting lateral movements and 

data exfiltration to the internet

• Lock down accessible services

• Segmentation and Zero-Trust

• Inventory your assets and accounts

• Multi Factor Authentication (MFA)

• Patch everything
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