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Ransomware Landscape & Trends
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2023 Ransomware Landscape 2022 Key
The Big Picture Ransomware Metrics

Several ransomware measures were "down"
in 2022

« Payments (dramatically)

Publicly claimed
victims (10.4%)

« Attacks (less so) Total ransom payments

(40.3%)

« Lifespan per family (good news?)

Possible drivers: Average

ransomware lifespan
(in days) (54.2%)

e [aw enforcement arrests

e Russia-Ukraine conflict

« Ransom payment penalties (sanctions)

Source: "Ransomware revenue fell by $300 million in 2022 as more victims refuse to pay:
report", The Record from Recorded Future News

"Ransomware Revenue Down As More Victims Refuse to Pay", Chainalysis
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Are ransoms getting worse over

time?
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But only 16% are paying

= "In this research, the victims whose information was published on and later removed from the leak sites of Conti
and LockBit (versions 2.0 and 3.0, respectively) are assumed to have paid the ransoms (henceforth to be referred
to as paid cases), from which a rate of ransom payment is calculated. During the research period, 274 out of
1,716 victim profiles disappeared. This makes for a ransom payment rate of approximately 16% based on this
data source, though it should be noted that this rate will vary for other ransomware families."

Source: What Decision Makers Need to Know About Ransomware Risk Trend Micro, Waratah Analytics
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Correlation against gang is
Box Plot of Ransoms by ransomware family Ve ry h | g h |
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Sector Ana |yS| S Ransomware Extortion Threats Against Schools

Threats to Public Services 6

Ransomware trends against

vulnerable sectors:

« Utllities | |

* Education I I I I I
* Healthcare . I I
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“Critical infrastructure” covers a lot

IS CEVE CISA’s priority sectors for
2023: water, hospitals, K-12

The industries slated for emphasis are “target-rich, resource-poor

entities,” CISA Director Jen Easterly said. They're also heavily

targeted by ransomware.

Published Oct. 21, 2022
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Recent Ransom & Extortion Incidents
Key Threats Involving Public Services & Infrastructure

San Francisco BART Costa Rica Public
Swedish municipalities Vice Society Works & Transport
: Port of Lisbon bt
City of Antwerp i lowa school district Royal Mail
Play LockBit
4 Legend ) ‘ : :
=esend SickKids Hospital lowa PBS
Education & LockBit Royal DNV (maritime
Healthcare . N LA Housing Authority freight)
T & Ohio municipal court LockBit
Logistics LockBit
Administrative The Guardian Massachusetts schools .
\_ &Other ) | | WatL)(;cCelzj3 i(trall)
Canadian copper mine
- | | | :
December 15, 2022 January 1, 2023 January 15, 2023

Ordered by date of disclosure/acknowledgement and attributed to suspected or alleged/claimed group (where known)
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Ransomware’s Indiscriminate Attack Patterns
LockBit 3.0 Clop
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Optimizing Defensive RO
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Setting the Stage: TTP Intelligence Trends
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Public CTI Reports (All) ® Public CTI Reports (MITRE ATT&CK®*-Mapped)

Increased awareness & adoption of a threat-informed mindset — growing public, ATT&CK mapped CTl
reporting

Faster pivoting & translation into defensive capabilities
TTP Evolution
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Some technigues are only used by one group.

Number of unique techniques to a group
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Maximise your defensive advantage

Maximise your ransomware defense in 5 techniques
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Maximise your defensive advantage

T1486 Data Encrypted for Impact
T1083 File and Directory Discovery Maximise your ransomware defense in 5 techniques
T1082 System Information Discovery
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Maximise your defensive advantage
486 Data-Enerypted-forlmpact

T1083 File and Directory Discovery Maximise your ransomware defense in 5 techniques
T1082 System Information Discovery
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Top Observed Ransomware Technigues
Tidal Study of Public CTl Reporting on Most-Active 2022-23 Extortion Groups

Technique Count from Mapped Data # Slgma # Atomic

T1486 Data Encrypted for Impact Impact

T1082 System Information Discovery Discovery 30 4 14 24

T1083 File and Directory Discovery Discovery 29 3 17 6

T1490 Inhibit System Recovery Impact 23 5 18 9
T1059.001 PowerShell Execution 20 5 183 22

Windows Management

T1047 . Execution 19 3 40 10
Instrumentation
T1489 Service Stop Impact 17 7 9 3
T1112 Modify Registry Defense Evasion 16 6 65 44
T1562.001 Disable or Modify Tools Defense Evasion 16 6 77 38
T1059.003 Windows Command Shell Execution 14 2 21 5
T1190 Exploit Public-Facing Application Initial Access 14 2 80 0
T1133 External Remote Services PersistCEENRiGe) 13 3 7 1
Access
T1021.001 Remote Desktop Protocol Lateral Movement 13 4 14 3

T1018 Remote System Discovery Discovery 13 4 15 20



Defending Against Top Observed Ransomware Techniques

Some Thoughts
Technique Count from Mapped Data # Slgma # Atomic
T1082 System Information Discovery Discovery
T1083 File and Directory Discovery Discovery 29 3 17 6
T1059.001 PowerShell Execution 20 5 183 22
71047 VAT S L T Execution 19 3 40 10
Instrumentation
T1112 Modify Registry Defense Evasion 16 6 65 44
T1562.001 Disable or Modify Tools Defense Evasion 16 6 77 38
T1133 External Remote Services FErSEanes, Liliel 13 3 7 1
Access
T1021.001 Remote Desktop Protocol Lateral Movement 13 4 14 3

T1018 Remote System Discovery Discovery 13 4 15 20



Top Common TTPs
Ransomware & Data Extortion Landscape

29 groups & families (& counting

/04 technique references across 178

Most-active threats, mainly based
on leak site victim counts

unique techniques & sub-techniques

A lot here! Prioritize (by what
matters most to you

Industry threat analysis

What can you detect now? What
can’'t you?

© 2022 Tidal Cyber Inc. All rights reserved.
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Intelligence-Informed Detection Engineering

Technique Preview X Atomic Tests

Credentials from Web Browsers

ID: T1555.003
Tactic(s): Credential Access
Platform(s): Linux, macOS, Windows

Parent-Technique: Credentials from Password Stores

Atomic Test #1 - Steal Firefox Cookies (Windows)

Adversaries may acquire credentials from web browsers by reading files specific to the target browser.
[Talos Olympic Destroyel

This test queries Firefox's cookies.sqlite database to steal the cookie data contained within it, similar to Zloader/Zbot's cookie theft function.
Note: If Firefox is running, the process will be killed to ensure that the DB file isn't locked. See

Web browsers commonly save credentials such as website usernames and
passwords so that they do not need to be entered manually in the future. Web browsers typically store

the credentials in an encrypted format within a credential store; however, methods exist to extract

plaintext credentials from web browsers.... Supported Platforms: Windows

Vendors auto_generated_guid: 4b437357-f4e9-4c84-9fa6-9bceetf826aa

Filter By: Test Detect  Protect

Inputs:
s ipti title: SQLite Chrome Cookie DB Access
ATTACKI® & @ elastic oFourCore i SafeBreach  ({YTHE ) sentmelore Hame Descupbion Type Q
id: 24c77512-782b-448a3-8950-eddb@785fc71
sqlite3_path = Path to sqlite3 Path $env:ten )
Atomic Red AttacklQ reason Elastic FourCore SafeBreach SCYTHE SentinelOne status: experimental
Team

Product output_file Filepath to output cookies Path $enviten description: Detect use of sqlite binary to query the Chrome Cookies database and steal the c
references:

Attack Commands: Run with powershell! - https://github.com/redcanaryco/atomic-red-team/blob/84d9edaaaa2c5511144521b0edat?
windows

$CookieDBLocation = get-childitem -path “$env:appdata\Mozil date: 2022/12/19
"select host, name, value, path, expiry, isSecure, isHttpOn

stop-process -name "firefox" -force -erroraction silentlyco author: TropChaud

Tactic(s) Covered: Credential

Capability Type(s): Test attack.credential_access
Vendor: Atomic Red Team attack.t1539
Product Version: v1.0.2

logsource:
Seurce: Atomic Red Team

Invoke-AtomicRedTeam is a PowerShell madule to execute tests as defined in the atomics folder of Red Canary's Atomic Red Team project. Visit the GitHub repository for Invoke-Atomic for installation and usage category: process_creation
instructions. product: windows
This product is licensed under the MIT license .

P detection:

Capabilities (1 Product Data Source (0)

- Product: SQLite
- Image|endswith:

Filter By: Test  Capabilities shown for "Credentials from Web Browsers” - "\sqlite.exe’

. . . . - "\sqlite3.exe’
Capability Type  Technique(s) Platform(s) Description Availability
hrome:
BrowserStealer (Chrome / Firefox / Microsoft Edge) Test Credentials from Web Brow...  Windows [6ithub Repo](https://github.com/SaulBerrenson/Bro... Default OFf CommandLine|contains:
- "\Google\Chrome\User Data\Default\Network\Cookies" # Lat
Decrypt Mozilla Passwords with Firepwd.py Test Credentials from Web Brow...  Windows Firepwd.py is a script that can decrypt Mozilla (Thund... Default OFf

- '"\Google\Chrome\User Data\Default\Cookies" ck

LeZagne - Credentials from Browser Test Credentials from Web Brow..  Windows The following Atomic test utilizes [LaZagne](httpsy//gi... ~ DefaultOff : all of selection_



Ransomware "Market" Overview
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Stop using averages to describe your ransom data
set.

Corfatances > X020 APNG Symposkan on Ewcy o

Averages don’t characterise the heavy tails of ransoms

Publisher: IEEE Cite This

Eireann Loverett . Enc Jardine : Erin Bums ; Ankit Gangwai ; Dan Geer All Authors

i 0 < © = &

Yot Views
Abstract Abstract:
The Bitcoin block-chain is the scoreboard of Ransomware. By minng the data in it and within the malware
Document Saections fsell. we can understand the distribution of ransoms and charactense ransomware risk. Ransoms follow
the power-daw distribution in thesr amounts. The alpha parameter (a) of those powes Bws suggest they do
1. introduchon

not have a well defined average for most years in our study. Indeed, there has not been an a above 2
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Before and After our warning

Amount of money earned monthly

Amount of money earned monthly
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You can Tit powerlaws or lognormals to ransom data.

© 2023 Tidal Security, Inc.
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But you shouldn't!

Probability that both families ransoms are from the same theoretical distribution

Kolmogorov-Smirnov distance from severity distribution of other family

Left is the KS distance

Right is the probability (P-

Value) that both severities are

from the same distribution.

White is highly likely to be the

same

Black is highly unlikely to be
the same

frequency and get similar
results.

You can also do this for
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92% of ransoms are below average

A decade of ransoms.
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July is peak ransom paying season
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On time and financial surveillance
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Herfindahl-Hirschman index on # of paying victims
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Ransomware Extortion Trends Around Hive's Takedown
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Thank youl

TIDAL
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