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Whoami

▪ Security researcher/manager @ CUJO AI®

▪ Lecturer at Vilnius technical university

▪ Balancing academic and private backgrounds



TI quests to

▪ Find the magical pill in threat intelligence

▪ Find intelligence

▪ Find the best sources of IOCs

▪ Find the best platforms for TI

▪ <…>



TI related misconceptions

▪ There is a magical pill in threat intelligence that can fit everyone’s 
need

▪ You can buy the best threat intelligence

▪ You can find the best threat intelligence for free



Setting the stage

▪ 50M GATEWAYS
▪ 2B DEVICES
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Story / Timeline

1. Buy the best and use it

2. Experiment with additional sources

3. Introduce AI, more experiments

4. We need much, much more data…

5. There is too much data / There is too little data



Paradox of working on a network level

▪ Large quantities of data. 

▪ Not enough contextual data.



Paradox of working on a network level 
at homes

▪ Large quantities of data. 

▪ Not enough contextual data.

▪ Protection cannot be too strict 
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Case study

Quod liced Iovi, 
non licet bovi



So, what are the challenges? 

▪ Analysis of unbalanced dataset of everyday activity

▪ Even the fastest 3rd party engine is still reactive

▪ ML is not suitable to solve everything



One approach to solve these challenges

Data Enrichment

Quality gatesProcessing

Population …



Data source identification

Data source 
identification

Own protection 
data

Data collection 
services

Research data

Free/commercial 
sources

Positives
Negatives
Unknowns
Logs
Operational data

Crawlers
Scrapers
Honeynets
Darknet monitoring

Sandboxing
Threat research
Flow analysis
Data analysis

Aggregators
Feeds
Exchange data



Data source identification

What are the data source 
qualities that our usecases 
need?

Before choosing between 
vendor A, B, C, extensive 
benchmark on your production 
data is a must!



Quality gates 

▪ Tolerance for false positives

▪ Tolerance for false negatives

▪ Tolerance for unknownsQuality gates

▪ How quality gates affect 
other parts of threat intel 
flow



So where does ML/AI come in?

ML/AI is good when we can add 
context to data



Web3 scam case study



Two final notes

▪ Continuous threat intelligence improvements are mainly driven by:

• Contextualized data challenges

• Balancing inhouse/3rd party/other solutions



Thank you!
Q&A

leonardas.marozas@cujo.com
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