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= Security researcher/manager @ CUJO Als
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= Lecturer at Vilnius technical university = -
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= Balancing academic and private backgrounds =
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Tl quests to
» Find the magical pill in threat intelligence
« Find intelligence

= Find the best sources of I0OCs

= Find the best platforms for Tl
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Tl related misconceptions

= There is a magical pill in threat intelligence that can fit everyone’s
neead

= You can buy the best threat intelligence

= You can find the best threat intelligence for free

35" ANNUAL FIRST CONFERENCE | EMPOWERING COMMUNITIES



CUJO Al Labs cloud
and data lake

Setting the stage
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Setting the stage

Home device category growth. 2022/23 compared to 2021/22

Cameras 21%

Smart home automation 27%

E-readers 28%

Cars 32%

Energy management

36%

Pet devices A4%

Baby monitors 50%
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Setting the stage

Home device category growth. 2022/23 compared to 2021/22

Cameras 21%

Smart home automation 27%

E-readers 28%

Cars 32%

Energy management

Pet devices 44%

Baby monitors

50%

Kitchen appliances 95%
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Story / Timeline

1. Buy the best and use it
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Story / Timeline

1. Buy the best and use it W

2. Experiment with additional sources
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Story / Timeline

1. Buy the best and use it
2. Experiment with additional sources

3. Introduce Al, more experiments \ B
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Story / Timeline

1. Buy the best and use it

2. Experiment with additional sources

3. Introduce Al, more experiments

4. We need much much more data...
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Story / Timeline

1. Buy the best and use it =y,
\ v Q

2. Experiment with additional sources /O N Q T
3. Introduce Al, more experiments rT\ s , ‘ W h

QJ ? f
4. We need much, much more data... Q—O’d \ 0

5. There is too much data / There is too little data
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Paradox of working on a network level

= Large quantities of data.

= Not enough contextual data.
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Paradox of working on a network level
at homes

Large quantities of data.

Not enough contextual data.

Protection cannot be too strict
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Case study

@ Unreachable
@ No Content
) Content available

Regional Info and News
Global Info and News
Shops and Services
Tests and Surveys
Junk
Suspicious ||

Charity and Volunteering
Initiatives

Other, Unknown
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Case study

Francais

@ Unreachable

Canada Revenue Agency Canadd - ggn?eonqtg\?atailable

COVID-19 Financial Support

Find out instantly if you are eligible to obtain urgent aid.

* Full Name (required])

* Social Insurance Number (reqguired) Regional |ﬂf0 aﬂd NEWS
Global Info and News
Shops and Services

Tests and Surveys
Junk

AMS.01
| Suspicious
Date modified: 2020-03-23 Charity and Volunteering
Initiatives

Terms and conditions | Transparency

Other, Unknown
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Case study
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Charity and Volunteering

@ Unreachable
@® No Content
Content available

Regional Info and News
Global Info and News
Shops and Services
Tests and Surveys
Junk

| Suspicious

Initiatives
Other, Unknown
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Case study

@ Unreachable
@ No Content
) Content available

Quod liced lovi,
non licet bovi

Regional Info and News
Global Info and News
Shops and Services
Tests and Surveys
Junk
Suspicious ||

Charity and Volunteering
Initiatives

Other, Unknown
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So, what are the challenges?

= Analysis of unbalanced dataset of everyday activity

= Even the fastest 39 party engine is still reactive

= ML is not suitable to solve everything
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One approach to solve these challenges

Data

Enrichment

Processing

Quality gates

Population
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Data source identification

Positives
Own protection Negatives
Unknowns
. t data Logs
S8t EEALOrS Operational data
Feeds .
Exchange data :
Free/commercial | | Data source | Data collection
sources |dent|f|cat|on services
: Crawlers
! Scrapers
Sandboxing Honeynets
Threat research Darknet monitoring

Flow analysis Research data
Data analysis
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Data source identification

What are the data source
qualities that our usecases
need?

Before choosing between Tres
vendor A, B, C, extensive

benchmark on yourproduction
data is a must!
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Quality gates

= Tolerance for false positives

= Tolerance for false negatives

Quality gates » Tolerance for unknowns

How quality gates affect
other parts of threat intel
flow
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So where does ML/AlI come in?

ML/Al is good when we can add
context to data
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Web3 scam case study

Home About Collections FAQs Start Minting

Bored Ape Yacht Club

FAIR DISTRIBUTION (BONDING CURVES ARE A PONZI)
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wo final notes

= Continuous threat intelligence improvements are mainly driven by:
« (Contextualized data challenges

« Balancing inhouse/3rd party/other solutions
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#Fix31CON23

Thank you!
Q&A

leonardas.marozas@cujo.com
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