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Who are we & What we do?

We are S2W TALON!

BLKSMTH

APT Intelligence
Threat Actor tracking
Detailed Malware analysis
Incident Response
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TST

HOTSAUCE

DDW Intelligence
DDW User profiling
Open-source Intelligence
Cryptocurrency tracking

Systematize methodology
Strategic intelligence

UNREAL

Offensive Research
Core Technology Research
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WHO

A type of malware that steals all sensitive information, including credentials, after infiltrating

a victimized system.

01. Maa$S (Malware-as-a-Service)

A type that operates on the deep & dark web and sells
builder or license that create stealer malware executa-
bles and panels for managing infection logs

02. Open-source

A type releasing the source code of the stealer created

for free

03. Own

A type that builds and use own stealer without selling

or disclosing it
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WHEN

* Statistics by S2W's deep & dark web search engine, Xarvis
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300 The number of mentions of “Redline”

on the deep/dark web
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The number of mentions of "stealer"

on the deep & dark web




WHERE

They are most active on dark web forums and use their own Telegram channels for

communication and customer care.

Dark web forums

~/ Xss iS FEED MEMBERS ~ FAQ ADS MANAGER ESCROW

¥ WhiteSnake - Stealer for APT attacks
they can buy it just to upload it to virust total , or someone alreay sell stealer like this , you can't know )
blackleaks - Post #49 - Friday at 10:29 PM - Forum: MALWARE: malware, crypto, injection, 0/1day exp

Hello Brothers, Service is compatible with any payload or malware such as Rat, Stealer, Bot. * Small stub size FUD (under 30Kb with icon, Output) * Bypass WD and most of AVs * Hidd}

. FUD Payload Downloader| Bypass WD & AVs | Very Small Size!
JinnX93 - Thread - Thursday at 5:40 PM - apkcrypt | crypt | downloader | fud orypt || fud pay |- Replies: 2 - Forum: MALWARE: malware, crypto, injection, 0/1day exp

¥ WhiteSnake - Stealer for APT attacks
..Iol) s stream desktop/webcam (Compatible with old builds) Stub update: \ Faster data collection, fewer runtime detects.  USB spread. \ Local users spread (install stealer to other

WhiteSnake - Post #46 - Thursday at 5:08 AM - Forum: MALWARE: malware, crypto, injection, 0/1day exp

Phoenix Native Stealer [C/C++ | 30 KB Build]

author back with update it seems anyone try/reviewed the pheonix yet guys Im waiting a review before buying although it seems a good solid stealer from what i see

Crypt0 - Post #30 - Yesterday at 7:42 PM - Forum: MALWARE: malware, crypto, injection, 0/1day exp

B The official cost is $900 My price is $300 Guarantor: + (https://xss.is/escrow/) After payment you wil receive a login:password with a Lifetime subscription. + | will throw off the current v
Demoness - Thread - Tuesday at 1:32 AM - Replies: 1 - Forum: MALWARE: malware, crypto, injection, 0/4day exp

. Redline Stealer Lifetime for sale for $300

macOS stealer

B cooper - Thread - Monday at 3:22 AM - | mac os | mac os malware || stealer malware cryptpocurrency | styler |- Replies: 2 - Forum: MALWARE: malware, crypto, injection, 0/1day exp

Mystic Stealer
..choose build type (exe/d) Subscription cost: $150 per month Contacts: Communication via forum LAN or Telegram https://t i i QTOX 95586
MysticStealer - Thread - Apr 29,2023 - mystic | stealer | amystic - Replies: 11 - Forum: MALWARE: malware, crypto, injection, 0/1day exp
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Telegram channels

- REDLINE MARKET

24 ternity Project Chat

Stealer Devel

¢ Aurora Technology | MALWARE

mEwy

White Snake

AGRAT CHANNEL pinned a photo.

W AGRAT PROJECT OTasins, Berxa dopynos

lackwalter [Stealer "BlackGuard]

weternity

TA [Emeta stealer]

W Official rynt Stealer and Logs

¥ Ficker_sup [STEALER]

 Neizvestnost74 [STEALER]

@ W Mars Stealer @marsteam support

Channel for Support

Channel for Chat

Bot for sale




WHAT

They steal the most valuable information, and that information changes over
time.

Crypto Wallet Steam Email Client
VPN Discord IM Client
RDP Systeminfo Password Manager
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WHY

Not all they have huge TTPs, but they are often used by attackers because the
value of the items stolen is hundreds of times greater than the relatively small
cost.

0-day / 1-day
Vulnerability

Spectacular Tactics

Amazing set of tools
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HOW

Manage team and logs ]

Divided by percentage

Sell License
Stealer Pay

Operator

—

Affiliate with other services
advertised in the dark web forum

D000
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Changes



Activities of Stealer Operators in 2022

There are more than 100 operators in dark web forums and telegram channels, with

over 40 of them being newly discovered on the dark web.

In addition to old favorites like Redline, Vidar, and Raccoon, newer stealers like Aurora, Meta,
and Titan are making their mark.

O S2W




Activities of Stealer Operators in 2022

Agrat
Snake
Keylogger
v Agent
Stealer Tesla
Luca
Lumma o
Vidar
Prynt
Stealer

Eternity

Typhon
Form
book
Redline
META
Black Mars
Guard

Zingo

Erbium
Raccoon
Stealeri
um
A Rhadama
urora nthys
Titan AZORult
Taurus
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> Statistics by S2W's deep & dark web search engine, Xarvis (2020 ~ 2022)




Darkweb Forums: Sales for stealer

Stealer operators began to advertise on various dark web forums to sell stealers, and

fierce competition ensued on forums like Breached, XSS, and Exploits.

UFOLABS  foruM  WHAT'SNEW - GUARANTEE  GENERALRULES

ges Topic search - Followed - Forum search Mar

Sale of software

Sale of hacker software and other proprietary 2423831499

vity Services
~/ XSS .is o mewsems - B s radesecion

Forums

¥ WhiteSnake - Stealer for APT attacks
they can buy it just to upload it to virust total , or someone alreay sell

blackleaks - Post PM - Forum: MALWARE: maiwat

49 - Friday at 1

Burn through 20 AV with Checkzilla e SHELL
FUD Payload Downloader| Bypass WD & AVs | Very Smd = =

Hello Brothers, Service is compatible with any payload or maiware sucl SNERSRVERPREVSN
JinrXe3 - Thread - Thursday at 5:40 PM - apk crypt |

=5 ) (s e e

4 (G <EDEM SIP> Number substitution | Convenient £ Databases # Upgrades Q Search & HiddenService +
20

¥ WhiteSnake - Stealer for APT attacks oM 202 [Software] - malware

lo)  stream desktop/webcam (Compatible

iteSnake - Post #46 - Thursday at 5:08 AM O BHF.GG @ seren
Phoenix Native Stealer [C/C++ | 30 ruion —— "\. Crumato 2FA c Binance : > [SEMEING) STRONTIUM_STEALER | C2 CONNECTION | ENCRYPTED CONNECTION | DATA RECOVERY |
author back with update it seems anyone try/rd M X 6UpX

ypt0 - P sterday at 7:42 PM - Fon
Forums.

STRONTIUM_STEALER | G2 CONNECTION | ENCRYPTED CONNECTION | DATA RECOVERY |

Resources by suontium - Frday March 17,2023 a 06:17 PM

Redline Stealer Lifetime for sale for §

The offcal cost is $900 My prie is $300 Gur Members s

Thread - Tuesday at 1:32 AM - Re S o . S The Strontium-Stealer!
Arbitration s Frequently Asked Questions.

macOS stealer

Monday at 322 AM Blackist

. Question: What is the
pecos, suSupars owa S exefd) Crom
CHI crporo sanpeuewa uorpamwiena ¢

Stea 2023 " ; i aleris ication bz £ o llowing you eir data. The Features for the Strontium Stealer include:
Profile cti ttackers c

Mystic Stealer
choose build type (exe/dll) Subscription cost]

™ 29,2023 mys

jer - Thread - Ap

O S2W

g a K shot of the victims Desktop.
archers from analyzing the malware.

fike), it runs o

Join the Telegrar 0 rt, and Updates
officl) (APEHAA)

egram UserName: alware
https://t me/strontium_malware2023

§ Daswo yxe wuy ansroprarnsy posy, Ay AT 48 9TOT CTARaK, H CTPAA PHASH YT7WTS OT3wEH NGPOA TOKYT
I

an kouruansus Bungt noo naT! KOMTPECCOp UPX ABTOSAYCK Stester, CHpe, Proxy Y KaXaoro
BT - MHEPALUS H8 HOBA CEPSEP NPH AUKBAAALIH




Activities of Stealer Operators in 2022

3 Forums: XSS, Exploit, BHF, Breached, Lolz.Guru 2022

* Statistics by S2W's deep & dark web search engine, Xarvis

4
4
4
7/

About 43 new stealers have popped up
on dark web forums.

_______________________________________________________

About 20 new stealers have popped up
on dark web forums.

About 13 new stealers have popped “\
up on dark web forums. \

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
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Activities of Stealer Operators in 2022

3 Forums: XSS, Exploit, BHF, Breached, Lolz.Guru 2022
* Statistics by S2W's deep & dark web search engine, Xarvis About 43
About 20

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
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Activities of Stealer Operators in 2022

Login Data

Browser Credit Cards Cookie Session

FTP Clients Email Client

Crypto Wallet

O S2W

Browser Extension Wallet
Browser 2FA Plugins
Telegram & Discord
Steam

VPN

RDP

~




Exfiltrated Data

Browser Plugins 0%

2020

Browser
Credit Card

69%

2020

O S2w

40% ’ 45% ’

2021 2022

70% ' 43% ’

2021 2022

* Statistics by S2W's deep & dark web search engine, Xarvis




Exfiltrated Data

Crypto Wallet

70%

‘ 85%' ‘ 88%’

2020 2021 2022

Steam 23% 25% l 52% ’

2020 2021 2022

L S2wW % Statistics by S2W'’s deep & dark web search engine, Xarvis




Exfiltrated Data

Telegram Session
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VPN

69%

38% ’ 50%

2020 2021 2022
46% ’ 55% 52% ’
2020 2021 2022

* Statistics by S2W's deep & dark web search engine, Xarvis




Darkweb Forums: Sales for stealer log

. Userinformation.txt
F— Autofills ece
| — CryptoTab Browser_[User Data]_Default.txt 5 '
F— Google_[Chrome]_Default.txt 1 N NP PN *
' oot o] S A N T
H * _ < P N . - E 3
| — Microsoft_[Edge]_Default.txt . LA = R i o
E3 E 3
| —— Opera GX_Unknown.txt %  Telegram: https://t.me/REDLINESELLER *
F— Cookies
. Build ID: [Redacted]
| — Google_[Chrome]_Default Extension.txt IP: [Redacted]
FileLocation: C:\Windows\Microsoft.NET\Framework\v4.0.30319\vbc.exe
| |— Google_[Chrome]_Default Network.txt UserName: [Username]
Country: [Country]
| — Microsoft_[Edge]_Default Network.txt Zip Code: [Zip Code]
Location: [Location]
| L— Opera GX_Unknown Network.txt HWID: [HWID]
Current Language: [Language]
. d ScreenSize: {Width=1920, Height=1080}
Discor TimeZone: [Timezonel
Operation System: Windows 10 Enterprise x64
| L— Tokens.txt UAC: AllowAll
. Process Elevation: False
— DomainDetects.txt Log date: 11/20/2022 8:29:07 AM
I—— FTP Available KeyboardLayouts:
[KeyboardLayouts#1]
| L— Credentials.txt [KeyboardLayouts#2]
[KeyboardLayouts#3]
F— ImportantAutofills.txt v
F— InstalledBrowsers.txt HaTERESs
Name: AMD Ryzen 5 2600 Six-Core Processor , 6 Cores
F— InstalledSoftware.txt Name: NVIDIA GeForce RTX 2060, 4293918720 bytes

Name: Total of RAM, 16312 MB or 17104371712 bytes
— Passwords.txt

F— ProcessList.txt Anti-Viruses:

Windows Defender|
L— UserIinformation.txt
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Darkweb Forums: Sales for stealer log

In addition, since 2022, forum categories and markets have emerged that sell only logs

—— Stealer Lo S ums Leaks e Markallasread  Today's posts
=] g

Forum where you can post Stealer logs.

==} 2;‘:: Lﬁv’ekty)oguscan post Stealer logs. Mark this forum read
N % 11K KOREA COMBOLIST # FRESH ASF %
by Akira - 24 March, 2023 - 08:43 PM

O S2W
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Activities of Stealer Operators in 2022

Logs are being sold for as little as $1 and as much as $10 on the Russian Market where logs
are commonly sold.

o $1~810 &0
©

O S2W
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Activities of Stealer Operators in 2022

About 222 countries detected by S2w, and the number of logs for sale is more than

12,426,205. Total Amount of Logs
12,426,205

= Brazil 1,684,015

India 933,266

Indonesia 764,632

Germany 528,072

Thailand 311,246

France 290,625

Colombia 262,708

South Korea 104,087

* Statistics by S2W'’s Quaxar: data breach detection service
 S2W 2




Ecosystem of Stealer



Deep Dive in Stealer Ecosystem

The stealer ecosystem is becoming tighter and more organized.

People who specialize in each area of the offense are starting to team up and sell their

services to the customer in the dark web forums and Telegram.

They make money through fees paid for using their services.

Need a traffer for the strait on the stiller!
ay 17,2021 stealer | wafic camings | strat | stiler

Sunday at 9:25 PM

spill, | give back in logs (70/30 or 80/20, in yo
PM or TG (@hdd3zz2).

strange, but Il try anyway. We need a person
the logs, let me know, | can give them withou

AVATAR Hello,

Selling traffic & logs from different sources.
Traffic is tested, good for phishing & spread.
Logs are from Racoon Stealer.

Bank logs avaible.

Any questions - PM or @BotLogs21

) Report
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Deep Dive in Stealer Ecosystem

Stealer operating Team Traffic Teams
A group that spreads stealer and other

A group that makes stealer, :
licenses and builds it malware and monetizes logs

Infrastructure Team Log Team
A group that sells only logs, which can be sold per |

A group that provides the panels, the hosting
servers needed to run and distribute it, the tools tem, per country, or per stealer.

to attack

26
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Deep Dive in Stealer Ecosystem

Stealer team

Coding
—

C++

Sell stealer licenses
1 *

CH#
Golang
Rust

Advertise stealers

O S2w

>
Sell infra services

A

Distribute stealer

Send logs

Sell logs

-

Sell logs
i

Buy logs
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Deep Dive in Stealer Ecosystem

Stealer team

Coding

Sell stealer licenses
1

Advertise stealers

Sell infra services
Crypt service Distribute stealer
Hosting service »
Proxy Send logs
| —— <
Sell logs
Buy logs
Sell logs

| | | |
O S2w




Deep Dive in Stealer Ecosystem

Stealer team

Coding

Sell stealer licenses

Advertise stealers

Sell infra services

Reuse logs for
cookie session

"

Distribute stealer
Send logs

Sell logs

O

logs

b_
*_

Sell logs

->

O S2w
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Stealer Operator

The operator group develops stealer, monetizes it as a service, and sells it on dark web

forums.

Coder Moderator Seller : 7 Traffic @ Infra
+ Coding  Manage team * Advertise * Self-drive e Own
- C e Support * Using services e Other

o CHe 1 1
. c# ! !
+ Golang H H
1 1
Dark Web Affiliates Affiliates
% > %§

O S2w

30




Stealer Operator

Lummac Stealer % Lummac2 LummacC2 Seller

LummaC2 Advertisment Peknama

Post Started: 2022-01-31

@ t.me/LummacC2Stealer HQ | SleHabl noa nponus JleHanHrn

Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Advertisement SO B, onlywork KpyToii oy

OT3bIBbI / Reviews -
https://t.me/+c-7nIDkbBUpIMzk6
arGOS07 MozepaTop

Yat / Chat - @LummaC2Team

Baru / Bugs - @l ummanowork p LummacC2 Bugs LummaC2 Owner

User Info User Info

Aurora Stealer

—

7,

suproRT i
/ g?‘ Aurora [S | Support] -
\

&Rse A Aurora [CODER] =
2 [CODER] = D

Py

ot
N/

Post Started: 2022-08-21
Contact Method: Telegram

t.me/cheshire_aurora (CBEPSINTE KOHTAKTbI)

BOT- https//tme/AuroraR_bot Role: Admin, Coder, Seller, Support

@ To, 4TO Tebe HyXHO -> @AuroraR_bot <-

@AuroraStealerSupport . .

@aurora_botnet support Other Services: Install, Crypt, Traffic
ADD TO CONTACTS
ADD TO CONTACTS
Notifications

Notifications

SEND MESSAGE
SEND MESSAGE

O S2W
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Stealer Operator

Eternity Group
Started: 2022-02-02
Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Moderator

Other Services: Install, Brute Force, Crypt, Traffic
Work: 09:00 ~ 00:00

AGRAT Group (same as Eternity)

Started: 2022-02-09
Contact Method: Telegram

Role: Admin, Coder, Seller, Support, Moderator

Other Services: Install, Brute Force, Crypt, Traffic
Work: 09:00 ~ 00:00

O S2W

Franchesko ==

worm maker

\  Cryptobull

Gg

<%  Installs Rocket Pro | Support § B

Wifaqy kpunto xomsk [1:30-18:00]

Eternity » Admin (read bio) v

LightMan
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Traffic Team

A traffic team is a group whose primary purpose is to “distribute stealer" and “get Logs".
They purchase stealer licenses sold within the forums or affiliate with stealer operators

and provide builds to members of the team, called Traffers.

Traffer Traffer Traffer Traffer

O S2W
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Traffic Team

4. _________________________
oW .
Admin Traffer
30/70 ? 20/80 = Bonus for
best traffer
o \¥ Ey m """ > 5
Admin Traffer

O S2W




Traffic Team

The operator group develops stealer, monetizes it as a service, and sells it on dark web

(= R
(2)

forums.

Coder Moderator Traffers Seller Tools
 Backend  Backend Distribute « Advertise E
* Landing page + Landing page Get logs « Support

Dark Web 7R Affiliates

O S2w
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Relation: Stealer Team - Traffic Team

Raccoon

Amnesia Team
Space Team
HellRide Team
Sakura Team
KZ

YungRussia

Shark Team

Xane Team

DevilTraff Team
ARIZONA Team

Milky M1 team

L S2w

Crypton Team
Keging Team
Ghostbusters
Lucky Team
HellRide Team
REQX Team

KZ

Dragon Advert

Shiba Traffer Team

Milky M1 team

Cryptographers Group

CERBERUS

XTeams

Ammesia Team

BADMAN Team

ExTeam

1377 Team

Shark Team

Party team
Heartless Team
EverMoon Team

McLaren F1

NETRUNNERLZT

2x2Team

4fun-lolz

Fabbi-lolz

DevilTraff Team

Traffic teams identified in XSS, Lolz.guru, and Exploit

(2021-01-01 to 2022-12-31)
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Relation: Stealer Team - Traffic Team

Strait of Traffic Team
Darkweb Team
Sisky
eegraber-lolz
SWEETYLOGS
GMC team
Soldbum Team
31 Boulevard Team
BOMBSPAM Team
SADAX Team

Qwiks Team

L S2w

CripsGang
Universal Team
Innovation Team
Lelouch Team
BetterTraffic
Kekonaut-lolz
LeksKB-lolz
Game Square team

Dark Dynasty

1377 Team

Heavn's Bliss Team

War and Peace
Invokere-lolz
PPl Monster

Shadow Team

Ammesia Team

SQL-lolz
Paracetamol Team

Santares Team

Hydra Family
Krek3621

Vertigos de Team

Titan
WebCrew Logs Team Xane Team
Shark Team
SPACEUP Team
AlPachino Erblum

Oblivion Team NFT
EuroLogs

Party team

ExTeam

Awesome Team

Xanax

Minion Team

ARIZONA Team

Shiba Traffer Team

Traffers identified in XSS, Lolz.guru, and Exploit

(2021-01-01 to 2022-12-31)
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Relation: Stealer Team - Traffic Team

O S2W

Stealer types identified in XSS, Lolz.guru, and Exploit
(2021-01-01 to 2022-12-31)

' Stealer used by
traffic team

Aurora (10) | Redline (73)

* Statistics by S2W's deep & dark web search engine, Xarvis
38




Number of Stealers <« Number of Traffers?

6,000 KEYWORD_STEALER

stealer, infostealer, crunnep

4,000 KEYWORD_TRAFFER

traffer, traffic, Tpadpdepnbl

2,000

2020-07-01 2021-01-01 2021-07-01 2022-01-01 2022-07-01

* Statistics by S2W'’s deep & dark web search engine, Xarvis

(2020.01.01 ~ 2022.12.31)
O S2w
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How do they distribute stealers?

Manual

The traffic team targets phishing pages and YouTube that are accessible to a large number

of users to mass distribute the stealer.

Work manual from slide AMNESIA | Library

Hello everyone, I'm glad that you came to see my manual, in which | put all my

knowledge about traffic with all my heart. After reading it, | guarantee that Hello! | will tell you how to completely secure yourself on the network,
everything will work out for you and you will have money and physically protect your data, both from a PC and from a
INTRODUCTION phone.Safety in life and network.

You can fully set up your PC, but at the same time sit in your telegram from a regular
What is the essence of the work? 3 ot : :

phone, withdraw money to your card, distribute any personal information about

We must spread the virus, which the victim will then launch. The virus can be disguised

as a cheat for any game. Or you can disguise it as a program. Basically, everyone 3 o
works on YouTube, uploading videos with a virus to them. For each thread you can catch on and stretch the whole ball, every little thing is

Examples: Crack Adobe Photoshop, fortnite hack, bandicam crack important. | won't teach you how to live, tell you what to do, what not to do, tell how
| think you get the point. But everyone pours such garbage, so turn on your safe the scheme is at the output, you yourself will understand everything in the end,
imagination. and collect your config. Entry

yourself.

O S2W
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Tools used by Traffic Team

 Proxy
« Proxy list required for communication between C&C server and infected
PCs.

« EX) Space Proxy, Luxury Proxy, Proxy Store, etc..

O S2W
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Tools used by Traffic Team

* YouTube upload tools
« Automated uploading of videos to a specific YouTube account to perform
malicious actions via browser cookie values and proxy values in captured
logs.
 EX) YouTube365, Proxy 911, @YT_TurboT

O S2W
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Tools used by Traffic Team

« SEO (Search Engine Optimization)

* In terms of YouTube, this is a collection of tags, titles, descriptions, and
more that make video to be the top of the search result.
« EX) @CheckSEOBot, VidiQ

O S2W
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Traffer's process of spreading malware via YouTube

#Hack #VALORANT #CHEAT
#FREE #Adobe #Cracked

select ° ‘ A
dit manipulate
— @Youluhe —— | > | ——

Video CheckSEOBot
=) o
D D
Traffer Traffer
o = //-’\
T Eao o= 8 —
buy o—b—0 utilize create \\“\\\
SOCKS5 Cookies Fingerprints
Q
gp

Traffic Team Bot

O S2W
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Traffer's process of spreading malware via YouTube

[NEW] VALORANT HACK FREE \ VALORANT HACK 2023
DOWNLOAD \ VALORANT CHEAT DOWNLOAD \ FREE DOW!|

LINK IN COMMENTS!

BEST VALK
CHEAT

Q
m

®.SEQ:100.0 = | 100.0 2= | 100.0 =

& Hottags

FREREREERNNY

& Refresh

B copytags

O S2W

adobe photoshop crack

INSTALL [

ADOBE
PHOTOSHOP

ADOBE
PHOTOSHOP
2022%%33

Show how high a trending index the video has

m X Q 9

o Enable Inline Keywords ()

Download and Install Best Free Adobe Photoshop
Express on Windows Laptops ! 2023

Z8|4 49018 - 6712 T
Easy Classes %At subscribers

How to Download and Install Adobe Photoshop Express on any Windows Laptops 2023.
Join this channel to get access to perks: ...

xigt

photoshop free download | | adobe photoshop express free download
how to download adobe photoshop for free

free install adobe photoshop for windows 10 | | free install adobe photoshop
free download adobe photoshop for laptop | | free download photoshop

free download photoshop 2022

free download photoshop for laptop windows 10

free download photoshop cc | | free download photosh express

free download adobe photoshop app for laptop

free download photoshop software | | easy classes

- ¢4INSTALACION de ADOBE PHOTOSHOP 2022
V.23.3.2 en ESPANOL 100% ACTIVADO = &

Z3|% 340t3] - goHE ©
fo TécnicoPCs T4 subscribers

Actualiza tu plataforma de Photoshop 2022 :) Si te fue dtil mi contenido , apéyame con
una SUSCRIPCION porfa :) Haciendo una ...

1y 60m 48h

vidlQ

Get daily custom Al-generated ideas

Change from adobe acrobat to adobe
photoshop crack

Search panel @O

& Customize now

Never miss a trending video

adobe photoshop crack

Create an email alert

d
AL

Overall score: High

75

out of 100

Volume L . e

Competition —CE—

(]
Very
low
Y




Traffer's process of spreading malware via YouTube

#Hack #VALORANT #CHEAT

° #FREE #Adobe #Cracked
select edit manipulate [
— @Voulube —— [P | —— ooy
—0— -
Video CheckSEOBot
[=) [=)
) | )
Traffer Traffer
a = //'\
T B o= 8 —
buy o3 o utilize create NN
SOCKS5 Cookies Fingerprints
Q
gp

Traffic Team Bot

O S2W
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Traffer's process of spreading malware via YouTube

MaccoBbl i MMnNopT & HOBbIA OTMEYATOK + CO30ATH X
OOMNONMHWUTENBHO AHKETA

HassaHwe:
HazgeaHwe
Cratyc:

Teru:

Mnatpopma: . Wind ows
UserAgent:

Mpokewu: Ees npokck

WeRTC:  Mogwens Set the browser
Conves: Poaneri fingerprints & proxy

WebGL: PeankHbIii °
& session data
&] WebGL uHpo:
BeraesTe Kyku wnn nepetawwre dain drag and drop . .
Client Rects: PeanbHbli

Yacosoii nosc:  A8TO

fsbik: AsTo

Useragent

Useragent ) Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (

[eonokayws: ABTO
Mpoyeccop: 8 poep
\WebRTC MamaTb: 8rE
Canvas 3KpaH:

— Ayguo:
WebGL 45




Traffer's process of spreading malware via YouTube

Tool used to auto-upload video

I D
—0— l upload

(=) Video
égs— © YouTube

%
- =
= — 38— —[&
(Bt ) .
b 4

=) -

Traffic Team
Bot

o—

Installs File Sharing Web page
Service
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Traffer's process of spreading malware via YouTube

@Tsenis_alice.exe

Valorant Hack < N
May 10, 2023

Meta BEvng yCnewHo cozaaH U

Valorant Hack .

upnToeaH Alice
Download link = CLICK
Password: 1234 g avcheck.net/id/8Mig0Alcrigs

2 MediaFire
SIGN UP LOG IN
@ IF YOU HAVE PROBLEMS DOWNLOADING / INSTALLING!
, . . P  02:-FiLes-soft
If you can’t download / install the archive, you need to: < + DOWNLOAD (20.09MB)
(D)

1. Disable / remove antivirus (files are completely clean)
2. Disable Windows Smart Screen, as well as update the Visual C++ package EERE TG R REe

To avoid detections, use a free web page to
redirect download URL

O S2W
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Traffic Team: Threat cases

Among Us Cheat Free Download # Among Us Mod ... - YouTube
Best PC up software/cheats 2023
Download - https://telegra.ph/Software-2023-02-21-6Password - february 2,208
2023INSTRUCTIONS:1) Turn off Windows Defender2) Download the file from-+
N 4 DOWNLOAD LINK 4
YouTube - Dedex NA N .
\ FIDownload Link : https:/)
Ay
AN
. Y
AccountEdge Pro Installation 2023 - YouTube \\ 1 Additional link : https:/
AccountEdge Pro Installation & Upgrade Download - \\ Password : 2023
. https://telegra.ph/Software-2023-02-21-6 ‘- Show more. Show more. Show-: \
N Y
YouTube - _Anant_ S N \
~ \
~ N eoct. Frogent}]
~ \ «div className="py-5">
~ <div classhane="container">
~ <Title nase="our" title= “product

Free Download QuickBook 2023 Full Version - YouTube AR Classiae="rou">

QUICK BOOFS Hello everyone! This is my own app and website, so please enjoy! DOWNLOAD N i
{ | (ol LINK: https://telegra.ph/Software-2023-02-21-6 Password: ... ———— - ‘ soFTWARE
’
27

YouTube - The New World 27
| CRACK [&g
Wallpaper Engine UNLOCK 2023 - YouTube ©
S CHEATS

DOWNLOAD LINK: https://telegra.ph/Software-2023-02-21-6 , ,
———————— 1 \\3||IDaper Engine CRACK 2023 | Wallpaper--* 4 /
4
YouTube - sergio villagra - 2023. 2. 24 ,/
y INFO:
4 This is a great guide on how to install program crack for free. I bought this crack, but I give
youtube.com // it to you for free.
https://www.youtube.com » watch  § 7
CSGO SKINCHANGER 2023 UNDETECTED - YouTube /’ How to install
» / 1.Unzip all files from archive

CSGO SKINCHANGER UNDETECTED 2023 DOWNLOAD:
https://telegra.ph/Software-2023-02-21-6 PASSWORD: 2023- Off Defender---

2.Run Installer

3.Complete full installation

Fmm =

Raccoon
Stealer

YouTube - Tomas -
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Threat cases:
Lumma Stealer targeted Korean YouTuber

TH ol g 9

-~ % TNEZE WY | pgE x AM|  bEA| AWM Ol - F7

Re: Bandai Namco YT Offer 2023

¢ & "DSADS" <bandai.namco.ma@kakao.com> FAFZF7}

Tesla US
Good morning, our esteemed partner! Bandai Namco Entertainment is happy ‘ <RX [ YR SYLCE
to welcome you. If you've made it to this point, it means you're doing

1 Cp| =2 SOl A2} RIAIS MV IHE 2t B S Bt
great work, and we're sure we can be useful to each other! Fel SFHASANBL BUS A HUT AR XD

SO0ICHAE 2 T NS

Below you'll find the keys to the materials in question in our response
letter. The materials contain more detailed terms of cooperation.

s 2 X
x| FAAAER. 120 G oLt 2= FoHo)

A little bit about our game that you will be promoting. 4
A new RPG from the hugely popular manga and anime series ONE PIECE, I{eslaus
commemorating the 25th anniversary of the series! ‘ iaie !

The famed pirate, Monkey.D.Luffy, better known as Straw Hat Luffy, and
his Straw Hat Crew, are sailing across the New World in search of the / - -
next island and the next adventure that awaits them.

But during their voyage they are caught in a storm and shipwrecked. They
find themselves washed up on a lush tropical island surrounded by
constantly raging storms...

@® Link to the game on Steam: L Yo
https://store.steampowered.com/app/814000/ONE PIECE ODYSSEY. EEEERRE

CPESUE T LERES EELET- T

To read the PDF cooperation agreement, as well as the game trailer,
please follow this link:

DROPBOX:https://www.dropbox.com/s/rcrreonkl7d0ah9/0One%20Piece%200dyssey%20Youtube%20Deal.zip?dl=1
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Threat cases:
Lumma Stealer targeted Korean YouTuber

Stagei Stage2
5. Load Additional
Malware
OneDrive Download

c&C

Attacker

1. Send

Spearphishing Email

2. Download
Malicious ZIP File

4. Download ¢
Additional Malware Rag<o

Pure Crypter

A4
POF
A _ 6. Lumma Stelaer
1 . Injection
Mail Victim

Lumma Stealer
C&C

7. Send Stolen
Information

A\ 4

[Contract] Bandai Namco Entertainment
for YouTube Partners.pdf.scr

A

3. Execute
Malicious File

L |
One Piece Odyssey umma Stelaer
Youtube Deal.zip
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Relationship with Stealer Operating Group

LummacC META Aurora Redline Vidar Titan Eternity
r~< T~ _ - » I
I R ’/’/’//l ;X~’~ RN N 1
! DR S N I~~~ R RS I N I
/ < r = 1 S
J ”//\\>/\/ ”,/' \\~~~\ \ \\ :
! - T I S TS~ a 1 S
- 7 ~ \ ~o A S
I/ — = P S~ ~ ~< 1 ~
Q@ Q Q Q Q Q Q
FBBUG Amnesia Team KZ Team Shiba Team Shark Team XANE Team InstallLab
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Relationship with Crypt

-

FBBUG Amnesia Team KZ Team Shiba Team
1 ~
\ | S \\ S~ L7 | =
A -7 <
\ \ S 7, ~ | — -~
N\, ~ - _ -
s ! Ve N I S T - - ‘
\ | s > Y ~ -
1

A N -
- N
— -

/ - N~

Personal/Unknown White Crypt Alice Crypt
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Easy Crypt

Q

Shark Team

Melon Crypt

Q

XANE Team

/
/
/
/
/

Q

InstallLab

\ N II
\V/
D D
PacLab Crypt Crypt_0x00_v2




Relationship with Tools

Q Q © Q Q Q
SKY Team Amnesia Team KZ Team Shiba Team Shark Team XANE Team
\\.‘1~~ /'\\ ,1‘\\ ’—’,’\ /o
Il Rl - - ] S~ - \ 4
SAKN T e L7 S - \ 4
/ ~~§ —‘_~~I —’V\ 7
/ //<\~‘~ r:"":: RS ! //
/ Pag SR~ Tem=a \\x\ \ /
/ // —”’ S ] ~~~ ~‘~_ ~ o \ 7
2T - S S~ T == &
b=~ N ~ < =4
f : i
(- - (- -]
™ D D ) P
vidiQ YouTube365 Proxy 91 CheckSEO YT_TurboT
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InstallLab
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Case related Stealer Ecosystem

The string "@im_HiLLi" was present in the Build ID, which can be arbitrarily specified by the
attacker when creating the stealer, and the same string was found in another Meta stealer

and Aurora stealer.

* - _ _ *
* /' N/ \N/\N/\ *
Flora * (MJTE|T]|A) *
* \_/ \_/ \_/ \_/ *
: * *
° Sl e * Telegram: https://t.me/metastealer_bot x
Purchase time: 05/14/2023, 12:27 Build ID: @im HilLLi |
Log sold:
439b4a6d824fff66274a184c9276c837d8
4d7424
Log bought: @XMR_MAIN (6208096719) META STEALER
Price: 9.00 &« 3 & Q-4

—l
{"Type“:“Browser“,“Info":{“Name":"User—PC"J"BuildID“:“@im_HiLLi","GroupID":“ALL"I"OS":”Windows

AURORA STEALER
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Case related Stealer Ecosystem

The string "ALL" and the same ICON hash were found in a common set of samples

identified them as the KZ traffic team by the Telegram ID used in the BuildID field.

] HiLLI
BuildID GroupID Icon Hash Forwarded from KZ TEAM REBORN BOT
@ rerday
@punjet Top by logs:
® @im_HiLLi-100
5713190558 -= Y @Noxyzzz- 76
L
@Noxyzzz ALL 80cOdadadadac000
@relisek
@im_HiLLi
Identify value used in Aurora stealer Best Traffer in KZ Team

O S2W
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Case related Stealer Ecosystem

One of KZ Team's traffickers, user "Ventenda," uploaded log files to a Telegram channel

that specializes in sharing only stealer logs.

************* ************************************

KZ TEAM REBORN CHAT

Forwarded from KZ Team Reborn OTCTYK

¥ Anew log has arrived! <=========== INFORMATION ABOUT SOFTWARE ===========>
Lo Aurora

Telegram: @BradMax
Telegram: @BradMax
L - Worker: @Ventenda <================ BUILD INFORMATION ================>

Le Log number: Ne7182d2a9f-29a9-4907-a079-5514c6a30874 H = =43fe-b549-b858b25de2d8
Build ID: @Ventenda
1 H =I17-04 06:16:20.5747684 -0800 PST m=+62832.933157101

KZ Team'’s Traaffer: @Ventenda Some files in a shared stealer log
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Advertise stealer on the
"3 dark web forums

Sales Post

Stealer Operator | ----- |

Private Message

1

J

Purchase using Cryptocurrency Traffic Team ! [
BTC, ETH, XMR, LTC, USDT, QIWI, etc

o
S
2
3
o
®
:
(=
]

Infiltrate into the system |¢——-----1{  YouTube  [----- '

[ Exfiltrate credentials ]

e

8 =
=

ol

> =

o

w

=

Owner ] [ Coder
Moderator ] [ Seller
Affiliaste | [ Traffer

Distribute Stealer

YouTube Uploader

C&C Server I

A

[ PC Information ]

[Browser Credentials ] [ Wallet Data ] [ FTP

=

[ etrenen |

[

ger A ] [Gamlng sw Accounts] [ Password Manager

[

[ Local Files ]
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[ Send logs to C&C Server J

Landing Page ~  |--------

Y

Infrastructure Services

Stealer Logs

Log Buyer
Buy Logs
Xss ) ( BHF
Exploit ] [ Cracked
Lolz.guru ] [ etc
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Takeaways



Lessons Learned:
What to focus on to track down stealer groups

Manage team and logs '
Divided by percentage

<
<

1
Traffer Victim
2
Vs
N

Sell License
Stealer Pay

Operator

X
>
Pl

\
N\
/

—

A
N

Affiliate with other services
advertised in the dark web forum

LY

Tool
Sets
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Lessons Learned:
What to focus on to track down stealer groups

Monitor Relationship Analysis Hunt
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Thanks,
Any Questions?



