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FortiEDR shows how malware is getting better
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ÅNo Silver Bullet rather a Ball and Chain

ÅCheap for the adversary

ÅExpensive for the analyst

ÅDifferent techniques and different levels 
of obfuscation

ÅThere are obfuscators for most 
programming languages

ÅWe will focus on C++

Why Obfuscation? https://www.coverbrowser.com/image/action-comics/157-1.jpg
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Å Analysis: 
https://www.fortinet.com/blog/thr
eat-research/looking-inside-
pandoras-box

Å Contains everything a modern 
ransomware should

Å Multi-Threading

Å Strong Encryption

Å Disable AMSI

Å Disable Event Logging

ÅUnlocking files with Restart 
Manager

ÅAnd all of the worldôs Evilsé

Use Case: Pandora Ransomware

https://www.fortinet.com/blog/threat-research/looking-inside-pandoras-box


All of the Worldôs Evils
Obfuscation Techniques in Pandora
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ÅPacked with custom UPX

ÅStrings encoding (14 different decoding functions)

ÅCALL addresses obfuscated with opaque predicates

ÅJMP addresses obfuscated with opaque predicates

ÅControl-Flow Flattening

ÅWindows API call obfuscation

Overview
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ÅStatic data that still calculated in runtime

ÅObfuscates connections between basic 
blocks

Opaque Predicates for CALL and JMP addresses

rax = *(* address_table_base + 0x260BB2E4) + 0xFFFFFFFFAAF7CABC)



Control-Flow Flattening
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ÅObfuscation method

ÅCheap for developer, 
expensive for reverse 
engineer

ÅManipulates the control flow 
of functions

ÅOriginal Basic Block: contain 
the original logic of the 
function

ÅDispatcher: decides which 
original basic block comes 
next

Control-Flow Flattening

Dispatcher

Original Basic Blocks

http://tigress.cs.arizona.edu/transformPage/docs/flatten/index.html
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Control-Flow Flattening in Real Life
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Control-Flow Flattening in Real Life


