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FortiIEDR shows how malware is getting better

Tactic Technique
Defense Evasion

Credential Access

System Binary Proxy Execution
Process Injection
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Execution Mshta
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Discovery Input Capture
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Figure 9 - Top malware tactics and techniques in EDR data for 2022-H1
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WON'T
LIEVE IT UNTIL

Why Obfuscation?

A No Silver Bullet rather a Ball and Chain

A Cheap for the adversary a:/ —
" SUPERMAN? / ‘ “f.‘,'BUO'J'-:.E;".:}k&-‘-.'.'.

A Expensive for the analyst

A Different techniques and different levels
of obfuscation

A There are obfuscators for most
programming languages

=
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A We will focus on C++

¥
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Use Case: Pandora Ransomware

THE MYTHS
|| SAY THE URN
| CONTAINED ALL
OF THE WORLD'S

THE VICES,
MISERIES, AND
DISEASES THAT
PLAGUE US TO

THIS DAY.

A Analysis:
https://www.fortinet.com/blog/thr
eat-research/looking-inside-
pandoras-box

To

Contains everything a modern
ransomware should

Multi-Threading
Strong Encryption
Disable AMSI

Disable Event Logging

o o o o Iw

Unlocking files with Restart
Manager

AAnd all of the
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https://www.fortinet.com/blog/threat-research/looking-inside-pandoras-box
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Overview

A Packed with custom UPX

A Strings encoding (14 different decoding functions)

A CALL addresses obfuscated with opaque predicates
A JMP addresses obfuscated with opaque predicates
A Control-Flow Flattening

A Windows API call obfuscation

I HATE WHEN
PROPlE NeeDLessLY
<\ \OBFUSCATE THINGS.

www. Baceboo k. com /BieFoot JuticeLomics

bie Fdotj\rst'-(ﬁwtﬂ)
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_ N
Opaque Predicates for CALL and JMP addresses

rax =** address table base + 0x260BB2E4) + OXFFFFFFFFAAF7CABC)

pppp:@@ae7FFeBEEFI673A mov rax, cs:qword 7FFGBGFFOAB@
pppp:B8RETFFEBEF96741 mov rdi, @FFFFFFFFAAFTCABCh
I " I I pPppp:@@e87FF6BEF96748 mov rax, [rax+268BB2E4h]

A Static data that still calculated in runtime B
pPppp:@@ee7FF6BEF96752 mov esi, 26@BB2E4h

AObeSCateS COnneCtionS between baSiC pppp:@@e87FFEBEFI6757 mov rcx, cs:qword 7FFGBEFFIABS
pPppp:@@ee7FFeBEF9675E add rcx, rsi

blocks Pppp: BBBBTFFEBEFIE761 mov ebp, 26BBEBSFDh

pppp:@@aa7FFEEEFI6766 mov rdx, cs:gword 7FFGBGFFOACE
pppp:@@Be7FFEEEF9676D add rdx, rbp
pppp:@BBRJFFEBEFI6770 call ax
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Control-Flow Flattening




Control-Flow Flattening

A Obfuscation method

Dispatcher

N\

A Cheap for developer, |
expensive for reverse v
engineer

/
A Manipulates the control flow ] o>
of functions I

A Original Basic Block: contain \ ‘ 1 /
the o_rlglnal logic of the Original Basic Blocks
function

| |

A Dispatcher: decides which
original basic block comes
next

http://tigress.cs.arizona.edu/transformPage/docs/flatten/index.html

amn
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Control-Flow Flattening in Real Life
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Control-Flow Flattening in Real Life
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