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AGENDA

▸ What is Sigma? 

▸ Our context and Detection-as-Code workflow 

▸ The tool: droid 

▸ Conclusion 

▸ … key takeaways 

▸ … references



SIGMA
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SIGMA

Source: sigmahq.io

http://sigmahq.io
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HOW DOES IT LOOK LIKE?

▸ YAML format 

▸ Open and generic 

▸ Easy to read 

▸ Encourages sharing

Source: sigmahq.io

http://sigmahq.io
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POWERED BY PYSIGMA SINCE 2023

▸ pySigma parses and converts 
Sigma rules into queries  

▸ The backends support the 
conversion 

▸ The pipelines transforms the rule 
based on a set of conditions

Source: sigmahq.io

http://sigmahq.io
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SIGMA COMES WITH A CONVERTER
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SIGMA PROCESSING PIPELINE 101
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UNLEASHING SIGMA IS NOT EASY

▸ Works out of the box for most cases 

▸ … but often criticised



OUR CONTEXT
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NAVIGATING CHALLENGES

▸ We serve 90+ Union Entities 

▸ We do security log 
monitoring 

▸ We operate like an MSSP 

▸ … Cloud and On-Premises 

▸ … Multiple SIEM/EDR



TLP:CLEAR

DETECTION-AS-CODE AT RESCUE

CONTENT VERSIONING

MODULARITY AND QA TESTING

VENDOR AGNOSTIC

Threat Intelligence Detection objectives 

Threat Hunting Post-breach 
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DETECTION-AS-CODE BENEFITS

▸ Improved collaboration 

▸ Four-eyes policy reduce 
false positives, hence alert 
fatigue 

▸ Ensure a continuous and 
iterative process



DROID
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DROID: A PYSIGMA WRAPPER

▸ Validate the rules (syntax) 

▸ Convert the Sigma rules 

▸ Search and report for findings 

▸ Check the integrity of the rules 

▸ Export (deploy) Sigma rules to SIEM/EDR 

▸ Supported format: Sigma and plain SIEM/EDR native query
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A CONFIG TO RULE THEM ALL

▸ TOML configuration file 

▸ Highly flexible 

▸ Sigma conversion is done by 
platform and log sources
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DROID WORKFLOW

DROID Validate

Sigma syntax

Convert

Sigma rules

... by log sources

Search

Flag obvious FPs

MSSP features

Test

Atomic Red Team

Export

SIEMs

EDRs

In case of failure, we iterate and fix the rule

CI/CD
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ValidateRULE SYNTAX VALIDATION

▸ Leverage pySigma validators 

▸ Validate Sigma rules in a 
configurable way 

▸ Well-suited for integration 
within a CI/CD pipeline

$ droid —config-file config.toml --validate -r ./rules/sigma/ 
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RULE CONVERSION BASED ON THE LOG SOURCES 1/2 Convert
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RULE CONVERSION BASED ON THE LOG SOURCES 2/2 Convert

SIGMA 
RULE
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ROCK, ROBOT ROCK

$ droid —config-file config.toml --convert --platform splunk -r ./rule.yml 

category: process_access 
product: windows

Convert
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SEARCH FOR ANY RESULT

▸ Search in your dataset and look for any result 

▸ … uncover potential false positives

Detection rules

$ droid —config-file config.toml —search --platform splunk -r ./rule.yml 

Search
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MSSP FEATURES

▸ MS Sentinel: search in multiple workspaces 

▸ (requires an Azure Lighthouse setup)

Detection rules

Workspace A

Workspace B

Workspace C

Search
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WORK IN PROGRESS: UNIT TESTING

Executes Atomic tests remotely

Disclaimer: while we use the techniques and methodologies provided by Atomic Red Team™, our tool is an 
independent project and is not endorsed or sponsored by Red Canary.

Atomic Red Team™ 

▸ A Sigma rule is linked to a MITRE 
technique ID and a test GUID 

▸ Test pass if the activity was detected in 
the SIEM/EDR

Test
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GENERAL EXPORT CONFIGURATION

▸ Highly flexible 

▸ Export config reflects a 
general config 

▸ Built for CI/CD

Export
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RULE LEVEL EXPORT CONFIGURATION

▸ Apply custom saved 
search settings 

▸ Disable rule 

▸ Remove rule 

▸ Overwrite actions 

▸ … e.g. webhook URL

Export

SIGMA 
RULE
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EXPORT AND CHECK

▸ Export your rule 

▸ Check its configuration

$ droid —config-file config.toml —integrity --platform splunk -r ./rule.yml 

$ droid —config-file config.toml —export --platform splunk -r ./rule.yml 

Export
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DETECTION RULES DEPLOYMENT Export



USAGE
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DETECTION CONTENT AND GIT FLOW

MAIN

DEVELOP

FEATURE

PRODUCTION

DEVELOPMENT

▸ Enhanced testing and validation 

▸ Improved collaboration and reduce risk of false positives 

▸ CI/CD integration in production and development env
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HOW TO GET STARTED 1/2

▸ Get familiar with: 

▸ … any DevOps toolset (mainly git) 

▸ … Sigma concept and rule conversion 

▸ Initiate your own repo by cloning init-droid 

▸ https://github.com/certeu/droid-init

https://github.com/certeu/droid-init
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HOW TO GET STARTED 2/2

▸ Install droid 

▸ pip install detect-droid 

▸ https://github.com/certeu/droid 

▸ Make your own configuration file 

▸ https://certeu.github.io/droid-docs

https://github.com/certeu/droid
https://certeu.github.io/droid-docs
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ROADMAP

▸ Integrate more platforms (SIEM/EDR) 

▸ Improve the correlation rules 

▸ Finalise the testing feature using Atomic Red Team™ 

▸ Finalise the documentation



CONCLUSION
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KEY TAKEWAYS

▸ Using Sigma is essential for our work in a multi-SIEM/EDR 
environment 

▸ We built a wrapper to ease our Sigma implementation 

▸ Introducing Detection-as-Code to improve our service 

▸ … quality assurance 

▸ … content versioning 

▸ … flexibility
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▸ Sigma 

▸ https://sigmahq.io/ 

▸ https://github.com/SigmaHQ/sigma  

▸ Detection-as-Code 

▸ Can We Have “Detection as Code”? - Anton Chuvakin 

▸ From soup to nuts: Building a Detection-as-Code pipeline - David French
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