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Who am I?
VP Dependable Embedded Systems
The Linux Foundation
● Zephyr Project:  2016 →
● ELISA Project: 2018 → 

Volunteer:
● SPDX: 2009 → 
● NTIA SBOM Formats & Tooling co-lead 

2018 → 2021 
● DHS CISA SBOM Tooling & 

Implementation WG co-lead 2022 →

Contact: 
kstewart@linuxfoundation.org



Agenda

● Zephyr overview

● Security best practices focus from the start

● Lessons learned after becoming a CNA

● Summary and Looking forward 



• Open source real time operating system

• Vibrant Community participation

• Built with safety and security in mind
• Cross-architecture with broad SoC and 

development board support.

• Vendor Neutral governance 

• Permissively licensed - Apache 2.0

• Complete, fully integrated, highly 
configurable, modular for flexibility

• Product development ready using LTS 
includes security updates

• Certification ready with Auditable

Zephyr Project
Open Source, RTOS, Connected, Embedded

Fits where Linux is too big

Kernel

OS Services

Application Services

HAL

3rd Party Libraries

Zephyr OS
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Proglove Ruuvi Tag PHYTEC Distancer Keeb.io BDN9 Hati-ACE Oticon More

Adhoc Smart Waste GNARBOX 2.0 SSD Framework laptop Safety Pod BLiXT solid state 
circuit breaker

Moto Watch 100

Lildog & Lilcat pet 
tracker

Rigado IoT Gateway Livestock Tracker Laird Connectivity 
sensors & gateways

BeST pump 
monitoring

Vestas Wind 
Turbines

Products Running Zephyr Today

zephyrproject.org/products-running-zephyr 

https://www.zephyrproject.org/products-running-zephyr/
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Arduino Portenta 
H7

ESP32 Sipeed HiFive1 nRF9160 DK STM32F746G Disco M5StickC PLUS

TDK RoboKit 1 BBC micro:bit v2 Blue Wireless Swan Arduino Nano 33 
BLE

Intel UP Squared Dragino LSN50 
LoRA Sensor Node

Microchip SAM E54 
Xplained Pro 

Evaluation Kit

Raspberry Pi Pico Altera MAX10 NXP i.MX8MP EVK Adafruit Feather 
M0 LoRa

u-blox EVK-NINA-B3

700+ supported boards… and growing

docs.zephyrproject.org/latest/boards

https://docs.zephyrproject.org/latest/boards
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190+ Sensors Already Integrated

adt7420
adxl345
adxl362
adxl372
ak8975
amg88xx
ams_as5600
ams_iAQcore
apds9960
bma280
bmc150_magn
bme280
bme680
bmg160
bmi160
bmi270
bmm150
bmp388
bq274xx
ccs811

dht
dps310
ds18b20
ens210
esp32_temp
fdc2x1x
fxas21002
fxos8700
grove
grow_r502a
hmc5883l
hp206c
hts221
i3g4250d
icm42605
icm42670
icm42688
icp10125
iis2dh
iis2dlpc

iis2iclx
iis2mdc
iis3dhhc
ina219
ina23x
isl29035
ism330dhcx
ite_tach_it8xxx2
ite_vcmp_it8xxx2
lis2dh
lis2ds12
lis2dw12
lis2mdl
lis3mdl
lm75
lm77
lps22hb
lps22hh
lps25hb
lsm303dlhc_magn

lsm6ds0
lsm6dsl
lsm6dso
lsm9ds0_gyro
lsm9ds0_mfd
max17055
max17262
max30101
max31875
max44009
max6675
mchp_tach_xec
mcp9808
mcux_acmp
mhz19b
mpr
mpu6050
mpu9250
ms5607
ms5837

nrf5
nuvoton_adc_cmp_npcx
nuvoton_tach_npcx
nxp_kinetis_temp
opt3001
pcnt_esp32
pms7003
qdec_mcux
qdec_nrfx
qdec_sam
qdec_stm32
rpi_pico_temp
sbs_gauge
sgp40
sht3xd
sht4x
shtcx
si7006
si7055
si7060

si7210
sm351lt
stm32_temp
stm32_vbat
stmemsc
stts751
sx9500
th02
ti_hdc
ti_hdc20xx
tmp007
tmp108
tmp112
tmp116
vcnl4040
vl53l0x
wsen_hids
wsen_itds

github.com/zephyrproject-rtos/zephyr/tree/main/drivers/sensor

https://github.com/zephyrproject-rtos/zephyr/tree/main/drivers/sensor
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Architecture
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Cortex-M, Cortex-R 
& Cortex-A

32 & 64 bit

x86 & x86_64

Xtensa

Supported Hardware Architectures

docs.zephyrproject.org/latest/hardware/index.html#hardware-support 

https://docs.zephyrproject.org/latest/hardware/index.html#hardware-support
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Vibrant Ecosystem

Development Tools

Training &
Consulting

Firmwares &
Libraries

Applications & 
Middlewares

Governing Board Technical Steering
Committee

Contributors
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Linux Foundation Project Velocity

Source: https://github.com/cncf/velocity

https://github.com/cncf/velocity
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Source: https://github.com/cncf/velocity

Linux Foundation Project Velocity

https://github.com/cncf/velocity
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And as of 2024-06-12?  
https://github.com/zephyrproject-rtos/zephyr

- Total commits:  97,280
- Total contributors: 2,126

https://github.com/zephyrproject-rtos/zephyr/pulse/monthly
- Monthly contributors: 321
- Monthly commits: 2,259

https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/pulse/monthly
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And as of 2024-06-12?  
https://github.com/zephyrproject-rtos/zephyr

- Total commits:  97,280
- Total contributors: 2,126

https://github.com/zephyrproject-rtos/zephyr/pulse/monthly
- Monthly contributors: 321
- Monthly commits: 2,259

3.0 commits/hour

https://github.com/zephyrproject-rtos/zephyr
https://github.com/zephyrproject-rtos/zephyr/pulse/monthly
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Community
Contributions 

via DCO

Releases LTS Releases

Safety & Security
Processes

Certifiable 
Releases

Forward ports &
Keeping Configurations in Sync

Development
Long Term 

Support
“Stable”

Auditable

Code Repositories
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Long Term Support (Zephyr 2.7.x)
● Product Focused

● Current with latest Security Updates

● Compatible with new hardware
○ Functional support for new hardware is regularly backported

● Tested: Shorten the development window and extend the Beta cycle to 
allow for more testing and bug fixing

● Supported for 2+ years

⚠ Doesn’t include cutting-edge functionality

github.com/zephyrproject-rtos/zephyr/releases/tag/zephyr-v2.7.0 

https://github.com/zephyrproject-rtos/zephyr/releases/tag/zephyr-v2.7.0


Agenda

● Zephyr overview

● Security best practices focus from the start

● Lessons learned after becoming a CNA

● Summary and looking forward 
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Security Focus From the Start
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Security Focus From the Start
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Starting Point: Adopt Known Best Practices

https://bestpractices.coreinfrastructure.org

https://bestpractices.coreinfrastructure.org
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Best Practices Badge
Identified best practices for OSS projects

▪ For production of OSS
▪ Based on practices of well-run OSS projects
▪ Increase likelihood of better quality & security
▪ Criteria designed for any OSS project

Web application: OSS projects self-certify
▪ If OSS project meets criteria, it gets a badge
▪ No cost
▪ Self-certification mitigated by automation, public display 

of answers (for criticism), spot-checks, and can be 
overridden if false

⇒ moved under Open SSF in 2021 
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https://www.bestpractices.dev
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Criteria

Three badge levels (passing, silver, gold)

▪ Any level is an achievement

▪ For higher levels, must meet previous level

▪ Based on real projects
▪ Not “people should do X, but no one does that”

▪ Gold requires multiple developers
▪ bus factor > 1*, 2-person review

More info at: https://github.com/coreinfrastructure/best-practices-badge

* A “bus factor” is how many people would have to be hit by a bus before a project stalls (e.g., due to lack) knowledge)

https://github.com/coreinfrastructure/best-practices-badge
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Statistics about Criteria & Levels

• There are not a lot of gold criteria, but they are challenging.
• Source: https://www.bestpractices.dev/en/criteria

https://www.bestpractices.dev/en/criteria
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Zephyr's Path - Initial Passing Badge

Zephyr Launched 2016/2
• Initial security team was composed of device security experts or either 

open source embedded experts from our members, but limited 
knowledge domain overlap and understanding of issues in either space.

CII badge program launched 2016/5 
• Looked through the criteria and decided to aim for passing badge.
• 75% was straight forward to fill out and was done within first week.
• Security and Analysis sections served as a focus to start organizing 

knowledge from diverse participants in the security team.    

Zephyr achieved “Passing” badge 2016/11
• Some criteria we met fairly easily,  other criteria caused significant 

discussion, and took a while to create the documentation (which we 
needed to do!)
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Project Security Documentation

● Project Security Overview

● Started with documents from other 
projects

● Built around Secure Development, 
Secure Design, and Security 
Certification

● Ongoing process, rather than 
something to just be accomplished

https://docs.zephyrproject.org/latest/security/security-overview.html
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Zephyr's Path - Oops… Passing Regained
Zephyr stopped “Passing” 2017/2
• Zephyr project infrastructure underwent significant 

transition in 2017 (JIRA →Issues,  Gerrit → github )
• Prior data was inaccurate, and we had forgotten to 

update it.
• Badge app notified us we were not longer “passing”

Zephyr regains passing 2017/8 
• After all transitions done,  updated documentation to 

reflect the infrastructure and we were passing again.
• Decided to try for Silver – but there were some big 

lifts for the project:  key roles and responsibilities 
documented,  longer roadmap than we’d been 
keeping,  TLS certificate verification
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Zephyr's Path - Become a CNA? 
A CNA allows Zephyr Project to manage vulnerabilities, assign them CVE IDs, and handle 
the disclosure of information pertaining to those vulnerabilities. 
• Zephyr Project CNA determines the validity of issues/vulnerabilities, 
• whether or not they will be publicly disclosed, 
• the amount of information that will be disclosed, 
• the timing for that disclosure.

Changes made by the Zephyr Project to become a CNA:
• Zephyr Project security documentation was be reviewed and modified to handle the 

new requirements levied by the CNA process.  
• New email lists were created to be used as points of contact for external entities 

(provided to MITRE to be used for contact and also will be added to Zephyr Project 
websites. 

○ vulnerabilities@zephyrproject.org (used as primary contact for external entities) 
○ zephyr-psirt-request@lists.zephyrproject.org (internal project list for CNA communications)

mailto:vulnerabilities@zephyrproject.org
mailto:zephyr-psirt-request@lists.zephyrproject.org
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Zephyr's Path - Become a CNA?  Yes! 

*per phone discussion with MITRE,  July 2017

Four things required* for getting a CNA in place:

1. Definition of scope:
All Zephyr project components and vulnerabilities discovered by Zephyr project participants that are 
not covered by another CNA. 

2. Public point of contact:
vulnerabilities@zephyrproject.org  was listed on websites (both Zephyr project and MITRE).

3. Direct point of contact for backdoor communications from MITRE:
zephyr-psirt-request@lists.zephyrproject.org

4. A list of email addresses that will be added to the MITRE announcement: 
zephyr-psirt-request@lists.zephyrproject.org

Sent email with above in August 2017,  and MITRE announced Zephyr as CNA 

mailto:vulnerabilities@zephyrproject.org
mailto:zephyr-psirt-request@lists.zephyrproject.org
mailto:zephyr-psirt-request@lists.zephyrproject.org
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Zephyr Listed as CNA in NVD in 2017

* https://cve.mitre.org/cve/request_id.html#cna_participants

https://cve.mitre.org/cve/request_id.html#cna_participants
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Zephyr CNA Entry Today 

Source: https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr

https://www.cve.org/PartnerInformation/ListofPartners/partner/zephyr


© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.

Zephyr PSIRT Today
Project Security Incident Response Team

● Led by Zephyr Security Architect (elected annually from peers)

● Volunteers from Security Committee (Zephyr Project Members) do initial triage

● Manage embargo windows and interaction with maintainers for fixes into 
upstream and then backports to LTS

● Responsible for satisfying evolving CVE Program & CNA Process Requirements.



Agenda

● Zephyr overview

● Security best practices focus from the start

● Lessons learned after becoming a CNA

● Summary and looking forward 
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Zephyr's Badge Path Continues…

Zephyr almost at “Silver”  2018/4
• Zephyr addressed all issues except “TLS certificate 

verification”,  we had a TLS library, but Zephyr is an OS, 
not an App.

• Threat model and justification documents that security 
requirements are met had to be created,  again issue 
not an App.

Zephyr gets Silver 2018/9 
• After implementing a separate application as a sample 

for TLS issue
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Zephyr's Gold Badge - Feb 2019!

Source: https://www.bestpractices.dev/en/projects/74

https://www.bestpractices.dev/en/projects/74
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First Bulk Security Report (2019)

● NCC Group reported ~26 issues

● Critical, High and Medium made into 
JIRA tickets (we used JIRA before 
transitioning private github we use 
today)

● All were addressed

● After embargo, everything updated in 
the vulnerability report page

● Most resulted in 1 or more CVEs being 
reported

https://research.nccgroup.com/
https://research.nccgroup.com/2020/05/26/research-report-zephyr-and-mcuboot-security-assessment/
https://docs.zephyrproject.org/latest/security/vulnerabilities.html
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Results from the NCC Report

● Most issues were fixed in reasonable 
time and included in releases

● One issue, recommendation is to 
disable

● Increased embargo from 60 to 90 days
○ Zephyr isn’t an end product, 

vendors need time to incorporate 
fixes into products

○ Zephyr needs alert system to 
notify vendors

● Continue to improve processes



© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.

Improving Processes… 

● Highlighted need to better document process

● Added vulnerability reporting to project docs

● Added security section to main project page

● Process:
○ Embargo period extended
○ Stages issue goes through
○ Working with maintainers to see issues 

fixed
○ Public disclosure at end

https://docs.zephyrproject.org/latest/security/security-overview.html#security-vulnerability-reporting
https://www.zephyrproject.org/security/


© 2024 The Zephyr Project — Content made available under CC BY-SA 4.0.

Better Support for Product Makers

● For an embargo to work, 
product makers need to be 
notified early so they can 
remediate.

● Created Vulnerability Registry 
for vendors to register to 
receive these alerts for free

● Goal: Zephyr to fix issues 
within 30 days to give vendors 
60 days before publication of 
vulnerability

Source:  https://www.zephyrproject.org/vulnerability-registry/

https://www.zephyrproject.org/vulnerability-registry/
https://www.zephyrproject.org/vulnerability-registry/
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What we had to do before VEX…

Advisory Issued by project on 20201208:

Zephyr current release (2.4) does not use Fnet or other stacks. 

The Zephyr LTS release 1.14 contains an implementation of 
the TCP stack from Fnet. 

● Of the vulnerabilities reported in Fnet, 2, 
CVE-2020-17468, and CVE-2020-17469, are in the IPv6 
Fnet code, one, CVE-2020-17467, affects Link-local 
Multicast Name Resolution LLMNR), and 2, 
CVE-2020-24383, and CVE-2020-17470 affect DNS 
functionality. 

● None of the affected code has been used in the Zephyr 
project, while 1.14 does use the Fnet TCP, it does not 
use the affected IPv6, DNS or LLMNR code.

https://www.zephyrproject.org/zephyr-security-update-on-amnesia33/

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17468
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17469
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17467
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-24383
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-17470
https://www.zephyrproject.org/zephyr-security-update-on-amnesia33/
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SBOM generation added in 2021

Learn more at: https://www.youtube.com/watch?v=KYC3YpSu9zs

https://www.youtube.com/watch?v=KYC3YpSu9zs
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Automating SBOM Generation During Build!
1. Create a build directory with CMake file API enabled
2. Build project with “build metadata” enabled
3. Compute SBOM(s)

   west spdx --init -d BUILD_DIR
   west build -d BUILD_DIR -- -DCONFIG_BUILD_OUTPUT_META=y
   west spdx -d BUILD_DIR

⇒ 
zephyr.spdx SBOM for the Zephyr source files actually used by your application

app.spdx SBOM for the source files of your application

build.spdx SBOM for all the build objects, inc. of course your final image
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SBOM's at Scale…Automatically

Source: https://zephyr-dashboard.renode.io/

708 boards

13 apps

All BUILT, 
PASSED, 
GENERATED 
have 3 SBOMs 
available to 
download & 
inspect

https://zephyr-dashboard.renode.io/
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Dashboard SBOM

...

...

...

blinky-zephyr.spdx

blinky-app.spdx

blinky-build.spdx
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Vulnerability Infrastructure → Github 2021
Why Transition?

Private repos became available.  Better integration with rest of code. 
No additional ids to manage.  Improved analysis capabilities

Total of CVEs published : 68 (since we started using github)
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CWE Breakdown
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Scoring & Code Area Breakdown
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Security Working Group added March 2022

Security Committee

● Restricted to one representative 
from each platinum member, an 
architect (Flavio Ceolin), and a 
chair (David Brown)

● Meeting: Every 2 weeks
● Topics: 

○ Vulnerabilities
○ PSIRT processes
○ Financial/contracts
○ Other sensitive information

Security Working Group

● Open to any participant 
● Meeting: Every 2 weeks
● Topics: 

○ Security Standards
■ ETSI EN 303-645
■ FIPS 140-3
■ SP 800-128
■ Annex K (C11 standard)

○ Evolving Security Processes
○ Code Analysis Tools
○ Documentation
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Work on ETSI EN 303-645 in 2023

Source: https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html

https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html
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Work on ETSI EN 303-645 in 2023

Source: https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html#provisions-assessment

https://docs.zephyrproject.org/latest/security/standards/etsi-303645.html#provisions-assessment
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2024 Security Audit with NCC Group

Why External Audit?
● Identifying Vulnerabilities
● Independent Assessment
● Best Practices
● Community Trust
● Reputation

Scope Definition
● Security Objectives
● Components

○ Narrow to something doable 
and that benefits most users

● Depth of Analysis
● Threat Model

Results from NCCGroup

● Target Zephyr 3.6 / 3.7
○ 02/2024 ~ 03/2024

● Three issues found
○ Two low severity caused by 

integer overflow and TOCTOU
○ One informational caused by 

integer overflow
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Lessons Learned from the Audit
Defining the scope is hard

● Resource Constraints
● Depth and Breadth
● Future-Proofing
● Stakeholder Agreement

Threat model is useful 
● Guiding the Audit Process
● Validating Security Controls
● Facilitating Communication

Comprehensive testing importance 
● The audit make it clear the 

importance of comprehensive 
testing 

Outcomes: 
● Enhanced Security

○ The identification and subsequent 
remediation of even low-severity issues 
contribute to a more secure system

● Increased Confidence

○ Third-party auditor validated the 
security and quality of the code base 
increasing confidence among 
developers, stakeholders, and users

● Recommendations aligned with Zephyr plans

○ Guided Fuzzing of Libraries and 
Subsystems
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More Details Available…

Details at: 
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22

https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22
https://www.youtube.com/watch?v=vEG-Owv9TEs&list=PLzRQULb6-ipHnRUuy2UJpqZjTM9FPWtWx&index=22


Agenda

● Zephyr overview

● Security best practices focus from the start

● Lessons learned after becoming a CNA

● Summary and looking forward 
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Best Practice Adoption Over Time
● Established Security Committee at project launch in 2016 – meets bi-weekly.

● Secure Coding Practices were publicly documented for project.

● Zephyr Project registered as a CVE Numbering Authority with MITRE since 2017.

● “Gold” Best Practices Badge criteria Core Infrastructure Initiative met in 2018

● Vulnerability Management Process in 2020
○ Vulnerability response criteria publicly documented
○ Product makers can register for free for embargo notifications Zephyr 

● SBOM generation in 2021
○ Source SBOM’s for releases and updates going forward from version 2.5
○ Ability to automatically generate SBOM for built images included in version 2.6

● Infrastructure transition to github in 2021, improved automation & interaction with CVE 

● Security working group formation in 2022 to improve transparency with community

● Work on self attestation for ETSI 303-645 started in 2023

● Project funded Audit by NCC group in 2024

https://docs.zephyrproject.org/latest/security/secure-coding.html
https://cve.mitre.org/cve/request_id.html#cna_participants
https://bestpractices.coreinfrastructure.org/projects/74
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Security Best Practices Evolve…

● PSIRT processes need to be updated to align with evolving CVE & NVD infrastructure

○ New API is helping with pulling the data,  moving over to new infrastructure.
○ Improving consistency via scripting.  
○ Open question on determining to what extent to should we assign for low issues, even if not 

critical to enforce static analysis.   
○ Effective monitoring of  vulnerabilities in modules is under investigation, as well as module 

interdependencies. 

● Leveraging Automation to prevent security regressions:
○ Weekly Coverity Scans to detect bad practices in imported code have been in common use
○ MISRA scans being incorporated, to evolve to conformance and address issues.  Challenge is 

staging the adoption of rules being enforced, so this can become part of commit testing.

● On Ramping others to help with security issues
○ Maintainers in problematic areas are responsive and effective at this point
○ Volunteers have different level of involvement and background - Secure practices training?
○ Definition of bite size tasks is proving problematic
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zephyrproject.org

github.com/zephyrproject-rtos 

lists.zephyrproject.org  

(https://lists.zephyrproject.org/g/security-wg)

chat.zephyrproject.org

Interested in Learning More?

https://www.zephyrproject.org
https://github.com/zephyrproject-rtos
https://lists.zephyrproject.org/
https://lists.zephyrproject.org/g/security-wg
https://chat.zephyrproject.org


Thank you
どうもありがとうございます

Danke
매우 감사합니다
Gracias 
Σας ευχαριστώ 
Grazie
Merci Beaucoup
आपका बहुत-बहुत धन्यवाद

Contact:  
kstewart@linuxfoundation.org



Abstract

When the Zephyr project(https://zephyrproject.org/) launched in 2016, one 
of the goals was to apply known security best practices to make the S in IoT 
actually mean something. 

This talk will go through the journey of the last 8 years of applying known 
best security practices to an open source project, including becoming a CVE 
Numbering Authority, and forming a PSIRT team from volunteers from 
different companies. Along the way we had to adjust embargo policies due 
to a bulk vulnerability report, in addition to the occasional vulnerability 
reported from the community.


