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About Me

HuiSeong Yang

#Malware #Ransomware #RaaS #APT
#ThreatActor #TTPs #CyberCrime
#ThreatlIntelligence #Analysis #Affiliate
#Botnet #Stealer #Darkweb

X . @gmrdkd
m : HuiSeong Yang

. gmrdkd@s2w.inc

S2W, Threat Analysis Team, Researcher
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About Me
S2W

Systematize methodology
Strategic intelligence
Leveraging DevOps
Automation Technologies
to boost threat intelligence

O S2W
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« APT Intelligence
« Threat Actor tracking
» Detailed Malware analysis

DDW Intelligence
Open-source Intelligence
User profiling
Cryptocurrency tracking
Incident Response

+ Offensive Research
» Core Technology Research
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LOCK IT 3.0




Who is LockBit?

Background

Ransomware Activity Top 10 (Jan 2022 ~ Apr 2024)

LockBit | BlackCat CLOP LAY BlackBasta 8Base BianLian AKIRA Medusa Conti
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Who is LockBit?

Background

Raa$ Operator Raa$ Operator

Affiliate

: Ner Negotiation
Infrastructure Negotiation Money - Developer
Developer Launder Tester
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Who is LockBit?

Background

Russian National Arrested and Charged @

with Conspiring to Commit LockBit Rebran dina
Ransomware Attacks Against U.S. and VA =
Foreign Businesses \\QE//
> or

[ sTop! l

systems in the United States, Asia, Europe, and AfriCas Se rVI Ce Sto p

-
Ruslan Magomedovich Astamirov (ACTAMUPOB, Pycnan Maromenosuub), 20, of Chechen
Republic, will make his initial appearance later today.
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Who is LockBit?

Background

tockBitSupp
ripper
Registration 03/08/2021
A 608
1200

® Please note that the user is blocked

hype as thilf 4
another 8 §
Darksides s

Rebranding won't help, the darks didn't succeed and the revils won't succeed.

Why not rebrand in these two months and
enter the market as a new locker?
r

Forum Use

Rebranding won’t help ...

O S2W

Click to expare.

A the forum, none of them gained as much
ir topic of srat three times, and moved

i 3 one. And that's just me. Babuks, Lokbits,
Revil was always the center of attention. And
Q" seems to have changed, in reality

LockBitSupp
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LockBit History

1.0 3.0
(Sep 2019 ~ June 2021) (June 2022 ~
After...
(June 2021 ~) (Jan 2023 ~)
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LockBit History

1.0 3.0
(Sép 2019 ~ June 2021) (June 2022 ~
After...
(June 2021 ~) (Jan 2023 ~)
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LockBit History

»
e
[Cryptolocker LockBit affiliate program]

The development of the lockbit has been
underway since September 2019, they could not
decrypt it, there were attempts...

The Software is written in C and assembler...

Branding ABCD ransomware as LockBit
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LockBit History
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| paid 20% of the ransom for the
product to be stable and not break
files...

‘-'

Wexford

Forum User posted reviews of the LockBit ransomware.




LockBit History
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LockBit
megabyte
eoo

Seller
(1]

50 posts
Joined
01/16/20 (ID: 99278)
Activity
other

Posted September 1, 2020

There is 150 lines of code that generates an image/bmp and saves it to disk.

Task:

By means of Gdiplus it is beautiful to design it, draw (namely, draw , and not take from the picture) |

Report post <

GDI design

a logo, boxes, add various effects to the text, and so on.
A layout will be provided as an example.

The code should work on WinXP-Win10.

Deadline Sunday, price $1666

LockBit
megabyte
+ oo

Seller
o4
50 posts
Joined
01/16/20 (ID: 99278)
Activity
other / other

Posted September 16, 2020 Report post <

Looking for a specialist. /
We need automation of one task for the entire domain. Active Directory Group Policies.

The price starts from $5k. Contact in PM.

. AD Policy

2 API

.
Nativ
Qug |0Ckb|t PostedSeptember 16, 2020 report post <
megabyte /
PYY ) Looking for a specialist.
Deep knowledge of Windows system.ﬁtive APIL. I/O termﬁtion port.
The price starts from $5k. Contact in PM.
+  Quote N-}
Seller
04
50 posts
Joined
01/16/20 (ID: 99278)
Activity
other / other

Hire specialists in various fields




LockBit History

1.0 3.0
(Sep 2019 ~ June 2021) (June 2022 ~
2.0 After...
(June 2021 ~) (Jan 2023 ~)
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LockBit History

% cHaTS

[Ransomwarel LockBit 2.0 is an affiliate program.

Affiliate program LockBit 2.0 temporarily relaunch the intake of partners.

The program has been underway since September 2019, it is designed in origin C and ASM languages wit
any dependencies. Encryption is implemented in parts via the completion port (I/O), encryption algorithm AES +
ECC. During two years none has managed to decrypt it.

& cHats

3 Lockam

Update LockBit 2.0 !

O S2W

i SaTs  EIBULDER S ULSTNG [, NEWS [ FAQ  V PUBLCATIONS ot BLOG  (EvenEA) (NN EXD
LockBit RED
LockBit RED
BUILD DATE
140224 © o852
commeNT

COMPANY WEBSITE

Revenue ﬂ‘ === M
J—

- | OCKBit RED

WAXMUM BECRYPTOR PROTECTON
GETLOCKBITRED O DEFAULT SETTINGS
Stoator
Steatsit

commeNT

comPaNy WEBSITE

REVENUE

MAXMUM FILE SIZE

s00mb

awrova WIS

StealBit

SELF-DELETE

FILTER BY NAWE

finance passportstatement;

FILTER BY EXTENSION

docpdrdocxistxtjpegipgp

HIOE WINDOW
SCAN NETWORK SHARES

aerstenair ¢

Sadmin v

& admin v




LockBit History

[3  LockBit October 05, 2021 at 10:57 pm | - 8 ”

PUBLICATIONS

LOCKBIT  Salesman {3 lockEl  mows  gisws g v e

Linux/ESXi

uuuuuuuuuuuuuuuu

LockBit Linux/ESXi locker V: 1.0.
The locker has 3 operating modes: encryption ofthe firstN'. o
Versions of ESXi hypervisors on which the locker was tested
Implementation language: pure C.

Strong and proven encryption algorithm AES + ECC.
Minimum file size for encryption: 4kb.

Top functionality cannot be compared with competitors. Det

Answer s

nnnnnnnnnnnnnnnnnnnnnnn
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LockBit History

After BlackMatter shut down...

BlackCat

(Ex-BlackMatter)

... Either the security guys will hack Lockbit,
or they will merge their own builders. You
earn millions of dollars, but you’re wasting
your money on coders’ salaries. Shame on
you all, colleagues. A shame!

O S2W

When you sat down a point after the _
ColonialPipeline and took with you several > i"-
large payments from advertisers (who now L
. C_ N\
work for me and know that you stupidly _
rebranded), your former coder was smart| LOCkBitSupp

enough to run over to me...

A — BlackMatter Coder work for LockBit

20




LockBit History

1.0 3.0
(Sep 2019 ~ June 2021) (June 2022 ~)
2.0 After...
(June 2021 ~) (Jan 2023 ~)
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LockBit History

W TWITTER > {iC HOWTOBUYBITCOIN > @ CONTACTUS >
e PRESSABOUTUS > [ AFFILIATE RULES > &% MIRRORS >

AFFILIATE
RULES

—_— e [ E

: -

< IImEy "=
b5 E— —

The oldest international [Ransomware] LockBit affiliate program welcomes you.

We are located in the Netherlands, completely apolitical and only interested in money.

We always have an unlimited amount of affiliates, enough space for all professionals. It does not matter what country you live in, what types of
language you speak, what age you are, what religion you believe in, anyone on the planet can work with us at any time of the year.

First and foremost, we're looking for cohesive and experienced teams of pentestors.

In the second turn we are ready to work with access providers: sale or on a percentage of redemption, but you have to trust us completely. We
provide a completely transparent process - you can control the communication with the victim. In case when the company was encrypted and has

Update LockBit 3.0 !

O S2W

3 Lockam

& cHats

i sTaTs & suroer & LsTNG & News

&

raa 7 PUBLICATIONS ¢ BLOG

LockBit BLACK

LockBit BLACK

commENT

CoMPANY WEBSITE

REVENUE

WHITE FOLDERS

Srecycle binconfigm; s appdataiapplication
ramdatasystem volume informationtor

WHITE FILES

cdesktop ini e db;ntidr ntuser dat ntuser dat logintu

WHITE EXTEN-~"

>~ LockBit Black -

PROCESSES TOKILL

qloracle;ocssddbsi

dveng

22
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LockBit History

After LockBit 3.0 release...

“After the release, | get 10% of the money he receives
from adverts for further support of the 3.0 project.
The payment of these interests will occur every first
day of the month, after the release.”

T2
BlackMatter Coder [+a
p| [\
“Due to low activity and online presence during the —
development process, | refused to pay him and ') %
offered payment through a guarantor with post- L‘\ 3
payment after the work was completed...” LockBitSupp

O S2W 2




LockBit History

. ) A
% September 21 Ali Qushiji
% ﬂ ° a. a

1 Ali Qushji Cre
# Our team managed to hack several LockBit servers as a result,
| Builder LockBit 3.0 was found on one of the servers.
B .
Our team managed to hack several LockBit servers as

% ( Dasswmd dME1U9EUIBEHGS 1HNZAN Il a result, |Builder LockBit 3.0 was found on one of the

endspac
Free Iarge flle hosting. Send big files the easy way! '- Servers.
Free file hosting. Email large files for free

_password: dM@iu9&UJB@#G$1HhZAW

telid Ali Qushji Crew

Soon LockBit Red Builder (aka Lockbit 2.0) o

Leaked LockBit Black Builder by BlackMatter Coder

O S2W
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LockBit History

Based on Leaked LBB (LockBit Black)

IGREETINGS FROM
BLOODY RANSOMWARE GANG

lwhat happened ?

our entire company network is penetrated and encrypted.
IA11 files on servers and computers locked and not usable

Dont EI)an‘ic A1l files are decryptable
e will recover all your files to normal

lwhat B100dy Gang take / steal from your company network ?

BI0Ody

O S2W

£ you do not pay the ransom

lujcojaussdiouylastasfng23fezijnad.onion

Shadow

@ exxga8oKd.README.txt - Notepad?2
Eile Edit View Settings 2

DE@dl s am s Eeaa g
1
2 e Schoo1Boys Ransomware Gang~~~~~
3
4

5>>>> Your data are stolen and encrypted
6 The data will be published on TOR website if you do nc

8 Links for Tor Browser:
9 https://pnanlicgxkku2aonwsg2fwid3maycsso7joqnzp66wkfer
10 Your personal password for communication:

12
13>>>> What guarantees that we will not deceive you?

SchoolBoyz

25




LockBit History

The original was patched and used

The leaked LockBit Black seems to have an
encryption flaw.

Forum User

'a"’%
There are no bugs in the original. Lﬁ\

LockBitSupp

O S2W
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LockBit History

1.0 3.0
(Sep 2019 ~ June 2021) (June 2022 ~
After...
(June 2021 ~) (Jan 2023 ~)
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LockBit History

O S2w

tealer LockBit RED LockBit GREEN LockBit BLACK Linux/ESXi

LockBit GREEN

BUILD DATE
5 150823 © o826
COMMENT

test
COMPANY WEBSITE
test.com
REVENUE

1kk

O

the number of bullds, the defal

1build (2ip)
RUNNING ONE
QUIET MODE NETWORK SHARES
SAME ENCRYPTION KEY MAXIMUM DECRYPTOR PROTECTION

GET LOCKBIT GREEN O DEFAULT SETTINGS

28




LockBit History
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@ MalwareHunterTeam

"locker Apple M1_64":
3e4bbd21756ae30c24ff7d6942
bd8c79

As much as | can tell, this is the fir.
of LockBit ransomware sample seen.

Also is this a first for the "big name" gang."

53c62a9df

2eting build

LockBit MacOS version?

o

LockBit MacOS

29




LockBit History

Uperation CRm%kB it




LockBit History
After...

THE SITE 1S NOW UNDER CONTROL OF LAW ENFORCEMENT (P
Thi /
s,

LOCKEIT (%)
+

o
e
>4

W

+.0
BNA 22 sesmn oo [ ) @

Seized
Infrastructures

L S2w

Operation CRONOS

LockBit data
published

N

Infrastructures seized
again

Additional LockBit data
disclosures

REWARD @

OF UP TO

$10,000,000 USD

FOR INFORMATION LEADING TO THE ARREST AND/OR CONVICTION OF
LOCKBIT RENSOMWERE VARIANT EDMINISTRATOR

DMITRY YURYEVICH KHOROSHEV

31




LockBit History

O S2W

o

smelly___vx
LockBit
smelly__vx
LockBit

smelly___vx

How did the operation occur?

2024-02-19

your website is seized?!?!

+

yTO CNyYynnoce???

FBI pwned me -

.....................................

CVE-2023-3824

32




LockBit History

THIS SITE IS NOW UNDER THE CONTROL OF THE UK, THE

o e ) US AND THE CRONOS TASK FORCE NCA Fea ik >
e | EAKED DATA )
Press Releases LB Backend Leaks Lockbitsupp mho is LockbitSupp?
" PUBLISHED ‘ | PUBLISHED J \ PUBLISHED \ | PUBLISHED J '

- You’ve Been The $10m question L
A\‘ % & NCA Banned From < j-.'-.' ~ = t
74 ‘\V — National Crime Agency LOCK|:]j eXo) (=g
~—

O S2W
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LockBit History

| N
FOLDERS
root
home
www
blog

ajax
api
blocks
exceptions
includes

migrations

!
12
£3
L
:5
:6
27
'8
:9
2l
|

O S2W

Operation CRONOS (First)

B db_prod.php — root, home, opt, var, etc

4) db_prod.php
|
<?php
t DB_HOST localhost';

LockBit Backend Data

t BLOG_CLONE_API_URL = 'http://
t BLOG_CLONE_API_KEY

('FOLDER_PATH', ("/mnt/virtual/good_files

admin created_at:2022-01-31 22:20:43

Harold created_at:2022-06-25 12:31:59
Bevegle aated o228 Re_25 12:35:17

el Affiliate Username &

Finn 36:00

& 36:26

. 36:40

Create Time [ 36:53

John created_at:2022-06-25 12:37:07

Kelsie created_at:2022-06-25 12:37:18

Ramsey created_at:2022-06-25 12:37:33

34




LockBit History

Operation CRONOS (Second)
NCA

National Crime Agency

-
am
A 4
-]

LOCKBIT

) , |
$10,000,000 USD .. o Operation Cronos

Affiliate ID and usernames

FOR INFORMATION LEADING TO THE ARREST AND/OR CONVICTION OF
LOCKBIT RENSOMWARE VARIANT ADMINISTRATOR

"ok *k i
User ID m NEW * since Feb 24
Now with surnames!

admin /| Dwayne Hutton
Dustin uluulu
A1 Norman
Finn
Aston /5 Vinnie
Maximus A Hv:u ly
a : Denise ,/‘ / V\J)\\l‘\li:yr“ ‘
Kamero|
DMITRY YURYEVICH KHOROSHEV , % Sodirey

Daron
FOR VIOLATIONS INCLUDING THE COMPUTER FRAUD AND ABUSE ACT Quinnton Zohan
1 3 Brett y
Submit tips to FBI via:
Signal: @FBISupp.01
Telegram: @LockbitRewards

Arae

Chad
Truman 3 Nicholas
Ramzi Mickey

Email : fbisupp@fbi.gov

TOX: sopses77r0sa1160C7458464E4
2C9AB782B036682FADSIDSF22
BEA75BF71691BEGBASEOSBDSS

O S2W




LockBit History

What LockBit Did After Operation CRONOS?

LOCKETEET

LEAKED DATA

Instant search x = Company name: fbi.gov

File Name +

4 | Parent Directory

- fbi.govien.txt
ABC  fhin zis byt

What happened.

On February 19, 2024 penetration testing of two of my servers took
place, at 06:39 UTC I found an error on the site 502 Bad Gateway,
restarted nginx - nothing changed, restarted mysql - nothing
changed, restarted PHP - the site worked. I didn't pay much
attention to it, because for 5 years of swimming in money I became
very lazy, and continued to ride on a yacht with titsy girls. At

LockBit's Statement

Due to my personal negligence and irresponsibility I relaxed and did
not update PHP in time, the servers had PHP 8.1.2 version installed,
which was successfully penetration tested most likely by this CVE
https://www.cvedetails.com/cve/CVE-2023-3824/ , as a result of which
access was gained to the two main servers where this version of PHP
was installed. I realize that it may not have been this CVE, but
something else like @day for PHP, but I can't be 100% sure, because
the version installed on my servers was already known to have a

O S2W

¥ TWITTER
e« PRESS ABOUT US

> E HOW TO BUY BITCOIN > e CONTACT US

> g AFFILIATE RULES > &% MIRRORS
File Size + Date +
21.0KiB February 26, 2024
32.8KiB February 26, 2024

On February 19, 2024 penetration
testing of two of my servers took
place...

... lrelaxed and did not update PHP in
time, the servers had PHP 8.1.2
version installed, which was
successfully penetration tested ...

36




LockBit History
After...

What LockBit Did After Operation CRONOS?

W TWITTER > HOW TO BUY BITCOIN
EAKED DATA BN . et rREss anouTus
E AFFILIATE RULES &% MIRRORS

Deadline: 09 May, 2024 22:58:27 UTC

[no logo] contest.omg
06bsBNAI0 KOHKYPC

115 y4aCTIS B KOHKYP aMu W Geponaroii, KOTOPbIii CKopee BCEro He YAauHo MUKCaHyn

KpUNTY B O6MeH Ha M Piensk  ceGe sHuMane OB Te C UM ¥ Harpaay & 10 MINNIMOHOB A0ANAPOB 38 CBOIO FONOBY.

Kro nepsbiii Hanuug i 06CToAT nena y Genonar oK 1N He VB, 3110POB WA YKe He OveHs, nonyduT 1000

nonnapos.

Buneo, oro, ckpw jiTe MHe B TOKC https://to)

Tox ID Support 308! ID709C3C4AE9B7
B apxvise uepes Mo ¢aiiny
http/flockbitfilzhrvtGeyazivnp,
https/flockbitfilzuse62fybhieutf665

KOHTaKTBI 6€/10nari PO KOTOPOTO /AYMAIOT, HTO OH 3TO si:

KHOROSHEYV, Drmitry Yuryevich (a.k.a. KHOROSHEV, Dmitrii Yuryevich; a. BSHEV, Dmitriy Yurevich; a.k.a. YURIEVICH, Dmitry;
ak.a. "LOCKBITSUPP"), Russia; DOB 17 Apr 1993; POB Russian Federation; nationality Russia; citizen Russia; Email Address

Find the Dmitri Contest !

AURRYIL GR1 V@ISR AU 1SA 1V, 1IURG 91U UUBHBIISANIE UIIYUIVINUBANY ¥ MM 5 UHULS. DISUSHN BUSMUAND RURRYULSI & UUIice

CylecTBeHHO/ Harpaoft, cneavTe sa 0GHoBNeHUAMH B 6rore.

O S2W

Whoever is the first to write
and find out how the poor guy
is doing, whether he’s alive or
not, healthy or not so healthy
anymore, will get 1000 dollars.




LockBit History

O S2W

What LockBit Did After Operation CRONOS?

TOX Status-Updates

LockBitSupp: The FBI is bluffing, | m not Dimon, | feel sorry for
the real Dimon ))) oh and he will get pussy for my sins )))

LockBitSupp: Can you figure out how to prove that I'm not a
Dimon? How can we show the whole world that the FBI made a
mistake or deliberately framed a Dimon?

38




LockBit History

@ TREND

O S2W

o

e
H

In Operation CRONOS...

Trend Micro

Lockbit has regularly been seen right at the very top of the ransomware ecosystem when it came to number of data leaks per month, and impact on the internet
overall. But beneath that seemingly successful outward persona, the groups have had notable issues and difficulties in recent times - reaching across all aspects of
their criminal enterprise. They also have not had a major updated version of their core flagship ransomware suite in over a year - giving their competitors a chance to
step up with more innovative solutions.

In this publication by Trend Micro researchers, we discuss the history of the group, and show evidence that it has not all gone as smoothly as it may appear on the
surface. Working in collaboration with the NCA, we will also publish for the first time a detailed technical analysis of what we believe was a next potential platform
agnostic rewrite of the Lockbit code, which we track as Lockbit-NG-Dev. Over the publication we show that while successful, it is not without its internal issues, and
that no criminal group is too big to fail.

Links:
« https://research.trendmicro.com/lockbit-blog

LockBit-NG-Dev
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LockBit History

New payload targeting nutanix environment

vx-underground €2

Today we decided to check in with Lockbit ransomware group. The

Lockbit ransomware group administrative staff informed us that they're
actively working on several new projects — most notably they have

developed a new ransomware payload which targets @Nutanix

" To Be Cont;hued :

O S2W
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LockBit's Arsenal

Arsenal

LockBit RED

&
P

F LockBit Black
LockBit Green
i

O S2W

LockBit Linux/ESXi

- )
-a ¥ StealBit

LockBit MacOS




LockBit's Arsenal

Arsenal

LockBit RED

&
P

F LockBit Black
LockBit Green
i

O S2W

LockBit Linux/ESXi

- )
-a ¥ StealBit

LockBit MacOS




LockBit's Arsenal

LockBit RED

LockBit LockBit RED LockBit BLACK LockBit GREEN

API| Resolving FNV1a
Printing Bomb
Self-Spread (GPO) _ y

Adding features from legacy LockBit

O S2W
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LockBit's Arsenal

LockBit RED

Update wallpaper via GDI

All your files are encrypted by LockBit
for more information see Restore-My-Files.txt that is located i evernys

encrypted folder

Legacy LockBit LockBit RED

(LockBit 1.0) Would you like to earn millions of dollars? . _
Our company acquire access to networks of carious companies,
as well as insider information that can help you steal the most
valuable data of any company

L S2w




LockBit's Arsenal

LockBit RED

Add self-spreading to AD environment

D L i
-
A= Group Policy L’-g i
y N

Other System

Domain Controller

O S2W
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LockBit's Arsenal

LockBit RED

O S2w

Added Printing Bomb
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LockBit's Arsenal
LockBit RED

Conti Ransomware

Maze Ransomware

} Wizard Spider - Twisted Spider @
Ryuk Ransomware

Egregor Ransomware
»

Lockbit Ransomware — Lockbit Gang

Viking Spider rl‘-‘J' - Ragnar Locker

o Dancanaviara

? " Y ) AN e
A(18 AN af b
o7 A ) AU . 1) (1A »
iy WAL Wl = T
’ re : A
nso“‘“a AL pbs 1Ag 1A ]
ypie 2:0 2% A :
#ﬁc 3 ABUAIIA \
7c ) al
s caprovxsTeoH
JpAtaptoii s ces
e 1200085 roR. S3E5 o0
oo I ~ 83523ay59 Cion

Retired

<
are Dec,
ot B2 oue a2 S otion
82 o

3 Abwi ALE
a GEEAAAR
i i
gata W X Y
T e e ST o e gy -
o S ] Trocis aka i5¢ Stolen
RemliDo®) weeetlfCamiet  You cant ML be Gl an :

ELRELSN
d ency, “OCKB;
BT et BRTMCI T SR 20 R { —
Drcps: /! Or /Moo subdyezcasentPE one ¢ TACe BEep. /s, 2 2
o 1T b o innc; or o, b, s e
pecryptis P/ fdecoqs g 30y Vg Gt TN 00 On Chat SPLEVxS af hapesrs
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neei30  Xou cant kil £e0len and gpe

LockBit RED
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LockBit's Arsenal

3
LOCK[:Ti@X)
Jie W
:> 55— B4 — I

4. Check for 5. AD Lateral
Duplicate Executions Movement

r\

3. Privilege

1. Check 2. Modfy Access
Escalation

Environment Control List

0,

X
ol

10. Encrypt with

9. Delete Backup &

6. Register for 7. Mount D|sk 8. Terminate .
Autorun Process & Service Event Log AES + Curve-25519

K ™%
6. Mount Dis e 11. Self Delete

I 12. Drop
11. Printing Bomb RansomNote 13. Self Delete

O S2W




LockBit's Arsenal

Arsenal

LockBit RED

&
P

F LockBit Black
LockBit Green
i

O S2W

LockBit Linux/ESXi

- )
-a ¥ StealBit

LockBit MacOS




LockBit's Arsenal

LockBit Black

LockBit LockBit RED LockBit BLACK LockBit GREEN

: Based on Based on
LockBit BlackMatter
API| Resolving FNVl1a RoR13 + XOR

Printing Bomb
Self-Spread (GPO)
Encrypted Memory

Security 4
Password Guardrail




LockBit's Arsenal

LockBit Black

Features added in LockBit Black

if ( Connect DC_sub 453860 (LDAP, v53, v55, v46, &v52) )
if ( Set_Attribute sub 450480(v52) )
if ( GPTINI write sub 44FA70(LDAP) )

XML Write Networkshare setting sub_ 44D8DO (LDAP) ;
if ( XML Write_ Services_ stop_sub 44C150(LDAP) )

LockBit RED

@

Connect DC_sub 417C44(v6, v4, al, &v5)

Set Attribute sub 417848(v5)

GPTINI write sub 416780 (v6)

XML Write NetworkShare setting sub 4175A4(v6)

StopDefender RegistryPool commentcmtx write sub 4172D4(v6)
XML Write Services_stop_sub 416970(v6)
XML Write File Scheduletask sub 416C00(v6, al, v4) )

LockBit Black

O S2W
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LockBit's Arsenal

LockBit Black

Features added in LockBit Black

RtIEncryptMemory

VR

Encryption Key \ /

RtIDecryptMemory

O S2W

Protected Key
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LockBit's Arsenal

LockBit Black

O S2W

Features added in LockBit Black

Parameter Comment
-path Encrypt only the path given as a parameter
-pass Keystrokes required to execute the ransomware
-safe Reboot to safe mode
-wall Change wallpaper
-gspd Lateral Movement in AD environment (GPO)
-psex Lateral Movement in network share
-del Self Delete
-gdel Remove Group Policy

Added Parameter in LockBit Black
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LockBit Black

13
LY i1 3.0

@E@C@a—%—a

1. Decoding Binary 2. Create Config 3. Check Parameter 4. Safemode Reboot 5. Lateral Movement

&
=

) -
& > [l &= = L =
6. Send Victim Data 7. Empty Recycle.bin 8. Delete Volume 9. Stop Process & 10. Data Encrypted
Shadow Copy Services (Salsa20 + RSA)

o
&
uJi

g
11. Clear Event Log  12. Print Ransomnote 13. Self Delete
L S2wW
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LockBit Black

O S2W

Who uses Leaked LockBlt Black Builder?
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‘x.f.i,:éu\"“‘“ i - - -
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.-
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LockBit Black

Leaked Builder

O S2W

TimeStamp

Section Hash
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Same value created with the leaked builder

TimeStamp

@protonleaks
@ali_qushiji

Section MD5 Hash (.text)
Section MD5 Hash (.itext)

Section MD5 Hash (.rdata)

Section MD5 Hash (.reloc)
TimeStamp
Section MD5 Hash (.text)
Section MD5 Hash (.itext)
Section MD5 Hash (.rdata)

Section MD5 Hash (.reloc)

(Reflective DLL)

TimeStamp

Section MD5 Hash (.text)
Section MD5 Hash (.itext)
NAFA Section MD5 Hash (.reloc)
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LockBit RED

&
P

F LockBit Black
LockBit Green
i
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LockBit Linux/ESXi

- )
-a ¥ StealBit

LockBit MacOS
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LockBit Green

LockBit LockBit RED LockBit BLACK LockBit GREEN

: Based on Based on
BlackMatter Conti v3
API| Resolving FNV1a RoR13 + XOR Murmur

Printing Bomb . —
N
H

.—

<

Self-Spread (GPO)

= Why?

<

Encrypted Memory

Password Guardrail

<
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LockBit Green

2020 2021 2023
LockBit 1.0 D
'v
3
3
LockBit 2.0 g _

LockBit 3.0
3
After [_-
(2022-08) (2023-01)

< s2w LockBit Black Builder Leaked LockBit Green released
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LockBit Green

Features added in LockBit

Decrypting extensions Decoding RSA Public Key

= GetProc_sub_4052F0(15, 0x167D3EDD, 106);

if ( ~lenh(Extension byte 436898) ) 712 kcsearen CryptDeCOdeObJECt function
(wincrypt.h)

article - 2023. 08. 27.

Extension byte 436898

etProc_su

Contents of this document

The CryptDecod unction decodes a structure of the type indicated by the [pszStructType

parameter. CryptDeco bjectEx offers significant performance improvements and is

recommended as an hat performs the same functionality.

O S2W

T

Update RansomNote

Readme.txt

U

111-Restore-My-Files-!!!.txt
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LockBit Linux/ESXi
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LockBit-NG-Dev

Basic Feature

AP| Resolving

Printing Bomb

Self-Spread (GPO)

Encrypted Memory

Password Guardrail

Execution date limit

O S2W

LockBit

LockBit RED

Based on
LockBit

FNVl1a

LockBit BLACK

Based on
BlackMatter

RoR13 + XOR

B3N

LockBit GREEN

Based on
Conti v3

Murmur

Based on -
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LockBit-NG-Dev

TECH BRIEF

Trend ¢ TREND!

Research

NET
° . ‘ Min-Max Date

aiiie  Encryption \

ot Method
/

LockBit Attempts to Stay Afloat withai. v

Version

Appendix

\

O S2W 65
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LockBit Linux/ESXi
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LockBit MacOS
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Linux/ESXi

== ]

—> ). —

Sa) 4 —

1. Decode 2. Parameter 4. Encrypt Files 5. Make .
String Check 3. Detect VM (AES-128+ECC) Ransomnote 6. Logging

O S2W 67
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Linux/ESXi

= Vvx-underground {

Lockbit ransomware group has informed us they have acquired a 3rd
ransomware variant.

- Lockbit Red
- Lockbit Black
- Lockbit Green

They also have modified their ESXI ransomware variant.

Yes, they actually wrote "TLP:RED" in the image.

O S2W
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Linux/ESXi
I

Basic Features Q Updated Encryption Logic

& Logging File name

/etc/sudoers.d, /usr/share

Error Handling

00

VM Discovery

Exclude Paths °

-p/--pass

-f/--full
Additional Parameters Q -al-delay
-y/--noexts
-v/--vmdk

-t/--wipe

List Items °

Directories, Processes, Usernames
O S2W
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LockBit Linux/ESXi
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LockBit MacOS

4§43

({

Q2

LockBit MacOS LockBit Linux/ESXi
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LockBit MacOS

de_xor_all();

except_folerl = (__ int64)strdup(&sudoers_d);

except_foler2 = (__int64)strdup(&usr_share);

if ( byte_1000596D2 )

{
__strcat_chk(&byte 1000596D2, &comma, 512LL);
v1l4 = basename((char *)*argv);
__strcat_chk(&byte 1000596D2, v14, 512LL);

else

v1l5 = basename((char *)*argv);
__strcpy_chk(&byte_1000596D2, v15, 512LL);

__strcat_chk(&byte_1000596D2, &comma, 512LL);
__strcat_chk(&byte 1000596D2, &logg_ 1, 512LL);
go(argc, argv);

finished_time = time(OLL);

all files = get_all_files();

get_all processes(all files);

v23 = time(OLL);

v1l7 = gmtime(&v23);

strftime(v24, 0x100uLL, &time_fmt, v17);
PrintLog2(&version);

v18 = gmtime(&v23);

v19 = strftime(v24, 0x100uLL, &date_time fmt, v18);
get_uname_a(v19);

get_version();

get_proccesorinfo();

get_volumes_info();

v20 = PrintLog2(&reports);

MacOS

O S2W

Decode_string_sub_404200();

except_folderl gword_642710 __strdup(&unk_640F37);
except_folder2 qword 642718 __strdup(&unk_640F46);
if ( s )

strcat(&::s, &byte 640424);
v22 = _ xpg_basename(*a2);
strcat(&::s, v22);

else

vll = _ xpg_basename(*a2);
strepy(&::s, vll);

s, &byte_640424);
locklog_unk 63D072);

go_sub_408110(al, a2);
finished time_gqword_ 642CCO0 = time(OLL);
mw_ListVolume();
mw_ReadProcessList();
timer = time(OLL);
v12 = gmtime(&timer);
strftime(s, 0x100uLL, &format, v12);
mw_OutputString(unk 640860);
v13 = gmtime(&timer);
strftime(s, 0x100uLL, aXm, v13);
qword 642CA8;
qword 642848;
finished time_qword 642CCO - gword 642890;
qword_642CD8;
qword_6427F0;
EsxiStorageList = mw_GetEsxiStorageList();
v26 = qword_6427ES8;
CpuModel = mw_GetCpuModel();
VmwareVersion = mw_GetVmwareVersion();
Uname = mw_GetUname();
mw_OutputString(

Linux/ESXi V 1.2
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StealBit

o
& »

Affiliate
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Victim or Law Enforceme

v

\/
StealBIT=
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StealBit

[21:5 9] StealBit 1.1 config:

Network limit: unlim

Self delete: No; Hide Window: No
Skip system files: Yes; folders: Yes
Max filesize: unlim

[21:54:49] PC: MalAnalysis@NODOMAIN

[+] WinSock initialized

[+] I0 completion port initialized...
Connecting to 185.182.193.126

Check server 185.182

Connecting to 185.18

Check server 185.182.193.128...
Connecting to 185.182.193.128

Check server 185.182.193.128...
Connecting to 185.182.193.128

Check server 185.182.193.128...

StealBit 1.0

O S2W

Connecting to 185.182.193.126

StealBit 1.1
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StealBit

- StealBt 1. StealBit 1.1

API Resolving

Parameter

CIS Check

Anti-Debugging

1/0 Completion
L S2wW

FNV1a

<Path>

Shift + XOR

<Path>
-hide/-h
-delete/-d
-net/-n
-once/-o
-file/-f
-skipfiles
-skipfolders

X
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StealBit

Similarities Function to LockBit RED

if ( (NtCurrentPeb()->NtGlobalFlag & 0x70) != 0 )
while ( 1)

J

Anti-Debugging

0 = j_FNV_KERNEL32_405D4D();
SystemDefaultUILanguage_ = sub_4@BA69(v0);

>

// Cyrilic from Azerbaijan
2 // Azerbaijani (Latin from Azerbaijan)
== 0x42B // Armenian
== 0x423 // Belarusian
2 == 0x437 // Georgian
== Ox43F // Kazakh from Kazakhastan
== 0x440 // Kyrgyzstan
== 0x819 // Russian from Moldova
== 0x419 // Russian
== 0x428 // Tajik (Cyrilic from Tajikistan)
== 0x442 // Turkmenistan
v2 == 0x843 // Cyrilic from Uzbekistan
2 == 0x443 // Latin from Uzbekistan
] == 0x422 ) // Ukranian
v3 = j_FNV_KERNEL32_405D4D() ;
itProce = sub_40BA6E(v3);
(0);
}

Check CIS

O S2W

FNV hash parameters [edit]
The above FNV prime constraints and the definition of the FNV offset basis yield the following table of FNV hash parameters:

FNV parameters (414

Size in bits
o9 Representation FNV prime FNV offset basis
n=
Expression 224 + 28 4+ 0x93
32 Decimal 16777619 2166136261
Hexadecimal 0x01000193 0x811c9dc5

API Resolving (FNV1a)

Debugging shortcut key
(Shift + F2)

7
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StealBit

Why don’t use StealBit?

The function does not work Frequently detected and blocked

O S2W
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Conclusion

Lesson

1. 1 have said more than once that | want to collect

as many top lockers as possible in one panel ...
2 It i

Many functions of Lockbit that are
Conti, indicating that Lockbit ha

| L ol £

Constantly Looking for source code !

When you write to me in a personal message, do not check the box "Encrypt correspondence (AES256+SHA256)", if you are afraic
read your personal messages, then write through a secure PRIVATE NOTE and you can send a picture or file through a secure FILE t

Forum Users LockBitSupp

O S2W
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Conclusion

Lesson

Immediate analysis and detection points for
leaked ransomware

O S2W

81




Conclusion

Lesson
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PR

mzmzyzs
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Conclusion

Lesson

Keep track of LockBit's arsenal by identifying its key features

O S2W
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