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Background
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References:
*1 APWG PHISHING ACTIVITY TRENDS REPORTS (https://apwg.org/trendsreports/ )
*2 Web Technology Surveys ɀUsage statistics of email server providers ( https://w3techs.com/technologies/overview/email_server )
*3 Blog - From cookie theft to BEC: Attackers use AiTM phishing sites as entry point to further financial fraud ( https://www.microsoft.com/en -us/security/blog/2022/07/12/from -cookie -theft -to -bec-attackers -use-aitm -phishing -
sites-as-entry -point -to -further -financial -fraud/ )
*4 Microsoft Digital Defense Report 2023 ( https://www.microsoft.com/en -us/security/security -insider/microsoft -digital -defense -report -2023 )
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What is AiTM?

Enter ID/Pass+MFASend a mail

Get Session Cookie

Sign in as User

Enter ID/PassSend a mail

Sign in as User

**

**
Blocked by MFA

Enter ID/Pass+MFA

** **

Ordinary attack

UserAttacker Phishing site Target website UserAttacker

AiTM attack

Phishing site Target website
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Get ID/Pass
**

MFA bypassed



Challenges in incident response
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An Inadequate response can lead to the expansion of damage 

Unclear initial 
response procedures

Selecting and 
collecting 

relevant logs

Identifying log 
entries indicating

attack traces

Linking attack traces 
to effective response 

measures



Purpose of this presentation

WeɅll cover the following topics

ÅInitial response procedures

ÅKey points of incident investigation

ÅDetails of attacker traces and associated logs

ÅDefensive measures
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based on a real -world M365 account intrusion incident :



Let's practice incident response!

Å Created a demo incident according to several actual cases.

You are a CSIRT member at a certain trading company.
The company's IT environment is as follows.

Employees: 300
License: Microsoft 365 Enterprise E3
Mail service: Exchange Online only
MFA: Microsoft Authenticator (OTP app)
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An incident
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* Alice is the default user.



An incident
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Attacker

Com promise
Account

example0.jp

example1.jp

examp I e0.jp

BEC by domain spoofing BEC or huge spam by legitimate user

Report

User User User IT Admin

User User UserUser

Report

Report



An incident

* Alice is the default user.

Incident 
occurred

Initial
response

Log
collection

Log 
investigation

Reporting Defensive 
measures

What are the steps for the incident response?
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Initial response
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Initial response

Å What would you do?

Disconnect the company network

Collect and clean up Alice ɮġ ÑĎĆĚĮĩÛĝ

Delete Alice ɮġ ÃÑÑĎĮćĩ åĝĎĆ ĩëÛtenant

Revoke Alice ɮġ ÃÑÑĎĮćĩ ġÛġġîĎć Ãć× ĝÛġÛĩ ëÛĝ ĚÃġġĺĎĝ×
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DEMO) Initial response
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DEMO) Initial response

V Contain the intrusion

ÅDisconnect the session

ÅRemove the registered suspicious device or security info

V Do not erase the traces

ÅDo not Ɉdeleteɉ in general

ÅExplore the Ɉdisableɉ option

V Identify the scope of the intrusion

ÅCheck for similar intrusion within the organization
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What caused the incident? ɀUser side
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What caused the incident ? ɀAttacker side
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Associate
Grady Archie

Associate
Johanna Lorenz

How did the incident unfold?
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Manager
Adele Vance

Coordinator
Alice Aoki

Sales Division

IT Admin
Editor

E

IT Division

Attacker Sent Email

Theft Session

Unauthorized Login

Report



Prevent unauthorized login

VUse conditional access policy to allow sign -ins only from devices that are hybrid -joined to 
Entra or managed by Intune and have passed compliance checks.

License: Entra ID P1, Intune

VUse conditional access policy to require strong authentication methods (Windows Hello 
for Business, FIDO2 security key, etc.) for sign -ins.

License: Entra ID P1, Device with string auth methods

References: Conditional Access authentication strength https://learn.microsoft.com/en -us/entra/identity/authentication/concept -authentication -strengths

Unauthorized 
login
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https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths


Consider different scenario
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If Alice has high privileges

V Disable the account

V Examine Entra/Azure Audit Logs to identify compromises
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Associate
Grady Archie

Associate
Johanna Lorenz

Privilege escalation poses the greatest threat
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Manager
Adele Vance

Coordinator
Alice Aoki

Attacker

0. Unauthorized sign -in

Azure Subscription Owner

3. Compromise Azure Infrastructure

Stop 
businessɎ

Azure environment2. Attack high 
privilege account

There are many ways to do it!

1. Reconnaissance



Mitigate the account intrusion attack
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Implement 
least privilege access

Disable 
dormant accounts

Restrict 
guest accounts



Log collection & investigation

23



Common problems in log collection & investigation
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LetɅs organize the necessary logs, retention periods, 
and investigation and response policies.

Set retention periods not 
to lose them

Identify attack tracesCollect appropriate logs

OLD

NEW



Logs for investigation

Log type Purpose

Entra Sign-in logs Check for suspicious sign -ins and source IP addresses.

Entra Audit logs
Check for suspicious activities.
e.g. Register security information or apps

Unified audit log
Identify suspicious email and file -related activities for specific 
users.
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Data retention periods

Unified audit log

Entra logs P1 & P2Free

7 days 30 days 10 years

PremiumStandard

180 days

References:
Microsoft Entra data retention: https://learn.microsoft.com/en -us/entra/identity/monitoring -health/reference -reports -data -retention#activity -reports
Default audit log retention policy: https://learn.microsoft.com/en -us/purview/audit -log-retention -policies#default -audit -log-retention -policy 26

https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-reports-data-retention#activity-reports
https://learn.microsoft.com/en-us/purview/audit-log-retention-policies#default-audit-log-retention-policy


Investigation scope for log types

Microsoft Entra

Compromised
user

Attacker

Unified audit log

Entra logs
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DEMO) Entra audit logs investigation
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Points for collecting and investigating logs

VBe aware of the licenses and log retention periods beforehand!

VStart the exploration from known intrusions.

VIdentify and respond to the intrusion to prevent further compromises.

ÅDetect a suspicious application ќ disable it, check this contents
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Attack traces) Add an application

The actual incident have shown the following attacks:
*We only collected Unified Audit Log in this real incident due to data retention period.

The flow of adding application
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Attack traces) Add an application
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Resources

Compromised
user

Suspicious 
apps

Microsoft 365 Environment

Attacker



Prevent adding applications

VPrevent general users from ɈAdd applicationsɉ

ÅIn the Azure portal, set "Users can register applications" to "No".

License: Entra ID Free

VDo not allow general users from ɈConsent to applicationsɉ

ÅDo not allow general users to register service principals to [Enterprise Applications] by granting 
consent. 

Åϥn the Azure portal, at [Enterprise Applications] > [User consent settings], set ɈDo not allow user 
consentɉ.

License: Entra ID Free

Add
application

Reference: To disable the default ability to create application registrations or consent to applications / Applications that are not known to administrators are added to enterprise applications! 32

https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/delegate-app-roles#to-disable-the-default-ability-to-create-application-registrations-or-consent-to-applications
https://jpazureid.github.io/blog/azure-active-directory/enterpriseapps-multitenantapps/


Prevent adding applications
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Restricting access to guest users and 

the Administration Center can help 

prevent various cyberattacks.

Users - Microsoft Azure

https://portal.azure.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings


Prevent the user from consenting to the application

34Consent and permissions - Microsoft Azure

https://portal.azure.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings


Attack traces) User registered security info, device

The following attacks in the actual incidents:
*Device registration is not covered in this demo, but it has been seen in the past.

Register device

User registered 
security info

35



Prevent the user from registering security info

VUse conditional access policy to block or require MFA for security info registration from 
anywhere other than a "trusted location".

*Users who are not registered with security info (multi -factor authentication) will be 
locked out.

License: Entra ID P1

User registered 
security info

Reference: Enable combined security information registration in Microsoft Entra ID
https://learn.microsoft.com/en -us/entra/identity/authentication/howto -registration -mfa -sspr-combined#create -a-policy -to -require -registration -from -a-trusted -location 36

https://learn.microsoft.com/en-us/entra/identity/authentication/howto-registration-mfa-sspr-combined#create-a-policy-to-require-registration-from-a-trusted-location


Log collection & investigation

- Unified audit logs
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RecordTypesfor unified audit log *Extract

# RecordType Description

1 ExchangeAdmin Events from the Exchange admin audit log.

2 ExchangeItem
Events from an Exchange mailbox audit log for single -item 
actions, such as creating or receiving an email message.

3 ExchangeItemGroup
Events from an Exchange mailbox audit log for multi -item 
actions, such as moving or deleting one or more email messages.

4 SharePoint SharePoint events.

6 SharePointFileOperation SharePoint file operation events.

7 OneDrive OneDrive for Business events.

8 AzureActiveDirectory Microsoft Entra events.

15 AzureActiveDirectoryStsLogon Microsoft Entra events.

30 MicrosoftFlow Microsoft Power Automate (formerly called Microsoft Flow) 
events.

Reference:  AuditLogRecordType https://learn.microsoft.com/en -us/office/office -365-management -api/office -365-management -activity -api-schema#auditlogrecordtype 38

https://learn.microsoft.com/en-us/office/office-365-management-api/office-365-management-activity-api-schema#auditlogrecordtype


Data Scheme for unified audit log

Many UALs have the 

following common fields:

39

AuditData is JSON.

PowerQuery is useful for parsing them.



DEMO) Unified audit logs investigation
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Points to investigate unified audit logs

V Analyze typical attack patterns.

V Interview the user and delete suspicious activity.

V Expand the investigation scope based on ɈSessionIdɉ

Priority RecordType Verification

1 ExchangeAdmin Inbox -Rule created or deleted?

1 MicrosoftFlow Unusual Microsoft Power Automate events created?

2 ExchangeItem Unusual email reading/deletion activities?

2 SharePointFileOperation Unusual file (SharePoint, OneDrive) reading/deletion activities?

41



SessionId is useful for investigation

42

Filtered to ɈNew-InboxRuleɉ

All entries have the SAME SessionId

e55a5c8e-aefe-4369-bd4a-c2eaad764e9b



SessionId is useful for investigation
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Filterd to SessionId:

e55a5c8e-aefe-4369-bd4a-c2eaad764e9b

The attack flow is 
easy to follow



Attack traces revealed in unified audit logs

By analyzing actual incidents, we found the following attack traces in the unified audit log:

44

Create/Delete InboxRule

Delete emails

Send spam

Search emails

Search files

Information 
theft

Evade 
detection



Attack traces revealed in unified audit logs
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Search emails

Search files

Delete email

Send spam

Create/Delete 
Inbox -Rule



Attack traces revealed in unified audit logs

"Parameters": [
{

"Name": "MoveToFolder" ,
"Value": "Deleted Items"

},
{

"Name": "Name",
"Value": ".."

},
{

"Name": "SubjectOrBodyContainsWords" ,
"Value": "Re: <spam mail title>"

},
{

"Name": "MarkAsRead",
"Value": "True"

},
{

"Name": "StopProcessingRules" ,
"Value": "False"

}
]
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Search emails

Search files

Delete email

Send spam

Create/Delete 
Inbox -Rule

Automatically forward replies to spam emails 

sent by attackers to the deleted folder



Attack traces revealed in unified audit logs
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Search emails

Search files

Send spam

Delete email



Attack traces revealed in unified audit logs

48

{
"CreationTime": "2023 - 05- 25T19:43:14" ,
"Id": "0xxx0x0x - 0000- 0x00- 0xxx - 00xx0x0000x0" ,

[...skipped...]
"SessionId": "0x000x00 - xx0x - 000x- 00x0- 00x00000x0x0" ,
"AffectedItems": [

{
"Id": "RgAAAADTH2BwALBELd3a¥/ PAAEMAD+¥/ Fm4QEc4X¥/ WhbAAJ",
"InternetMessageId": "<G0005BE026CBF00X0X@S000A3.xxxxxx00.prod.outlook.com>" ,
"ParentFolder": {

"Id": "AAAADTH2BwALBELd3a¥/ PAAEMAA",
"Path": " ¥¥Inbox"

},
"Subject": "Outlook Rules Organizer"

}
],
"CrossMailboxOperation": false ,
"Folder": {

"Id": "LgAAAADTH2BwALBELd3a¥/ PAAEMAA",
"Path": " ¥¥Inbox"

}
}

Check and restore ɈAffectedϥtemsɉ

Search emails

Search files

Send spam

Delete email



Delete email

Attack traces revealed in unified audit logs
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Search files

Send spam

Search emails



Attack traces revealed in unified audit logs
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Delete email

Search files

Send spam

Search emails

"Item": {
"Attachments": "PO- 11103.pdf (103475b); image001.png (2843b); image002.png (1111b); image003.png 

(3964b); image004.png (4144b)" ,
"Id": "XXXX¥/ xxxx" ,
"InternetMessageId": "<XXXXXXX.namprd11.prod.outlook.com>" ,
"IsRecord": false ,
"ParentFolder": {

"Id": "XXXX¥/ xxxx" ,
"Path": " ¥¥Sent Items"

},
"SizeInBytes": 152295,
"Subject": "RE: APPS - need new section created - Urgent"

},
"ModifiedProperties": [

"AttachmentCollection"
]

Log Excerpt



Reporting
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Report writing
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We have detected the following suspicious activity in your logs. 

Please confirm whether these were expected and review the following action 
items.
̙ Summary
- Between 09:25:56 and 10:55:45 UTC on May 10, 2024, we observed suspicious 
sign-ins and activities to Alice's account.
- Phishing email was sent to Alice's colleague but they did not click on the 
phishing link.
- The mail InboxRule was created for evading spam email from the user.
- The application ".." was added to tenant with several permission limited to the 
user scope.

We recommend taking the following actions to prevent further compromise.
̙ Response Actions
-Revoke AliceɄs account session
- Reset Alice's account password.
- Disable or remove the application.
- Remove the InboxRule .

1. Summary of the intrusion

2. Recommended 

response actions



Report writing
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Here are the detailed information of compromise.
̙ Suspicious IP Addresses
Mozilla/5.0 (Macintosh; Intel Mac OS X 10.15; rv:125.0) Gecko/20100101 
Firefox/125.0
152.42.161.220
240b:10:32c1:ab00:857:889:3734:e93

̙ The added Application
Application.DisplayName : ..
AppId:3f691a1c -cb53-41e5-a56e-acfb23ae6ca5
DelegatedPermissionGrant
Scope:
email
Mail.ReadWrite.Shared
Mail.Send.Shared
openid
TeamsActivity.Read
TeamsActivity.Send
User.Read
ConsentType:Principal

3. Detailed information of 

compromise (optional)

̙ Mail forwarding rules
Name: .
Action: Move to deleted forder
Rule:"SubjectContainsWords ","Value":"Activate Your New Business Card 
System"

If you have any questions, feel freely ask us.
Thank you for your time and attention.



Incident timeline
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Defensive measures

55



Incident flow
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User

Microsoft
365

Received
phishing mail

Entered ID, 
PW, MFA

Session cookie 
theft

Attacking 
other organizations

Attacker

Sending mass 
spam emails

Entra sign -in log Entra audit Log Unified audit log*

Mail sample

* If you have E5 or Entra ID P2, it is recommended to check Entra ID Protection alerts before Entra logs.
* Unified Audit Log provides all the necessary attacker's traces, but we sometimes use Entra ID Logs for general incident checking.

Unauthorized 
login

Register
security info

Add an
application

Info theft Privilege
escalationɎ

Register
device

Evade 
detection


