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Incident Response



What did most likely happen prior to this 

observation?

What are the adversary’s most likely next 

steps given this observation?

Incident Response Questions



“MITRE ATT&CK is a curated 

knowledge base and model for 

cyber adversary behavior, 

reflecting the various phases of 

an adversary’s attack lifecycle 

and the platforms they are 

known to target.”

https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf



Human readable reports

 Indicator lists

Technique lists

Incident Response Information Sharing – Cyber Threat Intelligence 

(CTI)



A Semantic Model of Technique 

Dependencies



Technique
requires provides



Example: Phishing and User Execution

User 

Execution
Phishing
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tool_delivery
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1. Develop vocabulary of abilities

2. Review all (sub-)techniques
–Define “requires” and “provides”

3. Develop tool
–https://github.com/mnemonic-no/provreq

Approach
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Example Output: SolarWinds Incident



What did most likely happen prior to this 

observation?

What are the adversary’s most likely next 

steps given this observation?

Incident Response Questions



A Data-Driven Model for Technique 

Chains



1. Collect available data on observed technique

execution «in the wild»

2. Compute statistics for use in our tool
– How many times have a given technique provided a given ability?  

3. Run Markov chain Monte Carlo simulations to 

explore the most likely attack chains

Approach



 ATT&CK Adversary Groups

 ATT&CK Campaigns

 ATT&CK Navigator Layers from incident reports

 Published Adversary Emulation Plans (CTID)

 Unit 42 Adversary Playbooks (Palo Alto)

 https://thedfirreport.com/

Data sources



Statistics
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Example: User Execution



Example: Exfiltration Over C2 Channel



What did most likely happen prior to this 

observation?

What are the adversary’s most likely next 

steps given this observation?

Incident Response Questions



Discussion and Conclusions



Bias
–Human

–Visibility

–Detection coverage

Not enough training data

No infrastructure model

Does not work on long attack chains

Weaknesses



Recommender system
–No concept of «before» and «after»

Public training data set
–6000+ incidents

Related work: MITRE Engenuity Technique Inference Engine (TIE)

https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/technique-inference-engine/



Evaluation of TIE Data Set

https://github.com/center-for-threat-informed-defense/technique-inference-engine/tree/main/data



 https://dl.acm.org/doi/10.1145/3696013

 https://github.com/mnemonic-no/provreq

 https://github.com/mnemonic-no/provreq-mcmc

Paper and Open Source Tools
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