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Using Internationally Recognised Cyber Incident 
Response Models

NIST SP800-61 R2

NIST SP800-61 R3
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Using Internationally Recognised Cyber Incident 
Response Models

ISO27035 3.1.6
information security incident management: collaborative activities to handle information security incidents (3.1.5) in a consistent 
and effective way

NIST SP800-61 R2
Coordinating Team: An incident response team provides advice to other teams without having authority over those teams—for 
example, a departmentwide team may assist individual agencies’ teams. This model can be thought of as a CSIRT for CSIRTs. 
Because the focus of this document is central and distributed CSIRTs, the coordinating team model is not addressed in detail in this 
document.

Carnegie Mellon IM Maturity Assessment  (2018)
4.3.3 IR Coordination: This capability focuses on the enterprise-wide and external coordination that an organization performs 
among the various staff or groups that have roles and responsibilities in incident response activities. These can include internal 
and external groups such as other CSIRTs or external experts. Coordination with these groups occurs to share information and 
response actions on intrusions, attacks, and suspicious activities…
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Discovering Cyber Incident Response Models 
are Not Enough: Part 1

Recognised international standards and frameworks are great 
where there is a natural hierarchy of authority for responding 
within an organisation…

And even for information sharing in the CSIRT community or 
upwards to public authorities….

but are not as much help when you need to co-operate and 
make decisions in real time across multiple organisations.
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Learning to collaborate in real time with industry, 
gov & emergency services

2021 2022

20232021

Cyber Technical 
Advice Cell (C-TAC)
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Learning to collaborate in real time with 
industry, gov & emergency services

2021 2022

29 October 2023
Storm Ciaran named by UK Met Office

31 October 2023
Met with Emergency Services for 

Strategic Emergency Management 
Training

31 October 2023
Storm expected to hit Jersey; training 

becomes a Co-ordinating Group

1 November 2023
Storm hits. 8.5cm hailstones recorded 
are largest in British Isles since 1950s; 
most powerful Tornado recorded in 

Jersey, - T6/7, previous worst T3
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Why did it work?

Principles for 
Joint Working

Joint Decision 
Model

Shared 
Situational 
Awareness

Standardised 
Record Keeping
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Principles for Joint Working
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Joint Decision Model
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Shared Situational Awareness
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Standardised Record Keeping
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Discovering Cyber Incident Response Models are 
Not Enough: Part 2

Cyber incident response protocols generally work well during 
pure cyber incidents and for asynchronous information 
sharing with customers and suppliers to protect technical and 
financial assets….

But not as well for hybrid incidents when we need to 
collaborate in real time or implement shared command / 
coordination structures across industry and the public sector 
to minimise risk to life or wellbeing.

However, the lessons we need to apply are well known.
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Pollock Report
4 key themes present in all incidents:

• Doctrine & organisation – provision of clear 
and easily understood guidance that ensures 
everyone is aware of their own and others roles 
and responsibilities

• Operational Communications – the need for a 
common system used by all stakeholders with 
the capacity to deal with surges of activity 
associated with major incidents

• Shared Situational Awareness – the ability to 
quickly access and share information between 
stakeholders

• Training & Exercising – the need for continuous 
development of stakeholders to ensure 
sufficient capacity to cope with a prolonged 
event
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Manchester Arena
22:30, Monday 22 May 2017

22 lives lost

Some of the lessons learned:

• Command – those expected to take command 
did not do so

• Communications – telecoms infrastructure did 
not work as expected

• Shared Situational Awareness – fire service left 
out of the loop

• Training & Exercising – activation of prepared 
response plan for a suspected Marauding 
Terrorist Firearms Attack (Plato) not clearly 
communicated and understood
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Some challenges
✓ We already have some great tools and frameworks

✓ Many organisations already learn from emergency services, 
for example IR command structures…. but

➢ Real-time coordination and shared decision making across 
organisations is hard; clear operational governance and a 
shared understanding are essential

➢ Cyber IR frameworks are better suited to single entity 
working than to real time multi-entity collaboration. They 
also don’t consistently meet the challenges raised in the 
Pollock report.

➢ We often lack the structured implementation of JESIP tools, 
with little or no standardised supporting templates, tools 
and guidance available

➢ The language and approaches we use are very different to 
emergency services – and a need for translation means 
delays and  mistakes

“we heard heartbreaking evidence 
of the injured and rescuers … 
hearing the sirens of ambulances, 
knowing paramedics were close by, 
expecting their imminent arrival, 
only for them not to arrive in the 
sort of numbers that were 
needed.”

Sir John Saunders, Manchester 
Arena Enquiry, Volume 2
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“Had JESIP worked on the 22nd of May 
[2017], things could and should have 
been very different”

Sir John Saunders, Manchester Arena 
Enquiry, Volume 2

Some solutions?
• The four key themes from the Pollock report provide good 

guidance for IR teams in improving practices and 
integrating with their organisations and communities.

• JESIP principles and tools could be applied to cyber incident 
management to enhance co-operation and improve 
outcomes, both within organisations and externally.

• Developing an international approach to Cyber Incident 
Interoperability - aligning cyber incident management with 
‘real world’ emergency response - would help find a 
common language and raise the ability of cyber IR to 
support wider goals

• Cyber security functions in organisations could benefit 
from JESIP style standardised document templates and 
approaches - to provide better alignment of governance, 
record keeping and communication.
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References & 
Resources
reference links from this presentation
mattpalmer.net/first-Copenhagen

https://mattpalmer.net/first-Copenhagen
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Thank you

reference links from this presentation
mattpalmer.net/first-Copenhagen

connect on linkedin 
linkedin.com/in/mattpalmercyber

https://mattpalmer.net/first-Copenhagen
https://linkedin.com/in/mattpalmercyber
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