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• Welcome To Australia!



What is my talk about?
• Based on some tools I wrote in my spare time:
• Threat Actor Naming – it is hard to keep track
• How Are Threat Actors named?
• Why should you care?
• Where can you look up details on Threat Actors?
• What does this new tool/service do and why is it useful



Threat Actor naming
- It’s hard to keep track

Threat Actors – they have so many names!
• Who has heard of the threat actor ‘Stealth Mango’?

• What about the Threat Actor ‘HoneyMyte’
• Also known as ‘Mustang Panda’?

• How about those Microsoft naming conventions? 
Storm-0501?
• And MAGNALLIUM anyone? 

• Also Known As: APT 33
• How many threat actor names/aliases are there?

 Have a Guess – win a prize!



Why should you care?

• Do you ever read a cyber security report/news/blog that references a 
threat actor
• And wonder – who is that?
• Where are they from?
• What are their likely motivations?



You could just ‘search on the web’

• There are multiple places – not all data is complete
• Where to start?

• Takes time



How are Threat Actors named?

• It is completely up to vendors and researchers
• Let’s talk about the most well known

• Some have themes:
• Crowdstrike: Bears, Pandas, Chollimas and Spiders

• Eg. Fancy Bear/APT28 – Russian based
• Dragos: uses minerals, e.g. XENOTIME, ELECTRUM, CHERNOVITE
• Proofpoint: uses numbered TA groups, e.g. TA505, TA542
• Mandiant: uses numbered APT, FIN and UNC groups, e.g. APT1, FIN7, UNC2452
• Microsoft: used to use elements, e.g. PHOSPHORUS, NOBELIUM, STRONTIUM

• But changed – to the theme of Weather: eg. Typhoon, Sandstorm, Rain, Storm
• Secureworks: uses metals like GOLD for eCrime, BRONZE for China

• Eg. BRONZE ATLAS is APT41 – Chinese 

• Confused?



Some threat actors have MANY aliases:

• North Korea’s Lazarus Group:
is known by more than 50
different names!



This was what motivated me to improve 
things
• I like to save time.
• Don’t really like remembering information that is not useful
• I’m looking at CTI all the time – wanted a quick way of knowing more 

about other related research – and threat actor aliases 
• Wrote some tools – can quickly use – to show info about a particular 

threat actor
• All you need to start with is a web browser



Where to look?

• Where are Threat Actor descriptions kept? Lots of places….
• Have initially focused on data from MISP, ETDA, MITRE, Malpedia, 

Microsoft
• Search data in these repositories
• As well as public sources of information from Cyber Vendors – eg. Wiz
• Problem – not all are frequently updated – and hard to link between 

them:
• Some cost $$$



What is MISP?

• MISP: “Malware Information Sharing Platform “
• MISP started out as a platform for technical indicator sharing
• Very widely used and actively supported
• Opensource Threat intelligence platform for sharing, storing and correlating 

IOCs
• Uses Taxonomies to classify events and data: 

• Taxonomy for many types of data - NOT just Cyber Security 



What is the MISP-Galaxy?

• Many Clusters for many https://misp-galaxy.org/threat-actor/  

MISP Galaxy: represents Clusters – to describe event/attribute data)

• A Cluster has Key / Value pairs (Elements) that describe the data

Cluster: A knowledge base that describes type of data

• Some examples:

Many Clusters defined in the MISP-Galaxy:



Cluster Examples:

• Tools



Cluster Examples:

• Sector (or Vertical)



Cluster Examples:

• Even, Intelligence Agencies



We use the ‘Threat Actor’ cluster

• Threat Actor
• More than 850 different threat actors!
• Each of these often has aliases

– links threat actor research
• Eg. Mustang Panda – also known

as:
    BASIN, BRONZE PRESIDENT,
    HoneyMyte, Red Lich,
    TEMP.HEX



Threat Actor Cluster

• Cluster is JSON – has key/value pairs – some examples:
• KEY: ‘synonyms’ with VALUE: ‘Fancy Bear, Sofacy’
• KEY: ‘country’ with VALUE: ‘RU’

• Keys of particular interest to us:
• ‘uuid’ – used to track Threat Actors in MISP/Malpedia/VT
• ‘synonyms’ – eg. 
• ‘refs’ – list of published web articles about the Threat Actor



Data source: ETDA – (THAICERT)

• Thai Electronic Transactions Development Agency (ETDA)
• Freely Publish their Threat Actor Encyclopedia

  https://apt.etda.or.th/

Uses a different uuid for threat actors to MISP
but is well structured
• Includes references from their own threat actor research
• Easily downloadable JSON – regularly updated



Data source: MITRE ATT&CK

• Frameworks that categorize the TTPs used by Threat Actors
• MITRE ATT&CK groups are Threat Actors that have been observed 

using specific TTPs
• Data for these Threat groups is published freely for
• Enterprise Matrix

• Windows/macOS/Linux/Cloud and network environments
• Mobile Matrix

• TTPs specific to Android and iOS
• ICS Matrix

• Threats targeting operational technology (OT) environnetsj



Data source: Malpedia

• Malpedia is hosted by Fraunhofer FKIE in Germany
• It contains malware samples, yara rules and
• Threat Actor data
• Uses same ‘uuid’ as MISP to track threat actors
• Has synonyms, Malware families used, Web References

• Invite-only Trust group – you need to be invited to get
API or modification access to Malpedia by someone with account.
• Has public website to search manually with some data openly 

downloadable – like the full Malpedia Bibliography



Malpedia
• Once you have an account 

– you have access to advanced 
features
• Malware samples
• Non-public yara rules
• API access
• Ability to suggest additional web 

references for Threat Actors
and Malware families

• Has good community – regular 
updates



Malpedia
• Once joined – you can also add links to 

websites/blogs/reports that relate to a 
specific Threat Actor
• Additions are vetted and

sometimes take a while



Microsoft 

• Microsoft’s Threat Intelligence Center (MSTIC) freely publish Threat 
groups that they track.
• Not as detailed as MISP/ETDA but it is something
• A few years ago they moved to using the Weather as a theme:
• Eg. Russia is ‘Blizzard’, China is ‘Typhoon’, Financial crime is ‘Tempest’

Private sector offensive groups (ie. Mercenaries) are ‘Tsunami’

• They publish data that aims to map between Microsoft naming and 
other vendors on github
• Lacks uuids, references and the rigor that has been put into say MISP/ETDA.
• But this is on their radar – eg. Recent ‘partnership’ with CrowdStrike



Many vendors don’t make it easy

• Not easy to find references for all of the vendor’s named threat actors
• Requires trawling their sites.
• Some vendors get updated in MISP/ETDA etc quickly – others not..



Some Stats

• MISP has about 850 Threat Actor groups, 
• With 1200 Threat Actor Aliases/Synonyms  

(eg. CozyBear is alias of APT29)

• MITRE has about 180 Threat Actor groups,
• With 375 Threat Actor Aliases  

• ETDA (ThaiCERT) has about 590 Threat Actor groups,
• With 1190 Threat Actor Aliases

• MICROSOFT has about 135 Threat Actor groups in their github repo



Vendors agreeing on Naming?







• Joe Slowik had some great comments on this:



• Joe Slowik had some great comments on this:



Tool Time!

• Wouldn’t it be nice…
• If there was something that could quickly

• Lookup synonyms of a given threat actor name
• Allow for wildcards or regular expressions – eg. APT-33 will match APT33
• All you need is a web browser – or Commandline 

• Outputs data that is aggregated from all of these sources



How does the tool work?

• On the backend – python code – which Gathers / updates data from:
• MISP Threat Actor Cluster on GitHub
• ETDA Threat Actor database
• MITRE Attack Groups
• Malpedia
• Microsoft Threat Actors
• Published websites

• Has aggregated data for 1160 Threat Actor Groups (with 2269 Actor Aliases)
           3429 in total!
• Enables searching this data for:

• Threat Actor Names/Aliases
• Descriptions
• References



When might this be useful?

• For example – when reading article referencing a threat actor
• Listening to a talk at Cyber Security conference
• Want to quickly get more background on the Threat Actor
• Other names/aliases
• Or references to read
• Tools / malware families used

• Even researchers searching for a new name for their new threat 
group!



Reality – not everyone wants to run my code 

• Use the web interface:     thrunter.org
• Free to use Website:

simple to query and search
Regularly updated with data



The “APT ZOO” 

• https://thrunter.org

DEMO!

http://www.thrunter.org/
http://www.thrunter.org/


DEMO
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Demo Backup
• J

If you are a vendor
- Perhaps check your 
Next Threat actor name
Isn’t taken!



How does the tool work again?

• On the backend – it Gathers data from:
• MISP Threat Actor Cluster on GitHub
• ETDA Threat Actor database
• MITRE Attack Groups
• Malpedia
• Microsoft Threat Actors
• Thrunter.org
• Published websites

• Enables searching this data for:
• Threat Actor Names/Aliases
• Descriptions
• References



Additional Features

• You can query your own repository!
• You may have good reason to lookup your own

Threat Actor repository:
• Perhaps you have internal naming for threat actors you track?
• Referencing internal / non-published documents? 

• Or you can’t wait for MISP/MITRE/ETDA/Malpedia etc to update?
• You can add your own repository – where you add info of interest
• Tool will examine MISP/MITRE/Malpedia/ETDA data and merge with 

your own repository



Why you might want
your own TA repository:

For example: 

Reading an interesting blog:
SilentPush discovered a new 
threat actor: ‘IMP-1G’
 
This Threat Actor is so new – 
it’s not in MISP/Malpedia
– you can add your own 
definition in your local repo.



Or tracking 
unpublished threat 
Actors

- IRON KANGAROO?



Or tracking 
unpublished threat 
Actors

- Or KARMA KOALA?



Or for tracking your commercial Cyber Threat Intel 

- Keep track of relevant links to reports in their portal



More features

• Works when you are offline/airgapped network
• Not everyone is connected to the internet in real time…
• Don’t have to worry about your queries being tracked



Other Lookup tools

• MISP has some software:
• https://github.com/MISP/threat-actor-intelligence-server
• A simple ReST server to lookup threat actors (by name, synonym or UUID) and 

return the corresponding MISP galaxy information about the known threat 
actors.
• Has a number of limitations – not simple to install but may be useful for some

• Malpedia has a nice web interface: 
https://malpedia.caad.fkie.fraunhofer.de
• ORKL.eu is also great

https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://github.com/MISP/threat-actor-intelligence-server
https://malpedia.caad.fkie.fraunhofer.de/


Important!

• There are multiple names for different threat actors
• Threat actors can evolve and are fluid – members can work in different 

groups
• Attribution is based on different sets of telemetry - end up with multiple 

names for what seems to be the same threat groups. 
• Important to remember -  Threat groups are fluid and they evolve, they 

are rarely 1:1
• Threat Actor overlaps include malware samples, tools, commands, 

infrastructure, TTPs.



Important!

• Sean Sullivan from F-Secure once said:

“Threat Actor attribution/research is like a being a palaeontologist who 
has found some bones of a dinosaur:

Everyone may have a bone,
But no one has the full skeleton”



Future Work cont..

• Malware family / tooling lookup:
• Eg. IcedID – malware typically used by threat actor LUNAR Spider
• Malware families suffer the same problem as Threat actors

• Add more good data sources
• Alienvault, Automating Vendor naming scraping

• Improving the data
•  lots of old reports – links are now dead
• Eg. fireeye.com’s APT reports



Challenges

• Keeping this updated
• Automated a lot of it. 

MISP/ETDA/Malpedia/MITRE are more straightforward

• Some other sources are more manual



Avast (and Gen’s) mission

• Two years ago - Avast joined with NortonLifelock to become 
Gen Digital – the new name
• Still honoring the original Avast mission:

        “Everyone has the right to have Free Cyber Security”
• We have a big responsibility – over 500 million users
• Keen to help CERTs/LE/partners
• Have helped many people with ransomware infections
• Some of our success stories are public:
•  – others not…. 

 



Some success stories:

• Bian Lian
ransomware:



Some successes:

• Akira
Ransomware:



Some successes:

• Babuk
Ransomware



Some successes:

• Rhysida
Ransomware



Some successes:

• HomuWitch
Ransomware



Avast (and Gen Digital’s) mission

• Other successful tools are not shared openly…
• Why? We don’t want to alert the Threat Actors about weaknesses

in their Ransomware
• Perhaps we can help…. 

 



Sometimes we share success stories



But not everything can be shared in this way

• Typically we contact a CERT
• Or use contacts in FIRST or 

Trusted Introducers



Always happy to help

• If you have malware you are not sure about
• Or you’re unlucky enough to get ransomware/wipers deployed
• Contact me: LinkedIn/Signal/Keybase/PGP/FIRST/Email
• Slides/code: github.com/forensicdave

Check out the
APTZOO:

 thrunter.org
 


