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Who are we?

Tomo Ito

▪ Global CVD Project Lead @ JPCERT/CC

▪ Passion for:
▪ CVD
▪ SBOM/VEX
▪ CVE
▪ International Cooperation

Justin Murphy

▪ Vulnerability Analyst @ CISA

▪ Passion for:
▪ CVD
▪ SBOM/VEX
▪ CSAF/OpenEoX
▪ International Cooperation
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Today’s Presentation
Global Community of Practice on Coordinated Vulnerability Disclosure 
(CVD-COP)

CVD Overview
Global CVD-COP

Objectives
Why?
Membership
Opportunities & Challenges
Vision & Future Work

Discussion
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CVD

▪ Coordinated Vulnerability Disclosure (CVD) 
▪ Gathering, coordinating, and disclosing of vulnerability information
▪ It is a global good practice
▪ Often many different stakeholders are involved in CVD cases
▪ Vulnerability information flows through global product supply chain
▪ Multi-Party CVD (MPCVD) complexity = Supply chain complexity

▪ The importance of CVD increasing
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Basic stakeholders and information flow

Reporter/Finder Vendor

User
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Basic stakeholders and information flow

Reporter/Finder Vendor

UserCoordinator
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Advisory Examples
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Advisory Example
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Advisory Example
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Advisory Example
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Advisory Example
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Advisory Example
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CVD is Global

▪ Coordinated Vulnerability Disclosure (CVD) 
▪ Gathering, coordinating, and disclosing of vulnerability information

▪ It is a global good practice
▪ Often many different stakeholders are involved in CVD cases

▪ Vulnerability information flows through global product supply chain
▪ Multi-Party CVD (MPCVD) complexity = Supply chain complexity

▪ The importance of CVD increasing

TLP:CLEAR



TLP:WHITE

Current State of CVD

CVD is global – a good thing but presents challenges
Similar but different
Cultural gaps/language barriers
Cooperation/collaboration/harmonization a must

CVE and CVD
# of Vulnerabilities , # of CVEs , # of CNAs
Importance of CVD 

CVD = risk reduction activity
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CVD Coordinator

▪ 3rd-party coordinator for CVD

▪ When problems arise, acts as a mediator

▪ Provides opinions when needed

▪ Supports and often leads CVD cases

▪ CERTs, Governments, Bug Bounty…
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Another working group?
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What’s already out there?
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What’s already out there?
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Justification

▪ “Due to the global nature of the internet, coordinated vulnerability disclosure 
needs to be adopted at an international level.”

▪ “…vulnerability discovery, disclosure, and remediation is important to national 
interests. These cybersecurity issues have been global for quite some time.

▪ “Harmonization of CVD practices, coordination and international cooperation 
among players are essential priorities.”

▪ “…alignment of policies with existing international standards can greatly help 
in promoting harmonization.”
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Purpose

▪ NCSIP Initiative 3.3.3

▪ CVD is a global good practice

▪ Facilitate knowledge and experience sharing/exchange.

▪ Enhance global/international cooperation.

▪ Jointly develop capacity to deal with global CVD challenges.
▪ CVD cases may fail due to cultural/social/language gaps between different regions 

or stakeholders.
▪ CVD Readiness - “Getting together to get better”
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Vision

Our vision is a world where nations work collaboratively to advance 
Coordinated Vulnerability Disclosure (CVD) readiness, establishing 
strong relationships and communication channels, ensuring the 
timely mitigation of vulnerabilities and reducing societal risk.

“Getting together to get better”
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Current State

Officially established December 5th, 2024.

Co-chairs: 
Justin Murphy (CISA), Tomo Ito (JPCERT/CC), and 
Ollie N (NCSC-UK)

Community charter finalized.

Membership – limited to government entities or 
entities who perform work for the government in an 
official capacity (i.e. CERTs).

Please Note: 
• All meeting subjects and discussion 

operate at TLP:GREEN.
• Meeting(s) are not recorded.
• Notes are taken and shared with 

community members.
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Participants

CISA (US)

CCCS (Canada)

ENISA (EU)

INCIBE (Spain)

BSI/CERT-Bund 
(Germany)

NCSC-NL 
(Netherlands)

NCSC-UK (UK)

NUKIB 
(Czech Republic)

CERT.PL 
(Poland)

CERT-In 
(India)

INCD 
(Israel)

JPCERT/CC 
(Japan)

NISC (Japan)

SingCERT 
(Singapore)

TWCERT/CC 
(Taiwan)

KN-CERT (RoK)

KrCERT/CC 
(RoK)
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Challenges Spotted thus Far

Different “CVD” for different members

Different level of understanding

More vocal & less vocal organizations exist

Mainly government (related) organizations – needs to be balanced with the 
different stakeholders in the ecosystem
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What We’ve Been Up To

Member Presentations

5 potential deliverables (intended to be TLP:CLEAR):
FAQ
Escalation
Best Practices Guide
Lessons Learned
Legal Challenges
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Summary
CVD is a global good practice

CVD is important to national interests.

CVD Readiness
Global CVD-COP: CVD coordinators coming together to get better

Aim to enhance the effectiveness of CVD globally
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Questions to the audience
• What do you see as most needed in practice?

▪ What gaps exist in CVD?
▪ What challenges need to be addressed in CVD?

• How might you envision our global CVD-COP supporting the CVD community?
• How can we involve different parts of the community?
• How can the community benefit from our group?

Even though it is Friday, please come and find us, we’d love to chat more about 
CVD!
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Questions?

Q&A

Contacts: 
Tomo Ito
tomotaka.itou@jpcert.or.jp
Justin Murphy
justin.murphy@mail.cisa.dhs.gov

TLP:CLEAR
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