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Inside the Information
Stealer Ecosystem:

From Compromise to
Countermeasure

Olivier Bilodeau
Principal Cybersecurity Researcher
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Who Are We?

e -
 \

Olivier Bilodeau & Mathieu Lavoie

* 15 years cybersecurity industry experience

* Principal Cybersecurity Researcher at Flare

e Former GoSecure, ESET

* Founder MontréHack

* NorthSec’s President

» Serial presenter: DEFCON, BlackHat,
SecTor, Botconf, CERT-EU, AtlISecCon
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Who Deserves Additional Credit?

J' s - _ﬂ‘_ ’,i
e

Eric Clay

* Contributed to this presentation
e “likely the most threat-intelligence-obsessed
CMO in cybersecurity” according to Olivier

Estelle Ruellan

 Data Science Extraordinaire!
* Screenshot LLM Analysis
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Spending hours coding
your own RCE O-days

Logging in with free
creds found on

| &%é& PIMPIN LOGS CLOUD &3 &
Telegram
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Agenda

What is Information Stealer
Malware?

Infection Vectors Analysis Through
Victim Desktop Screenshots

Beyond Credentials:
What else is stolen?

Redline/META Takedown
Defense and Mitigation Strategies

Community Contributions
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Information Stealer
Malware

Quick Reminder (or Intro)
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The Malware you (may) have never heard of:

User downloads

ked soft
cracked sorrware Malware is executed on

victim computer

Infostealer grabs:
- credentials

- crypto wallets

- browser Data ...

‘

4

Data exfiltrated to C2
infrastructure

Individual logs are
packaged together

Log Files are distributed in
Telegram Channels

5 flare.io
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Little Known Facts About Information Stealer Malware

J/MAXIMIZE INFECTIONS
B -

4
» A

¢ s
~ -

> ®@ No Admin Rights
S B Required

No Persistence
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The Anatomy of a Stealer Log

> B Autofills

> @ Cookies

> @ Discord
B DomainDetects.txt

> [ FBFastCheck
B ImportantAutofills.txt
B InstalledBrowsers.txt
B InstalledSoftware.txt
B Passwords.txt
B ProcessList.txt
R Userinformation.txt

High Level view of a single stealer
log showcasing data stolen from
the host.

EE e
|
* % % K Kk F ¥ X

Telegram: https://t.me/REDLINESELLER

JRL: http://localhost:40120/auth
Jsername: jeremyrenolds

assword: Captaincookl2

Application: Microsoft_[Edge]_Default

JRL: okta.companyportal.com

Jsername: Jeremy.millerl4@companyname.com
Password: captin39595!

Application: Microsoft_[Edge]_Default

JRL: app.hubspot.com

Jsername: Jeremy.miller@l4companyname.com
>assword: captin3959s!

Application: Microsoft_[Edge]_Default

JRL: https://www.disneyplus.com/sign-up/password
Jsername: JeremyreynoldsIII44912@gmail.com
Password: captin3

Application: Microsoft_[Edge]_Default

View of the passwords in the
“passwords.txt” section of the
stealer log, containing all of the
passwords from a single user.

+flare

o900 B Microsoft_[Edge]_Default Network.txt

.bing.com TRUE / FALSE 1701313618 SRCHD AF=XYZ123
.bing.com TRUE / FALSE 1701313610 SRCHUID
V-Z&GUID—1234567890ABCDEF1234567890ABCDEF&¢mngbg 1
.msn.com TRUE / FALSE 1700449607 _EDGE_V 2
.msn.com TRUE / FALSE 1698289618 _SS SID=01
. linkedin.com TRUE / FALSE 1698289609 bcookie
"'v=2&abcd1234-5678-90ab-cdef-12345678908ab"
.mgid.com TRUE / FALSE 1701313609 muidn m9pVzaTpZzbhXYZ
ntp.msn.com FALSE / FALSE 1701313606 sptmarket en-US||us|en-us|
en-us |en] |
RefA=12345678901234567890123456789012.Ref(=2024-01-04T00:00: 00Z
.ups.com TRUE / FALSE 1701313678
AMCV_0@36784BD57A8BB277F000101%40Adobelrg
1234567890%7CMCIDTS%7C12345%7CMCMID%7C12345678901234567890123456789
012345678%7 (MCAAMLH-1234567890%7C9%7CMCAAMB-1234567890%7C6G1lynYcLPu
10xYZrsz_pkafLGayMXBph2zX5dvIdYQIZPXInd8y’7CMCOPTOUT-12345678905%7
CNONE%7 CMCSYNCSOP%7C411-12345%7CMCCIDH%7C1234567890%7CvVersion%7C5.
3.0
.bankofamerica.com TRUE / FALSE 1701313673 BOA_0020
20240104:0:0:abc12345-6789-0abc-def0-1234567890ab
outlook. live.com FALSE / FALSE 1698289668 ClientId
ABCD1234ABCD1234ABCD1234ABCD1234
sofa.bankofamerica.com FALSE / FALSE 1701313683 CoreID6
12345678981234567890123456789012345678
.microsoft.com TRUE / FALSE 1698289673 MC1
GUID=12345678abcd1234abcd1234abcd12348HASH=abcd&LV=202401&V=4&LU=16
66743181404
. login. live.com TRUE / FALSE 1700449669 MSCC 123.45.67.89-US
microsoftedgewelcome.microsoft.com FALSE / FALSE 1698289673

meEne

Data in the “Cookies” section of the
stealer log

flare.io
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The Anatomy of a Stealer Log

High Level view of a single stealer
log showcasing data stolen from

the host. > B Autofills

> B Cookies

> B Discord
B DomainDetects.txt

> B FBFastCheck
B ImportantAutofills.txt
B InstalledBrowsers.txt
B [nstalledSoftware.txt
B Passwords.txt
B ProcessList.txt
B Userinformation.txt

10 flare.io
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The Anatomy of a Stealer Log

: : B e s S
View of the passwords in the o i
“passwords.txt” section of the * _ I *
stealer log, containing all of the * | _\] ——n0| _\|1 N TS Vi e
passwords from a single user. . I P R I O I sl =l *
Lo [t g [ [N () U o [ IR B 1 B B S | S
* || | l /| A | =
* -
* Telegram: https://t.me/REDLINESELLER -

A A A A A A A A A A A R A A e A R ok kR

URL: http://localhost:40120/auth

Username: jeremyrenolds

Password: Captaincookl2
Application: Microsoft_[Edge]_Default

URL: okta.companyportal.com
Username: Jeremy.millerl4@companyname.com

Password: captin39595!
Application: Microsoft_[Edge]_Default

URL: app.hubspot.com
Username: Jeremy.miller@l4companyname.com

Password: captin39595!
Application: Microsoft_[Edge]_Default

URL: https://www.disneyplus.com/sign—up/password
Username: JeremyreynoldsIII44912@gmail.com

Password: captin3
1 Application: Microsoft_[Edge]_Default flare.io
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Stealer Log: Distribution

From: Cr4zy ClOud 2025!1
Here is the daily
update for Jan
27th!

crazy_cloud
_daily.zip

crazy_cloud_daily.zip

12

78a5g6fdg.zip

un347y8erf.zip

jnh2389dfv.zip

jnkdf89345.zip

uni34r893.zip

+flare
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Stealer Log: Distribution - Individual Logs

From: Cr4zy ClOud 2025!1
Here is the daily
update for Jan
27th!

un347y8erf.zip

crazy_cloud
_daily.zip

crazy_cloud_daily.zip

13 flare.io
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Stealer Log: Distribution - Content

Systemlinfo.txt

From: Cr4zy ClOud 2025!1

Here is the daily un347y8erf.zip
update for Jan

27th!

Passwords.txt

crazy_cloud
_daily.zip

o!
J

“ Screenshot.jpg

crazy_cloud_daily.zip

chrome_profile_1.txt

Opera_profile_2.txt

cookies

14 files flare.io
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The Fascinating
Infostealer Economy
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Malware as a Service

REDLINE STEALER | REDLINESELLER
BUILD FEATURES:

o Collects from browsers:
Login and passwords
Cookies
Autofill fields
Credit cards

o Supported browsers:

All Chromium-based browsers (even the latest version of
Chrome)

All Gecko-based browsers (Mozilla, etc.)

16 flare.io
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Malware as a Service

Phorcy

109 subscribers

Phorcy
4 Phorcy Stealer - Unleashing Powerful Features and Build
Options! 4

Hey Phorcy Members,

Big News! Presenting Phorcy Stealer - your ultimate solution for
data retrieval. Conquer the world

®, Fud Methods: Undetectable among all antivirus programs
Protection: Advanced Anti Debug and Anti VM
. Fake Error: Craft convincing fake error messages.
#=" Capture Screenshot: Snap screenshots discreetly.
@l wiFi Stealer: Retrieve WiFi information discreetly.
ﬂ Create Mutex (Anti Spam): Prevent spamming activities.
- Discord Injection: Capture token, password, and email on login
or password change.
mm Credit Card Stealer: Swipe browser-stored credit card details.
@ Cookie Stealer: Grab browser cookies for a sneak peek.
& Crypto & Wallet Stealer: Snatch cryptocurrency and wallet
information.
@ AutoFill Stealer: Acquire browser autofill data.

= Telegram Session Stealer: Nab Telegram session files securely.

~~ Gaming Sessions Stealer: Capture sessions for Uplay, Epic,
Growtopia, and more.

+flare

flare.io
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Malware as a Service

Phorcy

109 subscribers

Phorcy . o
4 Phorcy Stealer - Unleashing Powerful Features and Build | ! Fud Methods: Undetectable among all antivirus programs

Options! 4
Hey Phorcy Members,

Big News! Presenting Phorcy Stealer - your ultimate solution for
data retrieval. Conquer the world

®, Fud Methods: Undetectable among all antivirus programs
Protection: Advanced Anti Debug and Anti VM
- Fake Error: Craft convincing fake error messages.
#=" Capture Screenshot: Snap screenshots discreetly.
. WiFi Stealer: Retrieve WiFi information discreetly.
ﬂ Create Mutex (Anti Spam): Prevent spamming activities.
~- Discord Injection: Capture token, password, and email on login
or password change.
mm Credit Card Stealer: Swipe browser-stored credit card details.
@ Cookie Stealer: Grab browser cookies for a sneak peek.
& Crypto & Wallet Stealer: Snatch cryptocurrency and wallet
information.
@ AutoFill Stealer: Acquire browser autofill data.

= Telegram Session Stealer: Nab Telegram session files securely.

.~ Gaming Sessions Stealer: Capture sessions for Uplay, Epic,
Growtopia, and more. flare.io
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Malware as a Service

Phorcy

109 subscribers

Phorcy . o
4 Phorcy Stealer - Unleashing Powerful Features and Build | ! Fud Methods: Undetectable among all antivirus programs

Options! 4
Hey Phorcy Members,

Big News! Presenting Phorcy Stealer - your ultimate solution for
data retrieval. Conquer the world 'Y X |

®, Fud Methods: Undetectable among all antivirus programs
Protection: Advanced Anti Debug and Anti VM
- Fake Error: Craft convincing fake error messages.

#=" Capture Screenshot: Snap screenshots discreetly.

@l wiFi Stealer: Retrieve WiFi information discreetly. Build Options:

@8 Create Mutex (Anti Spam): Prevent spamming activities. - @ Custom Icon: Personalize your Phorcy Stealer with a custom
~= Discord Injection: Capture token, password, and email on login icon

or password change. 2 .

@ Credit Card Stealer: Swipe browser-stored credit card details. - f8 Obfuscation [By default]: Keep your code secure and

@ Cookie Stealer: Grab browser cookies for a sneak peek. obfuscated.

& Crypto & Wallet Stealer: Snatch cryptocurrency and wallet - ¥ File Pumper: Increase file size for stealthiness.

information.
@ AutoFill Stealer: Acquire browser autofill data.

- ﬁ Dropper: Enhance your toolkit with dropper functionality.

= Telegram Session Stealer: Nab Telegram session files securely.

.~ Gaming Sessions Stealer: Capture sessions for Uplay, Epic,
Growtopia, and more. flare.io
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Infostealer Campaign: One Example
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How does distribution work?

+flare

JokerLogs | Reborn

‘ @joker_reborn - 555 FILES $ THANKS FOR SUB.rar

T 4 - -
/1 J/ f' .‘] -
e | L Vi

Q Over Monthly 150k-250k New Logs 2023
Q BANK, FB,GPAY,CRYPTO,GAMING

- MEGA CLOUD + FREE ACCOUNTS PRO
- Weekly 20k-40k PCS logs

- Geo USA, EU, MIX, Targeted

- Working cookies

% Current private logs cloud cost:

™ 1 month - 600$

™ 2 months - 1000$
™ Lifetime - 8000$

- Crypto Wallets
- Free soft for checked your site/link

‘ flare.io
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How does distribution work?

ARTHOUSE CLOUD LOGSQ (/ I

Bringing in 150k-200k new fresh logs every month

2 discord.gg/TCnJARUUF &

ARTHOUSE CLOUD LOGS

Crypto logs Mix targets Social networks

p— . — Bringing in 150k-200k new fresh logs every month
Gaming logs Bank logs Anu much more... 1 Come nal discord.gg/TCnJARUUF 6

— — .

- - - Frice

1TMONTH 3MONTH LIFETIME
= - - -
PAYMENT
L o @ Brc ® USDT @ ETH ® LTC
TMONTH 3 MONTH LIFETIME

Contacts
\

Darki Checker's * R
W

; * Online *
t.me/Barlington_1 discord.gg/TCnJAjRUUF
- flare.io
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Where do “High Value Logs” Go?

Targeted
Attack

Stealer Logs

N . —a

Initial Access Dark Russian lllicit Telegram
Brokers Web Market Channels
(IABs) Forums

23 flare.io
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Wanna free
Stealer Log, dear?
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Wanna free
Stealer Log, dear?
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= 4+flare
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Stealer Logs by the Numbers:

3 Per Week

% Million Total Logs identified (Unique)

4 Roughly Contain Corporate
Credentials

Responsible for many major breaches
# including

¥ Threat actors can target
of major providers using these logs

26
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“In this era, the focus has shifted to
logging in rather than hacking in”

IBM X-FORCE Threat intelligence Report, 2024
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The shiny “new” feature
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Mid-Heist selfies
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Two Campaigns
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Microsoft MidJOQurney
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Infostealer Campaign: One Example
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How Search works

midjourney X 4§ @

midjourney prompts with results

midjourney when blending with two text prompts, what do you
put between them.

midjourney what are some of the best user prefer option set
examples

midjourney ai
midjourney bot
midjourney discord
midjourney v5
midjourney api
midjourney free

midjourney v4

Google Search I'm Feeling Lucky

Report inappropriate predictions

X Carbon neutral since 2007

Gmail Images i3 a
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https:/fai.mid-journey.org

Get The Latest Updates - MidJourney
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Midjourney
https://midjourney.com - Traduire cette page 3

Midjourney.
Midjourney is an independent research lab exploring new mediums of thought and expanding
the imaginative powers of the human species.
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Midjourney est un laboratoire de recherche
indépendant qui produit un programme d'intelligence
artificielle sous le méme nom et qui permet de créer
des images a partir de descriptions textuelles, suivant
un fonctionnement similaire a celui de DALL-E
d'OpenAl. Wikipédia

Créateur : Midjourney

Premiére version : 2022
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It is possible that the computer’s security
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@ Schemavisare - Sko...

Google

how to disable bitdefender antivirus 2023 X E

How to Temporarily Disable or Enable Bitdefender TOTAL ...

YouTube - Nam Anh Cap - 25 jan. 2022

Saknas: 2623 | Maste innehalla: 2023

https://www.youtube.com > watch

how to temporarily disable bitdefender 2023 - YouTube

-how to temporarily disable bitdefender 2023 ... <l i oo

YouTube - MR BNA - For 1 manad sedan

https://clean-my-pc.com » how-to... ~ Qversatt den har sidan

How to Disable Bitdefender Windows 10 - Clean my PC

Open the Bitdefender Total Security 2019 on your device. - Navigate to the Protection
Features tab and click on the Settings icon under the Antivirus module.

https:/www.prajwal.org > how-to... ¥ Oversatt den har sidan

How to Disable Bitdefender Notifications - Prajwal.org

17 dec. 2022 — Launch the Bitdefender antivirus or Total security tool. - Select Settings and
click General tab. - Turn off the Special Offers and Recommended ...

https://www.safetydetectives.com > ... ~ Oversatt den har sidan

How to Cancel Bitdefender Subscription (& Get a Refund) in ...

Find Bitdefender under your list of products and click Stop automatic subscription renewal. ...
recommend Norton — it's my favorite antivirus in 2023, ...
% %%k Rankning: 9/10 - 13 recensioner

Relaterade sékningar

Q_  uninstall bitdefender Q  bitdefender alert page

s+ m 00 ol
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Windows Security

@ Home
| O Virus & threat protection
R Account protection
) Firewall & network protection
B App & browser control
5 Device security
@  Device performance & health
h

Family options

@ Settings

&R O Type here to search

% Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

This setting is managed by your administrator.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

@ o

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

A Automatic sample submission is off. Your device may be ~ Dismiss
vulnerable.

@ off

Submit a sample manually

Tamper Protection
Prevents others from tampering with important security features.

A Tamper protection is off. Your device may be vulnerable, Dismiss

@D o
n Q 9 ®€C v ~

Have a question?
Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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Windows Security

(@ Home
I O Virus & threat protection
8L Account protection
) Firewall & network protection
= App & browser control
5 Device security
P  Device performance & health
A

Family options

@ Settings

i@ O Type here to search

®s Virus & threat protection settings

View and update Virus & threat protection settings for Microsoft
Defender Antivirus.

This setting is managed by your administrator.

Real-time protection

Locates and stops malware from installing or running on your device. You
can turn off this setting for a short time before it turns back on
automatically.

e

Cloud-delivered protection

Provides increased and faster protection with access to the latest
protection data in the cloud. Works best with Automatic sample
submission turned on.

@ off

Automatic sample submission

Send sample files to Microsoft to help protect you and others from
potential threats. We'll prompt you if the file we need is likely to contain
personal information.

A Automatic sample submission is off. Your device may be Dismiss
vulnerable.

@ off

Submit a sample manually

Tamper Protection
Prevents others from tampering with important security features.

A\ Tamper protection is off. Your device may be vulnerable. Dismiss

@ off
«“ 09 ®€C v =

Have a question?

Get help

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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@ Tips for waiters.

X French Terms Related to F & BSt X Perfect software for all your visu- X @ aimidjOurney.or fake? - Google © X 4

&< > C & googlecom/search?q=ai.midjOurney.or+fake%3F&oq=ai.midjOurney.or+fake%3F&aqs=chrome..69i57.10221j0j7&sourceid=chrome&ie=UTF-8

» YouTube » Gmail

Google

Is Midjourney a real Al?

Why is Midjourney no longer free?

Washington Post
https://www.washingtonpost.com » 2023/03/30 > midj...

Midjourney is making fake images go mainstream
30 Mar 2023 — The Al image generator Midjourney has quickly become one of the internet's
most eye-catching tools, creating realistic-looking fake visuals ...

Decrypt

https://decrypt.co » midjourney-free-ai-image-generati...

Midjourney Kills Free Al Image Generator Access After ...
30 Mar 2023 — A “deep fake” is realistic-looking media created by Al by altering images, videos,
or audio to show real people doing or saying things they ...

Vox
https://www.vox.com » technology > ai-image-dalle-o...

How unbelievably realistic fake images could take over the ...
30 Mar 2023 — Al image generators like DALL-E and Midjourney are getting better and better
at fooling us.

- DPataDival

@ Reddit-Diveintoa.. /% Discord [EJ Amazonde:LowPri.. @) ChatGPT || Websites [l Tools [ One Piece
2, ai.midjOumey.or virus| X & ® Q
virus fake
Is Midjourney v
What is the most realistic Al art generator? v

v

Feedback

B Shopping I Games

B Godot

ai.midjOurney or virus

B Movies & Shows

=

B Football

w = % 0O
B Cooking
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[ 5 Extract Cinema4C — O

Home Share View Compressed Folder Tools

v A « > ThisPC > Downloads > Cinema4D v 0 O Search CinemadD

A

Name Type Compressed size Password ...

[5] CinemadD Application 3,203KB No
@ OneDrive d Installer.dll Application extension 30,730KE  No
4] libA3264.dII Application extension 29,705KB No
\j lib13264.d1I Application extension 41,000KB  No
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File Harvester Modules

Goes after many file types

e Docs (pdf, doc, docx, etc.)
o Xxls
o Txt
e kdb, kdbx (KeePass)

Focused on “Documents” and
“Desktop” folders

57

Extract o fdee!

?
i Location:

< B N

| Name -
= -$availFinalFR.docx
~$T 1065.docx

~$ vrai récit de science.docx

Activation_des_connaissances.docx
ANT docx
Bibliographie.QS.docx
B
= cv.docx
= 2018doc.doc
A

o

= PhiloFinal.docx
= PhiloFinal2.docx
h

Travail_1_Condition_physique.doc

B e s B N e B s s vy SUs i St DN ST s RS GO TR O B

Travail_1_Condition_...

Travail_Habitudes_d...

Size

162 bytes
162 bytes
162 bytes
15.1 kB
23.0 kB
24.0 kB

40.9 kB
455.7 kB
13.4 kB
16.8 kB
31.8 kB
321 bytes
368.6 kB
147.7 kB
26.9 kB
20.0 kB
368.1 kB

Ar., 4 LD

Type

Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
plain text docu...
plain text docu...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...
Microsoft Word ...

L et A 1 Y P

_e54zip O = =

B /FileGrabber/Users/Utilisateur.Pc-Utilisateur/Documents/

Modified

13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24

13 November 2022, 18:24

13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
13 November 2022, 18:24
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Adobe_lllustrator Title.mov Acrobat shnoute Mass Effect 2
Reader DC
(& &
uTorrent Visual Studio. Polices_Comple... Start Tor Browser  WarThunder
Code
A YA
i o <+
(& & (&
Krunker Client.  Personnel - Edge iTunes FL Studio 12 Ironsight
(64bit)

a = |

multi.gif 1S4 x64.exe - VLC media player RuneScape
Raccourci Launcher
(& = d :
Steam Ce PC TTi_HE_Downl... AnyDesk Corbeille

”,
A .
PDF @l

uber2021pt2.pdf Inkscape

&

logo3d.avi

Accueil Partage
Adobe_lllustrat

J Couper

Affichage

Gérer

W] Copier le chemin d'accés

Epingler sur | Copier Coller
‘accés rapide

# . Presse-papiers

Serato Studio Adobe lllustrato P

2022 26.3.1.1103

Adobe Creative

LogoV2
PDF

® Creative Cloud Files

@ OneDrive - Personal

Cloud
@ CePC
[ B Bureau
® | Documents

td

Hola VPN =] Images
D Musique
) Objets 3D

g ¥ Téléchargements

B videos

(&
multigaming.m... Microsoft Edge Tor Browser LibreOffice 6.4 Remboursement Acrobat Reader % WINDOWS (C)

assistance rout...

D = us u-‘

OpenShot Video Panneau de Skype Zoom
Editor configuration

Uber2021.pdf

HA
[ | |
0

AL Taper ici pour rechercher " m O

Adobe Acrobat

~~ GRAPHISME (E:)

¥ Réseau

8 - GRAPHISME (E)
(7]

Adobe_lllustrator

Nata

[#] coller le raccourci

A

v

> Adobe._lllust.. > v O

Nom

Data
Debug
[ ] Accessible.tlb
e
Cracker.dll
libGLESv2.dll
%] Resourcedll
:J updater.ini

51 update-settings.ini

9 élément(s) 1 élément sélectionné 714 Mo

m Explorat...

q Q ) illustrat...

Q Paramet... g Gestion...

Outils d'appli

Adobe lllustrator Cracked.exe

T Sécurité...

X =

Déplacer Copier Supprimer Renommer Nouveau
vers~ 53

dossier

Nouveau

Rechercher dans : Adobe_lllustrator

Modifie le

2022-11-13 06:58
2022-11-13 06:58
1999-12-31 19:00
2022-11-13 03:26
2022-05-28 08:24
2021-07-14 11:56
2022-05-28 08:24
1999-12-31 19:00
1999-12-31 19:00

[®=] ouvrir ~

Modifier

Propriétés

& Historique

Ouvrir

Type

Dossier de fichiers
Dossier de fichiers
Fichier TLB
Application

Extension de l'app...
Extension de l'app...
Extension de I'app...
Paramétres de con...

Paramétres de con...

Ba Sélectionner tout
1 Aucun

D;] Inverser la sélection

Sélectionner

Taille

3 Ko

732 151 Ko
57 Ko
5893 Ko
10 971 Ko
2 Ko

1Ko

20:23
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When MFA is no longer MFA

Extract +
CAR
Name
B sync
. 000003.108

. CURRENT
. LOG

. MANIFEST-000001

59

Location:

ccs5a

a2.zip o,

B8 /Wwallets/Authenticator_Chrome_Default/

v

Size

1.7 KB

0 bytes
16 bytes
365 bytes
41 bytes

Type Modified
Folder 20 November 2024, 14:03
application log 20 November 2024, 13:53

unknown 20 November 2024, 13:53
unknown 20 November 2024, 13:53
unknown 20 November 2024, 13:53
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When MFA is no longer MFA

Extract + Extract

< DN T K R

Name

B sync

. 000003.108 . CURRENT = .

. CURRENT . LOG
. LOG a LOG.old

. MANIFEST-000001 . MANIFES

(e10)

=) 000003.10

-

th

o
=

ot a2.zip o]

A

Location: [ /Wallets/Authenticator_Chrome_Default/Sync/

application log 20 November 2024, 13:53

File Edit Select Find View Format Scripts Templates Debug Project Tools Window Help
b EfFagdy Y HhEODE 2B S8 - = 9 E
000003.log x
al $e
70{"account":"’ ","algorithm":"SHA1", "counter™":0,"digits":6,"encr
ypted":false, "hash":"
T R 7" ,"index":0,"issuer":" ","period":30,"pinned”:false, "se
cret":" oF "type" : "tOtp"}EDJJZEED:EEEED:ED]:DS
TDgEI]]]j:EED:__EE_I:I?:[qf_ .
o{"account”:" ","algorithm":"SHA1", "counter":0,"digits":6,"encr
ypted”:false,"hash":"9 ~ 94","index":0,"issuer":"

", "pinned":false,"secret":"P i«flM","type":"totp"}':l:m:l:lID:EUID:D$928131

'Wallets/Authenticator_Chrome,

»

71
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+flare
JSON Encoded TOTP “Account”?

"account": "9[redacted]3",
"algorithm”: "SHA1",

"counter": O, et ®
"digits": 6, Walfooo BU+ does I+
"encrypted": false,

"hash": "92[redacted]d94", work?

"index": 0,

"issuer": "[redacted]",

"pinned": false,

"secret": "P[redacted]M",

"type": "totp"
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v & NewTsb X | + - 0 X v TOTP Generator X  + - O

(¢} 25 totp.danhersam.com @ w o} -

e
;
[«
be
A

C & Search Google or type a URL

S

o] Authenticator =

572694 TOTP Token Generator

StealerLogsTest
YOUR SECRET KEY

supermegasecret @

NUMBER OF DIGITS

Q  Search Google or TOKEN PERIOD (IN SECONDS)

~ | ———= 572694

u C:\Users\QuickemLl\AppData\LocaI\Google\Chrome\User Data\Default\Sync Extension Settings\bhghoamapcd...] @ O X
File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 2 + v X
HHERGRI 4 DD Ae iy 2= BRI -FEoE0ha oo
l_Jooooos log :'IJE og [

< U>o------mUse15ettings
LAl NUL[SOE|STXINULINULINULINULINULINUL]

$8ecfb651-£69b-4f£5-aed3— cf73=51749a6£
{"account":"StealerLogsTest", "dataType":"OTPStorage"”, "encrypted”:false, "hash":"8ecfbé

51-f69b-4ff5-aed3-c£73851748a6", "index":0}"secret": "supermegasecret"” "type".13
@&fmmbmmm

e

# Customise Chrome

| length: 277 lines: 1 Ln:1 Col:278 Pos:278 Windows (CRLF)  ANSI INS




+flare
Targeted Browser Extensions

 Files for both Local and Synced Extensions are exfiltrated
« %APPDATA%\Local\Google\Chrome\User Data\<Profile>\Local
Extension Settings\<Extension-Id>
« %APPDATA%\Local\Google\Chrome\User Data\<Profile>\Sync
Extension Settings\<Extension-Id>

» Storage format is IndexDB/LevelDB (a lot is viewable in plaintext)

* Parsable with this IR tool:
https://github.com/cclgroupltd/ccl chromium reader/blob/master/tools and
utilities/dump leveldb.py
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https://github.com/cclgroupltd/ccl_chromium_reader/blob/master/tools_and_utilities/dump_leveldb.py
https://github.com/cclgroupltd/ccl_chromium_reader/blob/master/tools_and_utilities/dump_leveldb.py

+flare

Password Managers Browser Extensions

® [oundsome BitWarden

65

Extract + 386254cc008abaco8edd71cad... Q,

4 > # Location: B /2FA/Extension/

Name v | Size
6 -
: . Bitwarden 3.5 MB
I
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Password Managers Browser Extensions

® Multiple Browsers and Multiple Profiles Support

66

Extract + 386254cc008abac98edd71cad... O,

4 > & Location:

Name

[ B C-Chrome-3eaafds9
B C-Chrome-5e3c486d
B C-Edge-c61c3a28

BB /2FA/Extension/Bitwarden/

+flare

Size

3.5 MB
1.1 kB
4.1 kB
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+flare

Password Managers Browser Extensions

® Plaintext JSON with embedded encrypted strings

000003.log 000092.log X

68

EEENEEEEEEER ENEE

OOIIIIIrrrroPsession_user_40857565-35d9-44fe-983a-
a9dc003fed20_ciphersMemory_decryptedCiphersm{"__json__":true, "value":"\"2.7QUTwdnPDDmJoEbNSw1QZw==| 60hoBisvg
f2EfjLrvC42bg==|HgE+51ThugbsVZSUlyDD7 1NLRSUMSPVIp1pRQZe9tpU=\"" HOnorrrrrrrrrrrnouser_40857565-35d9-44fe-
983a-a9dc003fed20_ciphers_ciphersm{"__json__":true, "value":"{\"56e12743-86e4-4a00-b608-

ab2e0043133b\": {\"1d\":\"56e12743-86e4-4300-b608-

ab2e0043133b\" ,\"organizationId\":null \"folderId\":null, \"edit\":true,\"viewPassword\":true,\"organizationUs
eTotp\":false, \"favorite\":false,\"revisionDate\":\"2019-12-

25T04:04:12.7833333Z\" ,\"type\":1 \fname\":\"2.rM7661re4PvamnthFrEw==|unY6djDapqthBM79dZY9yL2/x4iw4meWP9p
thMes=|qerIzHT4K5deerhde/QBJMLbquiGQNMCTSero=\",\"notes\":null,\"collectionIds\":[],\"creationDate\":\
"2019-12-

25T04:04:12.7833333Z\",\"deletedDate\":null \"reprompt\":0,\"key\":null,\"login\":{\"username\" :\"2.z8RGuJ9sW
X171aDuMVITyOw==|wSXYmRLhSLTg83rkZmPSTNYZ5VcsHS9henepmb1ZItU=|gNVfK/moL32ulL J1urh5SQAcSDSaBBCS5PoERCU/iGixk=\",\
"password\":\"2.c1paY15PLBFWV1X129H3Ug==|ywBfqVmfNHwgNMaUUOKCIg==|vqed3BTHyYUJzGKJHWH1DbhWZZOM1iCp9WsQSGMrndUc
=\",\"passwordRevisionDate\":null, \"totp\":null, \"autofillOnPageLoad\":null, \"uris\": [{\"match\":null, \"uri\"
:\"2.I1+1nY3csQSVjWK7d0enlA==|K]j7bes2Srrf2ckRBuhUwnTwRgerVuTcwMYYUE1rgwxXSwLzYw2Ag820oMgOWR3SPAGI7s32HBggxS1s0y
0QyC7nxNdWGgFPVyObiDyUNHQacY=|U1LX2HZ9qysfIsGAHzxd8xBJeX12WnlKmLbLeLHsFNE=\",\"uriChecksum\":null}]1}},\"0e279
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Password Vaults

KeePass Password Vaults

® . kdb
® _kdbx

+flare

[- Extract +

< BN

I Name
. metamask.txt
. Password.kdbx

Cracking tooling exists (john, hashcat)

obilodeauasparkle 2 5 alerlog
ortant\ Files/Profi Documents/Password.kdbx

obllodeauasparkle A calerl
Password: $keepass$*2*600@0*0*deOSaelel

ecd« 998cbf5d5c92e12

8c5¢ 102ba0d92da79032:

0fs4

71

Location:

ES>

extracted-keepas

1ts>

B /Important Files/Profile/Documents/

€630d80d31a9192060096703fcc7d8be2a755558.zip

0

v | Size
72 bytes
43 kB
e630/Im
sh-hash.key
extracted-keepassh-hash.key
Da9f*744e
1b40fclea
32eeccOf3

flare.io
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+flare
Google Master Cookies?

£ @ Location: [ /GoogleAccounts/

it

txt 237 bytes

Restore_Chrome_Defau

Open v @A

1 [fzbal nTU_T:
CX30xbWh9JaaDeQpgvAIGEK2qhQ
_VCDMaXpL5V31G4m9z2tdj8IFt7

2

- flare.io
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+flare
Google Master Cookies?

N\

# Location: [ GoogleAccounts/
‘S GUEGETGEL G

Open = n

Restore Google cookies

] |bel; nTu_T P Tash iestore key:  xPWOHZEIOF4hB1Uxor+8r+ hYWrjSRT6AZBH7rTSonI3QnXA+tobJh7jSDDWQNR
CX30xbwh9JaaDOQpgvAIGEK2qhC
_VCDMaXpL5V3iG4m9z2tdj8IFt7

P

B8 Services A

G Restore Google cookies

Lumma Tool Screenshot from

hitps://fieldeffect.com/blog/infostealers-restore-expired-google-cookies

73 flare.io
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——
Beyond Credentials

. Extract +
Anything Else?
4 > & Location: [ /Applications/
< >  Location: [ /Applications/
Name
8 Name
B Azure . AnyDesk
, Jjij Discord . Discord
[ . Steam ProtonVPN
, | [
{
4 > & Llocation: (@ /Wallets/
Name v | Size
B Electrum

5.6 kKB
I- MetaMask_Mozilla Firefox_yd4k33x8.default-release-1702650871104 9.7 MB

74

and OpenVPN files (.ovpn), FileZilla, Binance, Phantom, XDEFI Wallet, etc.
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But also Cookies!
Open v M

B rA lUl’llldDbCIllUly.g&{m.LUIII I KULC

733 medium.com TRUE /

734 .appliedtechnologvacademy.com
FfTwh%2FSZn N .

735 .jumpshare.com TRUE /
4ccc9141a05¢€

736 .www.notion.so TRUE /

737 .www.notion.so TRUE /

738 .www.notion.so TRUE /

739 .notion.so TRUE /

740 .notion.so TRUE /
d945-44cb-9eee-024531d6547e

741 aif.notion.so  TRUE /

742 .notion.so TRUE /
evJnZCleliBk

743 .notion.so TRUE /f

v02%3Afile token%3A-
TM3DYcBJIPYV-nYLJgP7F
744 .www.notion.so TRUE /
745 .www.notion.so TRUE /

746 .notion.so TRUE /
%7B% 22V02%3AsS
XP6q Aa6E1YUNET

747 .notion.so TRUE /

748 .www.notion.so TRUE /

e T . N Tnor /

/
FALSE
TRUE

FALSE

FALSE
FALSE
FALSE
FALSE
FALSE

FALSE
FALSE

FALSE

FALSE
FALSE
FALSE

FALSE
FALSE

R

+flare

Browsers\Firefox\Cookies.txt =
-/.cache/ fr-gPNEMW s = - ®
FALOLC 1L/70202$0D/7/48420370 Ui ULIDUDULIWKAIDDEGEVILIEFDLITVA
1746682604 g state {"i p":1731217004591,"i 1":2}
/ FALSE 1765690738 appliedtech-_zldp
. PKxE731inodoRkLyJC2Y%3D
1765690872 js_session
-0b83d1bb7f8712299322b84cb336658b8bb009fOb9606afe!
1762667525 notion_browser_id 40519fd3-cdca-43a6-afal-bf809aa7cdes8
1762667525 notion_locale en-US/autodetect
1762667525 NEXT_LOCALE en-US
1765691535 _ga GA1.1.1136861961.1731131535
1738907535 _rdt_uuid 1731131535427.77f28f83-
1762667535 Metadata visitor_ id m39roppuk8conuywu5s
1762667539 _hjSessionUser 3664679
aXNOawsnIjpmYWxzZX0=
1762667565 file_token
' 1dOTL1ldcycX_E9 \BF-
IV9I0EC62
1762667565 notion_user_id ©07dffee5-bcfa-4787-b997-81839966253b
1762667565 notion_users %5B%2207dffee5-bcfa-4787-b997-81839966253b%22%5D
1762667565 p_sync_session
i
|
1762667563 _cioid ©7dffeeSbcfas787b99781839966253b
1762667565 device_id

ATIrArrarCer

cccaktbebt-4944-42b6-b120-67482b61c5ab

+alimcm e
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How about the Cookies?

“Checkers”

Used to identify valid session
cookies for particular
applications in stealer logs.

Usually sold similar to malware on
a MaasS licensing scheme.

Flare identified a threat actor
that seeded a cracked checker
with infostealers, infecting stealer
log “users”

Hundreds of cybercriminals
downloaded it and were
subsequently infected.

« i

® Nuevo ~

# Inicio

& Galeria

B Desktog #
- Descarg #
B Documi#
B Imigen #
@ Misica #
¥ Videos #
I Tdegram C

i map

B mail accec

W TSP Dotk G

13 elementos | 1elen

[

@ Cookies Checker

B Bitcols 251PRO @@ Bl Tools v2.9.1 oo

2 PATH LOGS

4 Main Settings

X Logs Tools

Q £4 steam: 0
* §2 Roblox 0

Q LJ HumbleBundle: 0

©r Discord Checker

@ o
1P IS
@,
& o
v o

0

£ % psn:0
L& [ Genshin: 0
L2 [ Tarkov: 0
L8 2 runpay: 0

Q Linkedin: 0

mamoma

L2 % vouTube: 0
L 2 Twitch:0
£ 2 TikTok: 0
Q 84 instagram: 0
£X [ Twitter: 0
L2 & Facebook: 0
L2 () Amazon: 0
L2 ) Nettiix: 0

L

+ LOAD PROXY

Q Yahoo: 0
a &2 Gmai:0
] Outlook: 0
| Aolcom: 0
| Rambler.ru

] MaiLru: 0

e

H E §

:0

J Yandex.ru: 0

1(8

+flare

I{PRO} Q

(1) Detalles

YouProjectl: 0
] YouProject2: 0
| YouProject3: 0
YouProjectd: 0
YouProjects: 0
] YouProjecté: 0

| YouProject7: 0

oo Re e e Re e e

YouProjects: 0

W Seguridad de Windows “ X
Seguridad de Windows
Amenazas encontradas

Antivirus de Microsoft Defender encontré amenazas.
Obtener mas detalles.

Ignorar

1=] @
443 p.m.
1/9/2024 ; E

flare.io

A & e Of
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[ <+flare
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"

What Now?

Defense and Mitigation
Strategies
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+flare
Defensive Mechanism: Application Bound Encryption

A defense in depth feature for Chrome and Chromium-based Browsers

e Data files are encrypted Elevated sevice
@) COOkieS, pOSSWOFdS, e'l'C, 2. Verify application is Google Chrome

3. Decrypt data using SYSTEM and user keys

e A privileged service \
prOTeCTS -l-he dG-I-G Non-elevated / S \\x Denied Access (not Chrome)

1. Request Key /

x Google Chrome

(running as the user)

Non-elevate
f i
|

Cannot dump key °
from memory

‘& _
(ericryitied) 5. Store Key (encrypted in memory)

6. Read encrypted data - \x
- Starting with cookies in 2024 TR Malware
- Will be extended to other data Cannot read files

(encrypted)
78
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Application Bound Encryption Bypassed

BLEEPINGCOMPUTER fveo CEE

NEWS ~ TUTORIALS ~ VIRUS REMOVAL GUIDES ~ DOWNLOADS ~ DEALS ~ VPN

infostealers for our users.” - A Google spokesperson

Bypass now publicly available

Yesterday, Hagenah made his App-Bound encryption bypass tool available on GitHub, sharing source
code that allows anyone to learn from and compile the tool.

"This tool decrypts App-Bound encrypted keys stored in Chrome's Local State file, using Chrome's
internal COM-based IElevator service," reads the project description.

"The tool provides a way to retrieve and decrypt these keys, which Chrome protects via App-Bound
Encryption (ABE) to prevent unauthorized access to secure data like cookies (and potentially passwords
and payment information in the future)."

October 28th 2024

79

+flare

flare.io
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+flare
Application Bound Encryption (ABE) Bypassed

Bypass Techniques

® | aunch aheadless Chrome with Remote Debugging

Dumping memory

®
® |nteracting with Elevated Service using COM objects impersonating Chrome
®

Disabling ABE Registry Keys

https://redcanary.com/blog/threat-intelligence/google-chrome-app-bound-encryption/

hitps://www.elastic.co/security-labs/katz-and-mouse-game

80 flare.io
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ABE Bypassed: Doesn’t Matter

® Requires Admin

81

or

More Detectable than File I/O

or

Brittle (relying on frequently

changing things like memory
offsets)

imgfiip.c

+flare

wd '~||

A
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flare.io
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Defense: Testing Credential

All credible credentials should be tested

Force a reset on next login if its valid

Be Aware

® Generates logs that can trigger the
Blue Teams

® Avoid account lockouts

82

Authenticating against Flare API...

Fetching non-remediated and non-ignored leaked credentials for example.com...

Warning: More than 25 results, showing first 25

NoOuUusrWNR

o

Which credentials do you want to test?: ©

user23gexample.com
palueaexample.com
lybamiller2003@example.com
lwkxiang@example.com
hack@example.com
wpigexample.com
luke_pa@example.com
lucy.nicholson@example.com
testlophgaexample.com
lt@example.com
tacrmw@example.com
lourdes2003.cwaexample.com
infolgexample.com
admin@example.com
lolita2134566aexample.com
xyzaexample.com
hussengexample.com
ayagexample.com
admingexample.com
1jbeel97@example.com
dexample.com
lizagexample.com
liyiug@example.com
liuben@example.com
lismcurlzaexample.com

About to try user
WARNING: Too many failed login attempts can trigger account lock-outs.
Are you sure? [Y/n]: y

Do you want to mark that username/password combination as remediated in Flare? [Y/n]: vy
Username/password combination remediated.

Coupon Mom / Armor Games
Coupon Mom / Armor Games
MyFitnessPal
MyFitnessPal

Coupon Mom / Armor Games
UltraFlix

MyFitnessPal
MyFitnessPal
MyFitnessPal
MyFitnessPal
MyFitnessPal
MyFitnessPal
MyFitnessPal

Stealer Logs
MyFitnessPal

Stealer Logs

Stealer Logs

Stealer Logs

Stealer Logs
MyFitnessPal

Stealer Logs
MyFitnessPal
MyFitnessPal
MyFitnessPal
MyFitnessPal

on Entra ID tenant

+flare

flare.io
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Defense: More is coming!
Announced two months ago!

 New API for short-lived sessions
 Cryptoisboundto TPM
 Requiresanew HTTP Header

Time will tell if it will catch up...

83

+flare

Chrome for Developers > Blog Was this helpful? (5 o

Origin trial: Device Bound Session
Credentials in Chrome =&-

José Luis Zapata

s

Device Bound Session Credentials (DBSC) is a new web capability designed to protect user sessions from cookie theft

and session hijacking. This feature is now available for testing as an Origin Trial in Chrome 135.

flare.io


https://flare.io/
https://developer.chrome.com/blog/dbsc-origin-trial
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The Redline/META

Takedown

flare.io
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Redline - Meta

In October 2024

85

BLEEPINGCOMPUTER fvoo CEEE

NEWS ~ TUTORIALS ¥ VIRUS REMOVAL GUIDES ~ DOWNLOADS ~ DEALS ¥~ VPI

Redline, Meta infostealer malware operations seized by police

By Bill Toulas October 28, 2024 09:30 AM

The Dutch National Police seized the network infrastructure for the Redline and Meta infostealer

+flare

flare.io
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Redline/Meta’s Infections Through Time

86

+flare

flare.io
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They are the same... +flare

Stealer

Meta | Log In

Login:

Password:

87 flare.io
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From Flare & ESET to Takedown - a 2 year process

98

0,

o° 0
1

00 0

- /| \ .

d25, Jackecks, buutms, gmclogs, sonunigam, puls343red, xiaoguo, Seno, soneka

' WhereVIP.means Veﬁwportant to the Police‘

National Crime Agency

) PoLiCIA
JUDICIARIA OPENBAAR MINISTERIE o ERJUST

+flare
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https://docs.google.com/file/d/1ERIzfm5Dsltv9RAEn6PLZ-kODYOb4TVE/preview

+flare
But Do Takedowns Actually Work?

LummaC2
Unique Information Stealer Logs Processed Over Time by Malware Family
lummac2
140000
120000
100000
80000

60000

40000

o] WNRT N N

05/10 05/11 05/12 05/13 05/14 05/15 05/16 05/17 05/18 05/19 05/20 05/21 05/22 05/23 05/24 05/25 05/26 05/27 05/28 05/29 05/30 05/31 06/01 06/02 06/03 06/04 06/05 06/06 06/07 06/08 06/09 06/10 06/11 06/12 06/13 06/14 06/15 06/16 06/17 06/18 06/19 06/20 06/21 06/22 06/23 06/24

== xechook = worldwind e= vidar == unknown == stealc == risepro == rhadamanthys == redline == raccoon = nexus == monster == meduza lummac2 bradmax aurora

* Domains seized but fallback C2 is Telegram

* |sit worth all the trouble? Open to discuss!

100 flare.io
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Wrapping Up

and community contributions!

flare.io


https://flare.io/

Community Contributions

1. Credential Testing Script
Test credentials against Entra-ID (Azure AD)

Grab fresh leaked

credentials

———

Avuthenticate with
chosen set of leaked
credentials on a public
MS entrypoint

Mark as remediated

g first 25

\_—

-
—

Microsoft
Graph API

—_—

Authentication
delegated to the App
Registration

they contain.

2. A Sample Set of Stealer Logs

+flare

Get intimate with what they are and what

To adequately defend: Knowledge is Power

HER \
S — ‘
Checked in Azure '

Active Directory Extract + 01

£ > # Location:

B Autonitts
B cookies

B Creditcards
B FiteGrabber

B Tetegram

B waltets

g DomainDetects.txt
% ImportantAutofills.txt
g InstalledBrowsers.txt
g InstalledSoftware.txt
g Passwords.txt

g ProcessList.txt
Screenshot.jpg

E Userinformation.txt

B /HKN

42.5 kB
13.4 kB
465 bytes
213 kB
4.9 MB
5.5 kB

84 bytes
1.0 kB
751 bytes
4.9 kB
120.0 kB
45.0 kB
402.4 KB
1.5 kB

Folder
Folder
Folder
Folder
Folder

Folder

plain text do...
plain text do...
plain text do...
plain text do...
plain text do...
plain text do...

JPEG image

plain text do...

83.. Q | =

08 November 2023,
08 November 2023,
08 November 2023,
08 November 2023,
08 November 2023,
08 November 2023,
06 September 2023,
06 September 2023,
06 September 2023,
06 September 2023,
06 September 2023,
06 September 2023,
06 September 2023,
06 September 2023,

443867 (2

06:13
06:13
06:13
06:13
06:13
06:13
01:09
01:09
01:09
01:09
01:09
(R
01:09
01:09
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Conclusion

103

Stolen credentials remain
massively popular.

31% of all breaches over o
the past 10 years have /o
|

involved the Use of
stolen credentials. T EE

0% 20% 40% 60% 80% 100%

+flare

flare.io


https://flare.io/

+flare

Administrative rights NOT required
Comes via

* Cracked softwarel!

®* Malicious ads

* Freerobux YouTube videos

®* Fake updates
* Free PDFs

There is rarely a reason to disable your A/V

Don’t share work computers with family
members

Not limited to passwords: MFA, wallets, etc.

Study the provided stealer logs fo understand
them

flare.io


https://flare.io/

+flare

* Password managers are still
effective

 Windows SmartScreen is
effective against files
pretending to be something

else”
* AdBlock like uBlock Origin

flare.io
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+flare

* Search through Stealer Log

databases from your
favorite Threat Exposure
Vendor ;)

* Make sure the credentials
found are not working

* Find and manage shadow IT
services used by your
compromised users
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Questions?
the good stuff is here!

Olivier Bilodeau

e Email: olivier.bilodeau@flare.io
e Other Hat: https://nsec.io
e Social: @obilodeau.bsky.social

First to ask a
question will get a
NorthSec 2024

badge!

Come and see us at our booth!
(I have more hw badges!)
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