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Who Are We?
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Eric Clay
• Contributed to this presentation
• “likely the most threat-intelligence-obsessed 

CMO in cybersecurity” according to Olivier

Olivier Bilodeau & Mathieu Lavoie

Who Deserves Additional Credit?

Estelle Ruellan
• Data Science Extraordinaire!
• Screenshot LLM Analysis

• 15 years cybersecurity industry experience
• Principal Cybersecurity Researcher at Flare
• Former GoSecure, ESET
• Founder MontréHack
• NorthSec’s President
• Serial presenter: DEFCON, BlackHat, 

SecTor, Botconf, CERT-EU, AtlSecCon
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Agenda
● What is Information Stealer 

Malware?
● Infection Vectors Analysis Through 

Victim Desktop Screenshots
● Beyond Credentials: 

What else is stolen?
● Redline/META Takedown

● Defense and Mitigation Strategies

● Community Contributions

https://flare.io/
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Information Stealer 
Malware
Quick Reminder (or Intro)
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The Malware you (may) have never heard of:
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What is an Infostealer?

User downloads 
cracked software Malware is executed on 

victim computer

Infostealer grabs:
- credentials
- crypto wallets 
- browser Data … Data exfiltrated to C2 

infrastructure

Individual logs are 
packaged together

Log Files are distributed in 
Telegram Channels

https://flare.io/
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Little Known Facts About Information Stealer Malware
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No Admin Rights 
Required

No Persistence

https://flare.io/
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The Anatomy of a Stealer Log
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High Level view of a single stealer 
log showcasing data stolen from 

the host. 

View of the passwords in the 
“passwords.txt” section of the 

stealer log, containing all of the 
passwords from a single user. 

Data in the “Cookies” section of the 
stealer log 

https://flare.io/


flare.io

The Anatomy of a Stealer Log
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High Level view of a single stealer 
log showcasing data stolen from 
the host. 
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The Anatomy of a Stealer Log
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View of the passwords in the 
“passwords.txt” section of the 
stealer log, containing all of the 
passwords from a single user. 
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Stealer Log: Distribution
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crazy_cloud_daily.zip

78a5g6fdg.zip

un347y8erf.zip

jnh2389dfv.zip

jnkdf89345.zip

uni34r893.zip

Here is the daily 
update for Jan 
27th!

crazy_cloud
_daily.zip

From: Cr4zy Cl0ud 2025!1
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crazy_cloud_daily.zip

un347y8erf.zipHere is the daily 
update for Jan 
27th!

crazy_cloud
_daily.zip

From: Cr4zy Cl0ud 2025!1

78a5g6fdg.zip

jnh2389dfv.zip

jnkdf89345.zip

uni34r893.zip

Stealer Log: Distribution - Individual Logs

https://flare.io/
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crazy_cloud_daily.zip

78a5g6fdg.zip

jnh2389dfv.zip

jnkdf89345.zip

uni34r893.zip

files

Here is the daily 
update for Jan 
27th!

crazy_cloud
_daily.zip

From: Cr4zy Cl0ud 2025!1

SystemInfo.txt

Passwords.txt

Screenshot.jpg

chrome_profile_1.txt

Opera_profile_2.txt

cookies

un347y8erf.zip

Stealer Log: Distribution - Content

https://flare.io/
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The Fascinating 
Infostealer Economy
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Malware as a Service 
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Malware as a Service 
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Malware as a Service 
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Malware as a Service 
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…
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Infostealer Campaign: One Example
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How does distribution work?
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How does distribution work?
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Where do “High Value Logs” Go?
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Stealer Logs

Dark 
Web 

Forums

Russian 
Market

Illicit Telegram 
Channels

Initial Access 
Brokers 
(IABs)

Targeted 
Attack

https://flare.io/
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Stealer Logs by the Numbers: 
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~1 Million Logs Per Week

120 Million Total Logs identified (Unique)

Roughly 15 Million Logs  Contain Corporate 
Credentials

Responsible for many major breaches 
including Ticketmaster, AT&T, Santander 
Bank. 

Threat actors can target customer accounts 
of major providers using these logs

How widespread exactly is this? 

“In this era, the focus has shifted to 
logging in rather than hacking in”

IBM X-FORCE Threat intelligence Report, 2024

https://flare.io/
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The shiny “new” feature
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Mid-Heist selfies

https://flare.io/


flare.io

Two Campaigns

MidJ0urneyMicrosoft

https://flare.io/


Microsoft
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Infostealer Campaign: One Example
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MidJ0urney
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The Anatomy of a Stealer Log
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The Anatomy of a Stealer Log
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The Anatomy of a Stealer Log
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It is possible that the computer’s security 
systems may FALSELY trigger
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The Anatomy of a Stealer Log
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It is possible that the computer’s security 
systems may FALSELY trigger

https://flare.io/
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The Anatomy of a Stealer Log
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How to disable bitdefender antivirus 2023

https://flare.io/
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The Anatomy of a Stealer Log
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ai.midj0urney or virus
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The Anatomy of a Stealer Log
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ai.midj0urney or virus

https://flare.io/
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The Anatomy of a Stealer Log
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Beyond Credentials
The Full Attack Surface
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File Harvester Modules
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Goes after many file types
● Docs (pdf, doc, docx, etc.)
● xls
● txt
● kdb, kdbx (KeePass)

Focused on “Documents” and 
“Desktop” folders

https://flare.io/
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When MFA is no longer MFA
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When MFA is no longer MFA
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JSON Encoded TOTP “Account”?
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{

  "account": "9[redacted]3",

  "algorithm": "SHA1",

  "counter": 0,

  "digits": 6,

  "encrypted": false,

  "hash": "92[redacted]d94",

  "index": 0,

  "issuer": "[redacted]",

  "pinned": false,

  "secret": "P[redacted]M",

  "type": "totp"

}

Wait… But does it 
work?

https://flare.io/
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Targeted Browser Extensions
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• Files for both Local and Synced Extensions are exfiltrated
• %APPDATA%\Local\Google\Chrome\User Data\<Profile>\Local 

Extension Settings\<Extension-Id>
• %APPDATA%\Local\Google\Chrome\User Data\<Profile>\Sync 

Extension Settings\<Extension-Id>

• Storage format is IndexDB/LevelDB (a lot is viewable in plaintext)

• Parsable with this IR tool: 
https://github.com/cclgroupltd/ccl_chromium_reader/blob/master/tools_and
_utilities/dump_leveldb.py

https://flare.io/
https://github.com/cclgroupltd/ccl_chromium_reader/blob/master/tools_and_utilities/dump_leveldb.py
https://github.com/cclgroupltd/ccl_chromium_reader/blob/master/tools_and_utilities/dump_leveldb.py
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Password Managers Browser Extensions
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● Found some BitWarden

https://flare.io/
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Password Managers Browser Extensions
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● Multiple Browsers and Multiple Profiles Support

https://flare.io/
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Password Managers Browser Extensions
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● Plaintext JSON with embedded encrypted strings

https://flare.io/
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Password Vaults
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KeePass Password Vaults

● .kdb

● .kdbx

Cracking tooling exists ( john, hashcat)

https://flare.io/
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Google Master Cookies?
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Google Master Cookies?
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Lumma Tool Screenshot from

https://fieldeffect.com/blog/infostealers-restore-expired-google-cookies

https://flare.io/
https://fieldeffect.com/blog/infostealers-restore-expired-google-cookies
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Anything Else?
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Beyond Credentials

and OpenVPN files (.ovpn), FileZilla, Binance, Phantom, XDEFI Wallet, etc.

https://flare.io/
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But also Cookies!
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“Checkers”

● Used to identify valid session 
cookies for particular 
applications in stealer logs. 

● Usually sold similar to malware on 
a MaaS licensing scheme.

● Flare identified a threat actor 
that seeded a cracked checker 
with infostealers, infecting stealer 
log “users” 

● Hundreds of cybercriminals 
downloaded it and were 
subsequently infected. 

How about the Cookies?

https://flare.io/
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What Now?
Defense and Mitigation 
Strategies
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Defensive Mechanism: Application Bound Encryption
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A defense in depth feature for Chrome and Chromium-based Browsers

● Data files are encrypted
○ Cookies, passwords, etc.

● A privileged service 
protects the data 

https://flare.io/
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Application Bound Encryption Bypassed
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October 28th 2024

https://flare.io/


flare.io

Application Bound Encryption (ABE) Bypassed
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Bypass Techniques

● Launch a headless Chrome with Remote Debugging

● Dumping memory

● Interacting with Elevated Service using COM objects impersonating Chrome

● Disabling ABE Registry Keys

https://redcanary.com/blog/threat-intelligence/google-chrome-app-bound-encryption/

https://www.elastic.co/security-labs/katz-and-mouse-game

https://flare.io/
https://redcanary.com/blog/threat-intelligence/google-chrome-app-bound-encryption/
https://www.elastic.co/security-labs/katz-and-mouse-game
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ABE Bypassed: Doesn’t Matter

81

● Requires Admin

or

● More Detectable than File I/O

or

● Brittle (relying on frequently 
changing things like memory 
offsets)

https://flare.io/
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Defense: Testing Credential

82

All credible credentials should be tested
Force a reset on next login if its valid

Be Aware

● Generates logs that can trigger the 
Blue Teams

● Avoid account lockouts

https://flare.io/
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Defense: More is coming!
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Announced two months ago!

• New API for short-lived sessions
• Crypto is bound to TPM
• Requires a new HTTP Header

Time will tell if it will catch up…

https://developer.chrome.com/blog/dbsc-origin-trial

https://flare.io/
https://developer.chrome.com/blog/dbsc-origin-trial
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The Redline/META 
Takedown
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In October 2024
Redline - Meta
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Redline/Meta’s Infections Through Time
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They are the same…

87

RedLine META Stealer

https://flare.io/
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From Flare & ESET to Takedown - a 2 year process
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Redline - Meta

https://flare.io/
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https://docs.google.com/file/d/1ERIzfm5Dsltv9RAEn6PLZ-kODYOb4TVE/preview
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But Do Takedowns Actually Work?
LummaC2

• Domains seized but fallback C2 is Telegram

• Is it worth all the trouble? Open to discuss!

https://flare.io/
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Wrapping Up
and community contributions!
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Community Contributions

102

1. Credential Testing Script
Test credentials against Entra-ID (Azure AD)

2. A Sample Set of Stealer Logs 
Get intimate with what they are and what 
they contain.

To adequately defend: Knowledge is Power

https://flare.io/
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Conclusion
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1. Understand/Educate
2. Protect
3. Remediate

from the Verizon 2024 DBIR Report

https://flare.io/
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Understand/Educate
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• Administrative rights NOT required

• Comes via

• Cracked software!

• Malicious ads

• Free robux YouTube videos

• Fake updates
• Free PDFs

• There is rarely a reason to disable your A/V

• Don’t share work computers with family 
members

• Not limited to passwords: MFA, wallets, etc.

• Study the provided stealer logs to understand 
them

https://flare.io/
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Protect
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• Password managers are still 
effective

• Windows SmartScreen is 
effective against files 
pretending to be something 
else*

• AdBlock like uBlock Origin

https://flare.io/
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Remediate
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• Search through Stealer Log 
databases from your 
favorite Threat Exposure 
Vendor ;)

• Make sure the credentials 
found are not working

• Find and manage shadow IT 
services used by your 
compromised users

https://flare.io/
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Questions?

Olivier Bilodeau
● Email: olivier.bilodeau@flare.io
● Other Hat: https://nsec.io
● Social: @obilodeau.bsky.social

Come and see us at our booth!
     (I have more hw badges!)
107

the good stuff is here!

First to ask a 
question will get a 

NorthSec 2024 
badge!

https://flare.io/
mailto:olivier.bilodeau@flare.io
https://nsec.io

