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c y b e r c h e SS POLAND Lithuania is in second place in the world in terms of cyber ...

Sep 7, 2023 — Lithuania is in second place in the world in terms of cyber security - Lithuania is
among the world leaders - Internet quality even 22 percent.

October 29-30, 2025

Riga, Latvia
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Lithuania ranks fourth in the Global Cybersecurity Index ...

U KRAI N E In the Global Cybersecurity Index announced on June 29 by the UN International Telecommunication
Union (ITU), Lithuania is ranked among the best ten — sixth in
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Meet your speakers

Zivilé Ne€ejauskaité

Marketing and

Communications
Director

@ NRD Cyber Security

#Fir>1CON25

In communication field for 14 years,
half of which in cybersecurity

Specialise in impact, change and
crisis communication, Co-trainer of
the ITU Academy course “National
cyber crisis management”

Practicioner: engagments with
media, initiating PR and coordinating
communication are my day-to-day
tasks

6+ years at CERT.LV preparing experts
for media and handling both local and
global media relations

Co-organizer of CyberChess, the
premier cybersecurity event in the
Baltics

Collaborated with national stakeholders
to design and launch wide-reaching
cybersecurity awareness campaigns

Madara Krutova

Senior Communications
Specialist

CERT.LV
Cyber Incident
Response Institution

37™ ANNUAL FIRST CONFERENCE | FORTRESSES OF THE FUTURE - BUILDING BRIDGES NOT WALLS

TLP:CLEAR



Why Media matters?

Where do you get/search for information about cybersecurity?
(Base = all survey participants; N = 1003)

Information on internet portals, press, TV, radio _ 49%

IT specialist advice/opinion 41%
Information on social networks 35%
Information provided by CERT.LV (interviews in mass..
Family members, friends
Information on Google (or other search engine)
Colleagues
Influencers

Other

Nowhere \ Not interested in cybersecurity issues
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wo paths — with budget vs without

Media Engagement: Two Realities
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1. Launch large-scale national awareness campaigns
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2. Use paid media monitoring tools
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3. Commission surveys or reports

Cybersecurity
awareness and
cvberhygiene habits of
the Latvian population

Public opinion survey
December 2024

@ Latvijas Fakti

False sense of security?
46% don’t think hackers are after them

With 2FA, 12% go all in.
The rest go halfway - or not at all

B3vcwr2£10asWerl Y65ar

SSSSSS
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Ithese-are-not-the-droids-you-are-looking-for2025!

ThickOMist0Swamp0Siow0-3-1-DS

veZ@

Which passwords are not secure?
(Base = all survey participants; N = 1003)

| 72%

Able to identify all secure and insecure
rd:

When 8 in 10 think "Spring5" is secure,
we have a problem

#Fin>1CON25
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4, Offer media training for internal experts

Ipsos Global Trustworthiness Ranking 2024
TRUSTED SPOKESPEOPLE SOLIDIFYING RANK ORDER

CREDIBILITY OF SPOKESPEOPLE — INFORMED PUBLICS AGES 35-64 Q: Please look at this list of different types of people. In general, do you think
each is trustworthy or untrustworthy in your country?
=&=An academic or expert on company issues -@-CEO

=d@r=A person like yourself ==Government official/regulator Doctors 58%

«#=Regular employee . .
Scientists

80%
Teachers

70%

Serving staff at a restaurant 44%

60%

Members of the Armed Forces 43%

50% The Police 38%

40% Ordinary men/women 38%

Judges 38%

30%

Lawyers

TV news anchor/ Television
News Readers

20%

10%

2008 2009 2010 2011 2012 2013 Pollsters

Clergy/Priests

K

ol ot m'.::;:.v;m'::::::mtmm:::":.'.zr:a:z-:zm::::;:!m'famzmm:m::mm@pﬁmgfpfn";?g; i drivers o
SOURCE: Global Deck: 2013 Edelman Trust Barometer from Edelman Insights — Government employees/ Civl Sros
http://www.edelman.com/insights/intellectual-property/trust-2013/ Journalists T

#Fix>1CON25 37™ ANNUAL FIRST CONFERENCE | FORTRESSES OF THE FUTURE - BUILDING BRIDGES NOT WALLS TLP:CLEAR




NO resources?

Be the resource




When you don't have budget

1. Collaborate with other ecosystem players

celvedis Latvija

S argl Se\/' h 4 . e § ‘ Tavs kiberdrosibas
interneta £ | |
Un mes

Izpéti padomus

sargasim tevi
%‘ POLICIIA .

Sadarbibaar {8 POLICIIA 2 5 : Uzzini, ka neklat par
krapniecibas upuri

I r & , - =5 , Uzzini tagad

“Your online vigilance helps us protect you better”
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When yOu dOn't have budget Remember:

. . Media is the bridge.
2. What media appreciate The public is the

destination!

* Be accessible

* Use in-house experts

e Support stories with visuals
* Create ready-to-use content

e Use your research, statistics and data

* Be a helpful connector
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Examples

x Expert version @ Media - friendly version

"The breach occurred due to "The system hadn’t been updated,
outdated software lacking the latest —> and that left a door open for

security updates.” attackers.”

"Man-in-the-middle attacks are "Hackers can eavesdrop on what you
common on unsecured networks —> do if you’re on public Wi-Fi without
where traffic is unencrypted.” protection.”
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Lithuania's cybersecurity ecosystem
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Engaging with media: private sector perspective

.
1. Commentin R
Latest LithuaniaDay Business Sports World People Health More |

2 tho doctor L e E 3n sai Ne ubscrif

pace

ir iSsirinkite vienq is prizy!

- .
% bbc.com/news/articles/cwy382w9eglo Science and IT > Know December 22, 2024 09:04

BIBJC

The gang, using the cyber crime service DragonForce, sent the BBC a long, offensive
rant about their attack.

Expert urges: if you receive a notification about a new
operating system version, do not ignore it

Everything should start with ourselves: first, let's take
care of our own data, let's think about what we give to
whom, what we make public, what passwords we use.
When we give our data to third parties, let's read where it
will be used - let's not blindly agree to everything.

Security code

In it, they expressed anger that Co-op's IT team made the decision to take computer
services offline, preventing the criminals from continuing their hack.

"Co-op's network never ever suffered ransomware. They yanked their own plug -
tanking sales, burning logistics, and torching shareholder value," the criminals said.

Cyber experts like Jen Ellis from the Ransomware Task Force said the response from
Co-op was sensible.

"Co-op seems to have opted for self-imposed immediate-term disruption as a means of
avoiding criminal-imposed, longer-term disruption. It seems to have been a good call
for them in this instance," she said.

Ms Ellis said these kinds of crisis decisions are often taken quickly when hackers have
breached a network and can be extremely difficult.
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Engaging with media: private sector perspective

2. Initiating PR, articles, etc.

- X 25 15min.lt/verslas/naujiena/mokslas-it/virtualu-patruli-informucja-apie-pazeidimus-dominucja-neapykanta-kurstanti-kalba-ir-draudziam

15 Business Finance Science/IT ¥ Companies Energy Real Estate and Interior More >

flsoszont Subscribers are more successful. DYSON gifts - every week! Subscribe

25 vzlt/kibersaugus-verslas/2025/02/25/staticus-saugumo-operaciju-centro-soc-paslaugoms-pasitelke-nrd-cyber-security-56

woree=@ o Virtual patrol is informed about
violations: hate speech and
prohibited symbols dominate

VErSLO ZINIDS AT My MONEY PODCASTS
2025-02-25 10:26
NRD Cyber Security
Hate speech and the display of prohibited symbols are
the cyber threats most often reported to the police
virtual patrol. During the first half of 2024, officers
received a total of 3,818 reports. 223 administrative
offense proceedings and 14 pre-trial investigations were
initiated, according to a press release from NRD Cyber
Security.

Staticus has engaged NRD Cyber Security for Security
Operations Center (SOC) services

G % 15minl j ksl ku-zvalgyba-ekspertas-dalijasi-Kaip-ji-vyksta-1290-2214950

15 Business Finance Science/IT ¥ Companies Energy Real Estate and Interior

Subscribers are more successful. DYSON gifts - every week! Subscribe ¢

woreme=@ - Cyberattack intelligence: an
expert shares how it works

"The main cyber threats come from Russia and Belarus,
and their activity has increased significantly since the
beginning of the war. One of the main goals of the
attacks is ideological, although the real goal is to spread
propaganda. They actively respond to political events
and target organizations in Ukraine and countries that
support it," reads a press release from NRD Cyber
Security.
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Engaging with media: private sector perspective

3. Off the record for journalists
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Engaging with media: academia’s and NGO
perspective

1. Research
2. Commenting

Delfi w1 sunes s e e o popes  omer

Family 1 Safe online 20250212 08:00

Psychologist on online bullying among children and
teenagers: a strange phenomenon is being observed (3)

o . o
Justins Asakavigons, Deputy Head of Content Projects ¢ Der fOiIna ¢
5

= NS Life Relationships She v Family Styleand fashion Home Conversations Travel Food

LIFE / FAMILY 0305

“re=e  Bullying on screens: how can
parents help children?

"I don't want to go to school anymore!" Some parents
only hear this sentence when their child has been
suffering from bullying for a long time. However, the first
signs are more subtle: mood swings, withdrawal,
sudden emotional outbursts, anxiety before going to
school, says a press release from "Children's Line".

We live in a time when it may seem like you can't joke
anymore if no one was being mocked in the joke. Are you ‘ 000/6.12@ <
uncomfortable, hurt, or sad? It's your own fault if you don't
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Engaging with media: media’s perspective

* Under pressure to produce content
* Will try to get an all rounded perspective
* Need comments urgently

* Have a shortlist of speakers
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ips and tricks for building bridges with media

1. Help the media to tell the story

2. Awareness raising for media works too

3. Always keep your audience in mind

4. Give your experts a voice the public understands

5. Avoid cybersecurity jargon

TLP:CLEAR
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