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2023

Geneva Manual: Chapter I

Focus on the two norms on ICT 
supply chain security and 
vulnerabilities.

2025

Geneva Manual: Chapter II

Implementation of the norms and CBMs 
to protect critical infrastructure.

2018

Inauguration

First discussions to explore 
responsibilities of States and other 
actors in cyberspace.

2020

Output report

Focus on industry responsibilities to 
reduce vulnerabilities and build 
secure products.



Who is responsible for 
protecting critical 

infrastructure?



UN Framework for Responsible State Behaviour in Cyberspace



Voluntary norms Confidence-building measures



Voluntary norms Confidence-building measures



How do cyber norms guide actors in 
protecting CI?

How are non-state stakeholders expected 
to implement the norms?



How do non-state stakeholders 
understand the implementation of the 

cyber norms and CBMs to protect critical 
infrastructure?



Responsibilities

Incentives

Challenges

Good practices

CI operators/owners

Open-source software (OSS) 
community

Product vendors and service providers

Cybersecurity researchers, 
Incident response experts

Civil society



Key messages



#1
More international action is 
needed to understand and 

protect cross-border 
interdependencies in 

certain critical infrastructure 
sectors that have regional 

and global impact.

#2
Secrecy in defining CI for 
national security reasons 
limits the awareness of 
stakeholders to support 

states’ efforts in CIP.

#3
The absence of common 
minimum cybersecurity 

standards for critical 
infrastructure limits 

progress toward cyber 
resilience.

#4
Challenges in managing 

vulnerabilities in industrial 
control systems (ICS) leave 

critical infrastructure 
exposed to hidden 
cybersecurity risks.

#6
UN GGE norm F mainly 
focuses on intentional 

damage and may not fully 
cover other risks to critical 

infrastructure security.

#7
Rising inter-state conflicts 

highlight the need for 
governments to give clear 
legal guidance to private 

actors involved in protecting 
critical infrastructure.

#5
Cybersecurity experts and 

technical teams increasingly 
struggle to stay politically 
neutral, creating risks for 

protecting critical 
infrastructure and securing 

ICT across borders.



Swiss Federal Department of Foreign Affairs

Staate Departement STS

Division for Digitalisation

Key message #1
More international action is needed to understand and 
protect cross-border interdependencies in certain critical 
infrastructure sectors that have regional and global impact.



Swiss Federal Department of Foreign Affairs

Staate Departement STS

Division for Digitalisation

Key message #7

The increase in inter-state conflicts underscores the need for 
states to provide clear legal guidance to private entities, 
helping to protect them and support their efforts in CIP.



Contribute!
https://genevadialogue.ch/



Thank you!
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