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Attack Path Analysis (APA)

@ > Attack Path Analysis

Ve > Anticipate attacker
L strategies by mapping
potential routes an
adversary could use to
e S infiltrate your network
systems
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Edges

> The edge direction represents the flow of Attack or
Privilege Escalation

Access /| Control
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> Microsoft Entra roles

> Microsoft Graph APl Permission

Who has permission to perform which operations

Viicrosofit FJ(;I_QM APl -
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How to establish a solid foundation for

|’ "

every =dge in Azure Attack Graph



Microsoft Entra Roles

Global Administrator

> An Entra role is defined by a set of

. permissions known as actions
Actions

microsoft.azure.advancedThreatProtection/allEntities/all Tasks > An aCtiOn in Entra ID iS d SpeCifiC
microsoft.azure.informationProtection/allEntities/allTasks operation that can be performed
on a directory resource

microsoft.azure.serviceHealth/allEntities/allTasks

microsoft.azure.supportTickets/allEntities/all Tasks > No official documentation

microsoft.backup/allEntities/allProperties/allTasks describing the mapping between

microsoft.cloudPC/allEntities/allProperties/allTasks actions and their corresponding
APls

microsoft.commerce.billing/allEntities/allProperties/allTasks

Microsoft Entra built-in roles /\\CVCR/\FI_



https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference

Could we assign each action to

”

custom roles & test abused API /'

to map actions to specific API calls?



Cannot assign every actions to custom

role

"microsoft.directory/crossTenantAccessPolicy/partners/create”: 201,

"microsoft.directory/privilegedIdentityManagement/allProperties/read": 400

"microsoft.directory/applications/notes/update”: 201,
"microsoft.directory/namedLocations/create™: 201,

"microsoft.office365.protectionCenter/attackSimulator/payload/allPropertie

"microsoft.directory/servicePrincipals/oAuth2PermissionGrants/read”: 201,
"microsoft.directory/servicePrincipals/owners/update”: 201,
"microsoft.directory/users/ownedDevices/read": 201,

"microsoft.directory/crossTenantAccessPolicy/partners/templates/multiTenan

"microsoft.directory/users/authenticationMethods/delete™: 201,
"microsoft.directory/applicationPolicies/delete”: 201,
"microsoft.directory/groups.security/assignedLabels/update™: 460,
"microsoft.directory/applications/owners/read”: 201,
"microsoft.directory/servicePrincipals/oAuth2PermissionGrants/limitedRead”
"microsoft.directory/devices/delete”: 201,

>Entra ID defines 614
actions in built-in roles, but

only 100 of them can be
assigned to custom roles

"microsoft.directory/users/restore”: {0,
"microsoft.directory/devicelocalCredentials/password/read™: 201,
"microsoft.

s/allProperties/read":
. O = ory BV = ' andperc Wora B1C Bnu Fede
"microsoft.directory/servicePrincipals/createAsOwner”: 201,
"microsoft.directory/deviceTemplates/devicelnstances/read": 201,
"microsoft.directory/users/directReports/read"”: 201,

"microsoft.directory/users/invalidateAllRefreshTokens™: 400,

Response Status Code: LGO
Response Payload: {

"error": {
"code": "Request_BadRequest",
"message": "Action 'microsoft.directory/users/allProperties/read’

is not supported for Custom Role creation.",
"innerError": {
"date": "2025-05-25T@9:17:10",
"request—id": "ad925e96-3252-Uld3-a2l8-d%aeb6fe6193",
"client-request-id": "ad925e96-3252-Ulid3-a2l8-d9aeb6fe6193"
}
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MS Graph APl Permission

> Microsoft Graph permissions

reference

AppRoleAssignment.ReadWrite.All

Category

Identifier

DisplayText

Description

o

. » Expand table

Application

Delegated

06b708a9-e830-4db3-a914-
8e69da51d44f

Manage app permission grants and
app role assignments

Allows the app to manage
permission grants for application
permissions to any API (including
Microsoft Graph) and application
assignments for any app, without a
signed-in user.

AdminConsentRequired Yes

84bccea3-f856-4a8a-967b-
dbe0a3d53a64

Manage app permission grants and
app role assignments

Allows the app to manage permission
grants for application permissions to
any API (including Microsoft Graph)
and application assignments for any
app, on behalf of the signed-in user.

Yes

> MS Graph APl documentation

Create unifiedRoleAssignment

07/27/2024

Namespace: microsoft.graph

Create a new unifiedRoleAssignment object.

For the directory (Microsoft Entra ID) provider

.. Expand table

Permission type Permissions (from least to most privileged)

Delegated (work or school account) RoleManagement.ReadWrite.Directory
Delegated (personal Microsoft account) Not supported.

Application RoleManagement.ReadWrite.Directory
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https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference

Application & Delegated Permission

User Permission

(Entra Role)

Application
Permission

Delegated
Permission

O E=n
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Defining the Intersection is Challenging

MNCYCARANFT



Other Problems We Are Trying To Solve

> The Microsoft documentation may lack clarity or reflect outdated
information

>Blind Trust of Documentation Leads to False Positives and
Negatives

>The evolving dynamics of Azure IAM systems renders older
documentation less reliable

> Microsoft introduced a bunch of new Graph permissions
(488 — 550) in February 2025

Automating Azure Abuse Research — Part 2 A\C‘/C/{/\F/_



https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0

Continuous Discovery & Validation of

Abuse Primitives



BARK (BloodHound Attack Research Kit)

> Process of Building and Running Atomic Tests with BARK:

l

- Enumerate assignable

o

permissions

lest existing abuses,

consider new abuses

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins ,\\C‘/CR/\F/_



https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97

A B c D E F G H [ J K
2 Groups App Registrations Service Principals Directory Roles MS Graph
Add Member to Add Ownerto Add Member to Add Owner to Grant MS
3 Role Eligible Role Eligible Non Role Non Role Adtg (zwner Adti lS\ecret Ad?O%v;ner Ad‘tjoSSch,:ret i:::f:g:' Graph App
Group Group Eligible Group Eligible Group PP P Role

s AzureAD Admin Roles:

Application Administrator Failure Failure Failure Failure
' Cloud Application Administrator Failure Failure Failure Failure

Failure Failure
Failure Failure
Failure Failure
Failure Failure

Failure
Failure

Failure
Failure

Directory Synchronization Accounts Failure Failure Failure Failure
Directory Writers Failure

10 Global Administrator

Failure Failure Failure

Failure

11 Groups Administrator Failure Failure Failure Failure Failure Failure Failure Failure
12 |dentity Governance Administrator Failure Failure Failure Failure Failure Failure Failure Failure Failure
13 Hybrid Identity Administrator Failure Failure Failure Failure Failure Failure Failure
14 Intune Administrator Failure Failure Failure Failure Failure Failure Failure
15 Knowledge Administrator Failure Failure Failure Failure Failure Failure Failure
16 Knowledge Manager Failure Failure Failure Failure Failure Failure Failure
17 Partner Tier1 Support Failure Failure Failure Failure Failure Failure
18 Partner Tier2 Support Failure Failure Failure Failure Failure

19 Privileged Role Administrator Failure Failure Failure Failure Failure Failure

20 User Administrator Failure Failure Failure Failure Failure Failure Failure Failure

21 Windows 365 Administrator Failure Failure

= MS Graph App Roles:
24 Application.ReadWrite.All Failure Failure Failure Failure _Failure Failure

Failure Failure Failure Failure Failure Failure

25 AppRoleAssignment ReadWrite.All Failure Failure Failure Failure Failure Failure Failure Failure Failure ‘Success
26 Directory.ReadWrite All Failure Failure Failure Failure Failure Failure Failure Failure
27 Group.ReadWrite.All Failure Failure Failure Failure Failure Failure Failure Failure
28 GroupMember.Read.All Failure Failure Failure Failure Failure Failure Failure Failure Failure Failure
29 | GroupMember.ReadWrite.All Failure Failure Failure Failure Failure Failure Failure Failure Failure
0 | RoleManagement.ReadWrite.Directory Failure Failure Failure Failure Failure Failure _

31 ServicePrincipalEndpoint.ReadWrite Al Failure Failure Failure Failure Failure Failure ‘Success  Failure Failure Failure
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https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0

The official documentation does not
always align with real-world behavior

Types of permissions

Graph App
Role

MS Graph

Application permissions, also known as app roles, are used in the app-only access scenario, without a AzureAD Admin Roles:

signed-in user present. The application is able to access any data that the permission is associated with. PSSR yNE--—_—= Failure

Cloud Application Administrator Failure
Directory Synchronization Accounts Failure

For example, an application granted the Microsoft Graph API's application permission Files.Read.All iS  [SuSNSSNHRE. Failure
Global Administrator |Sum

able to read any file in the tenant using Microsoft Graph. In_ general,_only an administrator or owner of = - .
roups Administrator Failure

an API's service principal can consent to application permissions exposed by that API. Identity Govemance Administrator Failure

Hybrid Identity Administrator Failure

Intune Administrator Failure

Knowledge Administrator Failure

M S G ra ph Ap p Ro Ies : Knowledge Manager Failure

Partner Tier1 Support Failure

Application.ReadWrite All Failure o o coees

T — Privileged Role Administrator | Success

AppRoleAssignment. ReadWrite All Success User Administrator Failure

) ) r Windows 365 Administrator Failure

Directory.ReadWrite All Failure

Group.ReadWrite . All Failure MS Graph App Roles:

Application.ReadWrite.All Failure

Grou pM ember.Read.All Failure AppRoleAssignment. Read\Write All |Success

) _ Directory.ReadWrite . All Failure

GroupMember.ReadWrite All 7 Failure Group.ReadWrite Al Failure

P . . GroupMember.Read.All Failure

x Ftl.jIE'ManagementRead'h"'-"rIIEDII‘E!GIOF'j | SI.EGEIEE GroupMember.ReadWrite . All Failure

ServicePrincipalEndpoint.ReadWrite. All Failure RoleManagement ReadWite Directory  |SSiGese8
ServicePrincipalEndpoint.ReadWrite. All Failure

It's Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins A\C‘/C/{/\F/_



https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97

If you make tooling based on documentation, it will be
’ Inaccurate. It'll be wrong, and the people who use your
g tooling, including yourself, will be extraordinarily frustrated, so "
you have to go beyond the documentation

It’s Raining Shells How To Find New Attack Primitives In Azure
Andy Robbins@Insomnihack 2022

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins



https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97

Reinvent the wheel

> Programming Language:
> Build in python
> Purpose:

> Only Focus on Entra ID

> Build the testing environment:

> Create Target Object
(Not all of them)

> Clean up after the tests

> Output processing:

> Only a 403 Forbidden
response is considered a
failure; all other errors will be
logged for debugging purposes

MNCYCARNFT



18:

18:
ied

18:

Refactor the code to be asynchronous

19:59 abuse] Abuse_Test_Type: Promote self to GA, Response_Code: 4083
19:59 entra_id] Finish Abuse Tests of Role: UserShiftPreferences.Read

Test Completed 555 / 564 ! B f't
20:00 abuse] Abuse_Test_Type: Add secret to SP, Response_Code: U463 > ene I s

18:20:00 abuse] Abuse_Test_Type: Promote self to GA, Response_Code: UB83

18:20:00 entra_id] Finish Abuse Tests of Role: VirtualAppointment.Read.A . .

. Completed 557 / 564 | > Shorten the experiment duration from
18:20:00 abuse] Abuse_Test_Type: Promote self to GA, Response_Code: UO83

18:20:00 entra_id] Finish Abuse Tests of Role: User.ReadlWirite.CrossCloud .

‘ompleted 547 / 564 ! 1 hour to about 2 minutes

18:20:00 abuse] Abuse_Test_Type: Grant self MG App Role, Response_Code:

18:20:00 abuse] Abuse_Test_Type: Promote self to GA, Response_Code: UO83

18:20:00 entra_id] Finish Abuse Tests of Role: UserAuthenticationMethod. > DraWbaCks

Abused Test Completed 550 / 564 !

18:20:00 entra_id] Completed All Role Test !!!

18:20:00 entra_id] Start Generating Output File 1 1
18:20:00 entra_id] Output File Name: result\Al1_ENTRA_ID_ABUSE_TESTS_17u > Encountered a Concurrency VIOIatlon

0. json . .. . .
18:20:00 entra_id] Finish Generating Output File (on|y occurs with sufficient perm|ss|ons)
18:20:00 construct] Start Listing All Omission Resources

18:20:00 construct] Found 4 Group Resources ..

18:20:01 construct] Found 565 App Resources p Requests may be rate-l|m|ted

18:20:02 construct] No Omission User Found

18:20:02 construct] Finish Listing A1l Omission Resources 2 o 2 I 2
18:20:02 entra_id] Finish Deleting All Experimental Group, Application & If teSted mUItIple tlmes Wlthln d Short pe”Od
prece

18:20:02 main] Total Abuse Test Time: 105.753223419189U5 (s)
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Cloud is ever-changing

> Comparing the test results from August 2022 to the latest results

Security Gorups App Registrations Service Principals MS Graph Directory Roles
Add Member to Add Owner to Add Member to Add Owner to Add Owner Add Secret | Add Owner Add Secret Grant MS Grant Active
Non-Role-Assignable Group Non-Role-Assignable Group Role-assignable Group  Role-assignable Group | to App to App to SP o SP Graph App Role | Global Admin Role
Azure AD Admin Roles

Application Administrator Failure Failure Failure Failure Success Success Success Success Failure Failure
Authentication Administrator Failure Failure Failure Failure Failure Failure Failure Failure Failure Failure

Cloud Application Administrator Failure Faihure Faihwre Failure Success Success Success Success Failure Failure
Directory Synchronization Accounts Failure Failure Failure Failure Failure Failure Failure Failure Failure Failure
|Urectory Writers SUCCEss SUCCEess bahure Fahure Fahure Fahre bahure Fahure Fahure Fahure
Exchange Administrator Failure Failure Failure Failure Failure Failure Failure Failure Failure Failure

Global Administrator Success Success Success Success Success Success Success Success Success Success

Groups Administrator Success Success Failure Failure Failure Failure Failure Failure Failure Failure

Hyvbrid Identity Administrator Failure Failure Failure Failure Success Success Success Failure Failure Failure

Identity Governance Administrator Failure Success Failure Failure Failure Failure Failure Failure Failure Failure

Intune Administrator Success Success Failure Failure Failure Failure Faihure Failure Failure Failure
Knowledge Administrator Success Success Failure Failure Failure Failure Faihure Failure Failure Failure
Knowledge Manager Success Success Failure Failure Faihure Failure Faihure Failure Failure Failure

Partner Tier]l Support Success Success Failure Failure Success Success Failure Failure Failure Failure

Pariner Tier2 Support Success Success Failure Failure Success Success Failure Failure Success Success
Privileged Role Administrator Failure Failure Success Success Failure Failure Failure Failure Success Success
SharePoint Administrator Failure Failure Failure Failure Failure Failure Failure Failure Failure Failuwre

Teams Administrator Failure Failure Failure Failure Failure Failure Failure Failure Failure Failure

User Administrator Success Success Failure Failure Failure Failure Failure Failure Failure Failure




Reduced permissions in the Directory
Synchronization Accounts role

The Directory Synchronization Accounts role used to have 48 Entra role permissions. It underwent
a drastic reduction as a result of the security hardening, with Microsoft removing all of them and
replacing them with onlv one:

microsoft.directory/onPremisesSynchronization/standard/read. Now that the role only

has this read permission, it isn’t privileged anymore, which might lead you to assume it is not
dangerous.

Directory Synchronization Accounts

Do not use. This role is automatically assigned to the Microsoft Entra Connect service, and is not
intended or supported for any other use.

.. Expand table

Actions Description

microsoft.directory/onPremisesSynchronization/standard Read and manage objects to enable on-premises
/read directory synchronization

CYCANFT


https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse

» Expand abuse capabilities
’

_
from 10 to 30 ’



Grant consent for delegated permissions

e A Microsoft Entra user account with one of the following roles:

O

async def oauth2PermissionGrants(self, session, access_token, principal id, c

Privileged Role Administratorl for granting consent for apps

requesting any permission, for any API.

Cloud Application Administrator or Application Administrator,

for granting consent for apps requesting any permission for any

API, except Microsoft Graph app roles (application permissions).

header = self._generateRequestHeader(access_token)
body = {

}

"clientId": f"{principal_id}",
"consentType": f"{consent_Type}" jm————p
"resourceId”: f"{resource_Id}",
"scope”: f"{scope}”,

async with session.post(

f'{self. restEndpoint}/oauth2PermissionGrants’,
headers=header,
json=body

) as response:

Azure AD Admin Roles

Application Administrator
Authentication Administrator
Cloud Application Administrator
Directory Writers

Exchange Administrator

Global Administrator

Groups Administrator

Hybrid Identity Administrator
Identity Governance Administrator
[ntune Administrator

Knowledge Administrator
Knowledge Manager

Partner Tierl Support

Partner Tier2 Support
Privileged Role Administrator
SharePoint Administrator
Teams Administrator

User Administrator

7 e <

MS Graph

Grant MS

Graph Delegated Role

sSuccess
Failure
Success
Success
Failure
sSuccess
Failure
Failure
Failure
Failure
Failure
Failure
Success
Success
sSuccess
Failure
Failure
Success

MNCYCARNFT



Blind Spot of Abuse Testing via Service

Devices Intune Users

Retrieve LAPS Execute Assign Reset > B a rk a n d O U r P I'Oj e Ct p e rfO rm

Password PS scripts  Intune Role | Password

Azure AD Admin Roles N abuse tests by creating Service

Application Administrator Failure atlure  Failure 3 -

Authentication Administrator Failure ailure  Failure ilur ri n i I f r h En rar I
Cloud Application Administrator Failure ailure  Failure ailure p c pa S Tor eac t a roles
Directory Writers Failure ailure  Failure

Global Administrator Failure Failure Failure Success > AS S | g N | N g th e G I (o) b a I Ad 11 i nro I e

Helpdesk Administrator Failure |Failure  Failure |Failure

Intune Administrator Failure |Failure  Failure Failure - - - ’
Partner Tierl Support Failure Failure Failure to th e S ervice P rinci p a I d oesn t
Partner Tier2 Support Failure Failure Success

Password Administrator Failure Failure Failure d |WayS g ra nt fu I I Ca pa b I | Itl €S

Privileged Authentication

Failure Failure Failure

Administrator > However, th()se Operatlons COUId be

User Administrator Failure Failure Success
Windows 365 Administrator Failure Failure Failure

Yammer Administrator Failure Failure Failure p e rfO rme d \Y/ i d AZ ure p O rta I

MNCYCARNFT
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Myth of Permissions

Service

Principal

User Permission

(Entra Role)

Application
Permission

Delegated
Permission

Y B

/@ wm
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Myth of Permissions

Service

Principal

User Permission

(Entra Role)

Entra Role

Delegated
Permission

« @

/@ ==
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Abuse Testing via User identity

> Plan A (lIdeal test conditions): > Plan B:
> 120 (Entra ID Role) * 612 > Assign all delegated Permission to
(MS Graph Delegated Permissions ) Microsoft Graph Command Line Tools
entity for abuse Test > Out of the valid Delegation Scope

[+] oauth2PermissionGrants respgnse: 400 {"
error":{"code":"Request_BadRequest","messaqe":"
Value length '35844' is out of the valid range
of 'l' to '8000' for property 'DelegatlonScope

" "jnnerError":{"date":"2025-05-28T06:05:38",
request —id" :"db32925d-e584-U46ab—-9c69- 9992659e45

MNCYCARNFT




Plan C: Workaround

Microsoft Graph App Roles
Application.ReadWrite.All
AppRoleAssignment.ReadWrite. All
DelegatedPermissionGrant. ReadWrite. All
DeviceLocalCredential Read.All
DeviceManagementConfiguration.ReadWrite.All Failure Fa FqlFaiFa 1Fa|F{lF{Fa FqFai
DeviceManagementRBAC.ReadWrite. All Failure Fa FqlFaiFa |Fa|F:]F{Fa F¢Fai
DeviceManagementScripts.ReadWrite.All Failure Fa FqlFaiFa lFa|Fi]F{Fa F¢Fai
Directory.Read.All Failure Fa FelFaiFa |Fa|F:]FiFa F¢Fai1
Directory.ReadWrite.All
Group.ReadWrite.All
GroupMember.ReadWrite.All

Failure Fa FqlFaiFa !SuSi]F{Fa F¢Fa1
Failure Fa FqlFaiFa|lFa F{!FiFa F¢Fai1
Failure Fa Fql1FaiFa|lFa|F{ISiFa F¢Fai
Failure Fa FqlFaiFa 1Fa/F{lF{Fa F{Su

Assign delegated
permissions where the
equivalent application
permission is known to be

Success SuF4f SuFa lFalF:1SiFa FqFa1
Success SuF4f SwFa 1Fa|F|1FiFa FqFa1
Failure SuFqlFaiFalFaF||F{Fa FqFai

abusable

RoleEligibilitySchedule.ReadWrite.Directory
RoleEligibilitySchedule.Remove. Directory

RoleManagement. ReadWrite. Directory
ServicePrincipalEndpoint. ReadWrite. All

UserAuthenticationMethod ReadWrite. All

User-ConvertTolnternal. ReadWrite.All
User.DeleteRestore. All
User.Manageldentities.All
User.Read.All

User.ReadWrite.All
User-PasswordProfile. ReadWrite. All

]

] ]

] ]

] ]

] ]

] ]

] ]

] ]

] ]

Failure Fa FqlFaiFa lFa|Fi{lF{Fa SyFai

Failure Fa FqlFaiFa lFa|Fi{lF{Fa SyFai

Failure Fa Syl FaiSulFa|Fi{]F{Su SyFai

Failure Fa FqlFaiFa 1Fa|Sl]F{Fa F¢Fai1

Failure Fa FqlFaiFalFa Fi{lF{Fa F¢Fa1

Failure Fa FqlFaiFalFa|F{]FiFa F¢Fai1

Failure Fa FqlFaiFalFa|F{]FiFa F¢Fai

Failure Fa FqlFaiFa lFa Fi{lF{Fa F¢Fai

Failure Fa FqlFaiFa lFa|Fi{lF{Fa F¢Fai

Failure Fa FqlFaiFa lFa|Fi{lF{Fa F¢Fai
] ]

Failure Fa FqlFaiFa 1Fa|F||F{Fa FqFail F

MNCYCARNFT



/ user_impersonation

'

in Microsoft Graph ?



Directory.AccessAsUser.All

Directory.AccessAsUser.All > Allows the app to have the

Category Application ~ Delegated same access to information in

|dentifier - Oe263e50-5827-48a4-b97c-d940288653c7 . . .
the directory as the signed-in

user

DisplayText - Access directory as the signed in user

Description - Allows the app to have the same access to
information in the directory as the signed-in user.

> Absent from multiple Tier 0 and

+ Application permissions tiering

critical asset lists in Azure, such

Tiering of Microsoft Graph application permissions based on known attack paths.

B Tier definition as Azure-Tiering

Important: suspicious permissions that have not been tested are categorized as Tier-0 for safety and marked with " £ " until t
researched properly.

Color  Tier Name Definition
} i Permissions with a risk of having a direct or indirect path to Global Admin &
™ 0] Family of Global Admins
takeover.
Family of restricted Graph Permissions with write access to MS Graph scopes or read access to sensiti
o 1 — . ) )
permissions email content), but without a known path to Global Admin.

Azure-Tiering A\ CYCANFT


https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main

Explosion Radius of
Directory.AccessAsUser.All

> With the delegated permission Directory.AccessAsUser.All, a user may have
more permissions than a service principal assigned the same role

Security Gorups App Registrations Service Principals MS Graph Directory Roles
Add Member to Add Owner to Add Member to Add Owner to Add Owner Add Secret | Add Owner Add Secret Grant MS Grant Active
Non-Role-Assignable Group Non-Role-Assignable Group Role-assignable Group Role-assignable Group to App to App to 8P to 5P Graph App Role || Global Admin Role

Azure AD Admin Roles

Application Administrator ailure Failure Failure Failure ce Success ce Success Failure
Authentication Administrator athire Failure Failure Failure ailure Failure athire Failure Failure
Cloud Application Administrator aihure Failure Failure Failure ce Success ce Success Failure
Cloud Device Administrator ailure Failure Failure Failure ailure Failure ailure Failure Failure

y ers ce Success Failure Failure alure Failure ailure Failure Failure
ange Administrator ailure Failure Failure Failuwre ailure Failure ailure Failwre Failure
al Administrator ce! Success Success Success ce Success ce Success Success

Groups Administrator ce Success Failure Failure aihrre Failure aihre Failure Failure
Helpdesk Administrator ailure Failure Failure Failure ailure Failure ailure Failure Failure
Hybrid Identity Administrator ailure Failure Failure ce Success ce Faihire
Identity Governance Administrator ailure Success Failure ailure Failure ailore Failure
Intune Administrator ce: Success Failure Failure aihrre Failure aihre aihrre Failure
Knowledge Administrator ce Success Failure Failure ailure Failure ailure ailure Failure
Knowledge Manager ce Success Failure Failure ailure Failure ailure ailure Failure
Partner Tier] Support ce Success Failure Failure ce Success ailure ailure Failure
Partner Tier2 Support ce Success Failure Failure ce Success ailure ailure Success
Privileged Authentication Administrator |Failure Failure Failure Failure ailure Failure ailure ailure Failure
Password Administrator athire Failure Failure Failure ailure Failure athire aihre Failure
Privileged Role Administrator ailure Failure Success Success ailure Failure ailure Success
SharePoint Administrator aiflure Failure Failure Failure ailure Failure ailure ailure Failure
Teams Administrator ailure Failure Failure Failure aihrre Failure aihre aihrre Failure
User Administrator ce Success Failure ailure athire Failure
Windows 365 Administrator ce! Success Failure ailure ailure Failure
Yammer Administrator ailure Failure Failure ailure ailure aihure atlure ailure Failure

MNCYCARNFT



No Silver Bullet

> For specific resources (e.g., LAPS
or Intune), certain abuse tests still
require specific permissions

Devices Intune
Retrieve LAPS | Execute Assign
Password PS scripts  Infune Role
Microsoft Graph App Roles
DeviceLocalCredential Read All
DeviceManagementConfiguration ReadWrite All
DeviceManagementRBAC ReadWrite All

Directory.
sUser.All

Azure AD Admin Roles

Cloud Application Administrator
Global Administrator
Intune Administrator

Directory.
AccessAsUser.All

Azure AD Admin Roles

Cloud Application Administrator
Global Administrator
Intune Administrator

Devices Intune
Retrieve LAPS | Execute Assign
Password PS scripts  Intune Role

Devices
Retrieve LAPS | Execute Assign
Password P& scripts  Intune Role

DeviceManagementScripts ReadWrite All

MNCYCARNFT



Enable / Disable Security Defaults

Permission type Higher privileged permissions

> We found that no application
Delegated (work or Policy.ReadWrite.SecurityDefaults, / perm|SS|On can dlsable SeCurlty

school account) Policy.ReadWrite.ConditionalAccess
Defaults

Application Policy.ReadWrite.SecurityDefaults,
Policy.ReadWrite.ConditionalAccess

Policies > Only roles granted appropriate
Disable delegated permissions (excluding
Security Defaults )
Directory.AccessAsUser.All) can
perform this action

Azure AD Admin Roles

Conditional Access Administrator Success
Directory Writers Success
Exchange Administrator Failure
Global Administrator Success

MNCYCARNFT



g » In some cases, the outcome of

’l

operation depends on the target object
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Attack path prevention system

>Entra ID has a built-in system to protect against the emergence
of attack paths, particularly around password reset privileges

This is a privileged role. Users with this role can change passwords, invalidate
refresh tokens, create and manage support requests with Microsoft for Azure and
Microsoft 365 services, and monitor service health. Invalidating a refresh token

forces the user to sign in again. Whether a Helpdesk Administrator can reset a

user's password and invalidate refresh tokens depends on the role the user is

assigned. For a list of the roles that a Helpdesk Administrator can reset passwords

for and invalidate refresh tokens, see Who can reset passwords.

MNCYCARNFT



Password reset privileges in Entra ID

> Built-In Privilege Escalation Prevention System

> Whether Administrators can reset a user’s
password depends on the role the user is
assigned

> Andy Robbins enumerate all the different
possibilities for password reset privileges in Entra ID
in 2021

Azure Privilege Escalation via Service Principal Abuse A\C‘/CR/\F/—



https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5

Who can reset passwords (Official Version)

> Microsoft updated the documentation, with
the latest revision dated October 2024

Role that password can be Password Helpdesk Auth User Privileged Global

reset Admin Admin Admin Admin  Auth Admin  Admin
Auth Admin = = =
Directory Readers = = = = L n
Global Admin = =
Groups Admin = = =
Guest Inviter L = = = L =
Helpdesk Admin = = L =
Message Center Reader = = = L =
Password Admin = = = = L =
Privileged Auth Admin = =

Privileged roles and permissions in Microsoft Entra ID (preview) ,\\C‘/CR/\F/—



https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/privileged-roles-permissions?tabs=admin-center#who-can-reset-passwords

Who can reset passwords (Our Version)

> The results were consistent across
Microsoft Graph API (v1 and beta) and
Azure AD Graph (1.61 and 1.61-internal)

MNCYCARANFT



Misalignment between the documentation

> Microsoft Graph permissions reference
is correct

User-PasswordProfile.ReadWrite.All

Category

Identifier

DisplayText

Application

cc117bb9-00cf-4eb8-b580-
ea2aB878fe8f7

Read and write all password
profiles and reset user
passwords

.. Expand table

Delegated

56760768-b641-451f-8906-
e1b8ab31bca7

Read and write password profiles
and reset user passwords

> The Microsoft Graph APl documentation

is out of dated

authenticationMethod: resetPassword

Article » 09/10/2024 - 13 contributors

Permission type

Delegated (work or school account)

Least privileged permissions

UserAuthenticationMethod.ReadWrite All

¢} Feedback

Higher privileged
permissions

Not available.

Description

Allows the app to read and
write password profiles and

reset passwords for all users,

without a signed-in user.

Allows the app to read and write
password profiles and reset
passwords for all users, on behalf
of the signed-in user.

Delegated (personal Microsoft Not supported. Not supported.
account)
Application Not supported. Not supported.

AdminConsentRequired

Yes

Yes

authenticationMethod: resetPassword A\C‘/C/{/\F/_



https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http
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Pyark (Scheduled for release before September)

> Test Identity
> Service Principal

> User

> Disable Security Default

> Assign known abusable delegated
permissions to the Microsoft Graph
Command Line Tools

> Support APl Type
> Microsoft Graph API
> Azure AD Graph API

> Scheduled for retirement in July

2025

> Ibiza IAM API (undocumented API)

> Extension API for Web Portal

> Nodoc project provides thorough

documentation of the API

MNCYCARNFT



Minor permission misalignments were

observed between different APls



No newly abusable Entra Roles

were identified



Why can operations be performed through

the Azure portal without consent



Authorization model in Entra ID

User Client Entra ID Resource

1] 1]
o l‘ ‘ HE
< »
Access client X
Request token R
) Request User consent
Provide User consent R

Return token
<

Access resources

>

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

MNCYCARNFT


https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

Authorization model in Entra ID

User Client Ent
. . . . BE \icrosoft
admin@m365x319376.onmicrosoft.com
- Permissions requested
mgt-aad-app
unverified

ACCGSS CI ient This application is not published by Microsoft.
>

This app would like to:

Req UeSt tO ken v Signyou in and read your profile
>

v Maintain access to data you have given it access to

Request User consent D Consent on behalf of your organisation

Accepting these permissions means that you allow this app to use
your data as specified in their Terms of Service and Privacy
Statement. The publisher has not provided links to their Terms

P rOVi d e Use r co nse nt for you to review. You can change these permissions at

> https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

) Return token o

MNCYCARNFT


https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

Pre-consented Delegated Permissions

User Azure Portal Entra ID Microsoft Graph

i & 0

Access client

>
Request token
>
Request consent
<
Provide consent
>

Return token
<

Access resources

>

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra A\CVCR/\F,—



https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

Pre-consented Delegated Permissions

User Azure Portal Entra ID Microsoft Graph

% & B

Access client

Request token

>

Return token
<

Access resources

>

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra ,\\CVCR/\FT



https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

Does the Azure Portal pre-consent to

all Microsoft Graph permissions?



Token Redemption flow behind Azure Portal

Mame ¥ Headers Payload Preview Response |Initiator Timing X  Headers Payload Preview Response Initiator Timing Cookies
D getAuthTo... - Form Data [ View source | | View URL-encoded ! { . . .
£ token S — = token type": “"Bearer™,
&> token client_id cd4b4083-2bb0-49¢c1-b47d-974e53chdf3c = | "scope™: “"https://management.core.windows. net..-’fuser"_impersonatinim
. . = “"expires_in": 5117,
£ token scope openid profile offline_access ~ =ext_expires in=: 5117,
3 token code - "access token™: "
{ "refresh_token":
= "id_token": “eyl®
Mame o Head esponse Initiator Timin | Headers Payload Preview Response Initiator Timing Cookies
1
D getAuthTo.. « Form Dat View URL-encoded _ ¢ mtoken type": "Bearer”
{3 token - SRR * .
>3 token ieare 14b4083-3bb0-49¢1-b47d-974e53chbdf3 : |..zi;EiE; lsi-d-b:iﬁ: 3bbe-49c1-bavd 9?4&53cbdf3cfUr‘ganlzatlon.Read.Al].I
{3 token scope cddbA083-3bb0-49¢1 —bd?d—g?de53cbdfi3u - "ext_expEpES_in": 4298,
) t ] e e = "access_token”:
£ token grant_type sh f = {"refr-esh_token":
client_info 1 = "id token™: "ey:
Mame X  Headers Payload Preview Response Initiator Timing | X Headers Payload Preview Response Initiator Timing Cookies
— 1
D getAuthTo- | _orm Data | Viewsource | | View URL-encoded - "token_type": "Bearer™.
> {:» token T - "scope™: “"email openid profile https://graph.microsoft.com//AdministrativeUnit|.
£ token client_id | cdﬂdfeaﬁ—dﬁif-dﬁﬂb—aafe—ﬁﬂmm15b33| - SWpires InTT 5275,
& token scope | https://graph.microsoft.com// default opehii i :::;::P;EZEN 2275,
{3 token grant_type refresh_token = " r‘efr‘esi_token":

MNCYCARNFT



Token Redemption flow behind Azure Portal

"aud": "https://management.core.windows.net/",

Mttps://SLS.WiNdOWS.Netl/beectesb-9el0- =9aj9- c

"acr": "1"

"aio": "AVQAg/8XAAAA/hx9aHLBbNcb+VxfvQrr8l8KJAajA1WQUT7/y89GmcVKc
cQuRyRdiG716fR/uGl+qdFRgSWJLHMtBWn7ceeeMD2rACr fbUGNLmVSQXk=",

"appid”: "c44b4083-3bbB-49¢c1-b47d-974e53cbdf3c”,
“appidacr”: "@",

“groups”: [
"5bad188f-359f-47cc-b933-393f5f2bd687"

1,

"idtyp": "user",

“ipaddr”: "1.162.141.66",

e/s

“name"” : "lumian",

"0id": "9186e5b3-1818-41b9-a6ba-aece23fdl4ca"”,

“puid”: "10832083AE412388",

“rh": "@.ASsAi_7sXhmefBeaORZS1Pz-eUZIf3kAutdPukPawfi2MBPCAEg. ",

“scp”: "user_impersonation”,

b "9InT1Vi-989L_ZtKKga 1UTKI0O6NNPJ-KbNT rosusoog ",
tid": "5eecfe8b-9e19-477f-9a39- 1652d4fcfe79'
"unique_name" .

"upn”:
"uti”: "WcDLUXojHEunDXHHOGdbAA",

\ 4

"https://graph.microsoft.com/",
"https://sts.windows.net/5eecfe8b-9e19-477f-9a39-1652d4fcfe7

1723459868,

"AVQAq/8XAAAAiwcEdAUb+fcF feNjOecwod4 /vtuKVehoTyQm8vVUGoNvpivTg
BKII]qQGBLXexngJoKrkaqga]!DQVFRan1FlpO??mddSqCBEksoTpr'
!I: [

“app_displayname”: "Microsoft_AAD_Devices",
"appid" : "c408dfeaB8-483f-460b-aafe-642149115b3a",

Uoppddoa . igh

A
"idtvp": "user",
"1.162.141.66",
“lumian”,
ebb3- - ~abba-a@ce23fd14ca”,
g
"10032003AE412380",

“rh": "B.ﬂSSAi=?sXhmefBea0RZS1Pz-‘QHﬂAAAAAAAAWA&&#&AAAADCAEg.“,

“sep”: “AdministrativeUnit.Read.All AdministrativeUnit.ReadWrite.All
Auditlog.Read.All BitlockerKey.Read.All Device.Read.All DevicelocalCre
dential.Read.All DeviceManagementManagedDevices.Read.All Directory.Wri
te.Restricted email GroupMember.Read.All openid Policy.Read.All Polic

y.ReadWrite.Authorization Policy.ReadWrite.DeviceConfiguration profile
User.ReadBasic.All",

"signin_state": [

MNCYCARNFT



Special Redemption Flow (BrkRefresh)

Azure Resource
User Azure Portal Entra ID Manager

< >
Refresh Flow

header = {'Content-Type': 'application/x-www-form-urlencoded’,
‘origin':'https://portal.azure.com'} #REQUIRED

body = {
"client_id": client_id,
"scope"”: scope,
"grant_type": "refresh_token",
"refresh token": refresh token,
"brk_client_id": "c44b4@83-3bb@-49cl-b47d-974e53cbdf3c"”, #REQUIRED
"redirect_uri": "brk-c44b4083-3bb0@-49cl-b47d-974e53cbdf3c://portal.azure.com” #REQUIRED

}

responese = requests.post(f https://login.microsoftonline.com/{tenant_id}/oauth2/v2.8/token",
headers = header,
data=body)

MNCYCARNFT



Family of Client ID (FOCI)

"FUTURE SERVER WORK WILL ALLOW CLIENT IDS TO BE GROUPED ON THE SERVER SIDE IN A WAY WHERE A RT
FOR ONE CLIENT ID CAN BE REDEEMED FOR A AT AND RT FOR A DIFFERENT CLIENT ID AS LONG AS THEY'RE IN
THE SAME GROUP. THIS WILL MOVE US CLOSER TO BEING ABLE TO PROVIDE SSO-LIKE FUNCTIONALITY
BETWEEN APPS WITHOUT REQUIRING THE BROKER (OR WORKPLACE JOIN)."

We then found references in the source code calling refresh tokens issued to FOCI clients "family refresh tokens" (or

FRTs). Based on developer remarks, it appears there is only one family |D currently in use at Microsoft.

In MSRC submission VULN-057712, Microsoft confirmed that FOCI and faLiIg refresh toke
software feature. Microsoft engineering provided a thoughtful (and quite lengthy) response®Gestioiig tic Crigiis of

FOCI and its threat model, which confirmed the findings from this research. According to Microsoft, FOCI was
designed to support pseudo single sign-on (SSO) functionality for Microsoft mobile applications. FOCI mirrors the
behavior of mobile operating systems that store authentication artifacts (such as refresh tokens) in a shared token

cache with other applications from the same software publisher.

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra ,\\C‘/CR/\F/—



https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

GraphPreConsentExplorer @,

B Load YML File

Microsoft AAD

App Name $

Microsoft AAD UsersAndTenants

ClientID ¢

f9885e6e-6f74-46b3-b595-350157a27541

Applications: 9 / Unique MS Graph permissions: 51

‘ Enabled only ‘ ‘ With permission only ‘ ‘ Brk Refresh Flow V‘ ‘ Filter by FOCI ~

Enabled ¢+ Graph API Permissions $

AdministrativeUnit.ReadWrite All, AuditLog.Read.All,
Directory.AccessAsUserAll, DirectoryWrite.Restricted, email,
Eventlistener.ReadWrite All, IdentityRiskyUser.Read.All, openid,
Organization.Read.All, Policy.ReadWrite. Authorization, profile,
PublicKeylInfrastructure.ReadWrite.All, User.EnableDisableAccount.All,
User.ReadWrite.All

True

Auth Flow$ FOCI$

BrkRefresh False

Microsoft AAD Devices

c40dfeaB-483f-469b-aafe-642149115b3a

AdministrativeUnit.Read.All, AdministrativeUnit.ReadWrite.All,
AuditlLog.Read All, BitlockerKey.Read.All, Device.Read.All,

Devicel ocalCredential.Read.All,

True DeviceManagementManagedDevices.Read.All,
Directory.Write.Restricted, email, GroupMember.Read.All, openid,
Policy.Read.All, Policy.ReadWrite.Authorization,
Policy.ReadWrite.DeviceCaonfiguration, profile, User.ReadBasic.All

BrkRefresh False

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

MNCYCARNFT


https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE

LELCEVEVLS

> The Microsoft documentation may lack clarity or reflect
outdated information

> Analysis beyond the official documentation is
required

> Service-based abuse testing may result incomplete
coverage

> Brkfresh allows token redemption across client apps in
the group

> Additional MS Graph API permissions to be aware of:

> Delegated Permission: Directory.AccessAsUser.All

> Application Permission: User-PasswordProfile.ReadWrite.All
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Q&A

You can find me at @iflywithoutwind
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