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Attack Path Analysis (APA)

Attack Path Analysis

Anticipate attacker 

strategies by mapping 

potential routes an 

adversary could use to 

infiltrate your network  

systems



Edges

The edge direction represents the flow of Attack or 

Privilege Escalation

Access / Control
Object 

A

Object 

B



Who has permission to perform which operations

Entra ID Permission

Microsoft Entra roles

Microsoft Graph API Permission

Microsoft Graph API



How to establish a solid foundation for 

every Edge in Azure Attack Graph



Microsoft Entra Roles

An Entra role is defined by a set of 

permissions known as actions

An action in Entra ID is a specific 

operation that can be performed 

on a directory resource

No official documentation 

describing the mapping between 

actions and their corresponding 

APIs

Microsoft Entra built-in roles

Microsoft Entra built-in roles

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/permissions-reference


Could we assign each action to 

custom roles & test abused API

to map actions to specific API calls?



Cannot assign every actions to custom 
role

Entra ID defines 614 

actions in built-in roles, but 

only 100 of them can be 

assigned to custom roles 



MS Graph API Permission

Microsoft Graph permissions 

reference

MS Graph API documentation

https://learn.microsoft.com/en-us/graph/permissions-reference
https://learn.microsoft.com/en-us/graph/permissions-reference


Application & Delegated Permission

User Permission Delegated 

Permission

Application 

Permission

Effective

Permission

Effective

Permission

(Entra Role)



Defining the Intersection is Challenging

Service Principal 

Permission

User 

Permission

?

Delegated Permission

Action



Other Problems We Are Trying To Solve

The Microsoft documentation may lack clarity or reflect outdated 

information

Blind Trust of Documentation Leads to False Positives and 

Negatives

The evolving dynamics of Azure IAM systems renders older 

documentation less reliable

Microsoft introduced a bunch of new Graph permissions 

(488 ⭢ 550) in February 2025

Automating Azure Abuse Research — Part 2

Automating Azure Abuse Research — Part 2

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0


Continuous Discovery & Validation of 

Abuse Primitives
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BARK (BloodHound Attack Research Kit)

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

Process of Building and Running Atomic Tests with BARK:

Catalogue 

abuse 

capabilities

Enumerate assignable 

permissions

Test existing abuses, 

consider new abuses

Automate this 

process

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97


Automating Azure Abuse Research — Part 2

Automating Azure Abuse Research — Part 2

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0
https://posts.specterops.io/automating-azure-abuse-research-part-2-3e5bbe7a20c0


The official documentation does not 
always align with real-world behavior

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97


If you make tooling based on documentation, it will be 

inaccurate. It'll be wrong, and the people who use your 

tooling, including yourself, will be extraordinarily frustrated, so 

you have to go beyond the documentation

It’s Raining Shells How To Find New Attack Primitives In Azure

Andy Robbins@Insomnihack 2022

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

It’s Raining Shells How To Find New Attack Primitives In Azure by Andy Robbins

https://csandker.io/2022/10/19/Untangling-Azure-Permissions.html
https://docs.google.com/presentation/d/1vVpNezQ1uVS3_PQ_beYH-cQR6qrvGcMP8MWV7LA-nKU/edit?slide=id.g11e0d06dabe_0_97#slide=id.g11e0d06dabe_0_97


Reinvent the wheel

Programming Language:

Build in python

Purpose:

Only Focus on Entra ID

Build the testing environment:

Create Target Object 

(Not all of them)

Clean up after the tests

Output processing:

Only a 403 Forbidden 

response is considered a 

failure; all other errors will be 

logged for debugging purposes



Refactor the code to be asynchronous

Benefits

Shorten the experiment duration from 

1 hour to about 2 minutes

Drawbacks

Encountered a concurrency violation

(only occurs with sufficient permissions)

Requests may be rate-limited

if tested multiple times within a short period



Cloud is ever-changing

Comparing the test results from August 2022 to the latest results



Reduced permissions in the Directory 
Synchronization Accounts role

Despite Recent Security Hardening, Entra ID Synchronization Feature Remains Open for Abuse

Despite Recent Security Hardening, Entra ID Synchronization Feature Remains Open for Abuse

https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse


Expand abuse capabilities

from 10 to 30



Grant consent for delegated permissions

AllPrincipals



Blind Spot of Abuse Testing via Service

Bark and Our Project perform 

abuse tests by creating Service 

principals for each Entra roles

Assigning the Global Admin role 

to the Service Principal doesn’t 

always grant full capabilities

However, those operations could be 

performed via Azure portal



Myth of Permissions
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User Permission Delegated 

Permission

Application 

Permission

Effective

Permission

Effective

Permission

(Entra Role)

Service

Principal

✓





Myth of Permissions
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User Permission Delegated 

Permission

Effective

Permission

Effective

Permission

(Entra Role)

Entra Role

Service

Principal

✓





Abuse Testing via User identity

Plan A (Ideal test conditions):

120 (Entra ID Role) * 612

(MS Graph Delegated Permissions ) 

entity for abuse Test

Plan B:

Assign all delegated Permission to 

Microsoft Graph Command Line Tools

Out of the valid Delegation Scope



Plan C: Workaround

Assign delegated 

permissions where the 

equivalent application 

permission is known to be 

abusable

It's not perfect, 

but it’s practical



user_impersonation

 in Microsoft Graph ?
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Directory.AccessAsUser.All

Allows the app to have the 

same access to information in 

the directory as the signed-in 

user

Absent from multiple Tier 0 and 

critical asset lists in Azure, such 

as Azure-Tiering

Azure-Tiering

Azure-Tiering

https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main
https://github.com/emiliensocchi/azure-tiering/tree/main


Explosion Radius of 
Directory.AccessAsUser.All 

With the delegated permission Directory.AccessAsUser.All, a user may have 

more permissions than a service principal assigned the same role



No Silver Bullet

For specific resources (e.g., LAPS 

or Intune), certain abuse tests still 

require specific permissions

Directory.

AccessAsUser.All

Application 

Permission

Assign equivalent 

delegated permissions

Directory.

AccessAsUser.All



Enable / Disable Security Defaults

We found that no application 

permission can disable Security 

Defaults

Only roles granted appropriate 

delegated permissions (excluding 

Directory.AccessAsUser.All) can 

perform this action

✓





In some cases, the outcome of

operation depends on the target object
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Attack path prevention system

Entra ID has a built-in system to protect against the emergence 

of attack paths, particularly around password reset privileges
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Password reset privileges in Entra ID

Azure Privilege Escalation via Service Principal Abuse

Azure Privilege Escalation via Service Principal Abuse

Priv

Auth Admin

Global

Admin

Helpdesk

Admin

Auth

Admin

User

Admin

Password

Admin

Built-In Privilege Escalation Prevention System

Whether Administrators can reset a user’s 

password depends on the role the user is 

assigned

Andy Robbins enumerate all the different 

possibilities for password reset privileges in Entra ID 

in 2021

https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://posts.specterops.io/azure-privilege-escalation-via-service-principal-abuse-210ae2be2a5


Who can reset passwords (Official Version)

Privileged roles and permissions in Microsoft Entra ID (preview)

Privileged roles and permissions in Microsoft Entra ID (preview)

Microsoft updated the documentation, with 

the latest revision dated October 2024

Priv

Auth Admin

Global

Admin

Helpdesk

Admin

Auth

Admin

User

Admin

Password

Admin



https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/privileged-roles-permissions?tabs=admin-center#who-can-reset-passwords


Who can reset passwords (Our Version)

Priv

Auth Admin

Global

Admin

Helpdesk

Admin

Auth

Admin

User

Admin

Password

Admin

Partner Tier 

2 Support

User-PasswordProfile.

ReadWrite.All

(Application Permission)

The results were consistent across 

Microsoft Graph API (v1 and beta) and 

Azure AD Graph (1.61 and 1.61-internal)
Partner Tier 

1 Support



Misalignment between the documentation

Microsoft Graph permissions reference

is correct

The Microsoft Graph API documentation 

is out of dated

authenticationMethod: resetPassword

authenticationMethod: resetPassword

https://www.tenable.com/blog/despite-recent-security-hardening-entra-id-synchronization-feature-remains-open-for-abuse
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http
https://learn.microsoft.com/en-us/graph/api/authenticationmethod-resetpassword?view=graph-rest-1.0&tabs=http


Pyark (Scheduled for release before September)

Test Identity

Service Principal

User

Disable Security Default

Assign known abusable delegated 

permissions to the Microsoft Graph 

Command Line Tools

42

Support API Type

Microsoft Graph API

Azure AD Graph API

Scheduled for retirement in July 

2025

Ibiza IAM API (undocumented API)

Extension API for Web Portal

Nodoc project provides thorough 

documentation of the API



Minor permission misalignments were 

observed between different APIs



No newly abusable Entra Roles 

were identified



Why can operations be performed through 

the Azure portal without consent



Authorization model in Entra ID

Access client

Request token

Request User consent

Provide User consent

Return token

Access resources

User Client Entra ID Resource

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Authorization model in Entra ID

Access client

Request token

Request User consent

Provide User consent

Return token

Access resources

User Client Entra ID Resource

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Pre-consented Delegated Permissions

Access client

Request token

Request consent

Provide consent

Return token

Access resources

User Azure Portal Entra ID Microsoft Graph

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Pre-consent

Pre-consented Delegated Permissions

Access client

Request token

Provide consent

Return token

Access resources

User Azure Portal Entra ID Microsoft Graph

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Does the Azure Portal pre-consent to 

all Microsoft Graph permissions?



Token Redemption flow behind Azure Portal

Azure Portal



Token Redemption flow behind Azure Portal

Change Resource of 

the Request

Azure Resource Manager Microsoft Graph

Change Client id of 

the Request



Special 

Refresh Flow 

Special Redemption Flow (BrkRefresh)

User Entra IDAzure Portal
Azure Resource 

Manager

Switch within  

given group

Switch within  

given group



Family of Client ID (FOCI)

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Not Exactly

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

Behind the Curtain: Unmasking the Hidden APIs of Azure and Entra

https://github.com/emiliensocchi/azure-tiering/tree/main
https://www.youtube.com/watch?v=1Z8BA83X0YE


Takeaways

The Microsoft documentation may lack clarity or reflect 

outdated information

Analysis beyond the official documentation is 

required

Service-based abuse testing may result incomplete 

coverage

Brkfresh allows token redemption across client apps in 

the group

Additional MS Graph API permissions to be aware of:

Delegated Permission: Directory.AccessAsUser.All

Application Permission: User-PasswordProfile.ReadWrite.All
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Q & A
You can find me at  @iflywithoutwind


	Intro
	投影片 1: Aztronomy: Establishing the Foundation of  Attack Path Analysis in Azure
	投影片 2: Tung-Lin (Echo) Lee
	投影片 3: Attack Path Analysis (APA)
	投影片 4: Edges
	投影片 5: Who has permission to perform which operations
	投影片 6: How to establish a solid foundation for every Edge in Azure Attack Graph
	投影片 7: Microsoft Entra Roles
	投影片 8: Could we assign each action to  custom roles & test abused API to map actions to specific API calls?
	投影片 9: Cannot assign every actions to custom role
	投影片 10: MS Graph API Permission
	投影片 11: Application & Delegated Permission
	投影片 12: Defining the Intersection is Challenging
	投影片 13: Other Problems We Are Trying To Solve
	投影片 14: Continuous Discovery & Validation of Abuse Primitives
	投影片 15: BARK (BloodHound Attack Research Kit)
	投影片 16
	投影片 17: The official documentation does not always align with real-world behavior
	投影片 18: If you make tooling based on documentation, it will be inaccurate. It'll be wrong, and the people who use your tooling, including yourself, will be extraordinarily frustrated, so you have to go beyond the documentation

	Reinventing
	投影片 19: Reinvent the wheel
	投影片 20: Refactor the code to be asynchronous
	投影片 21: Cloud is ever-changing
	投影片 22: Reduced permissions in the Directory Synchronization Accounts role
	投影片 23: Expand abuse capabilities from 10 to 30
	投影片 24: Grant consent for delegated permissions

	Delegation
	投影片 25: Blind Spot of Abuse Testing via Service
	投影片 26: Myth of Permissions
	投影片 27: Myth of Permissions
	投影片 29: Abuse Testing via User identity
	投影片 30: Plan C: Workaround
	投影片 31: user_impersonation  in Microsoft Graph ?
	投影片 32: Directory.AccessAsUser.All
	投影片 33: Explosion Radius of Directory.AccessAsUser.All 
	投影片 34: No Silver Bullet
	投影片 35: Enable / Disable Security Defaults
	投影片 36: In some cases, the outcome of operation depends on the target object
	投影片 37: Attack path prevention system
	投影片 38: Password reset privileges in Entra ID
	投影片 39: Who can reset passwords (Official Version)
	投影片 40: Who can reset passwords (Our Version)
	投影片 41: Misalignment between the documentation
	投影片 42: Pyark (Scheduled for release before September)
	投影片 43: Minor permission misalignments were observed between different APIs
	投影片 44: No newly abusable Entra Roles  were identified

	BRK
	投影片 45: Why can operations be performed through the Azure portal without consent
	投影片 46: Authorization model in Entra ID
	投影片 47: Authorization model in Entra ID
	投影片 48: Pre-consented Delegated Permissions
	投影片 49: Pre-consented Delegated Permissions
	投影片 50: Does the Azure Portal pre-consent to all Microsoft Graph permissions?
	投影片 51: Token Redemption flow behind Azure Portal
	投影片 52: Token Redemption flow behind Azure Portal
	投影片 53: Special Redemption Flow (BrkRefresh)
	投影片 54: Family of Client ID (FOCI)
	投影片 55

	Takeaway
	投影片 56: Takeaways
	投影片 57: ACKNOWLEDGEMENT
	投影片 58: Q & A


