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Meet UNG0002 
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Meet UNG0002
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Operation CobaltWhisper

▪ Active since May 2024

▪ Targets – Hong Kong, China, Pakistan

▪ Sectors
▪ Strategic Infrastructure and Tech.
▪ Scientific and Academic Institutions

▪ Arsenal
▪ Cobalt Strike
▪ VBScript

Operation AmberMist

▪ Active since Jan 2025

▪ Targets – China and Pakistan

▪ Sectors – Gaming Industry and IT sector

▪ Arsenal
▪ INet RAT, Shadow RAT, Blister
▪ ClickFix
▪ VBScript, BAT, PowerShell, SCT
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Timeline of UNG0002 – CobaltWhisper
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May

Enterprise Decryption

•企业资质材料/
•企业签名解密专用解密工具

Early-July

Targets CN Universities

• Peking University – Finance

• Yunnan University – Env. Eng.

• Tsinghua University – Comp. Sc.

Mid-July

Parking Fee

• 最新停车场收费标准调整方案

• "Latest Parking Lot Fee 
Adjustment Plan"

• "Movie Publicity Requirements"

Late-July

Targets Pakistan

• Islamabad Security Dialogue

• Final Combined Forecast MCP

• IDEAS 2024 Calling Letter

Early-Aug

Research on Pre-Fueling

• 预加油航班管理方法研究与软
件实现（修改意见)

• "Research on Pre-Fueling Flight 
Management Methodology and 
Software Implementation"

Late-Aug

Study of Fusion Power

• 热核聚变发电岛三回路参数优化
研究（修改意见)

• "Optimization study of the 
parameters of the three loops of the 
thermonuclear fusion power island"

Sept

Technology Awards

• 预加油航班管理方法研究与软
件实现（修改意见）

• "Instructions for filling 
Electrotechnical Society Awards"
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Operation Cobalt Whisper

7

Industries Affected

• Defense Industry

• Electrotechnical Engineering

• Energy (Hydropower, Renewable Energy)

• Civil Aviation

• Environmental Engineering

• Academia and Research Institutions

• Medical Science Institutions

• Cybersecurity Researchers
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Initial Findings

• RAR Archive file

o “附件1：《2024年度中国电工技术学会科学技术奖推荐提名书》（技术发明奖和科技进步奖）填
报说明(2024年8月新版).pdf.lnk”

o Attachment 1: Instructions for filling in the “2024 Recommended Nomination Form for Science and 
Technology Awards of the Chinese Society of Electrotechnology (Technical Invention Award and Scientific 
and Technological Progress Award)” (new version in August 2024)

• Multiple such shortcut files using wscript (or) cscript to execute hidden Visual Basic Script

• Decoding hidden implants that lead to Cobalt Strike beacons
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Infection Chain
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Decoy Documents – 1
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Decoy Documents – 2
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Decoy Documents – 3
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Technical Analysis – LNK

• LNK runs the malicious VBScript O365.vbs using a Windows utility known as wscript.exe
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VBScript

• Mimics a utility for managing and generating compressed cabinets from an MSI database
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Decoded VBScript

• Scheduled task named WpnUserService_x64 to run sigverif.exe every 59 minutes
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Cobalt Strike Beacon
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Hunting – 1

• Cobalt Strike Beacons – ImeBroker.exe
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Hunting – 2

• Shortcut LNKs – laptop-g5qalv96
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Hunting – 3

• Pivoting on cscript.exe gives new IDs – laptop-g5qalv96 and desktop-727otfd
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New Decoys – 1
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New Decoys – 2
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Targeting Pakistan – 1
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Targeting Pakistan Army and Chinese CERT
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Archive Uploads
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科学技术奖填报说明和奖励办法修订版.rar
HONG KONG

需使用中债数据.zip

最新停车场收费标准调整方案.rar

CHINA

电影宣传要求.zip

预加油航班管理方法研究与软件实现（修改意见）.rar

刘潇-清华大学-计算机.rar

李新宇-北京大学-2026毕业-金融硕士.rar

贾哲文-云南大学-环境工程.rar

热核聚变发电岛三回路参数优化研究（修改意见）.rar

异构平台要素协同理论方法研究(修改意见).rar

企业资质材料/企业资质证明（请先解密）.rar

IDEAS_2024_Calling_Letter.zip

PAKISTANFinal_Combined_Forecast_MCP_FY_2024_25.zip

Islamabad_Security_Dialogue_Pub.rar



Confidential

Hunting Queries

• ASN5090 registered with Shenzhen Tencent Computer Systems Company Limited
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service (behaviour_network:*tencentapigw.com* or 
behaviour_network:*tencentcs.com*) (type:peexe or 

type:pedll)

82 samples

service (*tencentapigw.com or *tencentcs.com) 
(type:peexe or type:pedll)

193 samples

entity:domain service (*tencentapigw.com or 
*tencentcs.com)

1.6k domains
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Infrastructure

• ASN5090 registered with Shenzhen Tencent Computer Systems Company Limited
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139.155.190[.]84

43.137.69[.]76

139.155.190[.]198

106.55.77[.]71

129.204.98[.]221

119.45.2[.]30

119.45.67[.]241

119.45.2[.]56

service-a8vp3r65-1319584009.cd.tencentapigw[.]com

service-c2y0jtba-1319584009.gz.tencentapigw[.]com.cn

service-qgezbin5-1319584009.sh.tencentapigw[.]com

service-h87kxr41-1319584009.bj.tencentapigw[.]com.cn

service-cyuasu6k-1319584009.nj.tencentapigw[.]com

service-3z1ebnpd-1319584009.sh.tencentapigw[.]com

service-b4ibcyjt-1325935989.sh.tencentapigw[.]com

service-k6iylaqt-1319584009.bj.tencentapigw[.]com.cn

service-7wu3p58s-1319584009.nj.tencentapigw[.]com
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Operation AmberMist
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Timeline of UNG0002 – AmberMist
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Jan 

Targets MOFA Islamabad

•  ClickFix

•  DLL-sideloading into Rasphone

•  Shadow RAT

2025 Early - May

Targets Gaming Industry

• 张婉婉简历

• DLL-Sideloading into Node-WebKit

• Blister DLL Implant

Late - May

Targets AI/Tech Industry

• "李明月_CV.pdf.lnk"

• Execution via LOLBIN

• INET RAT

2025
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Operation AmberMist – Infection Chain
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CV-themed Decoys
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Gaming-themed UI
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ClickFix
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PowerShell Stager
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Shadow RAT

• DLL-Sideloading

• export function: timing

• UpdateProcThreadAttribute()

• Loads the C2

C:\\Users\\The Freelancer\\source\\repos\\JAN25\\mustang\\x64\\Release\\mustang.pdb
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Sub-Campaign – LNK & VBS

• 李明月_CV.pdf.lnk
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Sub-Campaign – BAT
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Sub-Campaign – VBS & SCT
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Sub-Campaign – PowerShell

38



Confidential

Sub-Campaign – INET RAT

• Fetches Computer & Username

• Unnamed pipes with hidden cmd.exe

• QueryPerformanceCounter()

Commands

• sleep, windowsleep, nextsleep

• Window, exit

C:\Users\Shockwave\source\repos\memcom\x64\Release\memcom.pdb
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Decoded C2

marine-research.space:9445

skyfare.site:5679

ecoglide.site:7699
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Campaign-2 : LNK & VBS

• 张婉婉简历.zip 

• Zhang Wanwan Resume
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Campaign-2 : Blister Implant
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Blister Implant – AES-CBC decryption

• 张婉婉简历.zip 

• Zhang Wanwan Resume
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Blister Implant – Patching Entry point
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Overlaps

• SideWinder APT group and new ASNs
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ASN22612 NAMECHEAP-NET

ASN 47846 SEDO GmBH
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Overlaps

• UNG0002 copying TTPs across Operation Voldemort
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https://www.proofpoint.com/us/blog/threat-insight/malware-must-not-be-named-suspected-espionage-campaign-delivers-voldemort
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Conclusion

• UNG0002 targets South Asian Nations primarily

• Multiple Overlaps between AmberMist and CobaltWhisper

• Campaigns active since May 2024 till date

• Sophisticated lures targeting professionals across multiple-industries

• Heavily relies on Cobalt Strike, LOLBINs, custom-RATs & reverse shell

• Imitates Chinese-state sponsored campaigns with evolving TTPs
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Innovate. Simplify. Secure.

www.quickheal.com   |   www.seqrite.comConfidential

Thank You
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