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How Much Security?

 The most critical question that security
managers ask is how should they allocate the
limited resources.
 Where are the threats?
« How much security is needed?
« How much residual risk?
 Where is the balance?

* A Cyber Intelligence Program based on proven
Government Intelligence processes can help
answer these questions




The Game Has Changed

Increased risk

Increased complexity

Constant change

Information volume

Limited expertise

Cyberspace is rapidly growing and has become part
of the way we conduct our lives. Accelerating
number of new threats and vulnerabilities that
appear faster than vendors can fix and patches can
be deployed. There is no Perimeter

Technologies have grown increasing complex so
that all the ways systems could be compromised by
an attacker cannot be predicted.

Networks, business requirements and risks
continuously change and degrade security. Behavior
banned today is promoted tomorrow

Daily volume of security information and intelligence
Is greater than most organizations can effectively
process and analyze

Few companies have the necessary in-house
security expertise. The enemy has become more
sophisticated, organized and better resourced.



Time in Which to Make Decisions Decreasing

* Vulnerabilities Increasing ol 4129
« Patches proliferating 2000,
« Days between Alert and exploit o,
decreasing o
— Nimda 331 Days 508:‘
— Blaster 21 Days 1998 1999 2000 2001 2002 2003

— Witty 36 Hours Source: CERT

 Time to Propagate decreasing

— Code Red 5+ Days
— Slammer 87 Minutes
—  Witty 45 Minutes

« EXxploits are more sophisticated
o Speed of attacks results in widespread damage in little time




Intelligence Led Decision Making

Those making security related decisions have often been
taking an uncoordinated, uninformed, and unplanned
approach to security

It’s difficult to manage what you don’t know about or

understand (Most Organizations spend less than $250 for every $1 million
revenue on security.)

Security Decisions should be based on facts, not intuition
An Intelligence Program will:

— ldentify the need for action

— Provide the insight and context for deciding among courses of action
(value added analysis)

— Provide information/assessment on the effectiveness of pursuing the
selected course of action




Intelligence Led Decision Making: Phishing
* Phishing Attack Stages

Monitor
* New o Sites  Phishing » Seed fake
Domains containing emails sites with
Including Company containing account
Company name and Company details and
name requesting name monitor

ID & accounts
Password
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Prototype Email Phishing Threat Analyzer
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Intelligence Definec

* Intelligence is the product that
results or the knowledge that is
derived from cyclical processing
of information

United States Intelligence — An Encyclopaedia

* Cyber Intelligence is the
systematic and broad-scale
examination of Internet activity to
assess, predict and understand |
current and prospective behaviors =
on the Internet. 3



Tenets of Intelligence

Intelligence must be:

 Timely - Late intelligence is as
useless as no intelligence.

e Accurate — Must be unbiased
and based on fact

 Usable — Understandable and
specific to current need.

« Complete - Must identify all the adversary’s capabilities,
identify all available courses of action and forecast future
adversary actions and intentions.

e Relevant - Must focus on current need.




Questions Decision Makers Ask

. A Cyber
 Where are our weaknesses and vulnerabilities Intelligence
* What threats/adversaries exist Program based on
 What tools/capabilities attackers have proven
« Who's targeting us and does it matter Government
« Which potential threats may be imminent Intelligence
— Are we vulnerable? processes can help
— Are we an attractive Target answer these
— What impact might an attack have questions

 How do our Threats compare to those of our competitors
 What are our competitors doing

 What's being said about us and by whom

 What safeguards / countermeasures can we deploy
 What actions we should take




Situational Awareness

« Decision Makers need to understand the “big picture”
of their Security posture

e Having the right information helps Decision Makers
take actions that balance security and cost.

« Situational Awareness Requires:

» Perception — What's Happening Now

« Comprehension —Is it Important

* Projection — What could happen Next
* Intelligence Output Requires:

— Right Content

— Right Time

— Right Place and People
— Right Form




Understand Information Needs

* Get a clear understanding of Decision __
Makers information needs/timescales. =% =

: i ™
RS

 \What decisions need to be made? iy

 Why do the decisions need to be
made?

* When do the decisions need to be
made?

 Who will be using the intelligence to
make the decisions?

 |s the intelligence nice to know or
need to know?




he Six Stage Intelligence Cycle

==



Analysis

e Analysis is really the
application of common
sense and experience to
raw information

Leonard Fault, The New Competitor Intelligence, p. 359.

e Turns information into
actionable intelligence that
leads to informed

decisions and actions.




Basic Analysis Steps

« Read all previously processed
iInformation.

« Concentrate on the reliable data.

« Recognize gaps in information

« Read between the lines

 Look for patterns

« Organize the information

« Develop a number of possible

scenarios. 5842
.'IH' )
«  Develop long-term and short-term ‘\"“
responses for each scenario. EA.LE R

LS ."
13

Know when to quit! (Know Your Business Drivers



Potential Sources of Intelligence

Information

 Web Sites

e Search Engines and Tools
 News Feeds

« FTP Sites

* Printed Material

* Vulnerability Alerts

* Professional Associations
 (Government Sources
 Vendors

e Industry Organizations
 Media Organizations
 Hacker Organizations

* In House Technical experts

Periodicals

Subscription Services
Newsgroups

Chat (IRC)

Information Exchange Partners

Human Sources
— Industry experts
— Underground
— Law Enforcement
— Govt. Intelligence Agencies

Public Record Databases
Bulletin Boards
Proprietary Sources

Etc.




Search Engines

o Google

http://www.google.com

e AllITheWeb.com

http://www.alltheweb.com

e Yahoo

http://www.yahoo.com

e HotBot

http://www.hotbot.com

» List of Search Engines

a Google Search: bluetooth exploit - Microsoft Internet Explorer
J File Edit ‘Wiew Favorites Tools Help “ 4= Eacl: -« = - @ ﬁ- | @Sear‘ch [3] Favorites

J Address IE http:f Fumndr google.comd search?sourceid=navelisntdic = UTF- 8doe = UTF-34q-bluztooth+e=<ploit

J Google ~ |b|ueh:.ofh exploit j| {§5 Search web - GR Search Site o 5 G | 5

JLinks @Cassandra.url @HRST—New.urI @Gmail—lnbox.url @DNSTDNS.UH @Iplnfo.url @D'u‘

Web |lmages Groups MNews Froogle more »

= Adwanced Search
Google Ihluetuuth exploit Search | 2 enees

Web Re

Forbes.com: Everyone's Betting On Bluetooth

... PCs. The anticipation of Bluetooth’s success has spurred & good deal of jockeying among
companies looking to exploitit. In April ..

wonnw. forbes. comdool/htrml00gun0615feat htm - 89k - Cached - Similar pages

The Credence Report - Lowering Cost-of-Test for Integrated ...

... Bluetooth devices were among the first type of devices to expleit the availability of these
integration capabilities, due to the relatively relaxed radio ...

wiwwe credence. comde_newsfssueld7 03 article05-0703 . html - 21k - 10 Jun 2004 - Cached -

Similar pages

Bluetooth Eesource Center

... This book explains how to program to this AP, gives details on why it was created, how it
will help expleit the power of Java and Bluetooth, and show how to ...

wwe. palowireless. comdbluetooths - 31k - 3 Jun 2004 - Cached - Similar pages

Amazon.com: Books: Bluetooth Application Programming with the Java ...
... to JSR-82 Expert Group) Book Info Text explains in detail how to write BlueTooth
applications using the Java AFls to expleit the power of both technologies. ...

whaw, armazon. comdfexeciobidosd tofdetail-/1958609342 M v=qglance - G5k - Cached -

Similar pages

Introducing the latest hacker exploit War Fhoning | The Redister

... Introducing the latest hacker exploit: War Phoning. By John Leyden. Published Friday
11th October 2002 17:45 GWT. Bluetooth-enabled phones and PDAs with ...

wovrww theregister. co. uk/2002/107 11 introducing_the_latest_hacker_exploit/ - 17k - Cached -

Similar pages

€]

http://www.hotbot.comhttp://searchenginewatch.com/links/index.php




Personalized Web Search Updates

00GLE ALERT!

IRIA

aIRIA Home
aIRIA Projects
aWho We Are
aTools, FAQ's and
Papers
aPublished Papers
a0nline Courses
< 5
Security in the
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CyberSlouth

ISTS In!ormnlon
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aResearch

aResearch
Frograms.

aQur Partners

aDartmouth Home
Questions?

E-mail
Webmaster

INSTITUTE FOR SECURITY

Advanced Search

TECHNOLOGY STUDIES

A National Center For Cybersecurity and Counterterrorism Research, Development & Analysis

EELURIT g

Security CyberSleuth Preferences - Keywords

Make any changes you want below. Be sure to click on the Save changes button at the
bottom to store your edits, If you make a mistake, click on the DON'T S8ave Changes
button and your original queries will be preserved.

Example: Keywords: |nomeland security

(Click here for more examples)

W Security in the Mews

Collections to search: k_lj
W Linux Security

1) Keywords: [explait
Found:|inthe lastwesk * Search type: |Any Word
W
Collections to search: k_l] = S_ECUHW " .the Mews
W Linux Security
2)

Keywords: hacking

EAQ - Send us your feedback

Google

Welcome to Google News Alerts

Google News Alerts are sent by email when news
atticles appear online that match the topics you specify.

Sorne handy uses of Google Mews Alerts include: Huaw aften: Ionce aday vl

» monitoring a developing news stary
= keeping current on a competitar ar industry | Create Mews Alert I
= getting the latest on a celebrity or event

= keeping tabs on your favorite sports teams

Create a Google News Alert

Enter the topic you wish to monitor.

Mews search: |

Your email: |

Zoogle will not zell arshare your email address.

Create your News Alerts with the form on the right.

our monitor for «

Watch

Search Settings

Enter up to & Google searches (see examples)
for Google Alert to automatically perform:

1. All of. Merill Lynch @ [30 +] raauits
Updated: in the past 3
manths

SafeSearch off

2. Al of: @ml.com
Updated: in the past 3
weeks

SafeSearch off

3. Al of: Hacking
Updated: in the past 3
weeks

SafeSearch off

Q IE, results

@y [30 - results

Helpful Hints

For advanced search

options, click '

Google Alert tracks the
top Google results for
each search.

Tao change the nurmber
of results tracked, click

0n|5U 'l.

You can track up to
150 results in total.

TRACERLOCK

Page.com




Meta Search Engines

 Meta Search
Engines return
best results from
leading search
engines

WWW.Vivisimo.com

www.dogpile.com

www.metacrawler.com

=18l x|

2 Metacrawler - Search: Intelligence Cycle - Metacrawler - Microsoft Intemet Explorer

Fi Ei Miew Favorites Tooks  Help
&iBack v = - @ o] ‘ a.Search (3] Favarites @Media @‘%‘ 5 - @ @® D
Links @&]ACID @]odvICE &)AntiOnline E]BEN &|BulliTPortal &)Cassandra @]catehlp @]cerios &]CERT &|CSIRT &]customize Links & ]deVitry.com 22

Address I@ http:/ fwww metagcrawler com/ info.metacs search/webd Intelligence %2 52 BCycle j Peo

Google'lsgarchgmgingg j‘ b search Web v @ Search Site 5 8 & | by | Pagehiark @ v Fhoblocked ] AufoFill ‘ fe options v 8 | s>

H’ ? Internet Intelligence Index + 3 CI Toals s Intelligence Education  Options « |

metacrawler

)‘ SEARCH THE SEARCH ENGINES!
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~ Wb Pages C Images (o Audio C Multi mediz C Newrs (o Shopping

Search I -

Advanced Search - Preferences - Tools & Tips

|Inte||\gence Cycle

UP TO 1000 PLAYERS ONLINE

About : Yahoo : Ask Jeeves

~ view By Relevance  Yiew By Search Engine

Int cycle Int Notes Page

The Intelligence Cycle. ... Simply put, the "intelligence cycle" is the
process used to make intelligence as focused, accurate and effective as
possible, ..,

htp: ey inthranch orgéenglintribkint03 himl

+ Refine Your Results:

- "intelligence cycle” (70)
+Business [10)
1,5, Military (%)
+Faw information (5]
+Competitive, Research

(&)
Focused, accurate (2] 2. CSIS and the Security Intelligence Cycle

C815 and the Security Intelligence Cycle, The primary mandate of CSI1S
is to collect and analyze infarmation and subsequently to provide ...
htpe dtwearse Cais-sors. oo caknghackormdhbacks_e himl

Security, Collect (2)
Facthook, Cia [3)

Detailing (2
Military Database (2)
Hore... 3. INTELLIGENCE CYCLE - USNI Military Database

TITLE: INTELLIGENCE CYCLE The processes by whichusually five steps in
the cycle: a. planning and direction--determination of intelligence
requirements, preparationacquisition of information or intelligence
information and the provision

bt (nanns narierana U sonbanne 000 R Rl

<
|@ Dong |—|— r © Internet




Copernic Agent Professional

(meta-search engine) s | ME

P e W Modify S Update = | €3 | o Werify Links ‘ analyze [ save Pages | | a Browse | ‘ Summarize: | .

E \J=1| Result Layout = %i Sork Results » =, Group Results > E &ﬂ Track Search 9 Track Page | @ Tracking Manager

Analyzing * Sort by: Update Date = | Oldest ontop # | Folders =
c er n c‘ , Analyzing... 10 || &) exploits Al words  The tieb 49 resuls 10/10/03 01 |2 My Searches
] @ exploit rpc eramples All words Tech News 0 result 10702404 03

5 @ exploit rpc eramples All words Tech News 20 results 10702404 03
Op |

= Power-searc h th e We h @ exploit rpc eramples All words The Web 2353 results 10/02/04 03
=+ Advanced Management of Searches Anlyzed: 241 out of 2358 | | ]

M Eroken: 16 results Skatus: |Any v| Region: |Any v| Diomain: ‘ Shaw Broken Links | Advanced Filters | Clear
= Anal yZze Searc h Results Skpped: 3 results Lock for: | ‘ In: ‘Result list v‘ Find Now  Optians = | Advanced Find | Clear X
= Summarize Search Results e e Sort by: Seore | Most relevant ontop ©
=+ Track Changes in Web Pages Contents Frelrss Valdatinolinks o Cover Pages JMLRPC o3 ) 4]

... Gl Seripts Available via ¥ML-RPC, Providing a Programmatic ... is of interest, Examples of data-oriented CGI interfaces ... and
examples.'] "as you might expect from the name, XML-RPCis ...

[ sl coverpages. orggxml-rpe. himl TMSM Web Search, Altalista, Lycos, HotBot, ¥ahoo!, Tearna, ACL..
+ Track New Search Results + Insecure, Org - Nmap Free Security Scanner, Tools Hacking resources 93 (I
= Access Hi d d en I nfu rmation Metwork Security Tools!Software (Free Download) including Mmap Open Saurce ... it ta find a wulnerable S5H server, and then procesds to
exploit it using the 55H1 CRC32 exploit from 2001, Shame on ...
= Create Custom Search Cate qories [ v insecure.org Yahao!, MSM Weh Saarch, Altsbists, Lycos, AOL Saarch, HatBot
+ Automate Result Analysis +/ utitled 53¢ (-]
_ _ ... Here are a few examples: - IRIX mountd leaks information about the existence of files, ... vulnerable to attacks that exploit RPC-
= Integration w ith Internet Ex 1) lorer formarding mechanisms. Certain RPC pragrams, e.g. rpc.statd, ...
an d D.ﬂ:i ce [ v, antibozo.netfonatafwebtoolsnfsiREADME bxk Teoma, Wisekut, HotBot, LookSmart, A0L Search, AltaVista, Tahoo!
+ 8n Architectural Overview of UNIR Nebwork Securit 92, [—

& attempt to find at least one, maybe several examples of a tool or method designed to address & next section of this paper will discuss
examples of common methads and taals used ko implement &...

[T v, b mibv, gy Security Docs network-securiy, html Lycos, AltaVista, WiseMut, LookSmart, MSM Web Search, HotBot

/' CERTICC Yulnerabillty Mate VU#387387 92 (-
Common Tasks ... access to the ToalTalk RPC database service could exploit this vulnerability with a specially ... § system, the Following examples indicate

that the ToolTalk RPC datsbase server is running ...

9 Stop operation [ v kb cert.orgfvulsfid /387387 Altatfista, MSM Web Szarch, ACL Search, ahool, HatBat, Lycos

+ Eormat Strings - &n Interview with Chris Evans 92 (-
Page Preview N N N . " = j

(Thers ic a wery intaractinn avamnle Teoold nive here which il ictrabas Fhab hoffer cverflons canbe 2 Thie recent "ene ckatd” senlnib
|2342 results (plus 16 filkered) ﬁ ‘

http://www.copernic.com/en/products/agent/professional.html




WebSite Watcher

:» WebSite-Watcher 3.60c  [c:\program files\website -watcher\bookmark.wsw] License: Ian Cook - |E |i|

File Folder Eookmarks Search Tools Options Wiew Help
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- Crime 4] 5 1. . Esploits - Security Corporation http://www.s... € 2004-06021.. 15:25 oK
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[& Finance 9 |+ ¢ Ewploits - 0=557 org/ http: /#0557 orgd  C 2004-06-0213:3.. 1525 ak.
- ] Hacker Sites [1] 10 |+ ¢ Ewploits - Antigereer. it http: £ A antiz... - C 2004--2719:0.. 1526 0K, Waming: do...
T Inteligerce [26] 3o Le o Furlaits - Riuin ar bt dananat bica ANNA-M.-25 727 1R9R nK ﬂ
W h e n th ey 0f RC 1] 1 Q@R o im ()~ |[fle 1T Programiz20FileswebSite Watcher/bookmerk_wsw/0007/Explo_1 ~| § & |w ||l W& & & -
-3 News [180] 215
- ] Mews Feed [39] 55 File Name: rounduUP.txt Last 10 Files
C h an e a MewsGroup [2] B Description: Roundup is susceptible to a directory traversal attack that will permit an attacker = roundUP txt
[3 Protest [3] 4 to view files outside ofthe web root. ozl 179t
g Prozies [13] 14 Author: Wickenty Fesunay - 06.08.04 =t
Security Radar ... 21 — = zhi-1 23 tar gz
File Size: 1796
. - [ SiteWwatch [1.. 144 - = = framework-2.1 tar gz
http ://WWW_ al g n eS . CO m/ -] Spam dlerts [4] [ Last Modified: dJun 10 10:03:25 2004 - Cisco-3a-20040603-catos fx
Q USEMET Grow... 15 MD5 Checksum: |751d0c8016c146f80cc191a6fe07 6334 - aspdotnet33 fxd
- 3] Wendor Alerts [3] 20 - 092004 txt
a Wing [9] 1 - - = trendOfficeScanss b
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Description: Re_selle_r accounts used with Cpanel are able to change all passwords without [Last 20 | Last 50 | Last 100
verification.
Ruthor: verh0s
File Size: 560 Last 10 Advisories
Last Modified:  [Jun 10 09:08:06 2004 i Eggﬁliﬁ
MD5 Checksum: [f1426a10b54aadfB7391f001fad1b4b - cisco-5a- 20040600 catos 1t
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yDoom . A:Fastest Spreading Virus in History - Microsoft Internet Explorer
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MyDoom.A:Fastest Spreading Virus in History

February 3, 2004
By Jay Munro

Clicl here to subscribe to our Security Watch newsletter,
MyDoom.A:Fastest Spreading Virus in History

The big news last week (and possibly this, depending on what happens) is the massive attack of

W2y Doom. A-mm (also known as Wa2MMiMail. B, and YWa2Movarg), on the e-mail world, According to
antivirus vendors, MyDoom started on the Kazaa file sharing network, and spread to e-mail networks. With
the sheer multiplication potential of harvesting e-mail addresses from a wvictim's machine, it didn't take lang
before MyDoom was infecting 1 in 12 e-mail messages on the Internet. According to Messagelabs, in two
davs. MyDoom broke the Sobio.F virus's previous record from last Auoust of 1in 17 messaoes.
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S| | attack 1 a5 W32MIMaIlR, and W32Movarg), on the e-mail world,
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2| |Internet (I | It chiooses from slightly different set file names when it created copies of itself in the victim's Kazaa folder.
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E Net Snippets Product Information - Microsoft Internet Explorer _ |E |l|
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LIKE A FIREWOSE ATMED
AT A TEACUP

* The Potential Sources of Intelligence __ :
Information are increasing: | -
— The size of the world-wide web is doubling &

every 12-months and this rate is increasing

— Annual publication rates > 800mb person/annum for every
person on the planet

— Disk space usage in organisations increasing 50-70% per
annum

The Information Explosion

— The ‘Deep’ or ‘Hidden’ web includes databases of information
from businesses, universities, government agencies which
search engines can’t spider

— The Hidden’ web is up to 50 times larger than the visible web
(Sherman — Search Engine Watch Newsletter)




he High Cost of Not Finding Information

e Susan Feldman, in KMWorld-Volume 13, Issue 3, March
2004, estimates.

— Knowledge workers spend from 15 to 30% of
their time searching for information

— Searchers find what they look for only 50%
of the time or less

— 40% of corporate users report they can’t find
the information they need to do their jobs on
their intranets

— The average enterprise wastes at least $1.6 to $2.3m per year
searching for non existent information, failing to find existing
information and recreating information that cant be found

— The Fortune 1000 stands to waste at least $2.5 billion per year due
to an inability to locate and retrieve information.




Intelligence Tool Requirements

Single point of access to multiple sources:

* Search engines * User defined web sites «  Bulletin Boards
«  Subscription sites ¢ Newsfeeds « IRC Web Sites
Lo Subscription Sources
* Specialised portals + Newsgroups  Etc. Usenet
News Feeds
Collect Information from parts of web not Internal Sources

Indexed by search engines (Hidden Web)
Support multiple data formats
Log-in search source capability

Automate the search process with ‘human’ Evaluation
like abilities to translate, analyze and
intelligently discover content Resuls &

Intelligently rank results and summarise content
using statistical and linguistic algorithms

Link analysis for visualizing associations and interactions




Cogenta Research Director

Single point of access
to multiple data
sources

Central Data
Repository

Share results with co-
workers — distributed
analysis.

Intelligent agents
search hidden web

Finds new sources

Searches dynamically
created web pages

Documents ranked
using computational
linguistic algorithms
Summarises
documents

Research Director
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Behavioral Profiling Techniques

The same data mining technologies used by
marketers can be used by Cyber Intelligence
Analysts:

« Data warehousing for accessing multiple and diverse sources
of information and demographics

e Link analysis for visualizing criminal associations and
Interactions

e Intelligent Software agents for retrieving, monitoring,
organizing, analyzing and acting on information

e Text mining for sorting through gigabytes of documents, web
pages, public records and e-mails in search of concepts and
key words

e Data mining for predicting the probability of crimes and
extracting profiles of perpetrators




Cyber Intelligence Program Enables You to:

« Facilitate more informed security related business
decisions by providing situational awareness

* Predict, understand and give advance warning of
Imminent or emerging threats, and cyber attacks

* Prevent and effectively respond to potential or
actual threats

* Understand how your threats compare to those of
your competitors

 |dentify whether any actions taken by you or news
regarding the company may make you a target,
and

e |n a world of unlimited threats focus limited
resources effectively




Questions ?

prs ¢ Www.cogenta.com
woa
- .. ™ « lan.cook@cogenta.com “Someone else may
o decide if you will be a

e Tel: +44 (0)1252 725478 target - but you
decide whether or not
you will be a victim.”

~ Gavin De Becker




