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The code analysis and simulation of network
worm infection are useful methods to evaluate
how it spreads and its effects. Also, it is important
to evaluate the retrieval behavior of network
worm infection in experimental environment for
complementing a code analysis.

This presentation describes a prototype of
experimental environment for network worm
infection and actual data on network worm

T infection.
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Network-Based Malware strikes

again and again and again...

[

Hitachi Incident
m

Response Tea

%

2001 2002 2003 2004 2005
lIS/sadmind Slapper Sasser.A-F
(May 2001) (Sep 2002) (May 2004)

Code Red | Slammer
(Jul 2001) (Jan 2003)
Code Red I Code Red |Il
(Aug 200?) (Mar 2003)
Nimda Blaster
(Sep 20?1) (Aug zoo:g.)
* Nimda.E Welchia *
* (Oct ?001) (Aug 200§3)

O

%
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Research motivation [ EE:SELL’;"‘T‘LZ”;)

Code analysis and simulation of network worm
infection are useful methods to evaluate how it
spreads and its effects.

A bug in infection algorithm or the
way to implement a random number
generator etc. could affect retrieval
behavior of network worm infection.

Unfortunately there is no actual,
measured data on network
worm infection for public use.
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Research motivation (cont.) [ El?ﬁ?ﬁé’;"irdeﬁ)

Code analysis and simulation of network worm
infection are useful methods to evaluate how it
spreads and its effects.

It is useful to evaluate
the network worm behavior

in experimental environment,
don’t you think?

But how do we construct
an experimental environment 7

What can we get by using
an experimental environment ?
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Our proposal for the experimental environment [ g;t:gg;;g%:"n:)

1%
4 For retrieval hehavior * *’.

» Address block ratio of IP
addresses retrieved by
network worms

e
W L *

= NS
* e

<% For infection hehavior

» Port numbers used by
network worms

%
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2 Our proposal for the experimental environment [ Hitach |ncident)
= Requirements = Response Team

Requirements for the experimental environment

€ It doesn't need to use a special device, and is a small-
scale, readily-available system with just enough
hardware/software

@ It provides information for building countermeasures to
prevent network worm infection.

» Address block ratio of IP addresses retrieved by network worms

» Port numbers used by network worms

€ It makes it possible to efficiently verify infection behavior of
network worms
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Hitachi Incident
Response Team

2 Our proposal for the experimental environment [
= Prototype for retrieval behavior =

v
“ IIDBSII t lleell Iﬂ IISB a Infected PC
special device, andis a ftem Description

- Base HW Dell PowerEdge1400

small-scale system with Pentium I, Memory 256MB

i Ty Mi ft Wind 2000 S
just sufficient HW/SW. Base 05 | Microsoft Windows 2000 Server

Memory
Infected PC Monitoring PC VM HW S:Aefgtg??ni?%szf?éﬁﬂoy B
Virtual Machine Web interface Microsoft
—~ VM OS Windows 2000 Server

I=F:( idfqess Traffic counter Windows XP Professional

Default route 14

=X.X.X.2 Packet monitor Monitoring PC

ltem Description
X.X.X.2 IBM Thinkpad 2609-93J
X x.0/30 Base HW | pentium Ill, Memory 192MB
Base OS Red Hat Linux 7.3
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2 Our proposal of the experimental environment [ Hitach lncidem)
= Result example of retrieval behavior (Web Interface)= Flesponeo Team

&€ Characteristics of retrieval behavior

) Mozilla Firefox The addl’eSS bIOCk
File Edit “iew Go Bookmarks Toolz Help ratlo Of IP addresses
/ retrieved

Packet counts (%)

The mapping of
retrieved IP

The selection of potential
target IP addresses

addresses o 131113 2,615 (26.1%)
5 131 2 626 (26.2%)
5_:: Excent for the above 4759 (47 6%

LS e T S B

ﬂ Efépsea time (seéé)

The distribution of

The distribution of \ B =771 the address with the
the addresses with ” same first-two octets
the same first octet 2.
" |P address Range "7 | address Range
sasserC .. y
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Response Team

2 Our proposal of the experimental environment [ Hitachi |ncident)
= Prototype for infection behavior =

Target PC
ltem Description
v Hitachi FLORA
It dnesn t need to “se a Base HW Pleﬁgu:'n 4, Memory 1GB
special device, andis a Base 05 | Microsoft Windows XP
- Professional Service Pack 1
Sma“'scalﬂ SVStem WIth Memory
= == VM HW Guest memory size 512MB
I“St suﬁlclelﬂ "WISW. VM total memory 528MB
Microsoft
VM OS Windows XP Professional
Infected PC Monitoring PC Target PC
Virtual Machine Web interface Virtual Machine
IP address 4> IP address
=X.X.X.1 Flow analysis =y.y.y.1
Default route e IP address Default route
=X.X.X.2 Packet monitor translation =y.y.y.2
eth0 | x.x.x.2 y.y.y.2 | eth1
x.X.X.0/30 y.y.y.0/30

Copyright Hitachi, Ltd. 2005. All rights reserved. 10



2 Our proposal of the experimental environment [ Hitach Incident)
= Example result of infection behavior (Web Interface)= Flesponeo Team

@ Destination port number used by the network worm

@ Destination port number series used by the network worm
and its frequency

Number of packets Start time of the
captured infection activity
TOTE p.:ﬂ,li»ijet counts|53782
Infection activity 10.000000 d
start time Facket Mo, Elapsed Time

Series of destination

The logs of first appearance packst J pQrt numbers
The series of Counts Line1: Packet Mo, Elapsed time, sr address, dst —owmroo—s
port numbers FProtocol, src PT number, T number
LineZ: Flag information
445TCP 5 B02 78582561 13111311 _149.144.49.64 TCF 1096 = 445
[SYMN] Seq=0 Ack=0'Win=16384 Len=0 MS5=1460
10000000 13111311131 113 98 125 TCF 1053 = 445
A4S TCF 693 [SYM] Seq=0 Ack=0'Win=16384 Len=0 MS5=1460
9996/TCP 169 2 262588 13111311 131 113,898 125 TCP 1065 » 9996
[5YMN] Seq=0 Ack=0'Win=16384 Len=0 M55=1460
236 2867330192168 1.1 13111311 TCF 1032 = 5554
5554iTCP 1 [SYMN] Seq=0 Ack=0'Win=16354 Len=0 MS5=1460
s c T033/TCF 248 2895472131 11311 192.168.1.1 TCP 1069 = 1033
asser. [SYMN] Seq=0 Ack=0'Win=16384 Len=0 MS5=1460
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2 Our proposal of the experimental environment
= IP address translation: DNAT =

@ Our prototype uses “Linux iptables DNAT (Destination

[

Hitachi Incident

Response Team)

Network Address Translation)” as IP address translation

function.

Infected PC
X.X.X.1

7

Monitoring PC

ﬁptables -t nat

-A PREROUTING

-d 0/0
-i ethO

™

-] DNAT --to y.y.y.1/

ethO

dstiP=nnn.nnn.nnn.nnn

srclP=x.x.x.1

dstlP=x.x.x.1

srclP=nnn.nnn.nnn.nnn

Target PC

eth1 y.y.y.1

dstiP=y.y.y.1
srclP=x.x.x.1

I

dstIP=x.x.x1
srclP=y.y.y.1
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2 Our proposal of the experimental environment [ Hitachi |,,cide,,t)
= Flow analysis = Fesponse Team

The flow analysis function has two steps: extraction of

the packet of interest that has made the first appearance

(“the first appearance packet”) and then identification of
the destination port number series.

< STEP1: Extraction of the first appearance packet

» (a) Divide packets into groups according to the src/dst IP address
pairs and the src/dst port number pairs.

» (b) Extract the first appearance packet from each group and
identifies the destination port number used in network worm infection.

% STEP2: Determination of the destination port number series

» Divide the first appearance packets extracted in STEP 1 into groups
according to the src/dst IP address pairs again and determines the
destination port number series.

» Summarize the destination port number series you’ve identified.

Copyright Hitachi, Ltd. 2005. All rights reserved. 13



Our proposal of the experimental environment
= Flow analysis (cont.)=

Hitachi Incident
Response Team

—__srclP=A | dstlP=B | srcPT=X | dstPT=Y qgroup=ABXY
srclP=A dstiP=C srcPT=X | dstPT=Y
srclP=B dstiP=A | srcPT=Y | dstPT=X group= ACXY
- srclP=A dstIP=B | srcPT=M | dstPT=N
srclP=C dstiP=A | srcPT=Y | dstPT=X \
srclP=A_| dstiP=B [ srePpT=X [ aster=yY | STEP1(a)
sroiP=B | dstiP=A | srcPT=N | dstPT=M :I_> aroup=ABMN
srclP=A | dstIP=B | srcPT=M | dstPT=N - '
srclP=A dstiP=C srcPT=X | dstPT=Y
| » srclP=A dstiP=B srcPT=X|| dstPT=Y —
' > srolP=A | dstiP=B | sroPT=M|| dstPT=N || 9roup=AB
Destination port number series: {Y,N} STEP?
P»|_srclP=A | dstlP=C | srcPT=X|| dstPT=Y || qroup=AC

Destination port number series: {Y}

Copyright Hitachi, Ltd. 2005. All rights reserved. 14



Verification by using the experimental environment [ Eﬁ;@;é’;"%?nﬂ)

< Retrieval hehavior **
» Code Red Ill, Nimda.E, Blaster,

Slammer, Sasser.B, Sasser.C * *

4 TGP retransmission hehavior

» Code Red Ill, Nimda.E, Blaster,
Sasser.B, Sasser.C

e
W L *

= NS
* e

%

<% Infection behavior

> Blaster, Welchia, Sasser.B,
Sasser.C
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¥ Classification of retrieval behavior [ gz:;g;m:"n:)

The dependence on address block ratio

Dependent
A

Periodic

CodeRed Il
Sasser.B
Sasser.C

Blaster

Random « p Sequential
(one by one)

v

Independent
Copyright Hitachi, Ltd. 2005. All rights reserved. 16



3 1 Retrieval behavior [ Hitachi Incident)
= = Code Red Il (80/tcp) = Responso Team

Selection of IP address Experiment Data Code Analysis

The same first two octets 37.7% 37.5%
The same first octet 50.8% 50.0%
Others 11.5% 12.5%
The average of 3 trials (10,000 packets/trial).

208

T T T T T leeee T T
Infected IP address = 131.113.1.1 * Infected IP address = 131.113.1.1

P & Y kS & &
Y & Pt E e JE I b . s %g % @3
By @ « & P ap e B ¥ ENG 8 > * -
PR & % :geg g Ea A PR et @ % . A
28 o + e B ey i N
2 ¥ ¥ A A B dg " T e |ede W $H .
LA R ¥ S SR ¢ Hopo g o LR DD 1008 E
CIE TS L 3 SIS - SRR A4 P @ L P | me
PR & & @ & S o B &
He Fe L & oE R % i e S8 &
MC S SN @, St ¢ T e Pra FERF I @ -
[ 3§ 4 [ 3 “ge 0 . P & & @ +
o L £ & @ | S 8 % Fag g Fa, W@ i3 i
fl 158 @@?’@ @@ & 8e € i LA @ & 3 & i
: I PPN AT e L S
I & % ;;@3@ 1 %, :g: e e b et 4@ voe o E "
e E
I AAbiad oy L aars w wifeion P ¢
o & @ @ LR Y + poer | & & 83, | < 188 | i
£ B gt et o &3 5P LI A
LI #
F # e Tm¥ To PR & A ® % | FE A ek e H
m * & & @ o & #
o tom Pt F he 7 S NPV IO S— N S - S, |
- + g% pe @ & j N I FI S S +
PRI Rt T | R * FE e Te bt [EW T
by Finc + s o * e B e PRSP
FE @ B e s dm e . @ B N wg’@@@ S
& #, B g A &3 £
£ & g ks
Rt & ¥ Qg N PTN . & @ & B Fa ea;a@ &
] & + @ @
EaES %? M A * Be e eI a0 % a3 ;
@ kS P & v % &
58 - E i S s gy s e g o N .
[ S LI G RS P A Tt et et -s:
PR prs PR P & Y £ P o
fa
B ﬁé * :‘»@@ s EREE @ ® gs&
P PEL B e e 4o i3 & e . e R + |
& & gt E & SR L “e w P + ¥ 2 w@
s & @ @ # e
+¥ 4 b g |ed ¥ % 2 g ¥ + Gy il
o T @§ @ | ® | ?8 il & & e s By 1= % @ 1
8 za 4@ &8 28 1ga 128 5] =1 lae 15a coa 25a
Elapsed time (secs? IP address Range

Plot above: from the time observation started to the time # of pkts reached 10,000.
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Eange

IF address

208

cee -

158 -

188 —

S8 -

3 1 Retrieval behavior
= = Nimda.E (80/tcp) =

Hitachi Incident
Response Team

Selection of IP address Experiment Data Code Analysis
The same first two octets 50.9% 50%
The same first octet 38.8% 25%
Others 10.3% 25%

The average of 9 trials (10,000 packets/trial).

T T 106660
Infected IP address = 131.113.1.1

1 b | g 1
laege 1586 f={s]c]x] =3=115]

Elapsed time (=

legaa -

la8a -

188 |-

la

T T
Infected IF address = 131.113.1.1

E——

-] o 1g@ 158 zea =4=1]

IF address Range

Plot above: from the time obs. started to the time # of pkts reached 51 ,261.
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Retrieval behavior [ Hitachi Incident)
= Nimda.E (80/tcp, 139/tcp, 445/tcp) =

80/tcp 139/tcp 445/tcp

ppppppppppppppppppppppp

aaaaaaaaaaaaaaaaa

-
S
. -‘» &,
o0 2000 zm’ |
258

T
Fort S8-tcp #
Fort 132%-tcp #
Fort 44353-tcp o
+
@
-
Z8e - - _
@
-
*
*
o *
T 158 - - =
m
[ -
"
0
i
= s
K -
o lee - + =
@
*
+
-
-
58 '3 + =
£
-
-
@
8 iy o i @ - L P
=] =1=1) 168 1568 capa coea

Elapsed time C(secs)

Plot above: from the time obs. started to the time # of pkts reached 51,261.
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Eange

IF address

258

zee -

158 F

laa —

1

Retrieval behavior
= Blaster (135/tcp) =

& Blaster selects the start IP address:

Hitachi Incident
Response Team

» A completely random IP address with the last octet set to O

([1-254].[0-253].[0-253].0): 60%

» The first address of its "Class C"-size subnet (x.x.x.0):

40%

€ From there Blaster attempts to infect the following IP addresses

sequentially

T T T
[Mhfected [P address = 131.113.1.1 %

153.75.20.0 - 153.75.50.0

1 1 1 1
366 EY:T) S8 £BE
Elapsed *i

1 1
5] lag cao

Fag

Ea

IP address

o8

45 -

48 -

35

38 -

23 -

za

T
Infected IP address

T T T T T
= 121.113.1.1 # -

5]

I
1ae

1 1 1 1
366 466 S6E 1] 7EE
Elapsed *i

I
zan

Plot above: from the time obs. started to the time # of pkts reached 7 ,500 .
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Hitachi Incident

121.113.1.1

Infected IP address

iyl

e

Spunog

L d
PR SE L YR LR R S SRS R LR S TR R R R LY LR T
- L 23 i -
LR S s a2 2o i S L R L LR sl sl -
I L o T o e B S

RS 2 2% SR f Bl SR RS S R Ed T LR R R S s S o RS S s b 2 bl
L2 24 EE AL
La 2 2 2 2 o B o o bl Lttt EE2S o L
Lo 23 23 LR & L LS A AR Ea R SR 8 L3 EL Ry ol
TR S T PR LR S S S T R R R R LR R Y R TR ST
- A A D S -
LR LR S 2 LR EELEE LRSS trl L LRl B R R L Atk 5 R s St
GEERS S LW P H G 2R SRS PGS L F RO L L H R L L RO S A SR EMR SRRSO N
B R L e e B R n |
EET Y SRR S EET R TR Y LY R TS EEY B S AT SR R L L PR L
ER 2SR LS R E R EEET PR S SRR T Y L R R
LR 22 8 2 SRR LRl SRR aha ta Rl e R S Rl Ll o 8 2 Sl S Ll Lt
L 2 S22 4 il LRl
L & S-S Ll LR R R S RS S S RS LR AR Rl Rl s SR o R SR k-l L
EE 2 2 S L8 LR LR L33 LR R a il oLl L
LR LR 8 L L o bl R e R i aad o A Ll Sl L LRl Ll S 2 2 2 ol S o L
LEE o AR R R RS EE LS Ll S sl Sl L RS LR Rt E S L8 T o S L st
L 2 53 -* &
R e ey et = )
P2 R RSP E LR R RS T AR L S R R R T L S R T
& FLPRLFLLOHRREE S S ¢ 8P iR o & LS
LR S22 o e Gl i e e
- L&l L&l
ER R ST T LR L LR S L RS LR PR LR LR R A LR S LY S R
LR R LR R ek L L LS R L4 i L2 2 4 Bkl
& EEd iy b k2 d LR R e & RS LEL Lottt L
RE 2 22 2 B R SRl bl L Rl TR R Ll L 2 S k-l o o Rl Sl Sl 2 S Sl R
L2 2 2 2 2 S8 R bl Rt & Xt L ot & EE 2 2
Ea s s A -+ -0
- & Lo B3 o L L
& L Lt LR LR RS A L L o S8 Sk sl s St
i b bt il b Sd G b bbb SRR LRl SRS e & LX o B L2 Lo L
LR 2L R LT I LR LR LY S SR RS LT

ts random number generator. It uses the random numbers as

IP addresses to search for vulnerable hosts.

121.113.1.1

L d

Slammer (1434/udp)

Retrieval behavior

1Ze |

L LS 2 o EESLEEER Ll Sl LS Sl S a8 L SRSl SRR Sl k-l S St S
il 2 L RS RE
P2 SR Y B LR T » £ L2 23 TR LR T
EER S SRR L ST S ELEEEEEE- S L Y ER RS SRR L R Y S L T
S0
L2 2 o2 2 S22 S R RS 2 22 an B2 2 2 2 St B S S S s
Ll 2 2 2 o Lo bl Rt RS Al £ 8 Ll o b S R SRR L L Rl R
Gld el SRS SRS S SR R SRS R S HE RS S S SRR S S G S
L RS R-E LRt R it Rl LR SR el s L b LRl Ll s s sl L EaS Ll
L2 L4 k2 &4 -
EER Al 22 S8 o - Etl S LR Lol Ll 2 Sl LRl bR R R Rt S Sk 2 L R
EEEE EEP Y S S BTy St R R L S L R Lt R LT LR T Y T
el B LR PR L L P LR T
&

ia

Infected IP address

t

iNi

1
™

€ Slammer uses the GetTickCount() function of the Win32 API to

il

258
2o 3
158 &
188
5
3]

sEUEY SSadppe JI

zea =41

158
IP address Range

bs. started to the time # of pkts reached 10,000.

1@e
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Retrieval behavior
Response Team

= Sasser.B (445/tcp) =

Hitachi Incident)

3-1

Code Analysis
25%
23%

92%

Selection of IP address Experiment Data

The same first two octets 27.2%

The same first octet 24.6%
Others 48.2%
The average of 5 trials (3,000 packets/trial).

Plot above: from the time obs. started to the time # of pkts reached 3,757.
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Elapsed time (secs?

IP address Range

25g T T T T leee T T T T T
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% 158 El . e @ Y i
z %%% T PO
o & Tt o SE #
e u
in e =
v # L L 2
z S o g e e o
" E R T 5 14 LT
@
& ¥ T3 @f‘i@ % ;%%: .
3 s o P, v @ “g;‘%g @‘?@%
@ S LT v 18 - -
BE e B
o @ ki 13, PN
e %%s&& M&g %&% g
%% % EE S % & g+
50 BiE Tyt PR S £S -
S PETe e e e Bk ok
% % T B ow PO |
&, 33 % T
@% P b o OeFed ¥ % ‘9§§9@ ®$@$
ey, b SR
P 22 |e o F| e L ge.e  4F # LTI
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IF address Range

208

3 1 Retrieval behavior
= = Sasser.C (445/tcp) =

Hitachi Incident
Response Team

Selection of IP address Experiment Data Code Analysis
The same first two octets 27.1% 25%
The same first octet 24.8% 23%
Others 48.1% 52%
The average of 5 trials (10,000 packets/trial).

=15]
Elapsed time (secs?

IP address Range

Plot above: from the time obs. started to the time # of pkts reached 13,602.
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¥ Considerations for retrieval behavior of Sasser [ ;'1&;';;;';"‘%1”;)

€ According to the code analysis, completely-random IP address

selection accounts for 52%.

» The same first two octets: a = 52 / (256 * 256) = 0%
» The same first octet: b =52 /256 = 0.2%

€ The result of the code analysis shows "a < b".

€ The result of the experiment shows "a > b".

The selection of IP address Experiment Data Code Analysis
, Sasser.B: 27.2% o
The same first-two octets Sasser.C: 27.1% 25% + a
. (o)
The same first octet Sasser.B: 24.6% 23% +Db

Sasser.C: 24.8%

Others

Sasser.B: 48.2%
Sasser.C: 48.1%

52%-(a+b)

Copyright Hitachi, Ltd. 2005. All rights reserved. 24



3 2 TCP retransmission behavior [ — lncidem)
- = Blaster, Code Red Ill and Nimda.E = Response Team

TCP retransmission is one of the factors which affect
infection efficiency.

€ Code Red, Nimda, Blaster and Sasser attempt TCP retransmission
in the experimental environment as their retrieval behavior.

» The infected PC sends TCP SYN packets, but it cannot establish
a TCP connection because the monitoring PC discards all TCP
SYN packets.

38

T

Original
ReTransmissiondls
25 FEeTransmissionc2?

2a I_ —
18 -

Blaster ’

@ 1 1 1 I 1 1
5] 16& caa Z8a 488 SEd cEE Caa

Elapsed time Csecsl
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3 2 TCP retransmission behavior [ — Incident]
- = Blaster, Code Red Ill and Nimda.E (cont.)= Response Team

128

Drigingl
168 FReTransmissionil2
EeTransmissioni2>

148

| | [ |

" - Jj { il |
o b v N
> ] SR AR §
NIk H}“d il | U‘i | Y
| P/K }1;‘ AL f\

— T |

; ﬁc%——h_

4
GodeRedlll ..

[T

B 2
5] 5] l1aa 158 (=3s s 254d
Elapsed time ¢ 2
gA T
Original

7 HReTransmizs=sionCla

ReTransmission(gl
(Y5 l
SE m-m “ M M-M-M M-M-M ] | ll. lll H [ I

il

o | il
Nimuak > A Y Mu it

[y

@:ﬁ
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3 2 TCP retransmission behavior [ R dent)
= Sasser Family= Response Team

TCP retransmission is one of the factors which affect
infection efficiency.

€ According to the code analysis, Sasser infects Japanese Windows XP
but does not infect Japanese Windows 2000. What is different in the
infection activity of Sasser between Japanese Windows 2000 and
Japanese Windows XP?

TCP retransmission behavior
Windows 2000 Windows XP

ssssssssssssssssssssssssssssssss

Sasser.B E m M \,

WW MVM/MMMWMMMN! WM wA QW&Tﬂvﬁﬂ*’\wﬁ*\W\M’LW

100
briginal —— Griginal ——

,,,,,,,, {\\ ) /\/M | ‘ M\ FM‘ “‘,‘ (‘ J
LA W%\ s A M W«Q” W}»&M‘W
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Counts=s

n
-+
=
=
ju
[

16a

28

(=35

46

=3

120
168
148@
128
168
2
(=15
40

Windows 2000 --
5]

TCP retransmission behavior Hitachi Incident
= Sasser.C - Response Team

T

Original
ReTransmissionols
_RETPanEmiSSiDn(E}

L

ﬂ\ | m |
"1"' "ﬁ. !‘,M‘{“‘r '”"1]’ b f

5] e15] 16846 156 EQA E5H
Elapsed time (secsl
T T T T T T T
Original ———
FREeTransmissiondl) ——— -

EeTransmissionid?

AR AT

5] (=35 S 26

Elapsed time Csecs)
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Response Team

3 2 TCP retransmission behavior [ Hitach”ncidem)
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Infection behavior Hitachi Incident
3_3 = Blaster = Response Team

Total packet counts

3,317 I

Infection activity
start time

|

3 0.019219
Packet No, Elapsed Time

The series of
port numbers

Counts

|

The logs of first appearance packet

Line1 : Packet No, Elapsed time, src IP address, dst IP address,
Protocol, src PT number, dst PT number

Line2 : Flag information

135/TCP 540

3 0.000000 131.113.1.1 115.11.58.1 TCP 1032 > 135
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

135/TCP
4444/TCP

7 0.005741 131.113.1.1 115.11.58.5 TCP 1036 > 135
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

103 2.276719 131.113.1.1 115.11.58.5 TCP 1052 > 4444
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

69/UDP

i

125 4.517823 192.168.1.1 131.113.1.1
UDP Source port: 1031 Destination port: 69
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3.3 Infection behavior [ Hitachi Incident)
= = Blaster (cont.)= Response Team

Infected PC Monitoring PC Target PC
131.113.1.1 otho | eth1 192.168.1.1
0.00000 sec srclP=131.113.1.1 1P=17

srclP=131.113.1.1

X940

No.7 dstIP=115.11.58.5 dstPT=135/TCP
-1 1.90. dstlP=192.168.1.1 dstPT=135/TCP
0.005741 sec srclP=131.113.1.1 srclP=131.113.1.1
No.103 dstlP=115.11.58.5 dstPT=4444/TCP 4stiP=192.168.1.1 dstPT=4444/TCP
2.27671 sec srclP=131.113.1.1 _
— SrCIP_13111311

X2

No.125 dstiP=131.113.1.1 dstPT=69/UDP dstiP=131.113.1.1 dstPT=69/UDP
4.517823 sec srclP=192.168.1.1 srclP=192.168.1.1
— —
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Infection behavior Hitachi Incident
3_3 = Welchia = Response Team

Total packet counts

77,448 I

Infection activity
start time

|

3 4.080282
Packet No, Elapsed Time

The series of
port numbers

Counts

The logs of first appearance packet

Line1 : Packet No, Elapsed time, src IP address, dst IP address,
Protocol, src PT number, dst PT number

Line2 : Flag information

1 -4.080282 131.113.1.1 144.144.144.144

HEEE

S3/UDP UDP Source port: 1031 Destination port: 53
ICMP 3 0.000000 131.113.1.1 131.113.0.0 ICMP Echo (ping) request
135/TCP 4434 5 0.007983 131.113.1.1 131.113.0.0 TCP 1032 > 135
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460
29 0.050722 192.168.1.1 131.113.1.1 TCP 3011 > 707
707/TCP [SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460
69/UDP 2618 3.345150 192.168.1.1 131.113.1.1

UDP Source port: 3060 Destination port: 69
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3 3 Infection behavior [ Hitachi Incident)
= = Welchia (cont.) = Response Team

Infected PC Monitoring PC Target PC
131.113.1.1 etho | eth1 192.168.1.1
No.1 dstlP=144.144.144.144 dstPT=53/UDP
-4.080282 seq srclP= 131.113.1.1
X1
No.3 dstiP=131.113.0.0 ICMP
-1 19.4. dstlP=192.168.1.1 ICMP
0.000000 sec srelP=131.113.1.1 > srclP= 131.113.1.1
—
No.5 dstlP=131.113.0.0 dstPT=135/TCP B B
X4434
No.29 dstiP=131.113.1.1 dstPT=707/Tcp | OstP=131.113.1.1 dstPT=707/TCP
0.050722 sec srclP=192.168.1 1 srclP=192.168.1.1
3.345150 sec srclP=192.168.1.1 srclP=192.168.1.1
— —
X1
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3-3

Infection behavior [

Hitachi Incident)
= Welchia (cont.) =

Response Team

Build the customized experimental environment to trace
the infection behavior of Welchia

Forwarding to DNS server
ipatables -t nat -A PREROUTING
-d 144.144.144.144/32 -i ethO -j DNAT
--t0 131.113.1.2

Packet No.1
dstliP=144.144.144.144 dstPT=53/UDP

Others (forwarding to Target PC) Packet No.3
ipatables -t nat -A PREROUTING dstiP=131.113.0.0 ICMP
-d 0/0 -i ethO -j DNAT Packet No.5

--t0 192.168.1.1 dstlP=131.113.0.0 dstPT=135/TCP

Infected PC Monitoring PC Target PC
Virtual Machine Web interface Virtual Machine
DNS S
IP address 4> erver IP address
=131.113.1.1 Flow analysis Packet =192.168.1.1
Default route Packet < IP address Default route
=131.113.1.2 No.1 Packet monitor translation =192.168.1.2

131.113.1.2

192.168.1.2 | eth1
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Infection behavior Hitachi Incident
3—3 — Sasser.B - Response Team

Total packet counts

44,509 I

Infection activity
start time

|

9 35.649504
Packet No, Elapsed Time

The series of
port numbers

Counts

The logs of first appearance packet

Line1 : Packet No, Elapsed time, src IP address, dst IP address,
Protocol, src PT number, dst PT number

Line2 : Flag information

445/TCP 1254

] f

9 0.000000 131.113.1.1 131.113.202.138 TCP 1054 > 445
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

445/TCP
9996/TCP

586

10 0.003998 131.113.1.1 131.225.169.253 TCP 1055 > 445
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

231 2.748501 131.113.1.1 131.225.169.253 TCP 1075 > 9996
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

5554/TCP
1033/TCP

-

353 4.024249 192.168.1.1 131.113.1.1 TCP 1032 > 5554
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460

367 4.135242 131.113.1.1 192.168.1.1 TCP 1084 > 1033
[SYN] Seq=0 Ack=0 Win=16384 Len=0 MSS=1460
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3 3 Infection behavior [ Hitachi Incident)
= = Sasser.B (cont.)= Response Team

Infected PC Monitoring PC Target PC
131.113.1.1 ethO | eth 192.168.1.1
No.9 dstIP=131.113.202.138 dstPT=445/TCP _ _
0.000000 sec srclP=131.113.1.1 dStIP_192’16§’1’1 dstPT=445/TCP
srclP= 131.113.1.1

No.10 dstiP=131.225.169.253 dstPT=445/TCP

:223.169. dstlP=192.168.1.1 dstPT=445/TCP
0.003998 sec srclP=131.113.1.1 srclP=131.113.1.1
No.231 dstlP=131.225.169.253 dstPT=9996/TCP

.2235.169. dstIP=192.168.1.1 dstPT=135/TCP
2.748501 sec srclP=131.113.1.1 srclP= 131.113.1.1
No.353 d4stP=131.113.1.1 dstPT=5554/TCP dstlP=131.113.1.1 dstPT=5554/TCP
4.024249 sec srclP=192.168.1.1 srclP=192.168.1.1
No.367 dstlP=192.168.1.1 dstPT=1033/TCP | 451|p=192.168.1.1 dstPT=1033/TCP
4135242 sec srclP=131.113.1.1 srclP=131.113.1.1
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Conclusions [ E'ﬁ;fgﬁlgci%ea"rﬁ}

We have presented:
& Two types of experimental environment

» For retrieval behavior
» For infection behavior

& The results of well-known network worms verified in the
experimental environments
» Retrieval behavior
» TCP retransmission behavior
» Infection behavior

» Enhance peripheral functions such as DNS server etc.
... Build the Tiny, Virtual and Experimental Internet

» Develop experimental environment for advanced malware that
detects “non-real” environment thus cannot be invoked on the
virtual machine.
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We proposed two types of experimental environment --
‘“The experimental environment for retrieval behavior”

and

“The experimental environment for infection behavior”

to achieve our objectives.

We described the retrieval behavior of Code Red, Nimda,
Slammer, Blaster and Sasser verified in the experimental
environments. Also, we described the infection behavior of
Blaster, Welchia and Sasser.

HITACHI

Inspire the Next
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