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A strategy for
Inexpensive Automated Containment
of Infected or Vulnerable Systems

Steven Sim Kok Leong
Assistant Manager
Infocomm Security Group, NUSCERT
Computer Centre
National University of Singapore

steven@nus.edu.sg

NOTE: Updated slides available online at
https://selftestl.nus.edu.sq:9876/ppt/steven sim FIRST 2006.pdf
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Agenda

e NUS IT infrastructure
e The awakening

o A first step

e Exploring alternatives
e The evolution

e Track record

e What's next?

e Closing




he NUS IT infrastructure

e Not-for-profit

e Multi-gigabit, high speed network
e 35,000 students and 6,000 staff

e 30,000 concurrent online nodes

e Plug-and-play networks

e Wireless networks

e Heterogeneous and diverse IT




he awakening

e That blasted worm
o Expensive and labor-intensive containment
e Bottleneck in incident management
e Need to process re-engineer
— detection
— containment
— alert (response)
— eradication (remediation)
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A first step
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o Acceptable Use Policy
— Legal counsel

— IT steering committee
— Student union

- simple
— low overheads

— minimal false positives
e Containment

— switch-port disconnection
e Alert (Response)
— win-popup alerts
e Eradication (Remediation)
— users not easily reached

e Detection: Statistical-based anomaly IDS
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he evolution

e The process

> Host switch-port manually
disconnected by network team
Statistical-anomaly IDS |—> Blackhole Mechanism
» User gets alerted where
possible through Windows
messenging service

v

User discovers network > User approaches helpdesk > Helpdesk identifies and fixes

disconnection security issues

v




A first step

e Limitations
— a DoS attack on innocent users
- require OOB to alert users
— difficulty with remediation
- tendency for user to change ports
— manual and fairly labor-intensive




Exploring alternatives

o Commercial containment products
- route blackholing
— admission control
e Benefits
— robust
— efficient




Exploring alternatives

e Limitations

— costly
o expensive ($9%$)
e tremendous effort
— overhaul of all unsupported switches
e agent dependent

— integration with detection feeds not available
e lack of consideration for false negatives
— In-house developed detection mechanisms




he evolution

e Detection

— statistical anomaly-based IDS

- honeynets

— vulnerability scanners
e Containment

— DHCP blackholing

— internal intruders quarantined

e botnet irc servers blocked

e Alert (Response)

— win-popup to infected machines

— abuse contact of external origin auto-alerted
e Eradication (Remediation)

— self-help
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he evolution

e The process

—>| Host quarantined

| Statistical-anomaly IDS

| Honeynets Blackhole Mechanism

» User gets alerted where
possible through email or
Windows messenging service

| Vulnerability Scanners

v

| User accesses Internet websites

R

User gets redirected to self-help | User performs remedy including
page self assessment

v
]
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What happened

i your imemet access i noemal, please ignose this page. W you find thet you are tedirected to thls page whenever you launch Internet
Explover, 1 means thig cornputers infernel access hat been restneled, a3 o s delecled Lo be infected wilh vinus

What should you do

Siep

Sean and elaan all wnases fiarm System

W mio wnus@s ary dstectod Gn your System, 0 oG bely thal your PG s infoctisd with o niesy mknien virus. Please
approach NS IT Care for aasistancs.

Slep £ * Change the lecal adramstiralor pasiward 1o nan quissable,
# Install or update Trendmiceds CRicascan, For staff, chck
higra, then chck Run For sludents, chok hars, than click Run
* Check and secure any open hle shares

Blep X
[MUST DO] Te re-actieate, click hare. Your syetem will be re-activated within beo warking howrs

Flease o e that all e abowve Seps are followed. Failing 1o clean the vitos propeily will cowse goumr compates be pestricted
again.

Shauld you encoemnter any problems, kindly contact Computer Cenrg HUS 1T Care ot ccehalpamus.edusg or call GEIAZ0B0 fag
asmiglance, Flease take note of the eron message and symploms when problem is kit
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e Email on release

B (v s mrr] Yeur HAD sddeess 00243 3het 700 has been unbloe lbed released - Messasge (HTHEL)

WEnly | gReply to ) | [ Forwerd | L | F (B3] X | = &g h!
Gbe Ede W et Fomst  Took  Gcbore  Melp

Follow up
Thiis FobEoi0s wiid 260k wath High Empetance.
Frefm; (L] L - T TR Sard; Tl 00FZ006 §504 PO
T
Cet
St | Your FAC addenss 002 B3 P bt Lo S
]
T‘.-'.".L' ﬂlr-"!'.-{:u:l.m_
‘The request generated on 20060420 ar 1020 v unblock / release your MAC address (U2 ES 1L Eor nevwrork access has been

pacceszbdlly procezeed To reactivate your network connectivity, please reboot your PC,
Thark you

Tnfocomen Secuney f OLA
Clommputer Centre
Manonal Unversty «f Sngapore

i Thay sl e conldennil ared sy by preieped W vl o oL Uhe Bearedid oo, plein de b @ el ool o e S worl dheebd L 009 OF WG LD B PRI BT
ekl B conards By @y ofer pevon Thied yon
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he evolution

e Email alert to external abuse

B [setwnrk Ahur ] Inbrsshan sttemals [eom 19283 166250 tasgeting 13713205,
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Subipect:  [Metweork Abmria] Bt stbempts From 19283,

Rangeling 137, 13235,

Sank;  Sun a0 1515 PM

D b comlact Sor 1907 54

12 3 eSS 1P 192 85
12 e 30 BTECEA 1P 190 B3
1202630022 1P 152,00
12:26:33 5320081 1P 19283
128 32 835400 IH 19053
1200 35 Basnd 1P 19 53

Infagoimm Securdy Soup
Coamputor Gl
Mational University of Singapone

[ TTEAT e T TUN S (PR

FEIIEREOR KR a8 LG
FEIR-RECRErS & 8L
206 = 17214
300 » 1370320601473
FEL R E R E S L
AN = 137 132 WK 1431

kKindly irvestigate and stop the intrusions. Thank you

O Ao fa2 TR T4 ) win
S0 A0 3091 31 ARDEST) win
S TADMGISTIT: 14016257 1700 win
5 A2TE4 AR AZTEANTA2ND) win
= 1481ESS 31 1489165 30 1) win
= 39130 dhlEs 391 31 ARESEN) win

The systern 1592.03.166.250 belengs to your domain and is sending illegitimate'malicious irafic to owr network 1371223 within the lasi
haiue an 2006-04-09. Herewith iz sn aaract of the log (all timings in GMT48)

138 < 1380 nop nop, Sack Ok
16304 emes 1300 nop, nop,sackOk
16204 <rnes 12300, nop,nop,sackOk
162334 <mszs 12330 nop nop, sack Ok
Tedd emes 130, n0p nop Sack k>
I8 <mss 15580 nop, nop, sackikee




he evolution

e Beneficial features

— cost and effort
e cost of implementation
o ease of implementation

— user management
e managing user expectations
e empowering users

- minimal false negatives

o efficacy of current antivirus detection pattern
can be determined

e new antivirus-undetected malicious trojans,
backdoors and worms can be discovered



he evolution

e Limitations
— does not handle non-DHCP based hosts
e rely on switch-port disconnection
- longer time window of infection/vulnerability
e need to be improved upon

— loopholes to circumvent DHCP blackhole and
remediation steps

e mitigated through monitoring of re-
infections

— self-help is Windows specific

e eradication for other OS infections handled
onsite.
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No. of quarantined MAC addresses
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rack record

e Some signatures created that is based on
discovered binaries in containment

— TSPY_AGENT.AX - BKDR_NORUNORG.A
— TSPY_AGENT.AK - BKDR_SERVU.AS

— TROJ_DROPPER.GG - BKDR_SERVU.AZ

- TROJ_SMALL.AHE - BKDR_HACDEF.AQ

— TROJ_AGENT.XT - BKDR_SHELL.B

— TROJ_AGENT.XU - WORM_NETSKY.DAM
— TROJ_AGENT.XV - WORM_SOBER.DAM

- WORM_RBOT.BWC - WORM_MYTOB.DAM

- WORM_RBOT.BZC - WORM_LOVGATE.DAM
— HKTL_PROCKILL.I - WORM_MYDOOM.DAM



What's next?

e Enhance containment for non-DHCP based
systems

- new server allowed on network after risk
accessed and managed (this includes
administrative, network and host vulnerability
assessments)

— existing server switch-port disconnected from
network should any periodic network
vulnerability assessment fail
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Closing

Containment strategy
- Inexpensive

- Simple

- Easy to develop

- Easy to implement

- Easy to maintain

- Effective




“"The virus may be spreading despite the
control measures already taken. Far more
human and animal exposure to the virus will
occur if strict containment does not isolate all
known and unknown locations where the bird

flu virus is currently present.”

Dr Juan Lubroth



