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Setting up a Governmental CERT:
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Presentation

» FORUM: 19th Annual FIRST Conference
> SESSION: CCN Initiative of a Governmental CERT

» OBJECTIVE: Set the scope and goals of CCN
concerning with Incident Response.

» Speaker:
- National Cryptology Center
» Date: 22th of June, 2007
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Legal Framework

CCN acts under the following legal framework:

Law 11/2002, 6th of May, regulates the National
Intelligence Center (CNI), which includes the
National Cryptology Center (CCN).

Royal Decree 421/2004, 12th of March,
regulates and defines the scope and functions of
CCN.
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Explanation of Reasons (Law 11/2002)

* Spanish society asks for efficient, specialized and
modern Intelligence Services, able to face up to
the new challenges of the present national and
International scenario, ruled by the principles of
control and full compliance with the legal system

* ...new challenges for intelligence services that
come from the emerging risks, that this law try to
cover when defining the functions of the Center...



) -
o e
| : |
e
CentrRO CRIPTOLOGICO NAGIONAL

-

National Intelligence Center (Law 11/2002)

< Art. 4 a) Intelligence
<Art. 4 b) Counterintelligence
< Art. 4 ¢) Relationships |
Emerging

_ < Art. 4 d) SIGINT
Risks
< Art. 4 €) INFOSEC

< Art. 4 f) Protect Classified Information
< Art. 4 g) Own Security
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CCN Functions (RD 421/2004)

* Prepare and disseminate norms, instructions, guides and recommendations to
guarantee the CIS Security of Public Authorities.

* Train civil servants specialized in CIS Security.

e Set the certification body of the Spanish Evaluation and Certification Scheme of
application to products and systems under its responsability.

e Assess and accredit the capability of crypto products and CIS systems (that include
crypto media) to deal with information in a secure way.

* Coordinate the promotion, development, acquistion, operation and use of security
technologies of systems above-mentioned.

* Ensure for the compliance with the rules concerning with classified information under its
competence scope (CIS Systems)

° Establish the necessary relations and sign the pertinent agreements with similar
organizations from other countries.

* To carry out the above-mentioned functions, the necessary Coordination with the
National Comissions to whom laws give the responsibilities in the area of Information and
Communication Technology Systems
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CERTs in Europe
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CERTs Iin Spain

°Iris-CERT
7* - Incidents affecting the security of RedIRIS network centers:
Universities and other research centers.
Iris-cert ¢ Incident Response to its constituency / Forum ABUSES

°*esCERT-UPC
- Support to its constituency - Univer. Politécnica de Cataluia in:
ﬁ?c_ ﬁ‘% ¢ Incident Response / Altair (Vulnerability Alert Service)
¢ Education / Audit / Consultancy/ Business Solutions

*INTECO
- Provides the following security services:
) 'mem( *CERT to SMEs and Citizens / Antivirus Early Warnlng
e Comieacion Center(CATA)

G(EI"'I_CERT

¢ Security Observatory / Demonstration Center
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CCN-CERT — GOVERNMENTAL INCIDENT RESPONSE e

* The main Goal of the CCN Computer Security
Response Team (CCN-CERT) is to contribute to the
Improvement of the security level of the Information
Systems in the Spanish Public Civil Service.

* Qur Mission is to be the center of alert and security
Incident coordination, helping public authorities to
respond to threats that affect their information systems
In a fast and efficient manner.

-—
®®N:CERT
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CCN-CERT. Constituency / Authority

* Qur constituency iIs the Spanish Public Civil

Service: Central Government, Regional and Local
Institutions.

* The CCN-CERT Authority is shared with our constituency,
agreeing with them the necessary decisions and actions to fulfill
our mission:

- Royal Decree 421/2004 gives CCN the authority to take the
necessary actions to solve incidents on classified systems

- Collaboration and advice on incident responses in the Spanish Civil
Service CIS Systems.

-
®®Y-CERT
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Gextio GRIPTOLOGICO NAGIONAL Por favor, cumplimente el siguiente formulario para proceder a su registro en nuestro portal,

CCM-CERT estudiara posibilidad de concederle acceso a la parte restringida,

CCN-CERT .... www.ccn-cert.cni.es EZEEEsEe | |

Ezcriba sus apellidos: | |

Frovincia: Alava b

Cargo:

B AWELC OME

Crzanismo:

ers Werficar clave:

(T experts and Information security o
gﬁcﬁhgrge af Government depa,

> WELCOME

= ABOUT US b Direceion:

= AlertsfNews 3

= Boletines 4 ' Teléfono: | |

* STATISTICS ’ E-iail: | |

= RESOURCES b - IT Expe Clave: : :
|

nts. o
tems 1Exto imagen

= Series CCN-STIC 3 ACGESS »

S Guia CCN-STIC 401 - Glosario Ultimas Hoticias 2

oy Herramientas PILAR F007-04-26 22:24:01 E ]‘ _

= Cursos STIC 2007 El CCM presenta en Madrd el CCM-CERT a los rep
Z007-04-26 073212 [y 1=1a] =]

" Congreso de la Red DerechoTICs

P 2007-04-25 07: 5715 _

: :&— Las amenazas v vulnerabilidades ze incrementaron un 55% en dos afios
P 1% Nl-'ﬂm'.l
%nEqu.lu !u'nl_-rgmumwr i 2007 -04-24 00:00:00

Confarence Spaaker

Presentacion de la Capacidad de Respuesta ante Incidentes de Seguridad de la Informacian

2007-04-23 00:00:00
T Y1 El Informe de Fraude Online 2006 confirma la creciente sofisticacian de ataques

KDI
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Roadmap 2007-2008
2007 | 2008

* -

e

1T 21 3T 4T 1T 2T 3T 4T

Information
Services

& 02/03 (Service PlatformyPortal 2 in operation)

Communication and - o 4 _
i nd of actriaties of communication an romotion
Promotion Plan ': 2 :'

Policies and
Processes ’DEIDS (General policies and processes developed)

Incident

Handling & 25/05 (Incident Handling Sesvice in operation)
Service

Educational Services

Monitorin
s - 9 . 3011 {Trial Service Phase Deployment) 4 29/08 [(Sensors Deployment]
ervices Central Adminstration]

in

Support Creation
Support and Maintenance of the service @ Milestone New CERTs

o .
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I . I N fo m a't IoN Se rvices jServices & 0203 (Service Platiorm/Portal v2 in Uperatmn)é

WEB PORTAL — Main Features:

Public Services:
¢ Own Vulnerabilities Bulletins
¢ Own and Third-party Statistics and Measures
* Press Releases/ Publications / Tools
* PILAR Risk Analysis Tool/ Glossary (CCN-STIC 401)
Restricted Services for the constituency:
¢ CCN-STIC Series / INFOSEC Courses...
¢ Incident Notification Interface
¢ Restricted Alerts and Vulnerabilities
¢ CCN-CERT Monthly Reports
Non-Web Publication Media:
¢ News disclosure through e-mailing lists
¢ Statistics and Other Contents by RSS threads

2T

2008
37
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CCN-CERT ....

» WELCOME

@ ®IN-CERT

& ABOUT US

* AlertsiMews

» Boletines

> STATISTICS

» RESOURCES

Destacados

= Series CCN-STIC
= Guia CCH-S5TIC 401 - Glosario

= Herramientas PILAR
< Cursos STIC 2007

—+

REEILT ual FIAST
Canfara noe S p1_=u=_|k

I | S
j SEVII.LEsr-"Eu

3

HDI

Impraw ecurlty Together

CCH-STIC-600 Guides for Other Environments
+ CCHW-STIC-601 Hardening (HP-UX 10.20)

#+ CCH-5TIC-602 Hardening (HP-UX 114)

+ CCH-5TIC-610 Hardening (Red Hat Linux)

+ CCH-5TIC-811 Hardening (5u5E inux)

+ CCH-STIC-812 Hardening (Debian)

+ CCH-5TIC-614 Hardening (RedHat Enterprize 45 4 v Fedora §)
+ CCH-5TIC-621 Hardening {5un Solars §.0)

+ CCM-5TIC-622 Hardening {5un Solars 3.0/ Oracle 8.1.7)

=+ CCHW-STIC-623 Hardening {5un Solars 9.0/ 0racle H)

+ CCM-5TIC-624 Hardening {Sun Solaris 10/ Oracle %.2)

+ CCH-5TIC-625 Hardening {5un Solars 10/0racle 10g)

+ CCM-5TIC-631 Hardening {QOracle 8.1.7/5olaris)

=+ CCHW-STIC-641 Hardening (Routers CISCO)

+ CCH-5TIC-641 Template for Hardening Routers CISCO

+ CCH-5TIC-642 Hardening {Switches Enterasys)

+ CCM-5TIC-642 Template for Hardening Switches Enterasys
+ CCHW-STIC-671 Hardening (Web Server Apache)

+ CCH-5TIC-681 Hardening Mail Server (Postfix)

CCH-STIC-200 Technical Reports
CCN-5TIC-903 Hardening PDA (HP IPAQ £340)

CCH-5TIC-%51 Recommendations for using Ethereal Tool
CCH-5TIC-252 Recommendations for using Messus Tool
CCH-5TIC-954 Advanced MMAP guide

+

+

+

¥

g3 2N
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CCN-CERT .... Vulnerability Bulletins

Boletines de Yulnerabilidades

Utilizacion de Firefox como escaner de puertos

Clasificacién de la vulnerabilidad

Propiedad Valor
Riezgo Medio
Mivel de Confianza Oficial
Impacto Integridad
Cificultad Experto
Fequerdmientos del atacante fcoceso remoto sin cuenta a un servicio exotico

Informacion sobre el sistema

Propiedad Valor
Plataforma afectada Metwiorking
Mozilla Firefox < 2.0.0.3
Software afectado Mozilla Firefox = 1.5.0.11

Mozmilla Seafonkey

Descripcion

%e ha descubierto una wulnerabilidad en Mozilla Firefox v en Mozilla Seaonkew, La valnerabilidad
rezide en un errar en el comando PASY que es uzado por Firefox para hacer la petician de un puerto
alternativo para loz datos,

Un atacante remoto podra utilizar esta wulnerabilidad para realizar un escaneo de puertos a las
maquinas que hawvan detrazs del firewall de la wictima,

Solucion
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EAR / PILAR

* Entorno de Analisis de Riesgos (Environment for the Analysis of Risks)
* PROCEDIMIENTO INFORMATICO Y LOGICO DE ANALISIS DE RIESGOS

(Computer and Logic Procedure for Analysis of Risks)
- CCN Project— Developer A.L.H. J. Mainas

- Validation Commitee: CCN + MAP + FNMT + CCAA...

* PILAR: exclusive use to public administration
/ business tool

* PILAR OBJECTIVE:

— EASY TO USE. Help to unskilled users. Suggestions.

— FELEXIBILITY. Adaptable to policies:
— NATIONAL
— ENTERPRISES
— NATO
— EU

— PRIORITIZATION OF SAFEGUARDS.
— Multilanguage
— Spanish / English / French / Italian Vemina.gin 2
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Statistics Tables

Vulnerabilidades emitidas por nivel de riesgo en el 2007

—#—Rjezgo Bajo Riesgo Medio —*— Riezgo Alto —*—Rjezgo Muy Alo == Total

Firmero de vulnerabilidades

Semana del afa
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Curzoz Informativoz v de Concienciacidn en Segurdad:

ll Curso STIC
+ Fechas:
#+ Faze por Correspondencia: del b de marzo al 4 de abril
+ Faze de Presente: del 9 al 20 de abril

Cursos Basicoz de Seguridad

Il curso Basico STIC - Entornos Windows
#+ Fechasz: del 7 al 11 de mavo

Il curso Basico STIC - Entornos Linux
+ Fechas: del 21 al 25 de mawvo

Il curso Basico STIC - Base de Datos
+ Fechas: del 25 al 29 de junio

Il curso Basico STIC - Infraestructura de Red
+ Fechasz: del 2 al & de julio

Curzoz Especificos de Gestion de Segurdad:

IV curso de gestion $TIC
+ Fechas;

#+ Faze por Correspondencia: del 17 de septiembre al 11 de octub

+ Faze de Presente: del 15 al 26 de octubre

¥I¥ Curso de Especialidades Criptologicas {CEC)
+ Fechas;

#+ Faze por Correspondencia: del 4 de zeptiembre al 10 de noviem|

+ Faze de Prezente: del 12 al 30 de noviembre

Cursos de Especializacion en Seguridad:

IY¥ Curso Acreditacion STIC - Entornos UNEX
+ Fechas: del 13 al 22 de junio

IY¥ Curso Acreditacion 5TIC - Entornos Windows
+ Fechas: del 23 al 27 de abnl

ll Curso Acreditacion S5TIC - Entornos Linux
+ Fechas: del 30 de mavo al 8 de junio

l Curso Acreditacion S5TIC - Redes Inalambricas
+ Fechas: del 3 al ¥ de septiembre

ll Curso Acreditacion STIC - Cortafuegos
+ Fechas: del 10 al 14 de zeptiembre

Il Curso Acreditacion STIC - Deteccion de Intrusos
+ Fechas: del 17 al 21 de septiembre

Il Curso Acreditacidn STIC - Herramientas de Seguridad
+ Fechas: del 24 al 28 de septiembre

Il Curso Acreditacidn STIC - Inspecciones de Seguridad
+ Fechasz: del 1 al b de octubre
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l1l. Communication Plan

2007
1T 2T 3T 4T

Promotion and
Communication Plan

0 12011 (End of activities)

= NATIONAL:
Milestones 2007: = April 2007
“ End of Integration Roadmap Design in = Letters to Administration.

International Organism: 01/2007 = CSAE

= Press Releases
= SECURMATICA

* End of Integration Roadmap Execution

“ Integration at European Level = May 2007
(TERENA TF-CSIRT) : 06/2007 = Central Government
“ Integration at International Level = Region of Madrid
(FIRST) : 06/2007 = June-December 2007
= Andalucia / Cataluia / Galicia /
« End of Communication and Promotion C. Valencia / G. Baleares / G.

Plan: 11/2007 Aragén /P. Vasco
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| Policies and

IV. Policies and Procedures [ tietiEetrer

* Main Policies
- Security Policy
- Conduct Policy
- Information Classification
- Disclosure Policy / Information Dissemination
- Media Policy
- Policy versus Human Errors
- Monitoring Policy

e Main Procedures

- Operating Procedure of the Handling Incident Platform and
applications

®®[N-CERT
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V_ H an d I I n g I n C | d en tS : g:?\ggzg & 2505 (Incident Handling Seévice in aperatian)

* Procedures:
- Incident Response Plan (IRP)

- Incident Handling Processes:

¢ Reception and Evaluation
Register / Identification and Analysis
Notification / Escalation / Contention
Collect Evidences
Recovery

- Post-incidents Procedures

- IRT Platform Operating Procedures
* |ncident Research Platform

- Atrtifact Analysis

- Forensic Analysis

* [ncident Handling Tool

¢
¢
¢
¢

®®[N-CERT
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Monitoring

VI. Monitoring Services § Services

* 2007... Types of sensors assessment to deploy.
- 3 sensors
- Types of sensors:
* Logs Analysis Agents.
¢ IDS Appliances...Traffic Analysis.
* 2008... Sensors Deployment

- Roadmap coordinated with Civil Service Ministry.... Central
and Regional Governments

- Access to the INTERNET / INTRANET of Central
Government

Benefits:
¢ Own statistics and measures
¢ Attack Detections

& 30011 {Trial Service Phase Deployment) 4p 29/09 (Sensors Deplayrent;

Central Adminstration)

in
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Support to the Creation

of CERTs

VII. Promoting new CERT,s

* Objectives

- Offer information, training and tools in order to our constituency
could set up their own CERTS, allowing CCN-CERT to operate as a
coordinator of CERTs at governmental level

* Main Activities
- CERTs Deployment Plan

¢ Design guides and tools to set and operate CERTs

¢ Design and development of a section in the web portal to our
constituency

- Educational Plan
¢ Creating and Managing CERTs Course

®®[N-CERT




e REACTIVE SERVICES
ALERTS AND ADVISORIES.

INCIDENT HANDLING
¢ Classified Systems

VULNERABILITY HANDLING

MALCODE ANALYSIS

e MANAGEMENT SERVICES

PROACTIVE SERVICES

RISK ANALYSIS

SECURITY CONSULTING

AWARNESS AND TRAINING:.
¢ STIC Courses
¢ Seminaries / workshops
¢ Discussion Forums

PRODUCT EVALUATION AND CERTIFICATION:
¢ COMMON CRITERIA / TEMPEST / CRYPTO.

- ANNOUNCEMENTS. Only authorized users.

SECURITY AUDITS OR ASSESSMENTS
¢ Classified Systems

- CONFIGURATION AND MAINTENANCE OF
SECURITY ELEMENTS

DEVELOPMENT OF SECURITY TOOLS

INTRUSION DETECTION SYSTEMS

R
SECURITY-RELATED INFORMATION
DISSEMINATION. @® 2006
@® 2007
- QUALITY CERTIFICATION ® 2007

_—
®®:.CERT
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CCN-CERT. Sources

* Open Sources
* Other Organism Sources
- FIRST /TERENA TF-CSIRT
- Other CERT,s
¢* CPNI (UNIRAS) / CERTA / NCIRC
¢ esCERT /IRIS-CERT / INTECO
- Other companies / forums

¢* SANS / SECURITY FOCUS / HISPASEC / TB-SECURITY /
S21SEC / GARTNER ...

- Other services
e Own Sources
- Incident Notifications —
- Sensors Deployment Eig_ﬁa_czm
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-

CCN-CERT. Conclusions

* From CCN knowledgment and expertise on CIS Security ...
- ... Improve security on CIS Government Systems

- ... Government Capability on Incident Response
¢ CCN-CERT

e Handling Computer Incidents by:
- Security-Related Information Services
- Research, Training and Awareness
- Support on Incident Response
* Relationships:
- Public Civil Service Organisms
- CERTs
- ISPs, Hosting, DNS,...

¥ to-security [ty
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E-Malils
- info@ccn-cert.cni.es

- ccn@cni.es

Than

- organismo.certificacion@cni.es

Websites:

= WWW.CCN.cni.es

= WWW.ccn-cert.cni.es
- WWW.0C.CCN.CNI.es

Certification Body

Licensed
laboratories

Certification
Documentis
Links

News:

CC/CEM v2.3 is now
available.

CENTRO CRIPTOLOGICO NACION,

inicio
+ quiénes somos
+ &mbita
4 contactar

The CCN as Certification Body

The Certification Body (CB) of the Spanish Evaluation and Certification Scheme operates
under the scope of the National Cryptologic Center, as laid out in the Act 11/2002, Ack
11/2002, 6th May, regulating the National Intelligence Centre, and the Royal Decree
421/2004, 12th March, regulating the National Cryptologic Centre.

The Certification Body operates under request of any private o public parties that may
wish to perform as security evaluation licensed laboratories, as well as under request of
any private or public product or system developers that may wish to certify the security
properties by the Scheme and when such products or systems are subject to be included
under the scope of the National Cryptologic Centre.

The Certification Body licenses laboratories based on the compliance of the requirements
laid out in Chapter two, and in accordance with the procedure established in Chapter three
of the Rules for the security evaluation and certification of information security
technologies.

The Certification Body certifies the security of information technology products in
accordance with the procedure established in Chapter four, and following the evaluation
standards, criteria and methodology listed in Chapter six of the Rules for the security
evaluation and certification of information security technologies.

Avda. Padre Huidobro. s/n. 28023-MADRID.
organismo.certificacion@cni.es

+eventos

normas certificacion formacion

- marco legal
.+ series CONLSTIC

+ organismo de cerificacién intreduccién STIC

+ esquema de centificacién relacitn de eursos

- andlisis de riesgos + certificacién criptoligica empresas colaboradoras




