Ukraine on the way
to CERT-UA
creation



State service of special
communication and information
protection of Ukraine is a state body
intended for .... protection of state
information resources in information-
telecommunication systems

(Law of Ukraine “On State service of special
communication and information protection of
Ukraine” of February, 23, 2006 Ne 3475-1V)



State service functions in the sphere of
computer incidents response

“... - Accumulation and analysis of data about
fulfillment and/or attempts of fulfillment of
unauthorized actions concerning state
information resources In information-
telecommunication systems, and also about their
consequences, informing of law-enforcement
bodies to take measures on prevention and
stoppage of crimes in this sphere

(Law of Ukraine “On State service of special communication and
information protection of Ukraine of February, 23, 2006 Ne 3475-1V)



Steps to CERT-UA creation

The separate division is formed. Its tasks are
coordination of activity of state bodies concerning
revealing, estimation and forecasting of threats to
information safety, prevention of such threats and

ensuring of liquidation of their consequences,
international cooperation on these questions

The project of legal act of the Government of
Ukraine about the order of CERT-UA functioning is
developed

The works on creation of web-site www.cert.gov.ua
are lasting. Expected term of their functioning
beginning is July - August of 2007
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Practical measures for today
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Though legally CEPT is at a stage of creation, for a
moment the measures of response on computer
iIncidents are carried out, namely:

The electronic letter box cert@dstszi.gov.ua is
used. With its help together with CERT’'s of
Slovenia, Austria, Estonia, Finland a whole series
of incidents, realized from the territory of Ukraine
concerning the users of these countries is fulfilled.

The interaction with Ukrainian ISP about response
on computer incidents is carried out

The law-enforcement bodies of Ukraine are
informed about these incidents

Protected unit of Internet access is functioning. It
provides round-the-clock service of protected
access to Internet resources for more, than 20 state
bodies (including Secretary of the President of
Ukraine and Cabinet of Ministers of Ukraine)



Contacts

5/7, Patorzhynskoho str., Kiev, 01034, Ukraine
cert@dstszi.gov.ua, info@dsszzi.qgov.ua

tel. +380 (44) 256-97-51, 256 94 92, 271-79-80,
fax +380 (44) 226-26-83

Administrative Contact:

Korsun Kostiantyn

Smetana Maksim

tel. : +380 (44)256 97 51, 256 94 92
korsun@dsszzi.gov.ua

Technical Contact:
Tkachenko Volodymyr, Zhuk Pavlo

tel. : +380 (44) 271 79 80
tvn@dsszzi.gov.ua

Operating time: 9.00 - 18.00 (GMT+2) per working days



