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Botnhet Detection

red.es

1. By Traps
1. Honeypots
2. Spamtrap

3.

2. By traffic analysis
1. Netflow
2. Darknet

3. By our users




How can we detect malware ?

 Unfortunately malware are quite easy to
obtain:

= Spamtrap

=  From honeypots

= Received from another CSIRT or group

= From our costumer, when handling an incident
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Malware from Honeynets

 Recovered from complete machines

 Automated capture systems.
= Nepenthes, http://nepenthes.mwcollect.org

Vulnerable service simulation (Ex: MS-RPC)

...and the good news are...

= Do NOT execute the buffer overflow code
= Parse the attack and simulate an infected

system
= Download and store those interesting payloads
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http://nepenthes.mwcollect.org/

Getting binaries from outside

. Port
( Internet 445/TCP
\Trafflc

Perimetral
router [

f Nepenthes
Internal B
0X
(\ network

W

<3 RS

Instead of blocking
malicius trafic (ex
445/TCP) , redirect
It to a nepenthes
boxXx

Redirect all your
dark space to your
nepenthes box.

Use DNAT in your
nepenthes box to
accept and simulate
the victims

~10,000 file /day



From our costumer o .S

 Perhaps the most difficult.

 Phone calls to help desk,
=  Why my computer is running slowly ?

 from outside:
= Your computer is scanning me ....

e Or from you own sensors
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Malware identification tool:

SecCheck

* Freeware tool from MyNetWatchman

=  http://www.mynetwatchman.com/tool
s/scC

 Analyzes the system and generates a
plain-text report:

= Processes running

=  QOpen files
» DLL information (used by processes)

= Network information
= Running services

« Some worth tool to send your users to
provide you that useful information
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Other similar tools HEhese  red.es

* Hijack-it,
=  http://www.merijn.org/index.php
= Sysinternal tools

=  http://www.microsoft.com/technet/sysinternal
s/default.mspx

=  Foundstone tools

* http://www.foundstone.com/index.htm?subna
v=resources/navigation.htm&subcontent=/res
ources/freetools.htm

= That allow us to recover the malware to
analyze
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http://www.merijn.org/index.php
http://www.microsoft.com/technet/sysinternals/default.mspx
http://www.microsoft.com/technet/sysinternals/default.mspx
http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/freetools.htm
http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/freetools.htm
http://www.foundstone.com/index.htm?subnav=resources/navigation.htm&subcontent=/resources/freetools.htm

Practical:

e Connect to the hands-on wireless
network.

 Download the file
= http://192.168.1.31/exercises/SecCheck.log

(seccheck report)

Do you find the binary ?
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http://192.168.1.31/exercises/SecCheck.log

Eradication

Same as Obliteration

= Complete destruction of every trace of
something

From www.wordreference.com

;\’ ZIRIS


http://www.wordreference.com

We want to A SE (=To H=1S

e Analyze the malware

=  Malware lab creation session In this
conference.

= Remote tools to analyze the files

 Eradicate the bot

= Contact with the owners of the IP address &
domains

= Connect to the botnet and shutdown it
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Remote: virustotal.com
http://www.virustotal.com
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VirusTotal Mozilla Firefox

r r T -
Archive Editar Wer Ir Marcadores Herramientas Ayuda . AI Ialy Z e a fl Ie

¢ H»-FOB

_| -
Y
Complete scanning result of "TIM.FotoMenssagem.exe", received in VirusTotal at STATUS: FINISHED
06.05.2007, 20;32:08 (CET).
Antivirus Version Update Result - -
antivirus
-

{7 nttp://www.virustotal.comjvt/en/resultadof 7e9k HV‘ Or |G

AhnLab-V3 2007.5.31.2 06.05.2007 |no virus
AntiVir 7.4.0.32 06.05.2007 [TR/Spy.Banke
Authentium 4.93.8 05.23.2007 ]

Avast 4.7.997.0 06.05.2007

AVG 7.5.0467 06.05.2007

BitDefender 7.2 06.05.2007 | ]

« Don't perform an
ClamAvY devel-20070416 06.05.2007

Driveb 4.33 06.05.2007 |n

eSafe 7.0.15.0 06.05.2007 |[suspicious Trojan/Worm - -
eTrust-Vet 30.7.3693 06.05.2007 |n

analysis of the file
FileAdvisor 1 06.05.2007

Fortinet 2.85.0.0 06.05.2007

F-Prot 4.3.2.48 06.05.2007 |n

F-Secure 6.70.13030.0 06.05.2007 |Trojan-Spy.Win32 Banker.anv -

Tkarus T3.1.1.8 06.05.2007 |Trojan-Spy.Win32 Banker.anv ) D e te Ct I O n rate

Kaspersky 4.0.2.24 06.05.2007 |(Trojan-Spy.Win32 Banker.anv

McAfee 5046 06.05.2007 d

Microsoft 1.2503 06.05.2007 |n d -

NOD32v2 2310 06.05.2007 |a variant of Win32/Spy.Banker.CHC

orman 530,02 06.052007 |no vt fourd variles d ue to

Panda 9.0.04 06.05.2007 |Suspicious file

Prevxl V2 06.05.2007 |no vir I

Sophos 4.18.0 06.01.2007 |Mal/DelpBanc-A -

Sunbelt 2.2,907.0 06.04.2007 [VIPRE Suspicious

Symantec 10 06.05.2007 |n e I I C r a a I O n
TheHacker 6.1.6.129 06.04.2007 [no Ui

VBA32 3.12.0 06.04.2007 |[suspected of Trojan-Spy.xBank.52

VirusBuster 4.3.23:9 06.05.2007 |nc d

Webwasher-Gateway 6.0.1 06.05.2007

[ m— 3 techmque_s _used to
.=, avold antivirus
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http://www.virustotal.com
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Virustotal.com red.es

Archivoe Editar Mer Ir Marcadores Herramientas Ayuda

QZI - [_i,:- - @ L | @ [rﬂ_fﬁ http:fwww ovirustotal. comfdvt/en/resultadof?7bhs1 |[:] 2 r [@, |
Complete scanning result of "example.exe", received in VirusTotal at 06.06.2007, |5-|—,un5; FINISHED| ||
20:52:57 [CET).
Antivirus Version Update Result
AhnLab-vV3 2007.5.31.2 06.05.2007 Win32/IRCBot.worm.Gen
Antivir 7.4.0.32 06.06.2007 Worm/Rbot. 20668
Authentium 4.93.8 05.23.2007 W3z2/5dbot. LZA
Awvast 4.7.997.0 06.06.2007 Win32:5dBot-gend4
AVG 7.5.0.467 06.06.2007 IRC/BackDoor.SdBot.ILM
BitDefender F.2 0&6.06.2007 Generic.5dbot.9856E801
CAT-QuickHeal 9.00 058.06.2007 |Backdoor.Rbot.gen
ClamaAanw devel-Z20070416 06.06.2007 |Trojan.Mybot-2924
Drweb 4.33 06.06.2007 Win32 HLLW.MyEBot.based =
eSafe 7.0.15.0 06.06.2007 Win32.Rbot.aesu
eTrust-Vet 30.7.3696 06.06.2007 Win32/Rbot.EUH
Ewido 4.0 06.06.2007 Backdoor.Rbot.asu
FileAdvisor 1 06.06.2007 High threat detected
Fortinet 2.85.0.0 06.06.2007 W32/REot!tr.bdr
F-Prot 4.3.2.48 06.05.2007 W32/Sdbot LZA
F-Secure 6.70.13030.0 06.06.2007 BackdoorWin32.Rbot.asu
Ikarus T3.1.1.8 06.06.2007 BackdoorWin32.Wootbot
Kaspersky 4.0.2.249 06.06.2007 |Backdoor.Win32.Rbot.aeu
McAfeea 5047 06.06.2007 Generic Packed
Microsoft 1.2503 06.06.2007 Backdoor:Win32/Rbot!8FF3 =1
NOD32w2 2313 068.06.2007 |probably a wvariant of Win32/Rbot
Morman 3.80.02 06.05.2007 W32/5Spybot.5SVH
FPanda 9.0.0.9 06.06.2007 |W32/Gacbot.gen.worm
Prewvxl V2 06.06.2007 |Covert.Sys.Exec
Sophos 4.18.0 06.01.2007 W3Z2/Rbot-Gen
Sunbelt 2.2.907.0 06.04.2007 BackdoorWin32.Rbot.asu
Symantec 10 06.06.2007 W32.5pybot.Worm
TheHacker 5.1.6.130 06.06.2007 |Backdoor/Rbot.gen
VBASZ2 3.12.0 06.06.2007 Backdoor.Win32.Rbot.gen
irusBuster 4.3.23:9 06.06.2007 Worm . RBot.JCW
Webwasher-Gateway 5.0.1 06.06.2007 |Worm.Rbot. 90668

eh [Aditional Information |I
4
- | Terminado o) '

‘T" &I



Remote: Norman Sandbox

* First remote malware analysis tool

*  http://www.norman.com/microsites/nsic/en-
us

« Two level model.
= Free, small report by email.
= Paid service: detailed information
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http://www.norman.com/microsites/nsic/en-us
http://www.norman.com/microsites/nsic/en-us

Norman Sandbox ersmerse — FRd.@S

*norman.txt {(~) - gedit

Archive Editar Mer Buscar Herramientas Documentos Ayuda

[ *norman.txt  x

example.exe : INFECTED with W32/5pybot.gend (Signature: W32/5pybot.S5VH)
|| DetectionInfo ]
* Sandbox name: W32/Spybot.gend
* Signature name: W32/Spybot.SVH
[ General inTormation ]
* Drops fTiles in SWINSYSS% fTolder.
* #*%] pcates window "NULL [class mIRC]" on desktop.
* File length: 90668 bytes.
* MDS hash: 3e7daB308fT3c5cf4fdlfdO239atebdcd.
[ Changes to filesystem ]
* Creates Tile C:AWINDOWSASYSTEMIZ2ZWmwupdate32.exe.
* Deletes Tile 256.
[ Changes to registry 1]

* Creates wvalue "microsTt windows updates”="mwupdate32.exe" in key "HKLM\Software\Microsofti\Windows“CurrentVersionhRun".

* Creates wvalue "microsTt windows updates"="mwupdate32.exe" in key "HKLM\Software\MicrosoftiWindows“CurrentVersion
“YRunServices".

¥ Sets wvalue "restrictanonymous®="" in key "HKLM\System\CurrentControlSet\ControlilLsa".

* 5ets value "restrictanonymoussam"="" in key "HKLM\System‘CurrentControlSet\ControliLsa".

[ Network services ]

* Looks for an Internet connection.
Connects to “"dad.darksensui.info®" on port 9136 (TCP).
Connects to IRC Server.
IRC: Uses nickname NeTx|803400.
IRC: Uses username ezkieyac.
IRC: Joins channel ##NeTx## with password wayne.
IRC: 5ets the usermode Tor user NeTx|803400 to +x+1.
Attempts to delete share named "IPC$" on local system.
Attempts to delete share named "ADMIN$" on local system.
Attempts to delete share named "C%" on local system.

* Attempts to delete share named "D$" on local system.
[ Process/window information ]

* Creates a mutex new.

* Will automatically restart after boot (I'1llL be back...)
[ Signature Scanning ]

* COAWINDOWSASYSTEM3Z2\mwupdate32. exe (90668 bytes) : W32/Spybot.SVH.

F *F £ £ ¥ F F O ¥

Ln 2, Col 2 INS
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Remote: cwsandbox red.es

ViewMalware - Mozilla Firefox

Archivoe Editar Ver Ir Marcadores Herramientas Ayuda

<:§I = Ei; - @ X ) @ E@http-//research sunbelt-software com/ViewMalware aspx?id=591651

Advisories | Spyware Information | Browse Threats

Sandbox Result

Sandbox Submiia File Reporl

| False Positive | ThreatNet | Listing Criteria

| Spyware Resources

ID 591651
Comment None
Flag 1

Analysis Summanry:

Analysis Date

3/16/2007 1:20:30 PM

Sandbox Version

1.115

Filename

Je7da8308f3chcr4rfd1fd0239arfcbdod. exe

Technical Details:

Analysis Number

1

Parent ID 0

Process ID 564

Filename c\temp\3e7daB308f3c5 cf4fd1fd0239afbbdcd exe
Filesize 20668 bytes

MD5 3e7daB308f3c5cf4fd1fd0239afcbdcd

Start Reason AnalysisTarget

Termination Reason MormalTermination

Start Time 00:00.188

P PN TSP

lmmnm mAE

[4]
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http://research.sunbelt-software.com/ViewMalware.aspx?id=591651

Remote: Anubis
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Anubis: Analyzing Unknown Binaries - Mozilla Firefox

Archivo Editar Mer Ir Marcadores Herramientas Ayuda <Z:i-

<J:| - |:'> - @ f'-__,_-SJ @ [‘: http://analysis.seclab . tuwien.ac . atfresult.php?taskid=5e787cB8b81leS57f74d9501c9667 = ]E] @ r [C,l,

Anubis: Analyzing Unknown Binaries

Sample

Report Links

Home Mews Infos

Analysis Report for example.exe

Table of Contents

1. General Information
2. example.exea
2.a) Registry Activities
2.b) File Activities
2.c) Process Activities
2.d)y Other Activities
3. mwupdate32.exe
.a) Registry Activities
.b) File Activities
.c) Process Activities
.d) Metwork Activities
2) Othear Activities

Wil il i

1. General Information

Information about Anubis' invocation
Time neasded: 121 s
Report created: 6/6/2007, 8:50: 04 PM

[4]
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http://analysis.seclab.tuwien.ac.at/result.php?taskid=5e787c8b81e57f74d9501c966734d74d&refresh=1&embedded=1
http://analysis.seclab.tuwien.ac.at/result.php?taskid=5e787c8b81e57f74d9501c966734d74d&refresh=1&embedded=1

7 MINISTERIO

How those tools works ? [‘) e red.es

e Use a virtual machine to execute the
malware.

= Perform automatic check
» Windows registry
» File system changes
» Network activity

= DLL hoocks

» Replace operating system API
» Malware calls the API
» The new dll log the call and execute it

<3 RS



Setting up our lab:

Linux server (1) > red.es

 Used to perform simulated interaction
between the Malware and external
systems

 Provides common services needed by the
Malware:

= DNS server

=  Web server

= |RC server

= DHCP server (not needed)

 Use a free address range
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Se_tting up our lab:
Linux server (1)

o After booting the linux system you will
have:

= Fixed IP address ej. 192.168.100.10

= DNS server configured to anwser with this IP
address to all queries.

= |RC servers configured in standard ports.
 Typical tools (tcpdump, ssh, netcat, etc)

Installed.
o Additional servers, FTP, HTTP, etc.
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Configuring a DNS root server: 423 wsseee  red.es

é/r?t?é?gd{.conf for the whole internet °C0nfl g u ratl On .I:I Ie |S
directory "/var/named"; “/etC/n amed ] Confn

dump-file "/var/named/data/cache_dump.db";
statistics-file "/var/named/data/named_stats.txt";

¥
:Omri(r)]lest{127.0.0.1aIIow{Iocalhost;}keys{rndckey;}; .Set up the rOOt “_” Zone
Zone " IN{ to be answered by the

type master;

file "fake-master”; D N S

allow-update{ none}; .
; . *Logs all queries to one
channel query_logging { .

file “/varfloginamed_log"; f| Ie

version 3 size 10M;

print-category yes;
print-severity yes;
printtime yes;

<3 RS



$TTL 86400
@ IN SOA@ root(
42 serial
3H ‘refresh
15M retry
1w expiry
1D) - minimum
IN NS @
. IN A LINUX_SERVER_IP

. IN  MX10 LINUX_SERVER_IP

<3 RS

Configuration file is
“/var/named/fake-
master”

Set up the
corresponding fake
DNS zone

All queries will reply
the same IP address



Network traffic

« Configure the default route of the windows
machine to point to the Linux box

 You can use “DNAT” in the linux box to
accept traffic destined to other IP address.

= |ptables -t NAT -A PREROUTING -d 0.0.0.0/0
-1 ethO -j) DNAT —to ipaddress

« Same thing can be done for port ranges

<3 RS



Windows machine

 Unpatched Windows machine.
= To execute the malware
= To analyze the malware

e Tools installed in the machine

= Regshot
http://regshot.blog.googlepages.com/regshot
= LordPE

http://scifi.pages.at/yoda9k/LordPE/info.htm
= Binhex , from foundstone tools

=  Ollydbg , http://www.ollydbg.de
http://ollydbg.ispana.es

= |ldapro , http://www.datarescue.com/idapro
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http://regshot.blog.googlepages.com/regshot
http://scifi.pages.at/yoda9k/LordPE/info.htm
http://www.ollydbg.de/
http://ollydbg.ispana.es/
http://www.datarescue.com/idapro

Capturing the traffic:

« BEFORE launching the “malware” we
need to launch tcpdump in the Linux VM
box to record the traffic

Tcpdump -n -s 2000 -w /tmp/capture

e Useful information to get:
= Host that it is used by the botnet
= Ports being used to connect to services

<3 RS
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* Live analysis
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Behaviour-based tools:

RegShot

"
THSELT  MINISTERIO
TBGATT  DE INDUSTRIA, TURISMO re eS
. 8§/ T Y COMERCIO °

Using Regshot we can
check the changes when
running a file: o
 Change file path to c:
* First “shot” - |
« Execute the file [ Bl

—Add comment into the log:

e Second “shot” and et
compare

*Ji' Inicio speciments

<3 RS



Behaviour-based tools:

RegShot example

7 MINISTERIO
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HKEY_LOCAL_MACHINE\ASOFTWARE\Microsoft\Windows\CurrentVersion\Run\m
icrosft windows updates: "mwupdate32.exe"

HKEY_ LOCAL_MACHINE\ASOFTWARE\Microsoft\Windows\CurrentVersion\RunSe
rvices\microsft windows updates: "mwupdate32.exe"

HKEY_ USERS\S-1-5-21-1409082233-1078081533-725345543-
1004\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist\{ 7504
8700-EF1F-11D0-9888-

006097DEACFO\Count\HRZR _EHACNGU:P:\znyjner\fcrpvzragf\rknzcyr.rkr:
01 00 OO0 00 06 00 OO0 OO0 DO AF DO A4 45 20C6 01

HKEY_ USERS\S-1-5-21-1409082233-1078081533-725345543-
1004\Software\Microsoft\Windows\ShelINoRoam\MUICache\C:\malware\speci
ments\example.exe: "example"

<3 RS



Support tools:
tcpdump example
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01:25:42.120500 IP 192.168.150.254.1029 > 192.168.150.2.domain: 24256+ A?
dad.darksensui.info. (37)

0x0000: 0050 5601 0203 000c 29d5 7e1l5 0800 4500 .PV.....).~...E.

0x0010: 0041 282c 0000 8011 642e cOa8 96fe cOa8 .A(,....d.......

0x0020: 9602 0405 0035 002d 9d6e 5ecO 0100 0001 .....5.-.n".....

0x0030: 0000 0000 0000 0364 6164 0a64 6172 6b73 ....... dad.darks

0x0040: 656e 7375 6904 696e 666f 0000 0100 01  ensui.info.....
01:25:42.253265 IP 192.168.150.2.domain > 192.168.150.254.1029: 24256* 1/1/0 A
192.168.151.2 (65)

0x0000: 000c 29d5 7e15 0050 5601 0203 0800 4500 ..).~..PV.....E.

0x0010: 005d 018a 4000 4011 8ab4 c0a8 9602 c0a8 .]..@.@.........

0x0020: 96fe 0035 0405 0049 87¢5 5ecO 8580 0001 ...5...1.. ...

0x0030: 0001 0001 0000 0364 6164 0a64 6172 6b73 ....... dad.darks
0x0040: 656e 7375 6904 696e 666f 0000 0100 01cO ensui.info......
0x0050: 0c00 0100 0100 0151 8000 04c0O a897 0200 ....... Q..eee.
0Ox0060: 0002 0001 0001 5180 0600100  ...... Q

01:25:42.334090 IP 192.168.150.254.1107 > 192.168.151.2.9136: S 4021988678:4021988678(0)
win 64240 <mss 1460,nop,nop,sackOK>

0x0000: 0050 5601 0203 000c 29d5 7el15 0800 4500 .PV.....).—...E.
0x0010: 0030 282d 4000 8006 2349 cOa8 96fe cOa8 .0(-@...#l......
0x0020: 9702 0453 23b0 efba ad46 0000 0000 7002 ...S#....F....p.
0Ox0030: fafO 13d8 0000 0204 05b4 0101 0402  ..............

<3 RS



example malware:

IRC information (I)
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red.es

0x0040: 6554 787c 3836 3032 3434 0dOa

eTx|860244. .

. 01:54:25.624472 1P 192.168.150.254_.1077 > 192.168.150.2.9136: P 71:181(110) ack

. 1864 win 64009

. 0x0000: 0050 5601 0203 000c 29d5 7el5 0800 4500 .PV..... )-~...E.
. 0x0010: 0096 27be 4000 8006 2452 cOa8 96fe c0a8 "L@---$R......
. 0x0020: 9602 0435 23b0 62f8 5e01 96e5 Oala 5018 5#.b. ™. P.
. 0x0030: fa09 273e 0000 4d4f 4445 204e 6554 787c ">_ _MODE.NeTx]
. 0x0040: 3836 3032 3434 202b 782b 690d Oada 4f49 860244 .+x+i..JOI
. 0x0050: 4e20 2323 4e65 5478 2323 2077 6179 6e65 N.##NeTx##.wayne
. 0x0060: 0dOa 5553 4552 484F 5354 204e 6554 787c ..USERHOST.NeTx]|
. 0x0070: 3836 3032 3434 0dOa 4d4f 4445 204e 6554 860244._.MODE.NeT
. 0x0080: 787c 3836 3032 3434 202b 782b 690d Oada x]|860244_+x+i..J
. 0x0090: 4F49 4e20 2323 4e65 5478 2323 2077 6179 OIN.##NeTx## . way
. 0x00a0: 6e65 0dOa ne..

. 01:54:25.624956 IP 192.168.150.2.9136 > 192.168.150.254_.1077: P 1864:1939(75) ack 181 win 5840
. 0x0000: 000c 29d5 7el5 0050 5601 0203 0800 4500 ..).~..PV..... E.
. 0x0010: 0073 86bc 4000 4006 0577 cOa8 9602 cOa8 .s..0-@.-w......

<3 RS



example malware:

IRC information (I1)

red.es

« Which i1s the hardcoded name of the bot:
dad.darksensui.info
 Port used for connections: 9136

 IRC channel and password: ##NeTX##
wayne

This Is enough to connect to the IRC
channel and listen to the bots, but what

IS the password for managing the “bots”
?

<3 RS



Two approach

e Connect to the botnet and simulate be a
client with a irc client

 Wait until the owner of the bots
connects and type the password .

Problems:
= Are you allowed to do this ?
=  What happens if they detect you ?

We need to revert to reverse engineering
tools

<3 RS



Encrypted files

 Most the malware Is encrypted /
compressed

= Most times with more than one layer
=  With different compressor at the same time

 The result file is difficult to analyze with
an static disassembler and the “strings”
commands show no information .

Fortunately most of the bots code can be
saved uncompressed to the disk when
the bot is running

<3 RS
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Looking at the strings with bintext red.es

7 BinText 3.00 IQ

SEarch|FiIter | Help |

File: to scan IC:\Documents and SettingshddrinistratorsDesktophexample. exe Browse | i Go
¥ Advanced view Time taken : 0.016 secs  Test size; 2247 bytes (219K
File poz | Mem pos | 1D | Text ﬂ
A 00010040 00483E40 0 T8_cFl
A 00010063 OD483EE3 0 FEO?
AQ00TMEBC 00483FEC 0 A P=l
A 00010208 00484008 0 0-GEl
A 00010220 00484020 0 4t 5
A 00010380 00484180 0 wiZ DR
AD0DTD436 00484238 0 [ HHA
A 00010443 00484243 0 I gl
A 00010720 00484520 0 JFdrd
A 00010723 00484523 0 MNPvIE
A 00010873 00484673 0 3D
A 000T08CE  O04846CE 0 w8
A000109CT  004847C1 0 a~Cu?
A DDDT0AEY OD4848EY 0 EhlIn
A DODT0B37 00484337 0 z=3
A D0DDT0EDD 00484300 0 eh 73
ADODT0EAS 00484043 0 Tl:k
A 00010FCT  00484DCT1 0 [xMZy J
A DOODT11EE  00484FEE 0 24FDK
A 000112BE 004850BE 0 gbm_gk
A D00112D0 00485000 0 HrEBE H
A 00011382 004851B2 0 (LR AT
A 00011403 00485203 0 OHR:
A 00011450 004852500 0 B mvtam|
A NNMARRR - NN4RRERR n FinskAT j
Ready || ANSE 3% I Find | Save |

Lﬁ'Startl J @ a . J B Command Prompt

| I3 W.hostishared Folders!s. .. || Z_" BinText 3.00

| @‘ ) DG 246 M



Running and encrypted file

 Normally the bot iIs compiled without any
encryption and the miscreant uses
external tools (like upx) to generate the
file.

« When the file is run, the program decrypt
Iitself In memory and the normal program
IS executed.

* There are some tools to dump the
program memory and write unencrypted
file.
= LordPE , PeDump ...
=  Ollydbg dump plugin

<3 RS



MINISTERIO

Using Lord PE Fieese  red.es

e Execute the
malware.

 Launch Lord PE
and select the | —

] ich nipda & 00000404 004 [ 1] e

5 @ c:\wmdows\sstem32\clfmon.exe 00000414 00400000 00006000 -
' r O ‘ e S S O l | I l I Y -:_Dc'\archivns de programa‘uwinziplwezgkpick exe  0000051C 00400000 00020000 . m
- 00000820 00400000 00038000 |4 Unsplit

® c:\archivos de programatlordpetlodpe. exe

4 Dumper Server

- - - L :
( : ( : Path ImageBase | ImageSize Options
. I g I I n e Ec:\wwndows\system32\mwupdate32.exe (00400000 (00092000

|_5] c:hwindowshspstern32hntd]L di 70910000 (000BED00
|_f=] c:hwindowshapstemn32ikemel 32.dIl 7CB00000 00101000

rocess and MR iree pem omon
choose full dump.
« Save the file

« That's all

| & malware

o ZIRIS



Using Ollydbg dump plugin

MINISTERIO
DE INDUSTRIA, TURISMO
Y COMERCIO

red.es

e Attach to the

DIroCess.

 Launch Ollydump

nlugin
« Save the f

' -
o 2IRIS

BaB LR
b

REREY
ReRE"
®

main thread, module mwupdate]

At
» ST0 (MM PR OS5 (EDED

v
) LOUS NGRD) FTH O L)
]
i
| 8t
)
Higd
06486 60 LER ED, DWORD FTR D51 (ESTsER-eEL]
FEte Ll EEE
3|72 1 AT ppaat e OGP
] e
~7§ 02 K8 SIET racdute. BO4EIEAC
B 09 o g
i o7 o e
73 BT ppata. A
i e )
) sy Bl
AR POUTH BB BYTE PTR 081 LEDI-13
ey
o e
L EES, Dvob) BTR (s [EEwwERE]
CER EBx CWORD PTR D3: (ESL+ERode100C)
i)
T SIGRT ruspdare. BMEME
POU L, O
- Tl LI, DD FTR (3 (ESL+C)
o padn A 4, BVTE PTR Dgs LECO) ~
M E=rwinaar e, SO TEE
et

74 Inicio 0 [ LordPE Dekesn Jby ...




Bintext 11
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F BinText 3.00

Search | Fiter | Help |

_18] x|

File to gzan |C:"-.D ocurents and S ettingsdministratars.Desklophdurmped. exe

Browse Go
_Browse | |

A Q003E534  0043E534
A D003E5CE  0043E5CE
A D003ESD4  0043E5D4
A Q003E604  O043ER04
A Q003E634  O043ER34
A D003EB3C  O043ER3C
A Q00ZEE42  O043EER4E
A Q00ZEEAC  O043EEAC

[SCAM] Failed bo start socan thread, emar <%ds.

advzcan

[SCaM] Failed to start scan, port iz invalid.

[SCAM]: Failed to start socan, no [P specified.

R andom

Sequential

[SCAM] %z Port Scan gtarted on e:%d with a delay of %d seconds for Zd minutes uzing %d threads.
[SCAM]: Failed bo start socan thread, emar: <%ds.

v Advanced view Time taken : 0.063 sece  Test size; 31820 bytes [31.07K]
File poz | hem pos | 18] | Text :l
A D003E384 0043E384 0 [EXELC]: Commands: %z
A DO0D3E39C 0043E33C O 1enarne
A DO03E3aE 00423E348 0 [FILE]: Fename: s to: s
A D003E3CE 0O042E3CE 0 [FILE]:
A DO03E3D0 0043E3D0O O icrmpfload
A OQ0O3E3E4 0OO43E3E4 O [ICMP]: Flooding: [%=] for %z seconds.
A O0O3E40C  0043E40C [ICMP]: Failed to start flood thread, eron <%ds,
A O003E440  0043E440 3% [ICMPT: Irvalid food time must be greater than 0.
A DO03E474 0043E474 0 synflood
A O003E434  0043E424 O [SM]: Flooding: [%=: %] for &= seconds.
A ODO3E4BO0 OO43E4BO O [S%M]: Failed to start flood thread, eror: <%d:.
A DOD3E4EC O043E4EC 0 [DOWHMHLOAD] Downloading URL: %= to: %s.
A OD003ES14 OD43EG14 u] [DOWMLOAD]: Failed to start transfer thread, erar: <Zds.
A O0O3ERBC OO43ERRC O [SCAM] Port socan starked: % %d with delay: Zdims). -
u}
0
0
u}
0
0
0
u}
0
n

o

A DOOZEGEN  DD43E6ED udpfland
A NMNN2CCC A nMa2CCCA NIrOL C i S el mbm b= T m Dmm e = b mimme S D=l =i S AT mm s I
4

|Heady ||ANSk1948 ||Unk13 ||Hsm:D “

»
Find | Save |

Ii_,‘Startl J E@ # . J B Cormmand Prompt I 3 W hosthShared Folders's. .. ” Z_” BinText 3.00

| @| |9 CIE z:50PM



Reading disassembly code

« After dumping the file this should be

“readable”, you can start searching for
strings

* Most of the times the file Is not executable,
because some information is missing.

* But you can disassembly the malware and
analyze It.

<3 RS



From C to A

Typical C function call:
= Printf (“hello %s\n” , somename);

Somename is a *char ;-)

Subtitute %s by the string in somename and
print it

It's translated into asm as:
1.Push reference to somename in the stack
2.Push reference to “hello %s\n” In the stack
3.Call/execute printf function

Note: the right to left order

<3 RS



IDA pro

e http://www.datarescue.com/idabase

Commercial tools there Is a freeware version
that can be analyze only x86 binaries.

Time-limited version available In the web

There Is a lot of plug-ins that help with the
disassembly.

<3 RS


http://www.datarescue.com/idabase
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Where the malware comes from ?

& IDA - C:\malware\specimentsidumped.exe - [Strings window]

" File Edit Search Wiew Debugger Options Windows Help - 8 x
= Text v|3 | =290MmM 2=

EEe 2ENW- FB%B BT E I 1

ﬂ En

| M | | == I I R

| 100 g, || Hex View-t, || B Erports || % Imports || N Mames || \EI] Functions | " Strings | & Structures || En Enumsl

Addrezs Length T.. String A
ot eegOO0:... 00000034 [ [SCAM]: Failed to start warker thread, erar: <%ds.
ot eegOO0:... 0000003 [ [SCAM]: Finizhed at %s:%d after Zd minute(z] of scanning.
w2 geglO... 00000009 EEEBEBEE b
w2t eeglO0:.. 00000017 [ PC METWORK PROGRARM 1.0
ot eegOO0:...  0000001E [ indowsz for Workgroups 3.1a
L geglO0;,.. 00000022 [ CEFDEME CFDEFFCFGEFFCCACACACACALCS
ot eegOO0:.. 00000022 [ CaCaCaCaCalalaCaCaCaCACalaCalCinsg,
ot eegOOD:... 00000040 C BCDEFGHIJKLMMOPORS TUVWENYZabedefghikmnopgretussmypzl 23456,
w2 peglO0:,.. 00000005 [ CCCe
" Q00000FS [ cmd /¢ echo ope appmr.dll &echo user nets klopflop > > apprr.dll &... v
Line 345 of 1534
Compiling file 'Civarchiwvos de programasIoa Demo 4, 98idchida.ide'... -~
Executing function 'main'... e
Compiling file 'Cisarchiwvos de programasIDa Demo 4,58 idosonload.idc'...
Executing function 'OnLoad'...
I0DA i5 analysing the input file...
You may start to explore the input Tile right now.
Fropagating type information...
Function argument information is propagated
The initial a analysis has been finished.

Command “"ChartxrefsTo" failed

Al idle Down | Disk: 1GB 0004 1E65 00441B68: segi00:off_441665

& malware

OliyDbg - mwupdates, . E IDA - Ctimalwareispe. .
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&, DA - C:\malware\specimentsidumped.exe - [IDA View-A]

File Edit Jump | Search Wiew Debugger Options ‘windows Help - ax
= - next code e+ leFIEF v| 5, = E E ED _,EI ==
ol nexk data Ctrl+D E—— "
’ i next explored Chrl+a L eT f = o ga g
B En || Mo oo next unexplored el % S MK -~ F T s B Lal W R E
|: ﬂ‘] immediate value. . Alt+1 -
ﬁ next immediate value Ctri+I = | I I
| . 1D Wiew-a, ﬂ Eet. AE+T H Hames || ¥ Functions || "t Shings || ﬂ Stuctures || En Enum$|
Segﬂlﬁ. nexk kext ChrT push eax P
* seg Bl sequence of bytes. ., A+ call loc_ W178ES 13
* seqBE ﬁ ; bt o add esp, BCh
* geqg@g o M seqUEnCe o hytes L push offset a612 ; Ue12T
* seg@f  not function Alt+U push offset aDadftp_darksen ; "dadftp.darksensui.info"
* seqBE next woid Chrl+y push offset aCmdCEchoOpensS ; “cmd fc echo open %s %s »appmr.dll &echo™...
L]
. seg@l error operand Chr+F push L@enh
seqgBe I void . lea eax, [ebp-379h]
* seq@( all void operands push pax
* seq@f &l error aperands call sub_41A620
* seqBE __ add esp, 14h
* seqBl 1 Search direction nou [ebp-4], eax
® seqBBA:804B2CDC mnov eax, [ebp-4] -
45 X
Compiling file 'C:\Ar‘ch'ivos de programahIDa Demo 4. 9%idchida.idc'... re
Executing 'Functmn ‘main' =
Compiling file 'C: \Ar‘cmvus de programa“IDA Demo 4. %%idchonload.qidc!
Executing function 'OnLoad’
IDA is analysing the input f1'|e
You may start to explore the 'input file right now.
Propagating type infarmation.
Function argument informati on s propagated
The initial autoanalysis has been finished.
Command "ChartxrefsTo' failed :

&L idle Down | Disk: 1GB 00002CC0 00402CC0; seg000; 00402000

& malware CllyDbg - mwupdates E D& - Cimalwarelspe. .. ES -J -i' @ 1" G40




Finding the password Hihewee  red.es

&, IDA - C:\malware\specimentshdumped.exe - [Strings window]
©." File Edit Search  Wiew Debugger  Options  Windows  Help k,

= | Test v| v BEm £=
EHe DENW- IR | @T e |[[ @ FeEma
ﬂ En

| . [ ] | | I

| |00 WA, || Hes Wigw-A, || %Jh E=ports " % Imports " M Mames || .‘EI] Functions [ " Stings | ﬂ Structures || En Enum8|

|2

Address Length T.. Strifig

"t eegQO:,.. 00000027 C MOTICE %2 :Pazs auth failed [el %] \hn

" peglO0:... 00000028 C MOTICE %s :vour attermpt has been logged. srin
" zegQO0:,. 00000027 C [MAIMT: #F ailed pass auth by: [Zs!%s],

" zegQO0:. . 00000027 [ MOTICE %z :Host Auth failed [%251%s] i

"t peglO0:... 00000028 C MOTICE %s :vour atternpt has been logged. hrin
“teeglO0: . 00000027 C [MalM T “Failed host auth by [fal%s)

10I0: ac

W eegQO0:,..  00000ONC C
"t eegQO:,.. 00000005 C $xd-
" eql00:... 00000008 C $uzer

£

Line 1004 of 1534

Compiling file '"CivArchiwos de programasI0DA Demo 4.%%7idcsida.dide'...
Executing function 'main'...

Compiling file 'C:wArchiwos de programasIDa Demo 4.5%idchonload.idc'. ..
Executing function 'OnLocad'...

IDA 15 analysing the input file...

You may start to explore the input file right now.

Propagating twpe information...

Function argument information is propagated

The initial autoanalysis has been finished.

Caommand “'Chart TsTo0" Tailed

123

Al idle Down | Disk: 1GB O000Z2C7A 00402C7A: segl00:00402C7A

e
: " ' n "‘ c"‘ (4] ":‘ [ LardFE Del ] tl':." = malware l:l"';.-'[:ltu;] - rru.-'-.lu;:u:l.ateE:. o E‘d DA - IZ::'||r|'|.3||,.'.,|.3r|3'||~_:|:n3, - ES _l :f @ 5" G148
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Finding the password Hihewee  red.es

&5 IDA - C:\malwarels pecimenisidumped.exe - [IDA View-A]
File Edit Jump Search Wiew Debugger Options Windows Help

IR LY R V[ v < || =2 ~ - I
EEe BE@MNW- FARB BT FHA e [ 2 m= A En

TR EAE st o« HX S H-w S HK M=~ F 2 s % W RAYARE

| 100 Wiga-A, | Hes Wisw-A, gﬁ Exportz % Imports | M Mames ‘E_I] Functions | " Stings H Structures | En Enums |
* seqg@BA:ae4BD193 push offset allayne_2 ; "wayne” ~
* seqO00:0048D198 call sub_41ACGHA 0
* seq@B@: 648D 19D pop ecx
* seq@Baa:a84BD19E pop ECH W
* SeqO080:0048D19F test eax, eax
* seq@B0:86840D1A1 jnz short [loc_4BD1FC
* seqO00:0048D1A3 push 7Fh
* seqg@Bf: ae4aAD1AS lea eax, [ebp+var_658]
* seqO0d:0040D1AB push eax
* seqO080:06848D1AC mou eax, [ebp+var SDE]
* seqOBa:0B4BD1B2 shl eax, 7
* seqO00:0048D1B5 mou ecx, [ebp+arg 18]
* seqdBf: 064BD1E8 add eCcx, eax
* seqOo@:0048D1BA push ECH
* seqO080:0040D1BB call sub 4177ER
* seqAB@:ae4BDICA add esp, HCh
* S5eqOB80:0648D1C3 cmp [ebp+uvar 47, @
* seq@B@:a64BDICT jnz short loc_4BD1E7
* seq@B@:0e48D1CY push a
* ceqgBB0: BB4BDI1CE push [ebp+var_85C]
* seqABa:a84BD1D1 push offset aHMainPasswordAc ; "[MAIM]: Password accepted.”
* SseqOB80:06848D1D6 push [ebp+uar_ 98]
* seqg@B@:ae4aD1DC push [ebp+arg_4] s

£ | [

Command "ChartxrefsTa" Failed Auto Down | Disk: 1GE 0000D1A1 00400141 sub_40C3958+E09

—_— - -
il' .-' , n j c‘" 0 ":“ [ LordPE Deluxe ] by ... & malware CllvDbg - nwupdates. .. E IDA - Ciimahwarelspe. ..



Yourself exercise

 Never execute any file in your real
environment
= Kids don’t do that ....

= Check three times that you are in a virtual
environment

 Try to analyze the file

= /malware contains binary files from a
nephenthes box

= /exercises contains the sample.exe &
gilherme bot

<3 RS
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