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Alert Correlation reduces information amount →
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Time between alert and reaction

Evaluate impact on network =⇒ Topological
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Incorporate event reactions

Check valid configuration

Check for vulnerabilities

Initiate general network policy change (green level ↔ red

level)

Initiate service reconfiguration
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Alert Clustering

“Attribute-Oriented Algorithm” to do

clustering

Cluster alerts together

Specific attributes first

Generalize attributes

Each belongs to only one (most specific

attributes)

Calculate ea. cluster’s elements “closeness”

Calculate effect of all clusters (Cluster

Association Strength)Network Incident Severity Assessment June 20, 2007 Seville, Spain
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Alert Clustering Hierarchies

Any Port

Privileged Non-Privileged

1...22...80...443...1024 1025 ... 65535

Any-IP

DMZ Internet

HTTP Firewall Net A Net Z

IP1 IP2
IPA1

IPn
IPAn

IPZ1 IPZn

Levels of Generalization IP Address IP Port Time

General 1 Any-IP Within-Day

2 Network Any-Port Within-Hours

3 Subnet (Non-)Privileged Within-Minutes

Specific 4 Host Actual port Within-Seconds
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Alert Correlation

Correlate IDS-Correlation w. other POSITIF Sensors.

Determine effect on system “Compromise” and

“Attack” levels

C level

A level

Affected
System 

No Policy
Vulnerability
Discovered

Policy
Vulnerability
Discovered

Correct
Service
Config.
Report

Wrong
Service
Config
Alert

Attack
Target

Attack
Source

Policy
Violation

+Some

- Some

- Some

-Some

+ A lot

+Much

+ Some

+ Some

+Much

+Some
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Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Aggregate them

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Aggregate them

Partial Agreement: additive

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Aggregate them

Partial Agreement: additive

Partial Disagreement: compromising

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Aggregate them

Partial Agreement: additive

Partial Disagreement: compromising

Total Agreement: h

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.22/28



Situational Assessment

Fuse “Compromise” level w. Cluster

Association Strength

Fuzzify values

Calculate Consensus (h = sup(min(Cf , CASf )))

Aggregate them

Partial Agreement: additive

Partial Disagreement: compromising

Total Agreement: h

Centroid Defuzzification → Overall Degree
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Situational Assessment

Network Degree of Concern (NDOC) → Weighted

average of “healthy” and ODC of affected
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Situational Assessment

Network Degree of Concern (NDOC) → Weighted

average of “healthy” and ODC of affected

systems

weights are represented by their SDL Sensitivity

Information clutter reduced to single value: low,

caution, elevated, high, severe

Level changes can trigger (de-)increase in

Network Security Level
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Outlook

Network Situational Assessment is the

process of winning knowledge from a set

of heterogeneous sensors’ output.

Proposed method pairs-up alerts with

actions through a Finite State Machine

Aims to:

Obtain confirming/denying evidence

Survivability

Self-Stabilize

Network Incident Severity Assessment June 20, 2007 Seville, Spain
© 2000-2007 PRESECURE Consulting GmbH – p.25/28



Outlook

Alerts aggregated into clusters and

correlated to measure the impact they

have on the affected resource
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Outlook

Alerts aggregated into clusters and

correlated to measure the impact they

have on the affected resource

Confidence values for all affected

resources are merged to determine

overall health of the network.

Deteriorating / improving conditions are

reflected by changes in the overall Policy

Security Level
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Future Work

Project’s Current Status: Component

Integration for Review

Issues:

Quality of Information from sensors

Interoperability w/ framework

Tests
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Questions?
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