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l. History of CVSS activities In Japan IPA

2004 | 2005 | 2006 | 2007 |

A Jul 7,2004: the Guideline for Handling Vulnerability-related Information

A Jul 8,2004: Portal Site, JVN started
http://jvn.jp/
A Jan 2006: Evaluating CVSS V1.0 for adoption

A Sep 2006: CVSS V1.0 Calculator
http://jvnrss.ise.chuo-u.ac.jp/jtg/cvss/

A Feb 22,2007: CVSS V1.0 Japanese material
http://www.ipa.go.jp/security/vuln/SeverityCVSS.html

A Apr 25,2007: Adopted CVSS V1.0 in JVN iPedia
http://jvndb.jvn.jp/

A Jun 2007: CVSS V2.0 Japanese material
http://www.ipa.go.jp/security/vuln/200706_CVSSv2.html

A Jun 2007: CVSS V2.0 Calculator
http://jvnrss.ise.chuo-u.ac.jp/jtg/cvss/en/CVSSv2.html

A Sep 2007: JVN iPedia will provide
CVSS V2.0 Severity
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Vulnerability Information Handling Framework IPA

Providing vulnerability
severity score by CVSS on Apr 25, 2007
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Government-private sector cooperation to promote a smooth information flow concerning
vulnerabilities and countermeasures of software products/web site applications. The first
vulnerability information handling mechanism that is based on the official rules.
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- Portal Site, JVN IPA

0 JVN characteristics

D A/ ’ ’ JVN  Japan Vulnerability Notes httplljvnjp/

Providing Japan specific security information and Japanese
vendor status for reported vulnerabilities by Vulnerability
Information Handling Framework

O v pesia massmanr—s~—z NLP://jvndb.jvn jp/

Providing countermeasure information database (JVN iPedia)
for covering overall vulnerabilities

http.//jvn.jp/
Vendor Status Note

http.//jvndb.jvn.jp/
Vulnerability Note
JVN iPedia
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O JVN iPedia characteristics
O Providing CVSS Severity
O Making relationship between Japanese security information

A} http:/Fjwndb jvnjp - JYNDB-2007-000387 - JVN iPedia - IESRTEFIETSE#ET — 24— - Microsoft Internet Explorer

R EHE 2007 /06/01

JVN iPedia RBE{4HHEBETF—5~X—2
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Jun 2007: CVSS V2.0 Calculator

O CVSS V2.0 Calculator characteristics
O Graphical user interface
O Multi languages supported

n Fxample}

JYNRSS
Home
+main
JUNRSS Activity
+CWE+
+CWES
+RSS_dir
+S1G_rdf
+TRnotes
+XSL_swf
Specification
+JVNJS
+JVNRSS
+RSS mod_sec
+VULDEF
Tool
+toolbox
Document

+dochox

Related Site

IPA/ISEC
JPCERT/CC

in Japanese
JVN

JVN FS Site
JVN iPedia

Base Metrics

Onee discowered, analyzed, and catalogued, assuming the initial infarmation is carnplete
and correct, there are cettain aspects of a wvulnerability that da not change,

Access Vedtor [AY)

Access Complerity [AC)

Authentication (Au)

Impact Matrics

Confidentiality Irnpact (C)

Integrity Impact (T)

#wailsbility Impact ()

3 Metwork

3.Mone

3.Complete

3.Complete

3.Complete

Microsoft Internet Explorer

Temporal Metrics

During the lifecycle of a wulnerability, certain
of the threat posed by the wulnerability,

Exploitabilicy (E)

Remnediation Level (RL)

Repart Confidence (RC)

Environmental Metrics

Different environments can have an immense
poses to an organization and its stakehelders,

General Modifiers
Collateral Camage Potential (COP)

Target Distribution [TC)

Impact Subscore Modifiers

Confidentiality Requirernent (CF)

Integrity Requirernent (IR)

Availability Requirernent (AF)

Copyright © IPA. 2007. All rights reserved.

Bt S Update Scores |

Home
+main
JUNRSS Activity
+CVE+
+CWEE
+RSS_dir
+S1G_rdf
+TRnotes
+XSL_swi
Specification
+JWVNIS
+JW¥NRSS
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Related Site
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JVN iPedia
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Reference

O [IPA(Information-technology Promotion Agency, Japan)
B http.//www.ipa.go.jp/english/about/index.html
B http.//www.ipa.go.jp/english/security/index.html
O JUN
B http://jvn.jp/ (Japanese)
B http://jvndb.jvn.jp/ (Japanese)
B http.//www.ipa.go.jp/security/english/jvn_e.htmi
O MultiLanguages supported CVSS Calculator
B http:.//jvnrss.ise.chuo-u.ac.jp/jtg/
B http.//jvnrss.ise.chuo-u.ac.jp/jtg/cvss/
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