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1. History of CVSS activities in Japan

2007200720052005

Jan 2006: Evaluating CVSS V1.0 for adoption

Sep 2006: CVSS V1.0 Calculator
http://jvnrss.ise.chuo-u.ac.jp/jtg/cvss/

Feb 22, 2007: CVSS V1.0 Japanese material
http://www.ipa.go.jp/security/vuln/SeverityCVSS.html

Apr 25, 2007: Adopted CVSS V1.0 in JVN iPedia
http://jvndb.jvn.jp/

Jun 2007: CVSS V2.0 Japanese material
http://www.ipa.go.jp/security/vuln/200706_CVSSv2.html

Jun 2007: CVSS V2.0 Calculator
http://jvnrss.ise.chuo-u.ac.jp/jtg/cvss/en/CVSSv2.html

Sep 2007: JVN iPedia will provide 
CVSS V2.0 Severity

20042004 20062006
Jul 7, 2004:  the Guideline for Handling Vulnerability-related Information
Jul 8, 2004: Portal Site, JVN started
http://jvn.jp/
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2. Vulnerability Information Handling Framework

Under “the Guideline for Handling Vulnerability-related Information”
Announced on July 7, 2004, into Effect on July 8, 2004

Government-private sector cooperation to promote a smooth information flow concerning 
vulnerabilities and countermeasures of software products/web site applications. The first 

vulnerability information handling mechanism that is based on the official rules.

Providing vulnerability 
severity score by CVSS on Apr 25, 2007
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3. Portal Site, JVN

JVN characteristics
http://jvn.jp/

Providing Japan specific security information and Japanese 
vendor status for reported vulnerabilities by Vulnerability 
Information Handling Framework

http://jvndb.jvn.jp/

Providing countermeasure information database ( JVN iPedia ) 
for covering overall vulnerabilities 

http://jvndb.jvn.jp/
Vulnerability Note 

( JVN iPedia )

http://jvn.jp/
Vendor Status Note
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Using in production: in JVN iPedia since April 25, 2007. 4.

JVN iPedia Identifier 

Title

Overview

CVSS Severity

Affected System

JVN iPedia characteristics
Providing CVSS Severity

Making relationship between Japanese security information 

CVSS Base Metrics

IPv6 Type 0 Route Headers 
allow sender to control routing

CVSS V1.0 Severity
3.3 (Low) 
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5. Jun 2007: CVSS V2.0 Calculator

CVSS V2.0 Calculator characteristics
Graphical user interface

Multi languages supported
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ReferenceReference
IPA (Information-technology Promotion Agency, Japan)

http://www.ipa.go.jp/english/about/index.html

http://www.ipa.go.jp/english/security/index.html

JVN
http://jvn.jp/ (Japanese)

http://jvndb.jvn.jp/ (Japanese)

http://www.ipa.go.jp/security/english/jvn_e.html

Multi Languages supported CVSS Calculator
http://jvnrss.ise.chuo-u.ac.jp/jtg/

http://jvnrss.ise.chuo-u.ac.jp/jtg/cvss/
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