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Who am I ?

• Started in electronics in 1969
• Worked in networked computers since 1976
• Second microcomputer reseller in UK (1980)
• First local area networks in business (1985)
• Founded First•Base Technologies in 1989
• Designed secure LANs for major corporates
• Presented BS 7799 throughout UK for BSI
• First ethical hacking firm in UK
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Social Engineering
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The Undiscovered Threat

• Not every hacker is 
sitting alone with their 
computer, hacking into 
a corporate VPN or 
running a program to 
crack executives’
passwords. 

• Sometimes all they 
have to do is call up 
and ask!
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Human-based SE

• “Any medium that provides one-to-one 
communications between people can be 
exploited, including face-to-face, telephone 
and electronic mail. All it takes is to be a 
good liar.”

- Dorothy E. Denning
Information Warfare and Security
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Background Research

• A good social engineer will do background 
research on the target:
- reading web sites
- visiting & exploring premises
- watching staff movements & dress code
- watching cleaners, deliveries, etc.
- dumpster diving
- Friends Reunited!
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Google groups search
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Google groups search
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Using 192.com
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Using 1837online.com



Slide 11 © First Base Technologies 2006



Slide 12 © First Base Technologies 2006

Impersonation

• Social engineering 
usually impersonation:
- Service or repair 

engineer
- IT support
- Fellow employee
- Irate manager
- Trusted third party
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Andy’s Remote Worker Hack
1. Buy a pay-as-you-go mobile phone
2. Call the target firm’s switchboard and ask for IT staff 

names and phone numbers
3. Overcome their security question: Are you a recruiter?
4. Call each number until voicemail tells you they are out
5. Call the help desk claiming to be working from home
6. Say you have forgotten your password and need it reset 

now, as you are going to pick up your kids from school
7. Receive the username and password as a text to your 

mobile
8. Game over!
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Pete’s IT Support Hack

1. Get staff contact names and numbers from 
reception

2. Call a target user who is unlikely to be technical
3. Say you are Peter Wood from IT working on 

upgrading their servers over the weekend
4. Say you need their username and password to test 

their account so that all will work smoothly on 
Monday morning

5. Game over!
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In Person

• Be an employee, visitor or 
maintenance staff

• Look for information lying on 
desks and overhear 
conversations

• Find modems and note the 
numbers (written on the sockets)

• Plug in a sniffer or Keyghost
• Simply use a vacant desk & PC
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Would you
let this man 
into your
building?
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Things Found “Lying Around”

• Customer account details
• Payroll data disks
• Voicemail guide with default passwords
• Advertising spend
• Bank statements
• Company staff directory
• Notes on white-boards
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Dumpster Diving

• Looking through 
rubbish for valuable 
information:
- “For shredding”
- “For recycling”
- Individual’s rubbish 

bins
- Corporate rubbish 

(outside)
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Shoulder Surfing

• Looking over 
someone’s shoulder to 
try to see:
- Their password
- Door entry codes
- Information on their 

screen
- What they are writing
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Pop-up Windows
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Mail Attachments

• Viruses, worms and trojan horses
• Names to entice the employee to click on 

them, such as “Fun Love” or “I Love You”
• Attempt to hide the file extension by giving 

the attachment a long file name
- e.g. AnnaKournikova.jpg.vbs. If the name is 

truncated it will look like a jpg file and the user 
will not notice the .vbs extension
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Websites & Intranets

• Offer something free 
or a chance to win on 
a Website

• The user must enter an 
email address and a 
password

• Many employees will 
use the same password 
that they use at work
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Snail Mail

• While snail mail is the oldest and slowest methods of communication, 
it is often quite effective.

• The hacker can set up a PO Box easily. The equipment and overall cost 
of snail mail is relatively inexpensive. It is quite easy to hide and fake 
a business this way. It is important to remember that snail mail is not 
tapped.

• People are more likely to respond to a survey they receive in the mail. 
The survey could ask tons of information about you and your 
company. The survey will have a stamped envelope included so you
will not pay to have it mailed back. The survey will even promise cash 
or other prizes for completed and returned surveys.

• By the time your company notices that this survey was a scam, the 
hacker has moved on to a different PO Box, under a different name, 
targeting a new company.
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Summary

• Social engineering can be used to gain 
access to any system, irrespective of the 
platform.

• It’s the hardest form of attack to defend 
against because hardware and software 
alone can’t stop it.
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The Inside-Out Hacker
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Working on a laptop at home

e-mail

Laptop

Internet
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… open an attachment
or download something

e-mail

Laptop

Internet

Trojan software 
now silently 

installed
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… take laptop to work

Corporate Network
Laptop Laptop

Firewall

Internet



Slide 30 © First Base Technologies 2006

… trojan sees what you see

Corporate Network
Laptop

Firewall

Internet

Finance Server HR Server
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Information flows out of the 
organisation

Corporate Network
Laptop

Firewall

Internet

Finance Server HR Server

Evil server
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Summary

• Laptops are the best backdoor

• (So are home PCs with wireless)

• Trojans have access to everything you do

• Internal hosts aren’t patched up to date

• If it’s on your PC or server - it’s stolen!



Slide 33 © First Base Technologies 2006

The Inside Hacker
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Plug and go

Ethernet ports are never disabled ….
… or just steal a connection from a desktop

NetBIOS tells you lots and lots ……
…. And you don’t need to be logged on
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Pick a target machine

Pick a target
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Try null sessions ...
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List privileged users
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Typical passwords

• administrator
• arcserve
• test
• username
• backup
• tivoli
• backupexec
• smsservice
• … any service account

null, password, administrator
arcserve, backup
test, password
password, monday, football
backup
tivoli
backup
smsservice
… same as account name
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Summary

• Any user, contractor, cleaner, visitor ...

• (Wireless is the same as being there)

• A service account is an administrator

• An administrator has access to everything

• If it’s on your PC or server - it’s stolen!
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Physical Attacks



Slide 41 © First Base Technologies 2006

What NT password?
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NTFSDOS
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Keyghost
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Keyghost

Time to get admin password = 10 minutes
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KeyGhost - keystroke capture

Keystrokes recorded so far is 2706 out of 107250 ...

<PWR><CAD>fsmith<tab><tab>arabella
xxxxxxx <tab><tab> None<tab><tab> None<tab><tab> None<tab><tab>

<CAD> arabella
<CAD>
<CAD> arabella
<CAD>
<CAD> arabella
exit
tracert 192.168.137.240
telnet 192.168.137.240
cisco
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Summary

• Physical security on PCs doesn’t exist

• You can’t detect hardware key loggers

• Admin PCs are as important as servers

• Trust no-one!

• If it’s on your PC or server - it’s stolen!
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Countermeasures
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Policy

• Management must understand that all of the money they 
spend on software patches, security hardware, and audits 
will be a waste without adequate prevention of social 
engineering and reverse social engineering attacks

• One of the advantages of policies is that they remove the 
responsibility of employees to make judgement calls 
regarding a hacker's requests. If the requested action is 
prohibited by policy, the employee has no choice but to 
deny the hacker's request.
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Building Security

• Install cameras so you can see who is 
coming and going

• Use biometrics or electronic security badges 
to limit access to the building

• No one should hold the door open for 
anyone not showing proper ID



Slide 50 © First Base Technologies 2006

Desktop Security

• Shred phone lists, 
email lists and other 
important documents 
before throwing away

• Some documents will 
need to be locked away

• Basic best practice -
clear desk policy
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IT Security

• Use screen savers with password controls
• Encrypt information on desktops, laptops 

and PDAs
• Secure mobiles and PDAs (infrared, bluetooth)

• Secure wireless (strong encryption, short range)

• Physically destroy unused hard disks, CDs 
and other media
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User Guidance

• What can be discussed over the telephone
• What can be discussed outside the building
• What can be written in an e-mail
• Don’t use e-mail notification or voicemails 

when away from the office. It sets up the 
replacement as a target.

• How to report an incident and to whom
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Help Desk

• Password resets only with call-back and 
PIN authentication

• Incident reporting and response procedures
• Clear escalation procedures
• Help desk staff should be encouraged to 

withhold support when a call does not feel 
right. In other words “just say no …..”
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Training, training, training

• Train all employees -
everyone has a role in 
protecting the 
organisation and 
thereby their own jobs

• If someone tries to 
threaten them or 
confuse them, it 
should raise a red flag

• Train new employees 
as they start

• Give extra security 
training to security 
guards, help desk staff, 
receptionists, 
telephone operators

• Keep the training up to 
date and relevant
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How to Spot an SE Attack

• Refusal to give contact information
• Rushing
• Name-dropping
• Intimidation
• Small mistakes (misnomers, odd questions)
• Requesting forbidden information
• Look for things that don’t quite add up
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Compliance

• Have a security assessment test performed 
and heed the recommendations
- Test the company's ability to protect its 

environment, its ability to detect the attack and 
its ability to react and repel the attack

- Have the first test performed when the 
company is expecting it

- Do a blind test the second time around
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Resources

• Social Engineering Fundamentals Sarah Granger (securityfocus.com)

• Cracking a Social Engineer Al Berg

• Social Engineering: Policies and Education a Must Rick Tims (sans.org)

• Social Engineering: A Backdoor to the Vault Chris Orr (sans.org)

• The Cyber Con Game – Social Engineering Christopher Paradowski (sans.org)

• How To Thwart The 'Social Engineers’ Sharon Gaudin
• Corporate Espionage 101 Shane W. Robinson (sans.org)
• A Proactive Defence to Social Engineering Wendy Arthurs (sans.org)

• http://nativeintelligence.com/awareness/pw-soci.asp

• People Hacking: The Psychology of Social Engineering Harl’s Talk at Access 
All Areas III
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Peter Wood
Chief of Operations

First•Base Technologies

peterw@firstbase.co.uk

www.fbtechies.co.uk
www.white-hats.co.uk

Need more information?
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