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18" Annual FIRST Conference
T June 25-30, 2006

n’ ' Renaissance Harborplace Hotel
Baltimore, Maryland USA

| Schedule

A Distributed Intrusion Detection System Based on Passive —
Sensors
Rogier Spoor % (SURFnet-CERT — SURFnet, ML)

Wednesday — June 28th, 16:00

SLURFnetis avery high-speed network which connects the networks of Dutch universities,
colleges, research centers, academic hospitals and scientific libraries to one another and to other
networks in Europe and the rest of the world. SURFnet handles many computer security incidents
inwhich a SURFnet customer is involved, either as avictim or as a suspect. In arder to decrease
the amount of computer security incidents, SURFnet is going to rall-out a Distributed Intrusion
Detection System (D-1D3) as a senvice to SURFnet connected parties.
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Goals

- Understanding:
- types of malicious network traffic within a LAN
- amount of malicious network traffic within a LAN
- spreading of worms
- Setting up:
- a scalable IDS solution
- an IDS that is easy to manage and maintain
- Comparing results with other sensors
- Limit malicious outbound traffic from SURFnet




.

Why build something new?

- Sensor must be maintenance free
- IDS must be scalable and easy to manage
- No False Positives!

- cannot use snort Nepons ons

- Design IDS based on high speed networks
- LAN
- WAN

- Design IDS “should” be able to analyze L2 traffic
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~ >y Global overview

Client LAN

VPN Tunnel

Honeypot/Tunnel
Server
- Nepenthes
- openVPN

VPN Tunnel

VPN Tunnel
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1\ Sensor

- remastered Knoppix distribution
- USB boot
- OpenVPN between Sensor and Central Server
- Portability.
- Familiar daemon-style usage.
- No kernel modifications required.
- State-of-the-art cryptography
- provided by the OpenSSL library
- Comfortable with dynamic addresses or NAT.
- Supports most operating systems
- Linux, Windows, Mac OS X, BSD, and Solaris.




Needed

- Computer system
- USB boot
- 1 NIC
- DHCP or Static IP (2x)
- OpenVPN session
- through local firewall (TCP 1194)
- HTTPS session
- through local firewall (TCP 4443)
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W\ Servers

- Tunnel server
- OpenVPN tunnel to sensor
- Manage X509 certificates/keys of sensors
- Source-based routing

- Logging server
- Postgresq|
- Web interface
- Show statistics of sensors (groups/individual)
- Show statistics of different attacks
- Ranking of sensors
- Mail logging

- IDMEF p—
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. Honeypot

- Based on nepenthes
- a low-interaction honeypot
- http://nepenthes.mwecollect.org
- mimics the replies generated by vulnerable
services in order to collect the first stage exploit
- Modules
- Resolve DNS asynchronous
- Emulate vulnerabilities
- Download files
- Submit the downloaded files
- Trigger events
- Shellcode handler

10
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Working of SURFids

o Attacker/Worm/Virus/Hacker

» Attacks IP on server

» Layer 2 tunnel (tap device)
* Nepenthes simulates weakness

* Nepenthes handles attack

* Nepenthes logs attack

Honeypot/Tunnel >

Server
- Nepenthes ij
- OpenVPN .
Logging Server

- Postgresq|
- Web interface

. ISensor is booted
» OpenVPN is started

* Web interface makes data
representable

» Uses tcp port 1194
* Works with NAT !!




support

VLAN 20

192.168.20.0/24

VLAN 30

Firewal
Server LAN

VPN Tunnel VLAN 10
VPN Tunnel VLAN 20
VPN Tunnel VLAN30

’ ogglng Serve
oneypot/Tunne
Server
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Users

- Wisconsin University (USA) [l WISCONSIN

INSIN—MADISON

- NTT-CERT (Japan) -
) NTT-CERT
- GOVCERT.NL < P

- SITEC (Sweden)

- HEANET (Ireland) H_EAnet@
- ArCERT (Argentina) @T@EW
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- GOVCERT.NL
- Knowledge sharing
- Add additional resources
- Additional monitoring technics
- Future development
- Letter of intent

14 GOV<@)CERT.NI



.

Loggingserver
Webserver
Dbserver

H -
Public Server -j

LAN / =
\
‘ 1st VPN Tunnel Private Server

(]

R LAN
1st VPN Tunnel s f | Nepenthes
Tunnelserver + \
|;

load balancing
Argos (Y )

Q Client LAN

NS

1)
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Logical design
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Sensors deployed

mNew sensors

mTotal sensors
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% Results

- What do we see
- Automated attacks
- No end-user interaction
- Attacks on OS and applications
- Scans
- Probes
- Offered malware

- What we don’t see
- Targeted attacks
- System hacking
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Ranking Cross Domain - Google Map  Traffic Detected Protocols Graphs My Reports

Home SURFNET

Attacks Exploits  Malware Offered  Malware Downloaded  ARP Cache  Search

SURFNET

sensor Status ARP P exclusions  Argos

Home SURFNET

My Account  Users
SURFNET

Home

Home



Att: CKS il

Detected connections Statistics
Pozsible malicious attack [Y] 123,056 M
Malicious attack [7] 335991 N
Meperthes 33911 A
Argos 20 M
Fogue DHCP server oo N
Malware offered [/] 32567 A
Malware dovnloaded [7] 3625 M




0B Today
SURFNET
Malware Duwnluaded | From: 24-06-200800:00 Until: 2 008 00:00

Malware Downloaded

Malware BitDefender Kaspersky F-Prot AVAST Antivir ClamAVY Stats
39kE. ¥ | Suspicious Suspicious Suspicious Win32: Roctkit-gen Suspicious Suspicious 14
o178 | Win32 Yirtok 3.Gen iruE AINS2 Virut.n WA2NIrut 9264 WinZ2: Virut W2t Gen VA2 Nirut.di 19
dfal.. ¥ | Suspicious Suspicious Suspicious Suspicious Suspicious Suspicious 14
3225, A | Backdoar SDbat DFNG Suspicious Suspicious Suspicious Suspicious Suspiciaus 14
ehg0.. ¥ | Suspicious Suspicious Suspicious Suspicious Suspicious Trojan hyhbat-10186 14
118a.. ¥ | Backdoar =Dhbat DFMNG Suspicious Suspicious Suspicious Suspicious SUspiciaus 14
93eh.. ¥ | Backdoor SDbot DFRG Suspicious Suspicious Suspicious Suspicious Suspicious 13
9019, o | Backdoor Rhot F AW Suspicious Suspicious Suspicious Suspicious Suspicious 19
caff.. ¥ | Backdoor Rbot FAwy Suspicious Suspicious Suspicious Suspicious Suspicious 19
total % |6 /9 =66% 1/9=11% 1/9="11% 2i9=22"% 1/9="11"% 2/9=22%

Filenames Used

Binary 39081 ab57E2409k1 7409 32073691 8 host.exe

Size 111 KB SEMES.EXe
Info MS-DOS executable PE for MS Windows (GUD Intel 80386 32-bit RPoffg==
First Seen | 10-02-2008 11:04:55 LK+ ==
Last Seen | 24-05-2008 032944 FEf+fm

Binary History

Timestamp BitDefender Kaspersky F-Frot AVAST Antivir ClamAV
13-02-2005 09:2210 SUspiciaus SUspiciaus TRICHt XPACK Gen Trojan.Egodrop-51
31-05-2003 10:35:50 SUspicious Win32: Rootkit-gen TRICHpt #PACK Gen Trojan.Egodrop-51
18-06-2008 00:04:02 Suspicious Suspicious Suspicious W32 Rootkit-gen Suspicious Suspicious




Disabled by admin

lgriored

Sensor ds Lahel Config method Device IP Uptime Status Action
sensari14 PRODUCTIE DHCP 192 7d Bh 59m 455 Oriline [None &
sensor2az AS1103 NET DHCP 192 4d Bh 42m 23s Online [Mone
sensor283-118 WERKnet WLAN Static 19z 320 Th 56m 555 Orline [Wome
sensoris PRUTSNET DHCP 192 4d 6h 43m 575 Oriine [None v
sensords AZ1101 NET DHCP 192 7dEh11m 158 Online [Mone
— Legend
Offline |:| Miszing keepalive
Onlirne




Traffic

Yiew online zenzors W

traffic on SURFMNET sensorlléd %
i

= 1.0k :
u -
< -
2 d
8.0 m
Tus Q0 00 Tue O4: 00 Tus QF: 00 Tue 12: 00 Tue 16: 00 Tus 20: 00

EH Incaming Max 1.3 k Avg: 0.7 k Current : 0.7 kbhytes/sec

Bl Cutgoing Max: 0.0 k Avg: 0.0 k current : 0.0 kbytesisec
traffic on SURFNET sensor232 %

[+ ]

S 1ok =
u =
u -
+ o
= g
0.0 | ¥ i
Tus Q0 00 Tue O4: 00 Tus QF: 00 Tue 12: 00 Tue 16: 00 Tus 20: 00

EH Incaming Max 1.3 k Avg: 0.1 k Current : 0.1 kbhytes/sec

Bl Cutgoing Max: a.1 k Avg: 0.0 k current : 0.0 kbytesisec
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Statistics

- Exploit statistics

- UDP/TCP port statistics
- Malware filenames

- Download protocol

- Attack OS
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SURFNET ‘
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01-01-2006 00:00  Until:

From:

s -
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H R EEE S

21-06-2008 00:00

Top 5 exploits of all sensors

# |Exploit Total

1. | DCOM 21,986 (39%)
2. | Symantec AV 18,905 (34%)
3. | ASN1 7,102 (13%)
4. | LSASS 4. 262 (8%)

. |15 3,919 (7T%)

Top 5 exploits of your sensors

# |Exploit Total

1. | Symantec AV 10,527 ¥ (34%)
2. | DCOM 10,516 3 (34%)
3. | ASNT 4,640 3 (15%)
4. 1S 2,897 ¥ (9%)
f. | LSASS 2,688 ¥ (9%)
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Top 10 ports of all sensors

# |Port Port Description Total

1 | 445 microsoft-ds 106538 (34%)
2 | 135 msrpc 73162 (23%)
3 | 139 netbios-ssn 44657 (14%)
4 | 2967 Mo description 42229 (13%)
5 | 8555 Mo description 18208 (6%)
6 |80 http 18173 (6%)
T |21 fip 8132 (3%)

g | 10000 MNo description 2692 (1%)

9 | 1957 Mo description 2113 (1%)
10 | 2968 Mo description 1497 (0%)

Top 10 ports of your sensors

# |Port Fort Description Total

1 | 445 microsoft-ds 60975 ¥ (33%)
2 1135 msrpc 44082 ¥ (29%)
3 | 2967 Mo description 22844 3 (15%)
4 [139 netbios-ssn 11146 3 (7%)
5 | 8554 Mo description 10152 3 (7%)
6 |80 http 7616 ¥ (5%)

7T |21 ftp 3179 3 (2%)

8 | 1957 Mo description 1676 M {1%)

g | 10000 Mo description 653 3 (0%)

10 | 2968 Mo description 499 3 (0%)

. A



Filename

Top 10 filenames of all sensors

Total

SSMs.exe

6150 (21%)

runsvciz2 exe

5064 (17%)

Win.exe

4221 (14%)

SYS BXe

2962 (10%)

feedfetcher_html

2555 (9%)

host.exe

2278 (8%)

antivir.exe

2174 (7%)

rpcall_exe

2156 (7%)

sdhost_exe

1148 (4%)

e =R = =N R R = R B S SR

0

1147 (4%)

Filename

Top 10 filenames of your sensors

Total

S5MS_exe

4724 W (22%)

win.exe

2824 ¥ (13%)

runsvciz . exe

2773 ™ (13%)

feedfetcher_html

2555 M (12%)

SYS_exXe

2028 ™ (10%)

host_exe

1976 M (9%)

antivir.exe

1509 ¥ (7%)

rpcall.exe

1395 ¥ (7%)

a|wo| = o= w| k| = *E

sdhost_ exe

867 M (4%)

L]

msnnmaneger. exe

604 M (3%)
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Top 5 download protocols of all sensors

# |Protocol Total
1 |fip 35982 (52%)
2 | thp 15236 (22%)
3 | link 11552 (17%)
4 | http 3992 (6%)
5 | blink 2561 (4%)

Top 5 download protocols of your sensors

# |Protocol Total

1 | ftp 20667 (57%)
2 | titp 11658 (32%)
3 | hitp 2882 (8%)

4 | link 838 (2%)

5 | csend 32 (0%)
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Top 5 attacker 05's of all sensors

£ 05 Total

1 |windows SEEGE (95%)
2| Linusx 0154 (29

3| MMAP 4597 (196

4 | FreeBSD B45 (0%

5 | Movel S (0%

Top 5 attacker 05's of your sensors

z |05 Total

1 Ny s 187301 197%)
2 | MmMAP F232 (2%

3 | Linux 2399 (1%)

4 | FreeB=D 154 (0%)

3 |ULTRIX 122 (0%
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Top 10 source addresses of all sensors

# | Address Total
B Bl 124 245 T
= 17066 (22%)
0 B 124 245 e
H= 10070 (13%)
g 3738 (5%)
B 209 85 o8
B 6o 4 2 )
0 B 55 o5 T
F=a 2020 (3%)
HWE 71195 oo

wlo| —~wlo | ;e w il =

—
=
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# |Address Total

1 | SEE 2035 11080 ™ (21%)
2 | 9 124 246 10357 3 (19%)
3 | B 64 203 10070 ™ (19%)
4 | S0 124 246 9599 N (18%)
5 B 209 85 3226 N (6%)

6 | BB 6o 41 2685 M (5%)

7 | S 55 251 1940 M (4%)

s | BT 5250 1869 N (3%)

9 | BB 6504 1350 ¥ (3%)
10 | 38 B 66 42 1301 N (2%)

31



Add Report
Dizahle all reports
Enabile all reports
Reset all timestamps

Reports of wimbie

wirnbie | v

Title Last sent 4 Template Time options Type Status Delete
Drempel sensar 55 17-11-2007 1615 Al attacks Malicious attack = 20 Mail - Summary Active [Delete]
Drempel zensor 56 07-01-2005 0300 Al attacks lialicious attack = 20 Mail - Summary Active [Delete]
Drempel sensor 232 22-05-2008 1801 Al attacks Malicious attack = 20 Wil - Summary Active [Delete]
Daily status sensor 56 27-05-2005 05:01 Senzor status Daily at 5:00 Mail - Summary + Detail Active [Delete]
Daily status sensor 85 20-05-2003 05:01 Senzor status Draily at 5200 Mail - Summary + Detail Active [Delete]
Cwyn Fange 07-06-2005 0501 Cwyn ranges Daily at 5:00 Wil - Summary + Detail Active [Delete]
Daily status sensor 232 20-06-2003 0301 Senzor status Daily at 5:00 Mail - Summary + Detail Active [Delete]
Daily Summary &l Sensars 24-06-2005 0601 Al attacks Daily at 6:00 Wil - Summary + Detail Active [Delete]
Al Attacks 24-06-2003 20:01 Al attacks Hourly Mail - Summary + Detail Active [Delete]




N\ -
% My reports - mail

+ OpenPGP: Good signature From SURFnet IDS (htkp: ffids . surfret.nl) <ids@surfnet.nl=
- Subject: [SURFids] Eigen reeks

Fronm: @surfnet.nl
Date: 5/23/2008 05:01
To: imsurfnet.nl

Mailreport generated at Z23-05-2Z005 05:01:01
RBesults frow 2Z-05-20028 05:01:01 t£ill Z23-05-2Z0058 05:01:01

HEHHESEEE Swmvary HHSHSHEEY

Possible malicious attack: 694
Malicious attack: a0
Malware offered: a0



Reports of surfflow

y reports RSS

surfflow  »

Title Last sent ds Template Time options Type Status Delete
MfSen - Pozsible malicious attack 24-08-2008 20:41 Al sttacks Hourly RES - Summary + Detail rd_j Active [Delete]
MtSen - Malicious attack 24-06-2005 20:41 Al attacks Hourly RSS - Summary + Detail r‘a Active [Drelete]
MtSen - Malware dovnloaded 24-06-2005 20:41 Al sttacks Hourly RES - Summary + Detail r‘a Active [Drelete]
MNfSen - Malware offered 24-08-2008 20:41 Al sttacks Hourly RZZ - Summary + Detail r‘a Active [Delete]
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TCP

T ceED

R

Tue Jun

=
(<]

Packets/s any protocol
[ T e R ¥ - A I = R ¥ ]

Mon 16: 00
B Malware_offered

O Possible_malicious_attack

Mon 20: 00
B Malware_downloaded

17 12:00:00 2008 Packets/s any protocol

Tue 0O: 08

Tue 04:00 Tue 0B: 00

Tue 12:00

W Malicious_attack

Select | Single Timeslot [+]

Display: | 1day

# Statistics timeslot Jun 17 2008 - 12:00

[¥] Possible_malicious_attack

I Malicious_attack
I Malware_downloaded
I Malware_offered

all:  tep:
42/s 42/s 0/s 0.1/s
12/5 1.2/s 0/s 0.1/s
0.0/s 0.0/s O/s 0.0/s
12/5 1.2/ 0/s 0.1 /s

udp: icmp: other: all:  tcp:

<] <) ) (2] &) B2 (&)

O/s 43/s 42/s O/s 0.1 /s
O/s 1.3/s 1.2/s D/s 0.1 /s
O/s 0.0/s 0.0/s D/s 0.0/s
O/s 1.3/s 1.2/s O/s 0.1 /s

udp: icmp: other: all

0/s
0/s
0/s
0/s

Profileinfo:

Type: continuous

Max: unlimited

Exp: mever

Start: May 19 2008 - 13:10 CEST
End: Jun 172008 - 13:50 CEST

Lstart 2008-06-17-12-00
tend 2008-06-17-12-00

Flows

CEN S

fF

Traffic

ane

R

R i II. I I I '
X3
» R

@ Lin Scale @ Stacked Graph

© Log Scale © Line Graph

udp: icmp: other:

1.9kb/s 1.8kb/s Ob/s 37.3b/s Db/s
492.4b/s 459.5b/s Ob/s 32.9b/s 0b/s

16.9 b/s

154b/s O0b/s 1.5h/s O0b/s

492.4b/s 459.5b/s O0b/s 32.9b/s Ob/s
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| Home || Graphs || Details || Alerts || Stats || Plugins | continuous Bookmark URL Profile: | SURFids v

Profile: SURFids [

|Group: || autornatic ¥ ‘
Flows bhelonging to hosts that are - :T

Description: malic::.ous aocording to 2URFids
[surfids.surfnet.nl).

Type: || Continaus [#

Start: 2008-05-19-13-1¢C

End: 2008-06-26-22-3¢

Liee 2008-06-26-22-3¢

Update:

Size: |[150.8 mB

Max. Size: |||unlimited E

Expire: newer P

| Status: || 0] 4 ‘

w Channel List: +

¥ Possible_malicious_attack £

| Colour: |srFrFo0 |[Sign: ||+ |[onder: {4 ]




Netflow processing

* Statistics timeslot Jun 26 2008 - 08:00 - Jun 26 2008 - 20:00

all:  tp: wlp: ifcmop: other: all:  tep: udp:  icmp: other: all: tep: wdp: icmp: other:
[»/Possible_malicions_attack 0.2/s 01/s 0.0/s 00/s 0/s 0.2/5 01/s 0.0/s D0/s DOJ/s 784h/s 648b/s 10.6D/s 31h/s 0his

.gh-hﬁchlls_ntmck 01/s01/s 00500/ 0/502/501/500/500/s D0/s 780b/s 63.6h/s 10.7h/s 3.7Th/s 0b/s

Igh-hhmlﬁ_:huqﬂuntlEIl 00/s 00/ 00/s D05 O/ 00/ 00500/ 00/ 0/s137his 48b/s 56b/s 03b/s 0his

. |wMakvare_offered 02/s01/s00/500/s 0/502/s01/500/5s00/s D0/s8l3b/s 66.7h/s 10.7Th/s 3.929h/s 0b's
All | Nane | Display: S« Rate

Netflow Processing

Source: Filter: Options:

~ | (_List Flows (# Stat TopN

Top: m -
Stat: Any IP Address = orderby flows =
. | Limnit: | | |Packets = |= = 0 -
and none - E Output: || /IPv6 long

All Sources |

Clear Form | process |
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Dst Port ordered by flows:

Dst Port Flows Packets Bytes pps bps bpp
2967 3105 3123 170053 0 0 54
135 1043 1052 61872 0 0 58
80 894 900 43362 0 0 48
445 875 882 46198 0 9 52
781 132 136 7616 0 0 56
0 77 83 4660 0 0 56

69 49 122 3955 0 0 32
2816 37 39 2184 0 0 56
769 34 34 1904 0 0 56
25 17 19 1163 0 0 61

Summary: total flows: 6604, total bytes: 426447, total packets: 6790



Summary:

% Malicious attack

Dst Port ordered by flows:

Dst Port
2967
135
445
781
0

69
2816
769
25
139

total flows: 6483, total bytes: 424024, total packets: 6659

Flows
2816
1535
1461

185
89
49
39
35
17
12

Packets
2831
1545
1470

192
91
122
40
35
19
12

Bytes
154619
90772
75472
10752
5155
3955
2240
1960
1163
688

PPsS

O O O O O 0O o o o o

bps
30

14

© O O O O O O

bpp
54

58
o1
56
56
32
56
56
61
S7



Summary:

% Malware offered

Dst Port ordered by flows:

Dst Port
2967
135
445
781
0

69
2816
769
25
139

total flows: 6784, total bytes: 441996, total packets: 6961

Flows
3118
1522
1451

196
90
49
41
38
17
12

Packets
3135
1531
1460

203
92
122
42
38
19
12

Bytes
172859
89924
74904
11368
5211
3955
2352
2128
1163
688

PPsS

O O O O O 0O o o o o

bps
34

14

© O O O O O O

bpp
55

58
o1
56
56
32
56
56
61
S7
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'\ Malware downloaded

Dst Port ordered by flows:

Dst Port Flows Packets Bytes pps bps bpp
any 135 290 294 17544 0 59
any 445 49 49 3024 0 61
any 69 29 90 2880 0 32
any 781 15 15 840 0 56
any 25 13 15 959 o) 12 63
any 33613 7 9 4896 0 275 544
any 0 7 7 459 0 0 65
any 33601 5 9 4896 0 368 544
any 33594 3 3 1632 0 420 544
any 33599 3 4 2176 0 52 544

Summary: total flows: 471, total bytes: 74361, total packets: 589
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Developments

- Redesigned webinterface

- Improved email reporting

- RSS reports

- Multiple honeypot

- Argos integration

- Layer 2 detection
- ARP poisoning attack detection
- Rogue DHCP server detection

- IP exclusions

- CWSandbox support

[02-11-07] SURFids VMware demo

We have released a demo Whware image which is basically a debian vmware image with the 3URFids
2 0-rcZ installed and configured an it. This will enable wou to take a look at a working SURFids
system within a few minutes of work. This image can become a sensor as well as the server,
meaning it can detect just like a sensor would with just it's local netwaork interface.



Actions for sensor232

D Server

[ Host

ASTI0OIMET  »

MAC address &  |IP address Type Sensor Action
00: 06: dE: oo 60:39 % sensar23z [delete] [Del router] [Lcd DHZP]
015 coesadar g SEnsor2is [delete] [Add router] [Del DHCP)

OHCP
001956 ee kbl ca % Sensor232 [delete] [Del router] [Add DHCP)

[l Router /Gatewary

|:| DHCF Server sEnEOrIa m




teCted

Detected Protocols

Actions

Clear Detected Protocols

Detected protocols PRUTSHNET »

Parent Protocol Type Humber Type

Ethernet a0 Unknosaen

Ethernet 2048 Internet IP (IPw4)

Ethernet 2054 ARP

Ethernet 24578 DEC MOP Remate Consale
Internet IP (IPw4) 1 [ChiP

Internet IP (IPw4) B TCP

Internet IP (IPw4) 17 LDP

IChiP 0 Echo Reply

DHCP g DHCPIMF ORM




sensor Status ARFP 1P exclusions  Argos

IP exclusions

Exclusion Actions |

| [ lnset |

SURFids version: 2.00.03 | http:/fids. surfnet.nl

45
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Applications
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s Overview

‘ in network trace

| network trace




s el VA -
2ok Arggs Overview

Snitch
>

\_ A Y,
Guest OS |/

Argos Emula/or@j

i
e E N
Host OS
—)
N

A

Signatule




Argos

Sensor redirects

Sensor [7] Device IP [ 7] Imagename [ ?] Template [?] Timespan [?] | |
AZ1103NET 192 Windows 2000 v &l Traffic v Last 24 hour + \ |
WIMBIEREt 192 Windows XP 5P2 w All Traffic v FELTEAL Uedate || Delete |
WIMBIE net v Windows XP 5P2 v All Traffic Last 24 hour v | JEXTH |

Results (page 1: 1 -1 of 1)

Timestamipy 4

Severity

Source

Port

Destination

Port

Sensor

Additional Info

24-05-2003 19:35:39

Malicious sttack - Argos

N 51171

1620

192

133

AZ1103.MET

svchost.exe




ttack etall

Details of attack ID: 1671266

Type Info

Argos D 1116062997
Process ID 394

a5 winZk
Imagename winZk-configured-clean.img
hModule aychost exe
TCP Port 135

TCP Port 4514

TCP Port a7

TCP Port 4723

TCP Port 1027

LIDP Port 133
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- Added value
- Placement
- Integration
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- Over 90% of the attacks registered by Argos were
detected by Snort
- Other attacks also recognized

) Results



@ Client LAN
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~ Loggingserver
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2 | sensor Webserver
Dbserver
Public Server i’
LAN =
\
‘ 1st VPN Tunnel Private Server

1st VPN Tunnel

Client LAN

L

54



.

- Over 90% of the attacks registered by Nepenthes
were detected by Snort

- ldentification of 10% of the possible malicious
attacks

% Results
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Recent Issues

[16-05-08] OpenSSL vulnerability in Debian

The recent @ 0penSsL vulnerability in Debian has a rather high impact on the SURFids system. This basically

means recreating all the certificates used by the SURFids system. A document explaining how to do this for a
live SURFids environment can be found here.



. Version

[29-11-07] SURFids 2.00 stable released

The day is finally here, SURFids 2.00 has been released as a stable wersion. Visit our Subwersion
page for information on how to get the SURFids 2.00 stable release.

In the {unlikely) event that you find a bug, please report this in our Trac environment located
Shere.

[L3-12-07] SURFids 2.00.01 stable released

This stable release includes 2 critical bug fixes:

= Fixed an ®33 & S0L injection vulnerahility.

B Fixed a bug in the redirect argos script.
B Fixed a bug with sensor certificate generation.

[05-03-08] SURFids 2.00.02 stable released

SURFids 2.00.02 stable has been released. This release contains several bugfizes to the

webinterface as well as some bugfixes to a few tunnel scripts. Far a mare detailed list of bugfixes:
@ Trac
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'\ Future goals

- Correlation
- Data between the different (honey) projects.
- Data provided by other teams!
- HoneyClients
- Build a network of honey-clients
- Catch 0-Day attacks on IE and other browsers
- Watch for active exploitation of known and
new client-side vulnerabilities
- Honey-clients are fed with URL’s from SPAM and
other sources

Cer
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- SURFids
- Successful solution
- Very easy to deploy
- Actively developed
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