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Cyber Incident Response Centre
(CCIRC)

Located in the nation’s capital of Ottawa, the
CCIRC is the national focal point for dealing with
cyber based threats to Canada’s Critical
Infrastructure.

Provides a stable, 24/7 coordination and support
across the Government of Canada (GoC), and to
key national players in the event of cyber based

emergencies

Participation in operational working groups and
strategic partnerships that include domestic and
International partners
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Cyber Incident Response Centre
(CCIRC)

pc’

« National operations centre with the following mandates:

— Focal point for reporting of real or imminent
threats, vulnerabilities and incidents against the
GoC

— Threat and vulnerability identification and analysis

— Distribution of cyber based publications
(Alerts/Advisories/Cyber Flashes/Information
notes)

— Technical analysis, investigations, and
coordination
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Cyber Incident Response Centre
(Malware Analysis)

CCIRC Malware Analysis Technical Capabilities

e In support of its mandate, CCIRC has a fully functioning malware
analysis lab performing the following tasks:

— Malware reverse engineering

— Malware detection

— Behavior mapping of malcode

— Technical analysis and research papers

 CCIRC also enjoys strategic partnerships with other government
agencies and services responsible for malware investigations:

— National Defense, National Intelligence, Federal/Provincial Law
Enforcement
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Sun Tzu: The Art of “Malware” [*

The art of war teaches us to rely not on the
likelihood of the enemy's not coming, but on our
own readiness to receive him; not on the chance
of his not attacking, but rather on the fact that we
have made our position unassailable.

-Sun Tzu
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What is Malware?

Traditionally, the term Malware was used as a synonym for computer viruses

The term has since evolved to cover multiple vectors of computer infection
and exploitation, including, but not limited to:

- Adware - Browser compromise
- Keyloggers - Worm

- RootKits - Botnets

- Trojans - etc...

The goal of Malware is still the same: Software designed to intentionally cause
damage or disruption to a computer system, usually in such a way as to
remain hidden to the user.

The goal of a CERT should mimic the goal of malware, but in reverse: An
organization designed to prevent the damage and disruption to the
computer systems they service.

An effective functioning CERT should therefore possess the ability to analyze
the malware it receives
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Q.... So Why Build a Malware Lab *

Better to be pro-active, than reactive in times of emergency...
You can't protect against what you do not understand.

CCIRC has received and analyzed multiple pieces of malicious
software that were unknown to antivirus vendors.

It is therefore up to the investigating organization to perform a
forensic examination of the device or piece of malware to
determine the malicious capabilities.

To achieve this, you have multiple options:
— An “off the shelf” product
— OQutsourcing
— A customized creation
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Off the Shelf Products *

Malware Vendors:

e Symantec:http://www.symantec.com

e McAfee: hitp://www.mcafee.com

e Trend Micro:http://www.trendmicro.com

» AVG: http://www.qgrisoft.com/

« Panda Software:http://www.pandasoftware.com/

e Sophos: http://www.sophos.com

Online Resources:

* Virus Total: http://www.virustotal.com

 Anubis: http://anubis.iseclab.org/index.php

 Sunbelt: http://research.sunbelt-software.com/Submit.aspx
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File Edit Wiew History Bookmarks Tools Help

& - & (8] fileyn | =] [@~]c @,
Most Visited = [E5 Smart Bookmarks = [ESCCIRC ~ 2 0nline tools = © Performance Analys... 2
| g wirusTotal o ] | =
Antivirus Version Update Result
AhnlLab-Va 2007.6.16.0 06.19.2007 no virus found
Antivir 7.4.0.34 06.19.2007 EDS/Hupigon. Gen
Authentium 4.93.8 06.19.2007 no virus found
Awast 4.7.997.0 06.19.2007 no virus found
AVG 7.5.0.457 06.19.2007 no virus found
BitDefender 52 06.19.2007 no virus found
CAT-QuickHeal 9.00 06.19.2007 no virus found
ClamaAv devel-20070416 06.19.2007 no virus found
Driveb 4.33 06.19.2007 no virus found
eSafe 7.0.15.0 06.19.2007 no virus found
eTrust-Vet 30.7.3727 0A.19.2007 no virus found
Ewido 4.0 06.19.2007 no virus found
FileAdvisor 1 06.19.2007 no virus found
Fortinet 2.91.0.0 06.19.2007 no virus found
F-FProt 4,3.2.48 06.19.2007 no virus found
F-Secure 6.70.13030.0 06.19.2007 Hupigon.gense
Ikarus T3.1.1.8 06.19.2007 Backdoor.VB.EV
Easpersky 4,0.2.24 06.18.2007 |no virus found
McAfee 5058 06.19.2007 no virus found
Microsoft 1.2607 06.19.2007 no virus found
NOD32v2 2338 06.19.2007 no virus found
Norman 5.80.02 06.19.2007 Hupigon.gense
Panda 9.0.0.4 06.19.2007 no virus found
Sophos 418.0 06.12.2007 |no virus found
Sunbelt 2.2.907.0 06.16.2007  |VIPRE.Suspicious
Symantec 10 06.19.2007 |no virus found
TheHacker 5.1.6.134 06.18.2007 no virus found
VBA3Z2 3.12.0.2 06.19.2007 no virus found
VirusBuster 4.3.23:8 06.19.2007 no virus found
Webwasher-Gateway 5.0.1 06.19.2007  |Trojan.Hupigon.Gen
|Aditional Information
File size: 1856512 bytes
Done @ 2Errors @iN S
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Anubis

File Edit Wiew History Bookmarks Tools Help

- - & (& filewy -] G~ Y
Most Visited = (5 Smart Bookmarks  [ESCCIRC = (3 0nline tools = & Performance Analys. .. >
& Anubis: Analyzing Unknown ... @ ~
AT LA VD WD Y DL RN R SV HeD T LT UK T rAruuuy URTZUUW T
CAWINDOWS. 0system32\Apphelp.dll 0x77B10000 0x22000 B
CAWINDOWS. 0system32imsacm32.dll 0x77EBOD00  0x15000
CAWINDOWS. 0isystem32wersion.dll 0x77EDO000  0xBOOO
CAWINDOWS. Otsystem32imsvert.dll 0x77EE0D00 0x58000
CAWINDOWS. 0\system32\SHLWAP!.dII 0x77F40000 0x76000
CAWINDOWS. D\system32\SHELL32.dll 0x7CoD0000  0x81E000
|PEID Output
themida 1.0.0.5 -= Oreans Technologies B

2.a) 200512.exe - File Activities

|Flles Created:

C:\Program Files\MetMeeting'msmsgs

|Files Read:

CiilnsideTm'\200512 exe

CAWINDOWS. D\system32\ADVAPI32.dlI
CAWINDOWS. 0system32\KERNEL32.dII
CAWINDOWS. D\system32\USER32.dlI

Directories Created: 1+k

Canada
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@ -6

Most Visited =

File Edit Wiew History Bookmarks Tools Help

2 Smart Bookmarks =

e | (8] filen

| -] [@~]s

ViewMalware

Advisories | Spyware Information | Browse Threats

Sandbox Result

Sandbox Submit a File Report

EJCCIRC = [E2Online tools = @ Performance Analys...

| False Positive | ThreatNet | Listing Criteria

¥

1D 746392
Comment Mone
Flag 1

Analysis Summary:

Amnalysis Date

6/18/2007 3:25:22 AM

Sandbox Version

2.0.6

Filename

TabbfbScae0f41 3cddl ef438001 cfece.exe

Technical Details:

Analysis Number 1

Parent ID 0

Process ID 544

Filename c:\temp\7abbfbScaeli4]l 3cddl ef438001 cfece.exe

Filesize 23120 hvtes "
Done
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Outsourcing

L%

Private Sector Alliances
 Microsoft
 Contracted agencies

Public/Government Sector Alliances
e Military

e Law Enforcement

» Intelligence Agencies

Public Safety Sécurité publique 148
I *I Canada ' Canada 12 C&Il&da



A Customized Creation!

L%

Building a customized malware lab that is tailored
to the needs, and capabilities of an organization

Combines the best of both worlds, at a fraction of
the cost

Many CERT are also sometimes under financial
and operation restrictions in the performance of
their duties.
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The Good, the Bad, the Expensiv

1.“ Off the Shelf”

Pros: Proven track record, variety of tools, latest technologies, constantly
updated, industry leaders

Cons: Typically not customized, detection based on known patterns, Expensive,
have to submit malware that may be sensitive

2. Outsourcing

Pros: Customizable environments, access to various vendor tools and
agreements, experienced staff, pre-established infrastructure and methods of
operations

Cons: Expensive, security clearances, timelines and lifecycles

3. Customized Product
Pros: Customized, CHEAP (free), familiar technologies and tools, expansion
capabilities
Cons: Open source tools dependence, unfamiliar technologies, responsibility to
remain current, defence is only as good as the builders knowledge
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Goals of Malware Analysis *

The primary goals of malware analysis
— Detection / Eradication
— Mitigation / Protection
— Education / Profiling

I*I Public Safety Sécurité publique
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Detection /7 Eradication *

* Analyzing Software and hardware to detect patterns and
behavior to determine appropriate responses to remove the
identified threat.

* Occurs when you have confirmation or suspicion of the
presence of malware on a device

« Techniques
— Establishing a baseline, infecting, analyzing the Delta
— Redirecting malware beaconing to emulated locations
— Simulating beacon calls
— Passing in command and control commands
— Breaking encryption algorithms (basic)
— Using a Sandbox

I*I Public Safety Sécurité publique
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Detection / Eradication

e Eradication

— Removing registry key hooks

— Removal of key loggers, image capture
devices, or related malicious s/w

— Reduction of privileges on infected machines
— Restoration to baseline

I*I Public Safety Sécurité publique
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Mitigation / Protection *

e Once athreat has been isolated, countermeasures must be
developed to ensure protection

« Countermeasures:
— Blocking IP addresses imbedded in the malware
— Closing ports used by the software

— Development of signatures (SNORT) to assist in
detection and identification

— Network scans to detect signatures to locate other
iInfected machines

— Review of corporate network to ensure conformity to
security best-practices.

Public Safet Sécurité publique T
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Education/Profiling

Analyzing malware can not only provide insight into the modus operandi of

those you are trying to fight, but you can also learn the weaknesses of your own
organization.

Examples: Security holes/Best practices breaches
— Ability to download and install executables
— Administrator rights on individual machines
— Failure to block malicious sites
— Blocking spoofed emails

Analysis is not just about the code, but determining the methods an attacker is
using.

By performing both behavioral analysis and code analysis, an investigator can
develop intelligence and tactical data on the attacking agent and their tools and
techniques, and use this information to assist in attacker agent and threat

mitigation.
Public Safety Sécurité publique T
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Final Thoughts... Sun Tzu

L%

If you know the enemy and know yourself, you need
not fear the result of a hundred battles. If you
know yourself but not the enemy, for every victory
gained you will also suffer a defeat. If you know
neither the enemy nor yourself, you will succumb
In every battle.

- Sun Tzu
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Analysis station using Virtualisation *

Windows XP Pro
*VVMWare Workstation

Several Guest Host versions

*Guests OS bridge to the
testing zone or Host only
network

Public Safe Seécurité publique T
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Analysis environment using physical devices *

Windows XP Pro

3 main images at various
patching stages

Microsoft Office installed

Public Safe Sécurité publique 148
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The Network

Management
zone

Public Safe Sécurité publique 1+1
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The Firewall *

Ubuntu

Firewall

Network monitoring

///°ﬁ’>

Fake DNS server
Fake network services

*Proxy

*Disk image server

Public Safe Seécurité publique T
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The Virtual Machines Host

« Using Virtual Machines (VM) is convenient.
— Setting a test environment is quick
— Moving data between Host and guest is easy

— We can save the state of a machine and revert back to
it later (Snapshots)

— We can run more than one VM at the same time and
simulate a whole network with one physical machine

— Network monitoring is easy.

Public Safet Sécurité publique T
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The Virtual Machines Host

e Using Virtual Machines (VM) has its drawbacks.
— Advanced Malware will not run in VM

— Running several VMs needs a lot of resources: RAM,
CPU and disks.

I*I Public Safety Sécurité publique
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The Virtual Machines Host

 Windows XP Pro

— With the latest patches
« Lots of RAM (At 1Gig, 2 Is better)
* Lots of disk space (>100Gigs)
 Good CPU (>2Ghz)

S
Ln ]
=

I*I Public Safety Sécurité publique

Canada Canada 29 C&Ilad'é:



Required Software

* Virtualization Software

— VMWare

 VMWare Workstation is preferable. Snapshots are
important and only VMWare Workstation allows multiple
snapshots. VMWare server only allows one snapshot per
VM.

— VirtualBox

 VirtualBox OSE (Open Source Edition)
— Allows multiple snapshots.

— No USB support. If you need it go for VirtualBox closed
source. Make sure you understand the license agreement.

I*I Public Safety Sécurité publique
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Setting up the dummy VMs

« Multiple VMs are required.

— Build VMs at various patching levels of Windows {
XP, 2k3 or Vista
« SP1, SP2, IE6, IE7, Office 2000, XP, 2003, 2007...
— Build VM for network services

* Typically a Linux firewall with 2 virtual interfaces. One
Host Only and one bridged.

I*I Public Safety Sécurité publique
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Networking

« Use Internal Host networking between VM
— Easy with VMWare

— Needs some tweaking with VirtualBox under Linux (use'
bridged interfaces)

« Do not allow direct connectivity with the Internet.

— When the Internet is needed, it should go through the
firewall

I*I Public Safety Sécurité publique
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Hard disks

« Use auto-expanding disks to save space

« Create disks as big as the average workstation
disk in your organization

— With auto-expanding disks, on a disk partition of 80Gigs
the OS will see the full partition size but the host will
use only the space needed for the installation.

I*I Public Safety Sécurité publique Calladlél.

Canada Canada 33



Analysis environment using physical devices *

ST

e Using physical devices is not really convenient: ;@,
— Setting a test environment is slower

— Saving the state of the machine and reverting back to it
later is much slower

— We need one computer per host

I*I Public Safety Sécurité publique
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Analysis environment using physical devices

« Using physical devices is necessary in some cases:.
— Advanced Malware will not run in VM

 When the malware does not run as we expected in
VM, we need to fallback on real computers

Public Safety Sécurité publique 148
I *I Canada ¥ Canada 35 C&Il&da



Analysis environment using physical devices *

Y
* Use decommissioned PCs from your organization

e Our PCs are:
— Intel Pentium 4 3.2Ghz, 2GB RAM
— 2 X 163GB hard drives

I*I Public Safety Sécurité publique
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Analysis environment using physical devices

Hard disks

e Setup several partitions
— The boot partition
— The Analysis partition
— The disk imaging partition

I*I Public Safety Sécurité publique
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Analysis environment using physical devices

« Snapshots with physical devices
— Using disk imaging utilities.
— Disk images stored:

« On a server to preserve integrity
* On a separate partition for increased speed and convenience.

« Multiple disk images are required for the Analysis patrtition.

— Build VMs at various patching levels of Windows XP, 2k3 or
Vista

« SP1, SP2, IE6, IE7, Office 2000, XP, 2003, 2007...

I*I Public Safety Sécurité publique
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Analysis environment using physical devices

e Boot partition is using grub
« Disk-imaging partition is Linux-based
 The Analysis partition is ... well variable

I*I Public Safety Sécurité publique
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The Network *

e Fake DNS server

— Will redirect any query to a known IP which runs fake .
services

» Fake network services

— WIll capture first interactions with the server. This is key
to understanding what is the real protocol used with the
server.

I*I Public Safety Sécurité publique
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The Network *

 Network is supported by an ethernet switch with VLAN and
port forwarding features .

— 2 VLANS (One for management and one for testing)
* Network Isolation — Firewall

— Linux based IPTables

— Proxying for granular control
* Network monitoring station

— Switch setup with port forwarding for test VLAN ports

— Network recording with tcpdump (Always record all packets
to a binary file)
tcpdump —ni if —s 0 —w outputfile

Public Safet Sécurité publique (]
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The Network [*
o Setup a Fake DNS server ?
— Bind9 .

— Setup a “Catch All” zone

This will enable you to redirect all DNS requests to
a single IP running fake network services.

I*I Public Safety Sécurité publique
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The Network

Change named.conf

Before:
zone "." {
type hint;
file ""/etc/bind/db.root";

After:

Zone Il-ll {
type master;

file ""/etc/bind/catchall';

I*I Public Safety Sécurité publique
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The Network *

Create the “catchall’ zone (/etc/bind/catchall):

$TTL 86400 ..
@ IN SOA localhost. root.localhost. (
1 - Serial
604800 : Refresh
86400 ; Retry
2419200 , ExXpire
86400 ) . Negative Cache TTL
@ IN NS localhost.
* . 14400 IN A 192.168.101.2

Public Safet Sécurité publique 1+1
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The Network

Test your fake DNS server:
$ dig ©@127.0.0.1 test.vancouver.com.

; <<>> DIG 9.4.2 <<>> @127.0.0.1 test.vancouver.com.

; (1 server found)

;:; global options: printcmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 29368

;; Flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 2

;> QUESTION SECTION:

;test.vancouver.com. IN A
;> ANSWER SECTION:
test.vancouver.com. 14400 IN A 192.168.101.2
;3 AUTHORITY SECTION:
86400 IN NS localhost.
;> ADDITIONAL SECTION:
localhost. 604800 IN A 127.0.0.1
localhost. 604800 IN AAAA el
;5 Query time: O msec
;; SERVER: 127.0.0.1#53(127.0.0.1)
;; WHEN: Wed Jun 18 15:52:31 2008
;; MSG SIZE rcvd: 119
Public Safety Sécurité publique C dl‘l
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The Network *

 Fake network services
— Netcat and iptables .

— Will capture first interactions with the server. This is key
to understand what is the real protocol used with the
server.

— T0 use netcat

e Iptables -t nat -A PREROUTING -1 ethO -p
tcp -d ! 192.168.101.2 -j DNAT --to-
destination 192.168.101.2:81

enc -1 —n -p 81 —o dump

I*I Public Safety Sécurité publique
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The Network services

« Disk image server
— Partimage server

« Hosts all the original images to preserve integrity 3

{ Partition Image 0,6.0-rc2 |
#* Partition to savesrestore

—extended-

=dab Jf= 150,98 MEB

=dab Jf= 150,98 MEB

=da’ wf= 149,98 MEB

=0l reizerf=-3,5 149,92 ME

hdal ntf= 1,95 GE

hda2 -extenced- | converting the compreszion lewel |
# Image file to createsuse Ole

SmntAbackupd Linux—redhat -7, 1, LEF o ___ 0ld

Bction to be done: Hext Hew Amnt Abackupfredhat -7, 1, part img , 1zo, 034
(% ve partition into a new inm F Hew
{ ore partition from an i
ore an MER from the imag

lzo
267,98 MB = 2210019384 bytes

[¥] Conrect to server
IF/name of the serwver:
S5L diszabled at compile time
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The Network services *

* |nternet Access

— DO NOT: .
« USE COPORATE INTERNET ACCESS
« Connect your malware network to your corporate network.

— Acquire an anonymous Internet access like a DSL link.

e Only allow infected hosts to access the Internet if necessary for
the analysis.

Public Safet Sécurité publique 148
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Test machine setup

L%

« Setup the disk partitions

First drive
— 1 x 15GB for test environment (Windows)
— 1 x 4GB for Linux image manager
e Second drive
— 1 x 163GB Linux partition for snapshots and images

I*I Public Safety Sécurité publique
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Test machine setup *

First things to do:
— Install Linux on the 4 GB patrtition.
— Use a swapfile instead of a swap partition (easier to re-
Image)
— Install partimage

— Install Grub
« Default to windows partition

— Take a disk image of boot sector and Linux partition

I*I Public Safety Sécurité publique
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Test machine setup

 What type of images are needed?

— Since desktop is the most likely target these days,
workstation images are needed

* Pick the most common workstation configuration for
your organization

— Typically, Windows OS, Office Suite, Acrobat reader.
— Software used in your corporation

« To understand what the malware does in YOUR
environment and corporate setting your test machines
should replicate that environment.

Public Safet Sécurité publique T
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Test machine setup

L%

e At a minimum you will need 3 images.
— From original media plus office apps.
— Plus SP2 applied
— Fully patched

 Ideally, you will want several images to test malware
under various conditions

— |[E6 VS IETY...

I*I Public Safety Sécurité publique
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Test machine setup *

 Install the OS in the same manner that you would do
for your organization using common features.

— If your workstations use AD for authentication, use the
same setup. You do not need to duplicate an AD in
your lab. Log in locally.

e Do avanilla OS install

I*I Public Safety Sécurité publique
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Test machine setup

* Install the OS from the original media
— Windows XP SP1, IE6
— Install TightVNC

e Do a shapshot (disk image)
— Install Office

Do another snapshot

I*I Public Safety Sécurité publique
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Test machine setup

— List of images required:
 Windows XP SP1, Office, IE6
Windows XP SP2, Office, IE6
Windows XP SP2, Office, IE7
Windows XP SP3, Office, IE6
Windows XP SP2 — Fully patched, Office, IE6
Windows XP SP2 — Fully patched, Office, IE7

I*I Public Safety Sécurité publique

11
Canada Canada 55 C&Il&da



Test machine setup *

 Install all the tools in an other directory

— ldeally on a network or an other partition that you bring
up when needed
— Copy the following Windows native commands to that

directory:

e From C\WINDOWS\SYSTEM32
REG.EXE, TASKLIST.EXE, SC.EXE, NETSTAT.EXE,

ATTRIB.EXE
e From C:\WINDOWS\SYSTEM32\WBEM
WMIC

— WMIC also requires:
» Framedyn.dll

I*I Public Safety Sécurité publique Calladlél.
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Test machine setup *

Install Symbol package
 These are essential to help understand what the
malware does
— They will help identify many DLL calls
e Many tools use them
— Debuggers
— Dissassemblers
— Sysinternals tools

http://www.microsoft.com/whdc/DevTools/Debugging/symbolpkg.mspx
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Test machine setup

Open files monitor

— Enable the open files monitor in XP. This feature allows to
identify files opened by processes.

openfiles /Local ON

Note: You will have to reboot you system for this command
to take effect.

I*I Public Safety Sécurité publique
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Analysis Tools *

Live Monitoring tools

— SySAnalyzer — PROCEXP.EXE

— RegShot — REGMON.EXE
— FILEMON.EXE

Low footprint monitoring

— REG — AUTORUNS

— TASKLIST — PSLIST

— SC — PSSERVICE

— ATTRIB — FPORT

— NETSTAT — MD5SUMS

— WMIC — KDIFF3

I*I Public Safety Sécurité publique
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Live Monitoring Tools

L%

Sysinternals tools Other tools
_ PROCEXP.EXE - RegShot
— FILEMON.EXE - SysAnalyzer
— REGMON.EXE
— TCPVIEW.EXE

When the malware does not check for the presence of
these programs, you should have the most complete
picture of the malware behaviour.

I*I Public Safety Sécurité publique
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File Options View
|an =

Process Find Users

Bo @ x 8o N NS .

PROCEXP.EXE — Process Explorer

&2 Process Explorer - Sysinternals: www. s}'ﬁinternals com [GREM-F39ED4B15A\e. .. mmgﬂ

Frocess
= ~] System |dle Process
1 Interrupts
~IDPCs
=2 ] System
= Y smss.ene
Fcsrss.exe
= G4 winlogon exe
= [ services exe
" svchost exe
[ svchost exe
= [ svchost exe
[ wscnify.exe
@ wuauch exe
™ svchost exe
M avchost exe

PID CPU Description

0
ma
n'a

4
308
460
484
B52
816
836
936

1756
348
336

1020

1284

96.12

1.94

Hatdware Interiupts
Deferred Procedure Calls

Windows NT Session Mana...
Client Server Runtime Process
Windows NT Logon Applica...
Services and Controller app
Genenc Host Process for Wi,
Generic Host Process forwi.,
Generic Host Process for Wi..
Windows Security Certer M.
Automatic Updates

Genenc Host Process for Wi,
Genernic Host Process for Wi,
Spooler SubSystemn App

M Savecks
Tllsasset  set priority
= ' explorer.exe
@\l’ﬂmﬁemm exe  Kil Process
= B cmd.exe Kill Process Tree
L procexp.exe Restart
Suspend
CPU Usage: 3.88% | Comr
Debiig
Public Safety ~Sécur .
Canada ~ Canad  Properties...

Search Online...

Del

Chrl+M

senhcation Layer Gateway ...
" %dows NT Save Dump Ut..
E xport Version)
wplores

Sdditions Service

Company Mame

Microsoft Comporation
Microzoft Corporation
Microzoft Corporation
Micrasoft Cotporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Micrasoft Corporation
Microzoft Corporation
Microzoft Corporation
Microzoft Corporation
Microsoft Corporation
Microzoft Comporation
Micrazoft Corporation
Microsoft Corporation
Microzoft Corporation
innotek GmbH

ows Command Processor Microsolt Corporation

nals Process Explorer

Syzintemals

Canada



_ Image Perfarmance Perfarmance Graph Services
~ ¥ | H @ hed Threads TCRAP Security Erwvironment | Stings
Process i ] ]
5 ™ System Idle Process Frintable ztrings found in the scan;
“lntenupts hEF ~
“IDPCs hEF I
= ] System MZP
=[] smizs. exe Thiz program must be rn under 'Wing2
[ carssexe o[RIC
= ﬂ winlogon, exe ;MdaikPE
= [T services ex 'I-'Ihean:da
[ svchost. b sk PE
[ svchast. t&pE!
= [ svchost. WCHI
Twsen DeTx
[ svchaost. ikt
[ svchost. JC)ig
[ spoclzw. ZIZ
[ alg.exe TG
= |E=| msmsgs HaZim
] IFZ
Flzazs.exe SpTy -
= -j explorer. exe S —
@UB 05 ErYICE, EXE @ Image O Memory ’ Save ] ’ Fitad ]
2 procesp.exe
BN crd.exe
l )4 l [ Caticel ]
CPU sage: 87,13%  Commit fI

i+l

Canada Canada
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| Image || Perfarmance || Ferfarmance Graph || Services

= %] | = E il | Threads | TCPAP | Securty | Environment | Shrings
Lipoess Printable: strings found in the scan
= ) System die Process rintable strings found in the scan;

“lntenupts b ake zure that this fi ”~
T IDPCs \Oreans. ved
= ] System b
=] E SMMEE ENE !T.his program cannot be rnin D05 maode.
[ cerss exe EI:CSD
=] ﬂ winlogon, exe
= [T services ex #PROTVAD
=PROTWD
E avchozt, PP
g E wc:uﬁt. TwsR2wzR avehR
[ svehast. i

[ wzen
[ svehast.

[
*PROTW=D_DODB

[ svechost. ADWAPI32 DLL
[ zpoclsy. OpenSCManagend
[ alg. exe CreateServiced,
StartS erviced, B

Geth ativeSystemlnfa

=] MmEmsgs
—]

v
] lsazs exe 2 - - | ¥
= »_—i Explorer. exe — —
(] WBoxS ervice exe Olmage & Memory | save || Fnd |
L procesp.exe
B crd.exe

CPU Usage: 89, 11%
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I*I Canada Y Canada P q 63 Callada

Zornrnik



Public Safety Sécurité publique
Canada Canada

1]

64

File Edit ©ptions Wolumes Help

EEz 4BE @ < #h

# Time Process A equest Fath R ezl Other ~
205 3:48:08 AM F9 svchostes.. QUERY INFORMATION T4 SIICCESS Filelnternallnformation
206 3:48:08 AM 9 svchostes.. CLOSE C:h SIUCCESS
207 94808 AM F1 svchostex.. OPEN Chh AR, SUCCESS  Options: Open Access: 000,
208 458:03 AM E svchostes. QUERY INFORMATION  C:AMARS SUCCESS Filelntemallnfarmation
209 5:48:08 Ak 9 svchostewx.. CLOSE C:\MAR, SIICCESS
210 34808 Ak F3 svchostex.. OPEN C:hbAARNB M SUCCESS Options: Open Access: 000,
211 34808 AM 9 svchostes.. QUERY INFORMATION  C:AMARNEINY SUCCESS Filelnternallnformation
212 54808 AM 9 svchostes.. CLOSE C:\MARNBING SIICCESS
213 34803 AM 1 svchostes.. OPEN Cohwf M DOwAS SUCCESS Options: Open Access: 000,
214 3:48:08 AM F9 swchostex.. QUERY INFORMATION  CvwIND WSS SIUCCESS Filelnternallnformation
215 5:48:08 Ak 9 svchostex.. CLOSE CWwAMDOWS" SIICCESS
216 9:48:08 AM F1 svchostex.. OPEN I HDDwSSYSTEM 324 SUCCESS  Options: Open Access: 000,
217 54808 AM F9 svchostes.. QUERY INFORMATION — CNwWINDOWSSSYSTEMIM SIUCCESS  Filelntermmallinfarmation
218 5:48:08 Ak 9 svchostewx.. CLOSE CWINDOWSASTSTER 32N SIICCESS
219 34808 A F3 svchost.ex.. OPEN CAWIRDDWSASYSTEMIZADRIVERSY  SUCCESS Options: Open Access: 000,
220 5:48:08 Ak 9 svchostes.. QUERY INFORMATION — CwINDOWSASYSTEM3IZDRIVERSY SUCCESS  Filelntemallnformation
221 5:48:08 AM 9 svchostes.. CLOSE C:NwWINDOWSASYSTEMIZADRIVERSS SUCCESS
222 34803 AM 1 wirlogor.e... READ C: SIICCESS Qffzet: 4648960 Length: 4096
243 34808 A E svchostes.. OPEN AR DOWS W M S5 SUCCESS Options: Open Access: 000,
224 5:48:08 Ak 9 svchostes.. QUERY INFORMATIOMN TN D OWS WM SRS SIUCCESS  Filelntemalinformation
220 9:48:08 Ak 9 svchostes.. CLOSE CWMD DS WM SHSE SCCESS
226 3:48:08 AM 9 svchostex.. OPEN CA DD SYWINSHENBE_MICRO... SUCCESS  Ophions: Open Access: 000...
227 5.48:08 Ak E9 svchostex.. QUERY INFORMATION  CNwWINDOWSWYWINSKSEE_MICRO... SUCCESS  Filelntemallnformation
228 9:48:08 Ak 9 svchostes.. CLOSE C:wiND WS WINSHSHEE_MICRO... SUCCESS
229 34808 Ak 9 svchostex.. CREATE C:AWARDOWS S\ Prefetch\FILEMOM Ex. .. SUCCESS Options: Ovensntelf Access:...
230 9:48:08 AM — winlogore... READ C: SUCCESS  Offzet 4620283 Length: 4096
21N 34803 AM 1 wirlogor.e... READ C: SIICCESS Offzet: 4085040 Length: 4096
232 34803 A 1 wirlogon.e... READ C: SIICCESS Qffget: 3108864 Length: 4096
233 34808 Ak 1 winlogon.e... READ C: SIUCCESS Qffzet; 3342336 Length: 4096
234 94808 AM 1 winlogon.e... READ C: SUCCESS  Offzet; 4653056 Length: 4096
235 Ei 48 03 Ak ; winlu:ugu:un e.. DIRECTORY CA MDD Shapstem32 Change Motify
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%2 REGMON.EXE — Registry Monitor M

& File Edit ©Options Help
HE  SBET| < #h

B Time

826 1.045347E9
826 1.04535330
827 1.04536831
828 1.04537559
823 1.04BBE477
830  1.04553063
831 1.04553243
832 1.045R0328
8933 1.04BR1338
834  1.04581615
835 1.04583204
8936 1.04534343
837 1.0453542
8238 1.0453E432
833 1.04727674
240 1.04723426
841 1.04730260
242 1.04731524
543 1.04732919
a44  1.04733670
845 1.04734E00
846 1.04768904
847 727233744
543 7.27233347
843 727244282
850  7.27249956
851 727254963
852  7.27253634
853 72V2E3EN
ghd4 727260267

FRequest Fath Fesult | Other i

. Quentfalue  HECRADrivehshelles\FaolderE stensionsh. .. SUCCE... w20

. Clozekey HECRMDivehzhellexhFolderE stenzions'... SUCCE...

. Enumerate...  HECRADrive\sheleshFolderE stenzions MO MO

. Clozekey HECRA\DiveshellexhFolderE stensions SUCCE...

. Openkey HECUMS aftwarehMicrosaftywindows\C... SUCCE... Access: X
. Openkey HECUMS oftwarehbicrosaftywindows\C... SUCCE... Access: X
. Clozekey HECUMNS oftwarehMicrosaftywindows\C... SUCCE...

o Cuenddalue  HECUAS ofbwarghMicrozoftywindowsAC... SUCCE... Ox1

. Clozekey HECUMS aftwarehMicrosaftwindows\C... SUCCE...

. Openkey HECUMS oftwarehbicrosaftywindows\C... SUCCE... Access: Ox..
. Openkey HECUMNS oftwarehMicrosaftywindows\C... SUCCE... Access: 0.
. Clozekey HECUMS oftwareMicrozoftswindowshC... SUCCE...

o Cuenddalue  HECUAS ofbwarghMicrozofthwindows ... SUCCE... 0wl

. Clozekey HECUMS oftwarehMicrosaftywindowssC... SUCCE...

. Openkey HELMAWSECURITY W Paolicy SUCCE... Access: Ox...
. Openkey HELMYSECURITY PaolicytSecDesc SUCCE... Access: Ox..
. Buentfalue  HELMASECURITYSPolicyhSecDesc\[D... BUFFE...

. Clozekey HELMAWSECURITYPolicyhSecDhesc SUCCE...

. Openkey HELMASECURITYPolicyhSecDh esc SUCCE... Access: Ox...
. Quentdalie  HELMASECURITYSPolicyhSechesch(D... SUCCE... MOME

. Closekey HELMMSECURITYSPalicytSecDesc SUCCE...

. Clozekey HELMAWSECURITY W Palicy SICCE..

. Openkey HELMMS petemt CurrentContralSetsCantr... SUCCE... Access: 06
o Quentalue HELMMSwatermhCurrentContralSetsContr... SUCCE... Ox12C

. Buentialue  HELMA\System\CurrentControlSetsCaontr... SIICCE... "Easztemn St...
o Quentalue  HELMMSpatermhCurrentContralSetsCaontr... SUCCE... Ox0

o Quentalue  HELMMSpetermhCurrentControlSetsContr... SUCCE... 0000 04 0.
. Quentalue  HELMMASpatermh\CurrentControlSetsCaontr... SUCCE... "Eastern St
. Buentialue  HELMA\Systerm\CurrentControlSetsCaontr... SIICCE... O<FFFFFFCA
. Quentalue  HELMMSyztemhCurrentContralSetsContr... SUCCE... 000004 00...

QFF FATITAATA [ SN T RAY Combmrah Tnrrman b manb e S A T ke L= I
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& TCPView - Sysinternals: www.sysinternals.com

TCPVIEW.EXE — TCP connections

I*I Public Safety Sécurité publique

Canada

Canada
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File Options Process  Wiew  Help
EHx —
Process Protocol Local Address Remote Address State
1 alg.exe1828 TCP 127.0.0.1:1025 0.0.0.0:0 LISTEMIMG
9 Izass exeFES DFP 0.0.0.0:500 o
E9 1zaz2 eneBES oP 0.0.0.0:4500 *on
1 swchostexe:1096  UDP 10.0.2.15:1900 o
1 svchost exe: 1096 DF 127.0.0.1:1900 o
9 swchost exe:R32 TCP 0.0.0.0:135 0.0.0.0:0 LISTEMING
9 swchost ene:928 oP 100215123 Hon
E swchost exe: 928 1oP 127.0.0.1:123 o
E swchost exe: 928 1oP 127.0.0.1:1043 =
[ swchost exe: 980 DF 0.0.0.0:1036 o
9 swchost exe:980 DF 0.0.0.0:1042 o
—1 Systern:d TCP 0.0.0.0:445 0.0.00:0 LISTEMIMG
—1 System:d TCP 1002151329 0.0.0.0:0 LISTEMIMG
—] System:4 UoP 0.0.0.0:445 cbi3
—1 Syster:d UoP 100215138 o
—1 System:4 DF 1000215137 o
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B Regshot 1.8.2

Compare logs save as! e |

& Plain TXT " HTML document

[ scan diri[:dirz;...:dir nn]: . |
] il —1 Clear i

£ -res - Notepad
CJ File Edit Format Yiew Help

Add Keys added:1

HEUNS-1-5-21-527237240-436374069-8309522115-1003 Software\Microsoftiwind
HEUNS-1-5-21-527237240-436374060-830522115-1003 softwarea\Microsoftiwind
HEUNS=-1-5-21-527237240-436374060-830522115-1003 S0 tware Sysinternalssa

. . .

HKLM\SOF TwaRE\M{crosoft\Cryptography\RNG\Sead: F3 36 81 8D 90 7F 56 ES

HELMYWSOFTWARENMI crosofthorypto Faghy\RNG\SEEd 5E 6C Bl QOE F1 D6 a4 G5B

HELUNS-1-5-21-527237240-436374060-830522115-1003 software\Microsoftiwind
HEKUNS=1=5-21=527237240-436374060-5830522115-1003 software\Microsoftiywind
HKUNS=1-5-21-527237240-436374060-8530522115-1003 5o tware \Microsoftiwind
HEUNS=1-5-21-527237240-436374060-830522115-1003 software\Microsoftwind
HKUNS=1=5-21=5272537240-436374060-5830522115-1003 softwara‘\Microsoftiwind
HEUNS=1-5-21-527237240-436374060-830522115-2003 software \Microsoft\wind
HKUYWS=1=5-21-5272537240-436374060- 339522115-1&03\5nftware\mwcrnsnft\wﬁnd

(R L | E =1 ESTADIF094A AFEITAALA SIACIIIAE 1 AAIY Cadmiinm ml Add =i o e sl ol

Public Safe Sécurité publique 1+
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SysAnalyzer - iDEFENSE {*
dusniffhit

=10l ]

j Start | Shop |
HTTE Ports: B0, 8080, ID Unigue [Pz

GET / HTTPA.1ceept; image/aif, image/s-xbitmap, image/|peq. image/pjpeq, application/vnd.mz-e.. |25 239R7.99
GET / HTTPM . 1Aceept: imagedaif, imagex-xbitmap, image/jpeq. image/pjpeq, applicationnd.ms-e..  |B6.102.7.99
192168.03

" Metwork [nterfaces

Hitp Servers

216.239.57.99: 80
BE.102.7.99: 80

Copy | Clear I

Ports: BREO-ERI0, ID

-y zerver. name 004 co my.server. name bewarel 5.5 dgikoswe biklmnoprats ;I
wmy.gerver.name 005 oo MAP SILEMCE=15'WHOx WaLLCHOPS WaLlY0ICES USERIP CPRIVMS
:my.gerver.name 005 oo MICKLEMN=30 TOPICLEN =160 Ay LEMN=160 KICKLEM=160 CHANTYPES
. zerver.name 251 oo There are 1 uzers and O invisible on 1 servers

my.server.name 205 oo ol have 1 clientz and O servers

:my.zerver.name MOTICE cc :Highest connechion count: 11 clients] IFC Servers
sy zerver.name 375 oo - myserver.name Message of the day
5"_|"5ﬂl'l-EI|"_|"2EI‘ ‘. server.name 372 co - 2004-3-1318:13 192 166.0.3 : 10362

my.zerver name 372 oo - PRIVATE SERVER

my.zerver. name 372 oo - EVERYTHING LOGGED
iy zerver. name 372 oo -
FID Far.. | U EE-'T. - Pat_h :my.server.hame 376 co :End of MOTD command,
1640 1104 Administrator LMD efe [MODE cc +i

oo! "oo@1 92 168.0.7 MODE co o+
FIMG 1117130343 my. zerver.name POMG my.server.name 1717130343

-

1] | o

Kill
analyze PID 14540 Analyze Process File Properties Dizplaying Snapshot Dff repart.

Running Processes | Open Ports | Process Dlls | Loaded Drivers Fleg b oritar | Api Lng Directomn Watch D ata Feport  Tools




“ Low footprint monitoring *

Registry tools Network

« REG.EXE « NETSTAT.EXE
« AUTORUNS.EXE « FPORT.EXE
Processes and services FILE system

« TASKLIST.EXE « ATTRIB.EXE
 SC.EXE « MD5DEEP.EXE
« PSLIST.EXE

« PSSERVICE.EXE

« WMIC

Using these tools we can take a snapshot of the system
state before and after having run the malware. These
snapshots can be saved to files and compared to identify
changes made by the malware.

Public Safet Sécurité publique I+i
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% REG.EXE — Console Registry Tool for

Microsoft Windows HP [Uersion 5.1.26841
C(C» Copyright 17285-2801 Microsoft Corp.

C:soreg export hklm hklm_txt
The operation completed szuccessfully

C:s2type hklm.txt | more
lindows Regiztry Editor Uerszion 5.00

[HEEY_LOCAL_MACHIME]

[HKEY _LOCAL_MACHINE~HARDWARE]
[HKEY_LOCAL_MACHIMNE~HARDUARE-ACPFI ]
[HKEY_LOCAL_MACHIMNE-~HARDUARE~ACPI~DSDT 1
[HKEY_LOCAL_MACHINE~HARDWARE~ACPI~DSDT~UBOK__]
[HKEY_LOCAL_MACHIMNE~HARDUARE~ACPI~DSDT~UBOA_ ~UBOXBIOS ]

[HKEY_LOCAL_MACHIMNE~HARDUARE~ACPI~DSDT~UBOA__ ~UBOZBIOS-BAAAAAAZ ]

''AAaaBAA" ' =hex 44,53 .44 .54,.3f . 19,880,808 .81 .aa .56 .42 . 4f .58 . 20.28.56 .42 4f 58,42 .~
49.4f .53.02.80,.808,.808.49 .4e . 54.4c . 87,83 .085.28,.5b. 80.44,.42 . 47.38,.81 ,.8b.84 .38,
Ha.B4,.5b.81.8b.44.42.47,.38,.81.44.48,45.31 .88,.5b.81.8b,.44,.42.47,.38,. 82,44 .48 .~

4 n 4

4 4 4 4 4 417

anada
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“ AUTORUNS.EXE

‘= Autoruns [JAMIE-13F427558\jamie] - Sysinternals: www.sysinternals.com Q@@
File Entry Ophions User Help

= 2

E Boot Execute E Image Hijacks %] Applnit %] KnownDLLs n Winlogaon
& wWinsock Providers iz Print Monitors Q} LS54 Providers L* Metwork Providers
O} Evemything % Logar ';J E wplorer ‘ﬁ Intermet Explorer \,j Scheduled Tazks % Services Dirivers

Atorun Entry Dezcription Fublizher Image Path ™
ﬁ’ HELM S yztemtCurrentContralS ethControl\ T erminal Server\dzhrdpwdhStartupPrograms

E rdpclip ROP Clip Manitar Microzaft Corporation o hwindowshaystem 32 dpel.
ﬁ HELMYSOF T \wWARE \Microsofthwindows MThSCurrentferzsion'» inlagont U serinit

E C:hwAMDOWwWS. .. Userninit Logon Application Microzaft Corporatian o hwindowshaystem 32 user...

ﬁ HELMASOFTWARE SMicrozoftswWindows MTACurentyerziondwinlogonss hell
_J Explorer.exe Windows Explarer Microzoft Corporation o hwindowzhexplorer, exe
ﬁ HELMMSOFTWARE \MicrosofthWindowszh Currentersion B un
E [t PRAIGE. 1 icrosoft [ME icrozaft Corporatian o hinidowsshimehimipE_Tsim. .
= MsPvz002 c:wwindowshaystem32himeh. .
ﬂ PHIME 20022, Microgzoft Corporation cwaindowsheystem32himeh. .
Microzoft Corporation o hwindowzhaystem32hime, ..

 fed |
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e‘e TASKLIST.EXE — Windows Processes
and services

= Command Prompt

Micro=zoft Windows HP [Uersion 5.1.266081
CC» Copyright 1985-20A1 Microsoft Corp.

C:s>tasklist
Image Mame Seszion Mame Seszionlt Mem Usage

Syztem Idle Process

Sustem

SMSS - BXNE

CSISS .eXe

winlogon.exe

cervices .exe

lzass .exe

suchost .exe

sychost .exe Console

suchost .exe Console

suchost .exe Console

zychost .exe Console
Console
Console
Console
Console
Console
Console
Console

UMiprvse . exe Console

o

I*I Public Safety Sécurité publique
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SC.EXE — Service Control command
line utility

¢+ Command Prompt

Micro=soft Windows HP [Uersion 5.1.26H881
¢G> Copyright 1?85-2801 HMicrosoft Corp.

C:>sc gueryex RemoteRegistry

SERUICE_MNAME: RemoteRegistruy
TYPE : 28 WIN3Z2_SHARE_PROCESS
STATE : 4 RUNNING
CETOPPABLE .MOT _PAUSABLE . IGMORES _SHUTDOWN >

WIN32_ERIT_CODE B8 <(BxB>
SERVICE_EXIT_CODE : @ <(Bx@>
CHECKPOINT : Bx@
UWAIT_HINT : Bx@

: 1844

I*I Public Safety Sécurité publique
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% PSLIST.EXE — SysiInternals ﬁ

=+ Command Prompt
Ciwrpslist —t

pslist vl .28 — Sysinternalsz P=zList
Copyright - 2808-28H4 Mark Russinowvich
Syzinternals

Process information for JAMIE-13F4277558:

Mame Pid Pri Thd UH us Priv
Idle a 0] 1 a 16 a
Sustem 4 g 54 1876 212 a
EMSS L48 141 3 31880Q 3172 164
CErss L9 13 12 26392 412A 1968
winlogon 628 13 17 L4948 4064 7536
services 664 i5 33424 3988 1912
sychost 824 17 61836 4548 A3z
wmipruse 1892 47572 L 2436

suchost on4 355808 398A 17688

sychost 4R 1HABLCHE 167740 11172

wscntfy 2884 27644 2124 (5]n]

suchost o84 28648 2776 1168

sychost 1844 38376 4316 1768

spoolsv 1296 41236 4356 3836

1748 32424 3316 112@

676 40944 1376 3668

186A 63960 16944 8636

1516 IA1808 2484 2884

182@ I@Aias8 2344 i@32

1916 316868 2248 768

[y
50 LU 00 00 W0 0O CO SO 00 GO S0 SO GO GO WD

I*I Public Safety Sécurité publique
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“ PSERVICE.EXE - Sysinternals ﬁ

i -+ Command Prompt

Microsoft Windows HP [Version 5.1.26841
CC» Copyright 1985-20801 Microsoft Corp.

C:wrpsservice config | more

PzService v2.21 — Service information and configuration utility
Copyright (C» 2001-2006 Mark Russzinovich
Syusinternals — wvww.sysinternals.com

SERUVICE_MAME: Alerter

Motifies zelected uszers and computerz of adminiztrative alertz. If the zervice i
z stopped. programs that wse administrative alerts will not receive them. If thi
=z zervice is disabled,., any services that explicitly depend on it will fail to =t

art .
TYPE 200 WIN32_SHARE_PROCEESS
START_TYPE 4 DISABLED
ERROR_COMNTROL 1 HMNORMAL
BINARY _PATH_NAME C:wUINDOUS~zystem32~suchost .exe —k LocalfService
LOAD_ORDER_GROUP .

TAG
DISPLAY_MAME Alerter
DEPENDEMCI ES LanmanWorkstation
SERVICE_START_MWAME: WT AUTHORITY-LocalService
SERUICE_MAME: ALG
@#Ffrovides support for 3rd party protocol plug-ins for Internet Connection Sharing

and the Windows Firewall.
TYPE 18 WIN3Z_OWNW_PROCESS
START_TYPE 3 DEMAWD_START
1 HORMAL

ERROR_COMTROL
BINARY_PATH_MAHE CasWINDOWS~Systeml2~alg.exe
(5]

LOAD_ORDER_GROUP
TAG

I*I Public Safety Sécurité publique
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“ WMIC - Windows Management *

Instrumentation Command

This is the Swiss Army knife on steroids...

It can:
— Query or change almost any system setting locally or remotely
— QOutput the results in various format: CSV, XML, TABLE and HTML
— Display all properties or only those specified
— QOutput can be easily piped to another command or redirected to a file
— Easily scriptable

I*I Public Safety Sécurité publique
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“ WMIC - Windows Management
Instrumentation Command

List processes with command line switches, executable pat
Process ID and Parent PID:

wmic process get Processld,ParentProcessld,Name,ExecutablePath,CommandLine /format:value

= Command Prompt

CommandLine="C:“WINDOWS ~systend2cmnd .exe"
ExecutablePath=C:“WINDOWS“systemI2scmd.exe
Mame =cmnd . e xe

ParentProcessId=18608

Processld=168

CommandLine="C:~WINDOWS ~systend2~cmnd .exe"
ExecutabhlePath=C:sWINDOWS“svstemI2scmd.exe
Mame =cmnd . e xe

ParentProcessId=18608

Processld=4%6

CommandLine=C:~WINDOWS~system3d 2 whem wmiprvse . exe

ExecutahlePath=C:sWINDOWS“zvstemdi2whemuniprvse .exe
Mame =umipruse .exe

ParentProcessId=824

Processld=1324

CommandLine=umic process get Processld,ParentProcessld,.Mame,.CommandLine.executahb
lepath Aformat:value

ExecutablePath=C:~HINDOWS“~Svstemd2sWhemsumic .exe

Mame =umic . exe

ParentProcessld=4%6

Process[d=1788

C:xDocuments and Settings™j
I*I Fuplic Sarety Securite publique 1+8
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NETSTAT.EXE — TCP/IP network conne
and statistics

. Command Prompt

Microsoft Windows HP [Uersion 5.1.26841
C(C» Copyright 1?85-2801 Microsoft Corp.

C:srnetstat —an
Active Connections

Proto Local Address
TCP . 135
TCP . =445
TCP .1:1825
uDp . : 445
uDp . 5688
uDp . 45808
uDp .1:=123
uDp .1:19808

R

ddress State
LISTENING
LISTENIHNG
LISTENING

=]

#####EEEE

rx x xxo@@T
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“ FPORT.EXE — from Foundstone

¢+ Command Prompt

Copyright 2888 by Foundstone. Inc.
http: - wuw.foundstone.com

Process Port Proto Path
servterm 23 TCP Zissoftwareswindows—hasedsservt—1Bs\servterm

135 TCP
Syztem 1392 TCP
Syztem 445 TCP
1825 TCP

Syztem 123 uDp
Syztem 13% uDp
Syztem 138 uDp
sepruterm 445 unp Zissoftwareswindows—hasedsservt—1Bs\servterm

Laa uDp
System 1836 UDP
System 1842 UDP
System 1843 UDFP
System 1988 UDFP
4588 UDP
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8 ArTriB.ExE - File Attributes ﬁ

¢+ Command Prompt

snrattrihb
C:~AUTOEXEC.BAT
SH C:sboot.ini
C:sCONFIG.S5YS
SHR C:sI0.5Y¥Y8
SHR C:sM5DOS . 8SYS
SHR C:~NTDETECT . COHM
SHR C:wntlde
4 | C:spagefile.sys

tsnedir
Uolume in drive C has no label.
Uolume Serial Humber is 2CE?-H3H7

Directory of GC:ix

11:16 AH A AUTOEXEC.BAT
11:16 AH B CONFIG.SYS
11:=45 AH <DIR> Documents and Settings
A1:56 PH <DIR> MAR
12:5% PH <DIR> Program Files
B2:53 PH <DIR> LI NDOWS
2 File<s> B bhytes
4 Dirds> 84.853.643.264 hytes free
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“ MD5DEEP.EXE — Integrity checker

¢+ Command Prompt

Microsoft Windows HP [Version 5.1.26H81
(G» Copyright 1?85-28H01 Microsoft Corp.

CosrmndSsums .
MDS5sums 1.2 freeware for Win9x/HEAHT . 2000-/HP+

Copyright <C» 280081-20805% Jem Berkes — http: A www.pc—tools.net/
Type mdSsums —h for help

[Path]l ~ filename MDS sum
[C:=+1

d41d8cd?8f L2004 78089 28ecf 842 e
FaS?9938bAY33b87H66546afe?51A82c
d41d8cd?8f L2004 78089 28ecf 842 e
L23d59856d8277?72fcBSac?d25a56Hbhb
d41d8cd?8f L2004 78009 28ecf 842 e
d41d8cd?8fBAh204e 78009 28ecf 842 e
b2de3452ded36?4cbcectB8hBc8ce?c78
2ec?2B8f417?2d45af 3a6638aB883d39c85
Unabhle to open?
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“ Snapshot utility [*

 Take a snapshot of several parts on the host
— Registry
— File System
— Networking
— Processes

« Stores the snapshots in several text files for easy
comparison
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¢ Command Prompt

T:=%>cd s=

T:=%85>dip
Uolume in drive T is UBOH _files
Uolume Serial Humber iz BHBE-HA8Q7

Directory of T:55

H6-23-2088 @7Y:38 AHM <DIR> S8-200B0623-872351 .71
H6-23-20688 @7Y:15 AM <DIR> S8—-200BH623-WAY7AI53 .82
B File<{=s> 8.172 hytes

2 Diris2 6,.246,.192.296 hytez free

T:%58>cd S55-20088623-872351.71

T:=~85~85-200A8B623 072351 .71 >dir
Uolume in drive T is UBOH _files
Uolume Serial Humber i= BHBO-H@807

Directory of T:NS5M35-20888623-872351.71

@7:30 AM 12 PSSERVICE.txt
@7:29 aH 30,4580 TASKLIST .txt
a7:3ma 33.935 8C.txt
@7:38 599.926 ATTRIB. txt
av7:30 12 FPORT .txt
a7:-29 765 ROUTE.txt
av:-29 L83 HETSTAT.txt
a7:3ma 17 MDSDEEP. txt
@7:38 12 PSLIST.txt
av:29 14,145%.662 REG.txt
18 File<s> 14_.811.374 bhytes
B Diris> 6,243 ,.845,.376 bhytes free

NS85 -2HB8R623-AV2351 V1 >




% FC — File Comparison Tool

¢+ Command Prompt

T:=“55~55-20080623—A72351 .71 >fc ~L N ATTRIB.txt ..\EE—EEBBEEEE—E?E?EE-BENHTTRIB.Ii
txt
Comparing files ATTRIB.txt and ..~55-200B0623-078953 . 82~ATTRIB.TKT
wxxxx ATTRIB. txt
848: n C:sProgram Filesz“MetMeeting“~h323cc.dll
849: SHR C:sProgram FilessNetMeeting-msmsgs
858: A C:sProgram Files“MetMeeting~MST128.DLL
s | NEE-20080623-A7A253 _82“ATTRIB.TXT
g48: A C:sProgram FilessNetMeeting~h323cc.dll
g4%: A C:»Program FilessNetMeeting~MET128.DLL

LaEaXaZaiad

wxxxx ATTRIB. txt

4814: N C:sHWINDOWSSPeerHetssglse2B.d11

4815: n CinUWINDOUSSPrefetch~2BA512 . ERE-1VCEL174 . pf
4816: A CasHINDOWSSPrefetch~AGENTSUR.EXE-BA2E4LAB. pf

x| 5820080623 -078953  82~ATTRIB.THT
48413 A CasWINDOWS“ PeerNet aqglseZ@._dll
4814: A C=“WINDOWS“Prefetch“AGENTSUR.EXRE-AA2ZE45AB . pf

CaTaTaTaZad

s QTTRIB. txt

4841: R CasHINDOUSSPrefetch~MSIEXEC.ERE-2FBABCAE. pf
4842: R G SHINDOWSSPrefetch~MSMSGE-B13FAFSL . pf
4843: A CiMUWINDOUSSPrefetchsMEOOBE.ERE-30411BA2 _pf
e | SBE-Z2AABARZ3-8YA?53 .82~ATTRIB.TKT

4839: A CasHINDOWS~Prefetch~MSIEXEC.ERE-2F8A8CAE. pf
4840: A CiMWINDOUSSPrefetchs~MEOOBE.ERE-30411BA2 _pf

CaZaTazaz 3

= ATTRIB. txt

4880: CinUWINDOUSSPrefetch TASKLIEST .EXE-1HD?4B23 . pf
4881: n CasHINDOWSSPrefetch~TASKMGR.ERE-28256C55 . pf
4882: A CasHINDOWS < Prefetch~TINTSETP.EXE-32BFA732 . pf
e | NEE-ZHAABAG2I-AYAY53 _B2WATTRIB.TAT

4877: R CiWUWINDOUSSPrefetch TASKLIST .EXE-1HAD?4B23 . pf
4878: A CasHINDOWS<Prefetch~TINTSETP.EXE-32BFA732 . pf

aEaEataiad

wxxxx ATTRIB.txt
G oS WINDOWS s De bug
A CasWINDOWS~Delete . bat
CisWINDOUWS . desktop.indi




“ KDIiff3 — File comparison tool

58 ... JATTRIB. txt - KDiff3
Fil= Edit Directory Movement Diffview Merge ‘Window Settings  Help

FEMEBMETavAIEF AL CY|0e (-
T R [ o -

e

e e e e

B R O I I I S e

i+l

C:\ Program
Y Program
Y Program
Y Program
Y Program

[ T T T

Y Program
Y Program
Y Program
Y Program
Y Program
Y Program
Y Program
Y Program
Y Prograrm
Y Program
Y Prograrm
Y Program

-

Lo T o T T e T T e T T T A T O R o |

Files\NetMeeti
FileziNetMeeti
Files'NetMeeti
FileziNetMeeti
Files'NetMeeti

Files'NetMeeti
Filez'\NetHMeeti
Files'NetMeeti
Filez'\NetHMeeti
Files'NetMeeti
Filez'\NetHMeeti
Files'NetMeeti
Filez'\NetHeeti
Files'NetMeeti
Filez'\NetHeeti
Files'NetMeeti
Flles%NEtHEEtl

- LT . oW
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B:|T:/55/55-20080623-072351. 71 AAT TRIE bt

b

o

Cle b e e e e et b e b e

SHE

85

]

B T T T T T T e T e T Y T Y T Y A TR T o T TR

Y Program
Yy Frogram
Y Frogram
iy Frogram
Y Program
% Program
Y Program
Y Program
Y Program
Y Program
Y Program
W Program
Y Program
W Program
h Program
W Program
h Program
W Program

Lo

FileshMNetMeeting' chiz.exe
FileshMNetMeeting' conf.exe
FileshMNetMeeting confmral.dl]
FileshNetMeeting' doap3z
FileshMNetMeeting' h3z23co.dll
Files\NetMeetingh msmsgs
FileshMNetMeeting', M3T120.DLL
Files\NetMeeting' MST123
FileshNetMeeting' nac.dll
Files\NetMeetingh netimest . htm
FileshMNetMeeting' nmas.dll
Filesi\NetMeetingh nmasnt.dll
FileshMNetMeeting' nmchat . dll
Files\NetMeeting' mmeom. dll
Files'NetMeet ing mmft. A1l
Filesi\NetMeetingh nmoldub.dll
Files'NetMeet ing mmwb . 11
FllESHNEtHEEtlngHrrcm dll

- on

[ T

.dll

.DLL

Cmmd“




“ KDIiff3 — File comparison tool

...TATTRIB.txt - KDiff3

e e fe e bes

te

i+l

I8 5 /5 5-20050623-070953. 82/6T TRIB. bt Tap line 10798

Ch WINDOWSY cinsetacl. log
W WINDOWSS Coffee Bean.bm
W WINDOWSS comsetup. log
W WINDOWSY Config

W WINDOWSSY Connection Wiz
W WINDOWSY control.ind

Y WINDOWSS Cursors

$y WINDOWSS Debug

o I T o T B o T o T o

W WINDOWSY desktop. ini

YW WINDOWS Downloaded Pro
W WINDOWUSS Driver Cache
WWINDOUSY DbeInstall. log
Y WINDOWSY ehome

Dy MINDOWSY explorer .. exe
W WINDOWSY explorer.sct
D MINDOWSY FaxSetup. log
W WINDOWSS FeatherTexture
W WINDOWSS Fonts

W WINDOWSS Gone Fishing.b

Lo T o T o Y o Y o Y O Y Y O e R
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Dy ITINDOWSY cwmEetacl. log

W WINDOWSY Coffee Bean.bmp

W WINDOWSY comsetup. log

W WINDOWSY Config

W WINDOWSY Conhection Wizard
W WINDOWSY control.ini

4 WINDOWSY Cursors

4 WINDOWSY Delhug

WWINDOTSY Delete . bat
WWINDOWSY desktop. ini

Y WMINDOWSY Downloaded Frogram Files
W WINDOWSY Driver Cache
WWINDOWSY DooInstall. log

4 WINDOWSY ehome

Dy ITINDOWSY explorer .. exe

W WINDOWSY explorer. sct

DY WMINDOWSY FaxSetup. log

Dy WMINDOWSY Feather Texture . hiop
W WINDOWS, Fonts

W WINDOWSY Gone Fishing.bmp
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Boot Sector malware

Some malware may hide in boot sectors

In order to detect such malware you need to save
your Master Boot Record (MBR)

MBRutil from PowerQuest is a free tool that will do
just that.
— MBRutil /S=MBRBACKP_.BIN

— Run malware
— MBRutil /S=MBR_.BIN

You should only have to do this once.

You can use the following command to compare:
— COMP MBRBACKP.BIN MBR.BIN
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Beyond-layer-7 Parts

e Training....

— Training is key to do effective malware analysis

e Books

— Reference Books are handy to understand some
registry keys. And good information can be found on
the net.
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Costs

L%

e Most of the cost will come from the training and
personnel salary

 Hardware and software will probably be the cheapest
part of your lab.
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.
& Costs *

e ——

 Hardware needed
— High end PC for Analysis station (Virtualization Host)
— 4 PCs (minimum 2)
« 1 Firewall providing Network services
e 3 Test PCs

— Ethernet Switch with port forwarding (or a Hub)
e You can probably find an old switch in you organization
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e
& Hardware Costs

e ———

Analysis Workstation (VM) 2000.00%
1 Firewall 0%
3 Test PCs 0%
Analysis Tools 0%

KVM switch with cables

Under 400.00%

Ethernet Switch

0$ - 2000.00%
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& Software and misc. Costs *

e ———

MSDN Subscription 2000.00% per individual
(Yearly renewal)

Virtualization Software 0 —190.00%

Software (Other than Depends on licensing

Microsoft)

Personnel Depends on salary and time
dedicated to malware analysis

Training 6000.00% - 8000.00%
(including hotel and travel)
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Wrapping-up

L%

 CIRT teams will find benefits of having their own
behavioural malware analysis

e This behavioural analysis setup should provide
enough information to start mitigation of unknown
malware in a short time. It is not meant to replace
assembly level analysis which is more thorough.

« Key to behavioural malware analysis is knowing your
OS and your tools. So, training Is important
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Wrapping-up M
o Setting up the lab is not neither difficult nor expensive

* Most of the tools needed for behavioural analysis are
pre-installed in Windows or free

« MSDN subscription is HIGHLY recommended for
National/Governmental CIRTs

e You should be able to setup your own lab for under
10,000%
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URLS

Partimage
— http://lwww.partimage.org/Main Page
SysAnalyzer
— http://labs.idefense.com/software/malcode.php
FPort
— http://www.foundstone.com/us/resources/proddesc/fport.htm
RegShot
— https://sourceforge.net/projects/regshot
MD5SUMS PC-Tools
— http://www.pc-tools.net/win32/md5sums/
Syslinternals Tools
— http://[technet.microsoft.com/en-us/sysinternals/default.aspx
Kdiff3
— http://kdiff3.sourceforge.net/
Netcat
— http://lwww.hackosis.com/wp-content/uploads/2007/12/ncll1nt.zip
— http://joncraton.org/files/ncllint.zip
MBRutil
— ftp://ftp.symantec.com/public/english _us canada/tools/pg/utilities/head.zip
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DEMO
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