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Cyber Fraud Disruptors

Anti-virus * Windows Vista Firewall

- Stopped static malware -

- Packers and scrambling is now
common practice -

Windows XP SP2 Firewall i
- Enabled by default

- Stopped malware from coming to
the computer

- Start of drive-by installs via
browser exploitation (get the victim -
to go to the malware)

Outbound filtering enabled by
default (incl. phishing filters)

Limit drive-by installations
Limit malware from phoning home

Essential for attackers to maintain
untainted/volatile hosting
--> Bulletproof Hosting

* 2FA Deployment

Underground economy changes
--> Adjusted Behaviour



Cyber Fraud Disruptors

Essential for attackers to maintain untainted/volatile hosting
--> Bulletproof Hosting

Underground economy changes
--> Adjusted Behaviour



projects.
Join Date: Jan 2006 We have:
Posts: 5
Points: 10
Bank: 0 - A data centre
Total Points: 10 100 Wbt channel
Donate - Guaranteed uninterrupted power supply
- Bupport service
- Ananymity
- Remate access to power supply (APC POU)
Standard server configuration: Pentium 4 3.2G/DDRZ 10240b/HDD BOGH Sataz
Alse, any configuration can be ordered.
After the server will be ordered setup Is done within 24 hours.
Cnly out going spam is allowed via socks
You can pay us by:
- webmaney
- E-gold
There are agreed prices doe services we provide and depend on the view of the progect.
If you have any questions, please contact us:
lcg: 215-831-356
icq: 336-415-144
lco: 470-560-787
Thank you for your time and attention!
Best regards, Webhasting
(s ]

Webhostmg
Juriar Member
AdultBizForum's newbie

Bulletproof Hosting

The Truth About RBN

- All public customers on one network

- Not secretive at all, heavily spammed ads on many forums

|_ Sales hosting

\We offer Bullet Proof dedicated servers & Antiabuse hosting for all types of adults, spam via socks, logs, fakes and other

Analyst] {11:31 AM) :
[els]} troyuanova entdg

Anal)( 1:34 AM
olkolodl, otone ya mstrallrlr\&u iz drugowvo mesta)
ebhosting Sales (11
lil 3|4 lki ram 80 sataZ B00% month
nal
chye nak odyatg a
@sting Sales (11:41 AM) :

ar
@Vebhostmg Sales (11:41 AM) :
SV

nalyst] {11:43 AM) :
olko IPs mozhno est?
[Analyst] {11:46 AMP
% %znat kakie [P nomeri zaranee, i test ikh portiv blocklists?
stirBales (11:46 AM) :

ebhosting Sales (11 46 AM) :
v spamhause onj es
\El;‘a%eghostmg Sales (11 46 AM) :

&

[Analyst] (11:48 AM) :
ranshe u menya bil VES na 81 95 xi u menya bil problemi U vas eshe [P ranges?
Webhosting ales 11 49 AM) :
u naS|l<o dane bilo
Webhosting Sales (11 50 AM) :
Wkramel mere mi ne prodavall vps ludam

ebhostmg Sales (11:50 AM) :
seidas netun

qglyst](gﬂ 51 AM) :

|cated seryer pordoval menye

[Anal st[] {11:51 AM) :

m a khtoe! tsel Server no nnenlgaedorugm 1P black
ebhosting Sales (1 AN :

L nas poka nutu

WebleBstmg Sales ?11 :52 AM) :
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Bulletproof Hosting

* The Post-RBN Era

- Most popular providers existed well before the fall of RBN
- Competitors to RBN, no proven connections to leadership

- Common customers is NOT evidence of common leadership

* McColo
* AbdAllah
* RentaBL



Bulletproof Hosting - AbdAllah

* Reseller of a coalition of bulletproof hosts

* Controls one network, resells the rest
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£(05:05 PM) :
malaysia and hong kong are no good for me

oW

i

pa+ta and turkey are good
Support (05:07 PM) :
a have only 1 include IP
05:07 PM) :
what about the other ones that you weren't sure about abuse @
Support (05:07 PM) : b
in Turkey we have 1 server online NOW I
Support (05:09 PM) :
116.0.103 1

¢ r@e

Malaysia (another DC)
Support (05:09 PM) :
202151177 1

~ )

tZers) b FAE -

N sendBy: (@ B9 BO

; . Do You Know Your Credit Score?
TransUnion. EQUIFAX  Experian

X 640 618 &35




Bulletproof Hosting

Rustelekom LLC Bi g System - Mozilla Firefox

File Edit Wiew History Bookmarks Tools Help
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" Getting Started E__‘J Lakest Headlines

B MNpOoAYKTbI KM YCNYIrA

IO oo = S TTOTTE T T 2

D3HAKOMBETECE C YCAYMaMH Ha AO0MEHE

BolgeneHHole cepeepbl CLA
*?* Aata-uedTp hopone.net EAST or WEST USA

UlenkEHHTE 3AECH
UTobkl NEpEESECTH
CEOA noMeH

|

* fata-ueHTp nac.net, Parsippany, M1, USA
*» Nata-uenTtp ColodDallas, Dallas, T, US4
*?* Jata-uedTp Burst.com, Scranton, P&, USA
¥ fata-ueHTp Layeredtech, Dallas, T=, UsSA
* fata-uenTtp Softlayer, EAST or WEST USA

BolgeneHHole cepeepbl EBpona

*» Nata-uenTtp Metdirekt, Frankfurt, Germany

¥ Nata-ueHTp lpacket.de, Hamburg, Germany
*?* Oata-uenTp hetzner.de, Germany

*?* fata-ueHTp RTSOMM, Moscow, Russia

¥ Nata-uenTp Easyspeedy, Hoersholm, Denmark
¥ Nata-ueHTp Czech

*?* fata-uenTtp Steinsell, Luxembourg

*» fNata-uenTp Dragonara, Zurich, Switherland

* fNata-uenTtp Leaseweb, Amsterdam, Holland

BolgeneHHble CceEpEEpbl A3SKA
¥ Hata-uenTtp Pacific Inc., Hongkong, China

BHPpTyYaneHblE EblAENEHHBIE CEPEEDDI
» BMNC Wirtozzo YPSOWIN & *nix) USA, UK, JAPAN

BHp Ty anbHBIF $O0CTHHE
**  alfa aU ColodDallas, Jannac, Texac, CLWA

£ Pecennepckue Tapwrde Beta AL Hopone.net
MaknrH, BHpOxHHKA, cPLuﬁ? 1

Bes Delta Hopone.net, MaknuH, Bupaoxunma
P Al =] , f =] ’

*? Gamrma QU Lesaeweb, Amcrepnam, Fonnanawva

::’mgobohost.cc AL Mac.net, Makkoxu, Hero-AxepoH,

e Robohost.jp Windows (nanene Plesk), Tokwo,
AnaHyA

> rRobohost.arg AU, Metdirekt.de, ®pankdypT,
NepMaHuAa

PerkcTpayma 4oMeHOE

*#* BHMMAHWE: MMeHa AOMEHOE EOSEPATY He noanexar.**

Tapwvdibl BUPTYaribHOMND X0OCTHMHIa

SSH250 disk 2500Mb 3000Mb traffic

250 Disk space, Mb
3 Traffic, Gb

100 Domain

25 Subdornain

399 Database

399 Emails

4 12 00/ Eremecruwn Fomarara (Geommammol]

FynHTe!

SSH500 disk 500Mb 2000Mb traffic

500 Disk space, Mb
5 Traffic, Gb

100 Domain

25 Subdomain

299 Database

299 Emails

t 15, 00 Ewemecruwn +¥omavoaka (Gecmmansol]

SSH50 disk 50Mb 1500Mb traffic

50 Disk space, Mb
1.5 Traffic, Shb
100 Damain

999 Subdormain

5 Database

5 Ermnails

4 L D0 Ewemec o Fiomaroara (Geomranal)

KynuTe!

SSH1000 disk 1000Mb 10000Mb traffic

1000 Disk space, Mb
10 Traffic, Sb

100 Domain

999 Subdomain

299 Database

299 Emails

+ 24 00 Bkemec s Homareara (Geormannol ]

SS5H

XOCr

il

| Done



"Bulletproof Hosting" - Fastflux




Bulletproof Hosting
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Cyber Fraud Disruptors

Essential for attackers to maintain untainted/volatile hosting
--> Bulletproof Hosting

Underground economy changes
--> Adjusted Behaviour



Adjusted Behavior

Fraud is more difficult/complex
- give up! (not going to happen anytime soon)
- keep current tactics and change targets

* go for the smaller fish, drastic increase of phishing attacks against smaller institutions,
which are now faced with a 'new' problem

- stay with current targets and adjust tactics

* due to 2FA, stolen credentials are stale

* move from phishing/pharming to malware

All internet users are affected
- financial (e-banking, e-brokerage)
- e-commerce, e-recruitment, communication (e-mail, IM, blogs/forums/groups, ...)

- persistent environments, social networks, and gaming



Ambush: e-Consumers Under Attack

1) WLAN: Invite for eavesdropping 1) Trojans: Bogus Software
2) Fake User: | am not me 2) With counterfeit passport into the vault
3) Detour into the bandit's camp: DNS spoof 3) Enter PIN: The crooks read along

4) Deceptive Guidepost: The hosts file

i DNS CA Attacker
osts %

g

Bank

e ,—\W«—Q/ W“g/ ,—\.m/'g/
Router Router Router Router

X X

fake CA fake
WWW

- Card reader (HBCI)
- SMS OTP

R ——

fake




Ambush: e-Consumers Under Attack

* Phishing & Pharming

- Lure victims via social engineering and tempering with DNS to fraudulent
webpage designed to steal personal identifiable information (PII)

* Man-in-the-middle (MITM)

- Fraudulent webpage designed to instantly defraud victims in order to circumvent
temporary 2FA means

* Malware

- Hostile software installed on the victim's computer designed to steal Pll or to
perform MITM. This compromises the consumer's communication endpoint.



Strong Authentication

* Many choices for client-side  °
authentication

Smart card

USB Token
Virtual Token
OTP Token
Scratch Pad
Certificate
Biometrics
Phone/Cell/SMS

etc.

Mutual (2-way)
authentication

Account vs. Transaction
Authentication

Implementation is key

- e.g. cell phone as OTP Token vs.
mTAN

- e.g. OTP token timeout at BR bank

- e.g. weakness in business
process: change phone number



Strong Authentication
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