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General Architecture
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Architecture of the Distributed
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Honeybow Architecture

Honeywall
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Compare the malware collection

performance between Nepenthes and

HoneyBow

Captures (hit count)| Binaries| Variants| Families
Nepenthes (Total) 427 829 17,722 467 B
HoneyBow ({Total) ATe456 82,137 1.011 171
MNepenthes (Average per day ) 1.539 (3.7 15.0 8.2
HoneyBow (Average per day) 1,359 206,10 17.8 1.6

@ hit count of about 800,000
& nearly 100,000 unique sample binaries
€ about 2,800 collected and 360 new unique binaries per day.
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The Central Site of Matrix
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Function I: Log Attack
Flows

( inbound analysis by flows CST 2008-06-04 00:00:00--2008-06-05 00:00:00 \
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Distribution of target services (port)
( ' \
Top N Port List by packets 2007/04/11--2007/04/12

Port Count
TCP 21 1654443
TCP 22 1067448
TCP 445 | 13574
TCP 135 | 8739
TCP 139 | 7434
TCP 53900 | 6824

TCF 22 (27 7% Other 72211
\_ -

Other (15.85% )

TCP 5900 (1 78 )
TCP 138 (1.95%)
TCP 135 (2.26% )
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Origin of attack packets

HEEIP hrh s i [ i fo B L (R HE LM e HE

24 5727 154 CA maskatoon 2007-05-28 04:38.48 2007-04-11 14:19:53 13
24.52.14.3 CA HUTEY 2007-02-28 03:17.08 2007-04-11 15:50:05 12
2227325558 CH Beijing 2006-12-08 20:00:00 2007-04-11 15:40:37 12
2191532 135 457 CH 2006-11-13 17:10:29 2007-04-11 15:58:00 10
61.134.64.103 CH 2007-053-30 18:3547 2007-04-11 14:37:18 0
204, 16,209,120 [N} Wasilla 2007-01-19 17:39:243 2007-04-11 15:44:12 B
61. 153,139,254 CH Jiaxing 2007-05-02 14:28.54 2007-04-11 12:06:45 0
204, 16,209 160 [N} Wasilla 2007-05-04 09:17 48 2007-04-11 12:22:50 7
2201783278 CH Beijing 2007-01-05 22:23.56 2007-04-11 11:36:44 B
222222772 344 CH Beijing 2007-02-11 2004825 2007-04-11 12:33:22 7
f6.232.146.143 KR, 2007-04-03 17:32:38 2007-04-11 12:43:34 7
200208 170,226 [N} New York 2007-04-09 17:00:52 2007-04-11 15:27:08 7
192.83.249.73 [N} Emeryville 2007-04-11 00:46:17 2007-04-11 055349 i
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Source of attacks to China

China

Others 239 B China

30%

B US4
N Korea
W lapan
W Spain
W taly

Canada M France

2%

LISA
149 B Taiwan China

Germany Germany
3%
W Canada
Taiwan China 7% Others
4% 4% ltaly Spain lapan
4% e 5%

In 2007, attacks targeting Chinese mainland are mainly from inland (23%),
USA (14%), Korea (7%), Japan (5%) and Spain (4%).
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Funtion II: Malware Capture

Trend of New Samples .

A - of New samples R
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733 new samples per

4 _/
day
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Scanning Result

RN

1D Hash R | 36~ =R | F5 XKk = 2
120621 |1e25c9f9. . Kasperslky |2007-01-10 12:20  [Virus Win3dd [Virat  [Vias Win32 Vit b
129620 |[Ba3hfald... [Kaspersly 2007-01-10 1210 [Virus Win3dd [irot  [Viras Win3l Vit a
129419 6f16155F .. Kaspersky 2007-01-10 12:00 CORRUFPTED
129615 |f0daSbfd. .. [Kasperslky |2007-01-1011:20 Unlmown
129417 |8cbhad3f0... Kasperslky (2007-01-10 10:30 CORRUFPTED
120614 |da74404... Kasperslky |2007-01-10 0940 Unlmown
129415 |5671743e... Kaspersly |2007-01-10 09:40 CORRUPTED
129614 c7hi30el. .. Kaspersloy 2007-01-10 09:00  Backdoor [Win3dd Fhot Backdoor Win3d2 Fhot.rg
129613 |10500905... Kaspersly |2007-01-10 03:10 CORRUPTED
129612 |ecdldlfd . Kaspersloy |2007-01-10 05:00  Met-Wortmn  Win32 |Allaple MNet-Worm Win32. Allaple b
129411 [Ja32deb3... [Kaspersly |2007-01-1007:10 Unlmown
129410 |0c053749. .. Kasperslky  |2007-01-10 07:00  [WViras Win3dd Mot [Viros Win3l Viut a
120609 |f3558d584... Kaspersly |2007-01-10 05:30  Met-Worm  Win32 |Allaple MNet-Worm, Win32 Allaple. d
129608 |decfi5fa .. Kaspersloy 2007-01-10 05:20 CORRUPTED )

The AV-engines include
vendors

main Chinese AV-vendors and some foreign
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Malware collection in

—2007

hit Binaries | Variants | Families
count
Nepenthes (Distinct Total) | 469,961 | 26,448 | 717 66
HoneyBow (Distinct Total)| 774,313 | 153,097 |4,662 241
Nepenthes (Average /day) | 1,288 72 15 8
HoneyBow (Average /day) | 2,121 419 37 16




Fuction III: IRC-based Botnet
Measurements

» Discovery of IRC-based bots

Bot Family | Number of Samples | Percentage
Ebot 1174 26.4 %
Virut 664 15.9 %
SdBot 335 1.5 G
Parite |87 4.2 %
Bobic 149 3.6 %
IRCBot 134 3.0 %
PoeBot 127 2.9 %
& CNCZERTICC



Fuction III: IRC-based Botnet
Measurements

IRC bots in 2007

» In total, we could identify 6,720 IRC-based
bots binaries, a rate of 3.74% of the overall
malware binaries in 12 months.

» From those bots, we discovered 2,687
unique IRC botnets and track the activities.

Unigueness is defined in this context as a
unigue combination of DNS name, port
number and channel name.
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IRC Bot family distribution in

2007

Bot Family Number of Samples| Percentage
Rbot 2121 31.56%
Virut 1702 29.33%
Parite 258 3.84%
Agent 179 2.66%0
SdBot 173 2.57%
|RCBot 166 2.47 %
Bobic 147 2.19%
others 904 13.45 %

. dentified for AV | 1070 15.92 %
CN(OERT/CC



Distribution of Control Port in
2007

a0 {1 415

5190 {1 65% ) _
10324 i1 .aa%i ; 2080 (2.49%)

W GEGY (40.02%) [ 1863 (5.27%) W 7000 (Z2.86%)  [J GOS80 (2.49%)
O 3921 (2.09%)  [J10324 (1.89%) O 5190 {1.65%) [ &0 (1.41%)
O Others (42.329%)
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» Bothet Command and Control Server
Distribution

BotNet C&C Server Info h
2| C&CServer | Port Channel Country/Are | Malware | Timestamp
2745 |  ddos underntz com 3921 #langer# b Fhot 2007-04-10 20:07
2744 | symiec easypwn.com | 2007 Hagl CH 2007-04-1019:34
2740 uz.undernet. org il Ho-lirmits s UowWt A007-04-10 16:34
2730 53.8.130.201 0667 #asdf GB adbat 2007-04-10 1315
2738 | atl asian-heaven net 0667 T hiz[sRuFF#E CN unlnawn 2007-04-10 1415
7371 n00m. dyo.net il #hgat- g CL 2007-04-10 10:04
2736 n00m. dyou.net 0667 #hgat-lg CL Zapchast 2007-04-10 10:04
2735 net. onelan org 0a05 #hidden - Fhot 2007-04-10 0843
2734 ire. kuonet. org il Hnew U unknown 2007-04-10 0&:05
4733 irc. kuonet. org il #monet. s UowWt A007-04-10 08:05
4731 net. onelan. org Dl Hundertow - Fhot 2007-04-10 0701
730 2211500181 184 8385 HCintodE CH Bobic 2007-04-10 D644
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Distribution of CC servers in 2007
L EFRsEfEFAEER/MEYE
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Distribution of bots in 2007

B M
O CH
E ER
1 kA
O 1M
O T
O] kR
] ki
RU
&R
TR
B Cthers

KR{291%)

INS 1%

Ry (3.533% )

CN(CERT/CC



Activity Monitoring

Server

Scan Upgrad Spam Hosting Login +II?fo
([&m |[opos | [ iamrw | | Te/ewsn | | Zzamme || Clone || Xehs® || 225k || RRo® )
B H4 DDos FH#%I3%
FFF A EEF P EFER Hr R ER FEEDDoSEH TR,
I EAE I » R E s .
|I$E,.—' C&C Server Il’ortl CH CMD Target 'Tc;a-ti-;)l Start TM EndTM |
6440  ired darloroot.at  |G667##EdDsEE ddosdcmp | 82.56.146.237 II;} 2']12,?32426“ 2']12,?32425“
6441| irleet. weedns.com |3641| #ac udpflood | §2.73.123.238 ML 2%2,?1245;1 2']12,?28439“
6446 sawve staticcling org (8641 #ac udpflood | 82.73.123.238 ML 2%2,?1245;1 2']12,?2343;1
6440 irleet weedns. com [8641| #ac udpflood  |68.183.180.200| US 2%2?12452“ 2'312,?12452“
(445 save.staticcling org |3641 #ac udpflood  |68.183.189.200 |  US 2']1':,?1245;1 2']12?1245;1 D
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Bothet Activities in 2007

Command category Number of events
Spreading 8,928

DDoS Attacks 10,988

Botnet Cloning 6,628
Download/update 6,155
Information theft 3,949

Spam 112
& CN(ZERT/CC



Best Practice on Taking down
Bothet and Malware Distributor

» Establish cooperation mechanism with local
AV vendors and provide the samples and
malicious URLs to ensure their product could
be updated in time.

» Working with ISPs to stop some IPs used as CC
server or malware distributor
o If the IP locates in ISP’ s network, reach the users

- If not, temporally block the IP or relevant domain
names

» Working with local domain registrars to hold

relevant domains which are registered by
midmg to Chinese regulations,
<tor /s not allowed.) CN(ERT/CC



Future work

» Integrate pots of:
> P2P file sharing
- Spam collector
- IM

» Track http-based botnet

» Extend to more ISP networks and CII systems
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Conclusion

- Honeynet is an effective and efficient and easy deploy
technical countermeasure on network attack and
malware monitoring

- Malware and Botnet are still the top threats to network
security, and getting more strong survivability by
frequent updating and transition.

. By integrating low-interaction and high-interaction
honeypot technology, we are able to collect nearly
180,000 unique malware binaries, discover and track
2687 IRC botnets in 2007.

. The final goal is to stop the threats at very beginning.
ther the data can be used effectively for
Ing team is the key issue. CN(ZERT/CC
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