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Matrix was deployed in 
2006 and enlarged all 
the time.
Till now, 17 provinces 
have been covered with 
27 sites.
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HoneyBow
(Oct, 2006 ~~ Jun, 2007)

Compare the malware collection 
performance between Nepenthes and 

HoneyBow
(Oct, 2006 ~~ Jun, 2007)

�hit count of about 800,000
�nearly 100,000 unique sample binaries
�about 2,800 collected and 360 new unique binaries per day.







Distribution of target services (port)



Origin of attack packets
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In 2007, attacks targeting Chinese mainland are mainly from inland (23%), 
USA (14%), Korea (7%), Japan (5%) and Spain (4%). 



Trend of New Samples

Trend of New Samples

day
733 new samples per 

day



Scanning Result

The AV-engines include main Chinese AV-vendors  and some foreign 
vendors



hit 
count 

Binaries Variants Families 

Nepenthes (Distinct Total) 469,961 26,448 717 66 

HoneyBow (Distinct Total) 774,313 153,097 4,662 241 HoneyBow (Distinct Total) 774,313 153,097 4,662 241 

Nepenthes (Average /day) 1,288 72 15 8

HoneyBow (Average /day) 2,121 419 37 16



� Discovery of IRC-based bots 



� In total, we could identify 6,720 IRC-based 
bots binaries, a rate of 3.74% of the overall
malware binaries in 12 months.malware binaries in 12 months.

� From those bots, we discovered 2,687 
unique IRC botnets and track the activities.
Uniqueness is defined in this context as a 
unique combination of DNS name, port 
number and channel name.



Bot Family Number of Samples Percentage 

Rbot 2121 31.56%

Virut 1702 25.33%

Parite 258 3.84%

Agent 179 2.66%Agent 179 2.66%

SdBot 173 2.57%

IRCBot 166 2.47 %

Bobic 147 2.19%

others 904 13.45 %

Unidentified  for AV 1070 15.92 %
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� Botnet Command and Control Server 
Distribution
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Command category Number of events

Spreading 8,928

DDoS Attacks 10,988DDoS Attacks 10,988

Botnet Cloning 6,628

Download/update 6,155

Information theft 3,949

Spam 112



� Establish cooperation mechanism with local 
AV vendors and provide the samples and 
malicious URLs to ensure their product could 
be updated in time.

� Working with ISPs to stop some IPs used as CC � Working with ISPs to stop some IPs used as CC 
server or malware distributor
◦ If the IP locates in ISP’s network, reach the users
◦ If not, temporally block the IP or relevant domain 

names
� Working with local domain registrars to hold 

relevant domains which are registered by 
anonymous. (According to Chinese regulations, 
anonymous register is not allowed.)



� Integrate pots of:
◦ P2P file sharing  
◦ Spam collector
◦ IM

� Track http-based botnet

� Extend to more ISP networks and CII systems



• Honeynet is an effective and efficient and easy deploy 
technical countermeasure on network attack and 
malware monitoring

• Malware and Botnet are still the top threats to network 
security, and getting more strong survivability by 
frequent updating and transition.frequent updating and transition.

• By integrating low-interaction and high-interaction 
honeypot technology, we are able to collect nearly 
180,000 unique malware binaries, discover and track 
2687 IRC botnets in 2007.

• The final goal is to stop the threats at very beginning. 
So whether the data can be used effectively for 
incident handling team is the key issue.




