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How many of you are watching this
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Jackson dies, almost takes STORY HIGHLIGHTS

e Iichael Jackson's death sees Twitter, TMZ, news sites struggle to cope with traffic
Internet With him o AQL'sinstant messenger service, Jackson fan sites also hit
« CHM repors fivefold increase in users, traffic
« ‘Web fuels false rumors alongside news of Jackson's death
June 26, 2009 —- Updated 1902 GMT (0302 HKT) Next Article in Technelogy »
READ =i VIDEO k! INTERACTIVE k! TIMELINE

By Linnie Rawlinsen and Midk Hunt TEHT SIZE r ‘
CHMN

A
LONDOMN, England {CHMN) - How many people does it take to break the Internet? On June 25, we found aut ri'-=
it's just one — ifthat one is Michael Jackson. OMICA MINOLTA
The higgest showhbiz story of the year saw the
troubled startake a good slice of the Internet with
him, as the ripples caused by the news of his UL ICHTIRG - LAFER DE LM
death swept around the globe. NEW LI GHT’
Between approximately 2:40 p.m. PDT and 3:15
p.m. POT today, seme Google News users N E W L I F E -
experienced difficulty accessing search results for TOP DESIGNERS IMAGINE FUTURE
gueries related to Michael Jackson,” a Google USES FOR OLEDLIGHTING
spokesman told CHET, which also reported that
Google News users complained thatthe service CLICK HERE A
was inaccessible for a time. Atits peak, Google lk d
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 When does it become an incident?
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By The End of 2008

1997 End of 2007 | End of 2008

Vulnerabilities 440 EO"\ 34,100
4

Password Stea i ‘ | J 380,000
(Main variants)
Potentially 24,000 26,000
Unwanted Pro
Malware (famil 17,000 358,000 484,000
Malware (main 18,000 (?) 586,000 2,700,000
variants)
Malware Zoo 30,000 (?) 5,800,000 16,300,000
(Collection)
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We can no longer afford to clean up after the
Incident...
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Pension details of 109,000 stolen

A laptop computer with details
of 109,000 members of six
pension schemes has been
stolen from offices in Marlow in
Buckinghamshire.

The theft took place on 23 March,

from the offices of a computer
software firm called
Morthgatedrinso.

It provides software to the
Pensions Trust, which runs

The data was protected by a password
but was not encrypted

pension schemes for charities and voluntary organisations.

The theft has been reported to the police and is the latest in a long

line of similar cases.
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How many of you were monitoring — Nirbot.worm?

Exploits

* Microsoft Windows Server Service Buffer
Overflow (MS06-040)

» Symantec Client Security and Symantec
Antivirus Elevation of privilege
vulnerability (SYMO06-010)

Can:

» Gather system information (CPU, RAM,
OS Version, IP address, UserName,
Uptime)

e Scan network for machines to infect.

e Launch a TFTP, HTTP server and
SOCKS4 proxy.

 Download and Execute files.
» Update bot.
e Uninstall bot.

McAfee

‘i mIRC - [##0C [2]: .scan.stats] -10O] x|
Eile Wigw Faworites Tools Commands  ‘indow  Help _|E’|5|

«|@avert
[2K]USA|P]| B8] VbaK

= How talking in ##OC
{Avert> Me logged in as channel operator

and waiting for the bot to connect.
%= [2K|USA|P|088|UbaKfhZ0] has joined ##0C
% Retrieving #H#OC modes...
{Avert> The bot has joined in. I'm gonna

pass some sample commands
# Avert changes topic to '.sysinfo’
<{[2K|USA|P| 08| UbaKfhZ0]> System: [0S:

Hicrosoft Windows 2K Service Pack &4

(5.8 build 2195)] [CPU: 1 x Intel{R)

Xeon{TH) CPU 2._.48GHz @ 2392Hhz] [RAM:

83MB/255MB] [Country: United States]

[IP: 192_168_1.59] [User: administrator

1 [System Dir: C:\UWINHTAsystem32]

[Uptime: Bd 1h 19m]
* Auert changes topic to " _netinfo’
* [2K|USA|P|B88|VbakFfhZ0] was kicked by

{[2K|USA|P|BB|UbaKfhZ0]> Het: IP:
192.168.1.59 Host: UinooUMZB88

= fvert changes topic to '.scan.stats’

{[2K|USA|P| 88| VbaKfhZ0]> Statistics:
Exploits: H: @ H: @ S: 8; Daemons:
TFTP: @ HTTPF: @ j
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Confidential McAfee Internal Use Only



How many of you were monitoring

Conficker.worm?

- - -8l
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French fighter planes were grounded in January due to a computer virus. i

According to an unnamed Intelligence Magazine quoted by the Telegraph. the aircraft were unable to
download their flight plans after databases were infected by a Windows virus. Apparently it was worse for
Maval staff, who were instructed to surrender using their computers in case the virus spread.

The Conficker worm started to spread world wide 1ast year, and Microsoft warned of the risks, but nt
apparently mounting an adequate defense against the virus with a patch followed standard French military
procedure, and either didn't happen, or just wasn't done properly.

Worst hit were the Villacoublay air base and in the 8th Transmissions Regiment. along with the French

Navy's entire fleet of Rafale aircraft =
[ @[ [ @ mtermet H100% - g
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Threat Incident response

* When is the right time to engage?
— On industry/vendor advisory?
— On business incident?
— On technology alerts?
* Real time events
* Log analytics

* Reactive or proactive
— On vulnerability?
— On Exploit?
— On threat?
— On data breach?

July 28, 2009
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You receive alerts/advisories like these...

B 5 W32 fConficker. worm [MTIS09-003-A]
{MS08-067) Microsoft Windows Server Service Vulnera

Threat Identifier(s)
Threat Type

Risk Assessment

Main Threat Vectors

User Interaction Required

Description

Importance

McAfee Product Coverage *

DAT files

VSE BOP

Host IPS

IntruShield

Foundstone

MNAC
V-Flash

Additional Information

CVE-2008-4250;MS08-067
Vulnerability

Critical

LAN; WAN; Web

No

A vulnerability exists in Mic
allows for remote code exe
handling of specially-crafte
successful attack scenario,
control of a target system 1
currently being exploited bv

High. Critical. On October £
the issue.

The scan engine does not r
vulnerable component. Cov
as Spy-Agent.da in the 541

Generic Buffer Overflow Pri
execution exploits.

Buffer overflow protection i
exploits. An updated signat
specifically address the MS

Existing signature ‘Ox4760;
can detect some of the kno
23rd Oct 2008, (0x40709d
Remote Code Execution Vu
possible future variants of |

The FSL package of Octobe
assess if your systems are

The MNAC package of Octo
assess if your systems are

The V-Flash of October 24

Threat Identifier(s)
Threat Type

Risk Assessment
Main Threat Vectors

User Interaction Required

Description

Importance

McAfee Product Coverage *

DAT files

V5E BOP

Host IPS

Intrushisld

Foundstone
MMNAC
W-Flaszh

Additional Information

W32/ Conficker.worm

Malware

Low

LAM; WAN; Web
fes

The W3z2/Conficker worm exploits the MS03-067 vulnerability, in
Microsoft Windows Server Service. Machines should be patched
and rebooted to protect against this worm's reinfecting the system
after cleaning, which may require mare that one reboot. Scheduled
tasks and autorun.inf files have been seen to reactivate the worm.

Low. W32/Conficker.worm exploits the MS08-067 vulnerability.

Coverage was provided in the 5444 DAT files, released
November 24, 2008. Detection and repair was updated in the
5488 DAT files, released January 7. (Users infected by
W32/ Conficker.worm should perform an On Demand Scan to
remove remnants of the worm in memory using the latest DAT=.
After detection of W32/ Conficker!mem and rebooting, the

W32/ Conficker.worm malware components will be remowved.)

Buffer overflow protection i= expected to cover code-execution
exploits.

Generic Buffer Overflow is expected to cover code-execution
ewploits. "Windows Server Service Buffer Overflow Vulnerability
(Tighter Security),” Signature 3763, can provide partial coverage.
Signature 3861, released QOctober 28, 2008, will block denial-of-
zervice and code-execution exploits associated with MS08-067.

The sigset release of Qctober 23, 2008, includes the signature
"METBIDS-55: Microsoft Server Service Remote Code Execution
Vulnerability,” which provides coverage.

Cowverage not warranted at this time
Coverage not warranted at this time
Qut of scope




Which should lead to questions like these...

* What is the threat?

e Is it real or theoretical?

* What could the threat do?

 What would it actually do to my business?
 How would that impact my business?

* How likely Is it to happen?

 What countermeasures do | have in place?

* Which countermeasures should | enable?

* What order should | enable them in?

« What impact will these have on my business?

9 July 28, 2009

Confidential McA

fee Internal Use On



Which instigate something level of incident

response like this...

New threaw
info ‘

External
Compliance
e.g. (17799)?

)
Business
¥ level?
~—
Who needs ) How do we Has this been Measurements Closure
Are they in? ) Of success? 2
to know? P anage threat ? approved- - report~
4 Technical | ‘r
IT level?
— —— Rollout _
v Ongoing
) updates?
Who covering
for them? .
.HOVIV do Wi Has it been
implement?~ tested?
A a
v v
What actions Who, when
to take? & where?
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To answer we have to correlate
Multi-Layered Intelligence:from Silicon to Satellite

Database

)C/Server

(O
orage

ilicon >eripherals
Chips
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Utilising some of these vendors

IPS

T .'V'CF’jf?e ;;0% Layer McAfee | Tumbleweed Manager
lpsplng (;_mt Sa v;/are NAC Symantec | SoloBreaker Check Point McAfee
ourcetire nor CodeGreen Verdasys McAf L i
Juniper | HP cAlee umension Sophos | SecureWave
Cisco McAfee Cr_edant Oakley . IBM | NetlQ Credant winMagic
IBM Cisco Luminsion O:jchluesrla Microsoft | Rapid7 PGP SafeNet
; Cisco | Fidelis nCircle | WhiteHat i
Entrasys Juniper GuardianEdge Wave Systems
NitroSecur?;y Syman?ec Websense :BI;o'\r/lderWare l\(lgualys écuneti::( (Symantec) | Mobile Aromr
i essus ourceForge i
De_elenes Aruba Inquxpress WinMagic Nikto (freeware) WW'\r;ltru_st :\l/|3||\c/|rosoft
StillSecure Sophos Insightx RSA inMagic _
Check Point Check Point Impulse Point Vericept Inf(_)rmatlon TrendMicro
Stonesoft TippingPoint Forescout Sec_unty Corp.
Entrasys Bradford |AnyWhere
StillSecure Consentry Solutions
Nortel Trustwave Security BeCrypt
© @ ® ¢ @ ®
McAfee McAfee Landscape McAfee McAfee | SkyRecon McAfee
Barracuda Mazu Cisco Symantec Microsoft Symantec
TrendMicro Cisco Cisco Juniper TrendMicro G data IBM
Symantec Lancope Trend Check Point Sophos Trust Port Microsoft
Cisco ArborNetwork Fortinet Kaspersky eScan ConfigureSoft
ScanSafe . i
Google Stonesoft Panda BitDefender BigFix
; McAfee Symantec . : .
SonicWALL SonicWALL  Microsoft Avira Oracle
Barracuda Websense . :
WebSense NUBA ContentKeeper BlueCoat Watchguard Eset Dr Web ThirdBrigade
B(_)rderWare CA Aladin NETSQ CA F-Port (TrendMicro)
Microsoft L Astaro F-secure BullGuard
: Webroot Finjan . e ; E——
PrrofPoint ) . Phion eEye Digital Arcabit )
Clearswift | Mi5(Symantec) HP Prevx | Risisng Software POllcy &
8e6 (Marshal) Facetime Check Point Clam R diati
eMail Cymphonix | CP Secure BM | vea emediation
. Landesk | AVG
Web Firewall BigFix
12
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Which makes Coordinating the response? McAfee




To summarise the issues

When does a threat become an incident?
* No single point of threat/risk measurement
e Lack of correlation to the business risk

» Lack of correlation between risk and mitigation tools

— Have | already solved the problem?

How do | decide when to act?

« Often many - if not all security solutions can have some involvement
— What is the right solution to apply?

« Should | apply the same solution across the business?

 How do | validate the problem is solved?

— Too many security consoles

« Have | already solved the problem
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So what the problem??? McAfee

We need Smarter Intelligence!

15 July 28, 2009



Time to change our approach!
Multi-Correlated: Centralized Intelligence
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How — An “Optimized” Security Architecture?

Security Maturity Model

Reactive Compliant Proactive Optimized
/ Event driven / Policy / Proactive security / Multi-layered,
/ Reactive protection development / Centralized view Multi-correlated
/ Basic security / Some / Security enables / Global threat
standardization compliance intelligence
/ External / Audit once, report / Automated
compliance met many compliance

17 JuIy 28, 2009 Confidential McAfee Internal Use Only
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Integrate and correlate our Multi-layered Defense

System Network

=) (') (W () (W
m & @) W,

18 July 28, 2009
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Gathering all the facts

) THRAH g }g}B‘.F'@F%B'ErT cBAAENO Y R B VA Rt e e QRFRHRS 2

RELEVANT Web ATTAC VRERMER HAQ LS CAL PROTECTION TO STOP IT,
| don’t need to do anything!

Clients

4
|] Time L Attack Hame Source IP &rc... DEStInEI'tIDIT I’ oD T . ol N
Tue Aug 03 11:.. HTTP: IS cmd.exe Execution 1010108 4397 10101010 @ |
Smarter Security through integration (1+1=3) Vul Mgmt o
Security
Manager
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Collaborative Real time intelligence

Global Threat Intelligence ‘

Sustalned Com llance

‘ ‘ Network

Multl Iayered Protection

20 JuIy 28, 2009 Confidential McAfee Internal Use Only
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Shared view of the problem —

Cloud based intelligence

(» Customer

Artemis customers

=
A -ﬂl -l ”

] == ~ i

) - "
J > .
: Lo

i i L ¥ -',--,‘
- - .J i

":-"-

ﬁ{L SiteAdvisor

W

.'/‘J-P
| @

On | Vulnerability
’U Research

00 spam
u Research

Collective

gl Threat ru I HIPs
I“ “ Intelligence
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Is it from a Trusted Source?

» Enterprise » General  Millions
Messages Messages of URLs

Monitor s o
* 10 Billion per 100 Billion per per

month month month

Analyze Verity
Behavior Identities

Analytics

Analyze Engine . P

e \Volume
» Social network —_— » Domain
* Persistence — * URL
 Longevity * Image
. * Message
Reputation Score

Protect Firewall
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IP Monitoring

SUSPICIOUS
MESSAGE

DK

Content-Based

Domain Registry

24 July 28, 2009
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Single point of visibility

Global Threat Intelligence

Sustained Compliance

—

Multi-layerjad Protection

Security Management Platform

25 JuIy 28, 2009 Confidential McAfee Internal Use Only
25



An Optimized Security Architecture

Global Threat Intelligence

Sustained Compliance

:

Multi-layered Protection

Network

Security Management Platform

26 JuIy 28, 2009 Confidential McAfee Internal Use Only
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An Optimized Security Architecture —

Must scale beyond individual vendors

Global Threat Intelligence

Sustained Compliance

v

System Network

Security Management Platform

27 July 28, 2009 Confidential McAfee Internal Use Only
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‘ Global Threat Intelligence ‘

Sustained Compliance

3" party
Integration

System Network

Security Management Platform

28 JuIy 28, 2009 Confidential McAfee Internal Use Only
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Maturity Model of Enterprise Security

Reactive Compliant Proactive Optimized

High

Risk
@

:OS'[/

Low

29 JuIy 28, 2009 Confidential McAfee Internal Use Only
29



The next level:
Optimized Security Architecture leads to CARMA

Countermeasure
= Aware Information

» *“3,000 to 30" — Countermeasure aware risk management correlates MTIS threat feeds with discovered
vulnerabilities, assets, and deployed countermeasures (intrusion protection, anti-virus, buffer overflow)

» Leverages AVERT threat advisory information, delivered by MTIS feed
e Risk = (Threat X Vulnerability X Asset)/Detailed Countermeasure

30 JuIy 28, 2009 Confidential McAfee Internal Use Only



Introducing - CARMA

» Countermeasure Aware Risk Management Application (“CARMA”)
* An architecture for future business analytics

« Example: Helps the customer user during a Microsoft Patch Tuesday
event

— What is MY exposure to a specific threat?
— Do I need to stop production and patch now?
— With my deployed security, WHERE am | still at risk?

— If | am at risk, HOW am | at risk?

e Current methods are manual

— E.g. get Threat Feed, go query each management console to show
compliance with threat, once translated from problem to appropriate
solutions

31 JuIy 28, 2009 Confidential McAfee Internal Use Only



McAfee’s Project CARMA

First phase

e At the heart is the MTIS Threat Feed

* Feed includes Countermeasures
— VirusScan
* Engine Version
* DAT Version

 Product Buffer Overflow Protection Version
— Host Intrusion Prevention
e Product Version
» Content Version with High Level Signature (McAfee Default policy)
 Also includes Detectors

— Foundstone
 Specific FSL Check ID

32 JuIy 28, 2009 Confidential McAfee Internal Use Only



Summary CARMA: Threat Dashboard Options W

| CARMA: Most Recent Threats. . =1 CARMA: Top Threats By Vendor _CARMA: Top 10 Least Coverad Threats (Pessimi: _@ | CARMA: Top 10 Least Covered Assets (Pessimisi @

Total d g B Microsaft Threat Name Total System Name
M| Mone ]

Apple
W sun - (MSO07-008) Microsoft HTML Help ActlveX Contral Vuliver EPO-MAC

Linux ] (MS07-010) Microsoft Antivirus Engine Vulnerability $83] BTRPM-DC1
W Mozilla (MSO7-011) Microsoft OLE Dialog Memary Corruptiogasny| 10.101.101.5

M 1AM (MS07-014) Microsoft Word Macro Vulnerabllity (925884 10.101.101.2
Cisco

W HP
W Adobe (MS07-017) Microsoft GDI Invalld Window Size Elevidor] FSBVTEST

(MS07-017) Microsoft GDI Local Elevation of Privile gy MACD02332C963AA
(MS07-017) Microsoft WMF Denlal of Service Vulnerssie IMAC

December 10, 2008
Linux Kernel sendmsa{) Denlal-of-5enyice
Linux Kernel svc_listen(} Denilal-of-Servic
December 9, 2008
(MS08-072) Microsoft Word Memory Corr
(MS0B-072) Microsoft Word Memory Corr
[(MS0B-072) Microsoft Word RTF Object P
(MS0B-072) Microsoft Word RTF Object P
(MS08-072) Microsoft Word RTF Object P
(MS08-072) Microsoft Word RTF Object P
(MS08-072) Microsoft WordRTF Object Pz
(MS08-073) Microsoft Internet Explorer +

(MS07-003) Microsoft Outlook Denlal of Service Vulri#a FS-TEST

[MS07-017) Microsoft Font Rasterizer Vulnerability (325 10.101.10L.1

(MS07-D21) Microsoft CSRSS DoS Vuinerabllity (930348 & MCAFEE- 16489514
¥

i i
_CARMA: Threats h'!r_AgP_ﬂca:Iun _CARMA: Exploit in the wtlﬂ__{!_!llﬂmnl @ | CARMA: Ex_glnll: in the Wild leunl]_

T Y R R S N

B

CARMA: Product Threat Protection

30 =

20 .
Alnm
: |

Product Software

B VSE BOP : B Microsaft Windows 2000 Service Pack 4
W HIPS MW Microsoft Windows XP SP3
VSE DAT M Microsoft Windows 2003 5P2
B Microsaft Windows Vista SPL
Microsoft Office XP SP3
 CARMA: Pr d vs Not Pr | CARMA: Exploitable Microsoft Threats by Weak @ _CARMA: Threats by Vector | CARMA: Threat to Vulnerable Asset Correlation @
5 B Website with mallclous content W vVulnerabie and not Protect
M Website or e-mall with maliclous Vulnerable But Protected
Mallclously Crafted File
M Mallcious remaote network raffic
Authenticated locally logged on ud
B Undetarmined
M Malicious local network traffic
Local Application
W E-mall with maliclous cantent
B Information disclosure

W 159 Microsoft Exploit Not Avallable Ye! Bl 23 Microsoft Eff Bl 829 Exploit Not Avallable Yet B 41 Exploit In the Wild

0
B 3,286 Protected M 980 Not Pratected ooy 1i1m8 "




Granular validation of implemented configuration

Threat Information

Name : (MS0B-067) Microsaft Windows Server Servica Vulnerabllity (958644
Description: A vulnerability exists, in Microsoft Windows Server Service, which may allow for remote code execution,

Where am I at Risk?
Overview: M508-067 srv 358644

ce sharing via RPC. A

code exacution. The flaw | i mproper handling of spa

Olisarvation: i RPC requ attack scenario, an attacker could potentially take full cont
system via this vul
. wnload and Install the patch available from Micros
Recommendation: /MS08-067,mspx
Vendor: Micrasoft
Threat Source: Mcafes
Threat Source Creation Date: 10/22/08 11:13:07 PM
Threat Source Last Modification Date: 11/18/08 11:259:02 AM
Creation Date: 12/5/08 3:07:15 PM
Last Modification Date: 12/10/08 4:16:17 PM
H 4 Mot At Risk
Attack Vector: Maliclaus o ik trafflc
*a 15 PM

Countermeasures:
Uetectors: W32/ Conficker.worm
Saeverity: g Threat Identifier(s) W32/ Conficker.worm

Threat Type Malware
Vendor Rﬂﬂl!g: Lriteal Risk Assessment Low

Main Threat Vectors LAN; WAN; Web
Basic Threat Score: 9.995 - - —

User Interaction Required |Yes

The W32/Conficker worm exploits the M508-067 vulnerability, in

Ports:

External References

Importance

Name Value McAfee Product Coverage *
BID 31874 Coverage was provided in the 5444 DAT files, released
* s November 24, 2008. Detection and repair was updated in the
5488 DAT files, released January 7. (Users infected by
OVE 2008-4250 DAT files W32/Conficker.worm should perform an On Demand Scan to

MSFTBullet MSOE-DB7

Earunia SART226 el exploits.

Generic Buffer Gwverflow is expected to cover code-execution
expleits. "Windows Server Service Buffer Cverflow Vulnerability

Host IPS (Tighter Security),” Signature 3768, can provide partial coverage.
Signature 3961, released October 28, 2008, will block denial-of-
service and code-execution exploits associated with M508-067.
The sigset releace of October 23, 2008, includes the signature

IntruShield "METBICS-55: Microsoft Server Service Remote Code Execution
Vulnerability,” which provides coverage.

Foundstone Coverage not warranted at this time

MNAC Coverage not warranted at this time

V-Flash Out of scope

Additional Information

Microsoft Windows Server Service. Machines should be patched
Description and rebooted to protect against this worm's reinfecting the system

after cleaning, which may require more that cne reboot. Scheduled

tasks and autorun.inf files have been seen to reactivate the worm.

Low. W32/Conficker.worm exploits the MS08-067 vulnerability.

remove remnants of the worm in memory using the latest DATs.
After detection of W32/Conficker'mem and rebaoting, the
W32/ Conficker.worm malware components will be removed.)

Buffer overflow protection is expected to cover code-execution

URL

Risk summary Risk Detalis

=]

Back

Close




Cross Reference with other organisations

External References

EID

CVE

MSFTBulletin

Secunta

31874

2008-4250

MS0E-067

SA32326

Namea
Microsoft Windows 2000 Service Pack 4 10
Microsoft Windows 2003 Itanium Sp2 10
Microsoft Windows 2003 Sp2 10
Microsoft Windows 2008 10
Microsoft Windows Vista SP1 10
Microsoft Windows Vista X64 SP1 10
Microsoft Windows XP 5P3 10
Microsoft Windows Xp X64 Sp2 10
Microsoft Windows 2003 x64 SP2 10
Countermeasures i
Product
HIPS (vendor: McAfee, Product Version: 6.0 or higher, Bulld: 3961 ar higher)

Foundstone

Foundstone

(Vendor: McAfee, Product Version: 8.5 or higher)

(Vendor: McAfee, Product Version: 8.0 or higher)

Product
{Vendor: McAfes, Signature: 6190 )

{vendor: McAfee, Signature: 6191 )

Confidence

Description

Dependencies
Microsoft Windows 2000 Service Pack 4 (10)
Microsoft Windows 2003 Itanium Sp2 (10)
Microsoft Windows 2003 Sp2 (10)
Microsoft Windows 2008 (10)
Microsoft Windows Vista SPL (10)
Microsoft Windows Vista X64 SPL (10)
Microsoft Windows XP 5P3 (10}
Microsoft Windows Xp X64 Sp2 (10)

Microsoft Windows 2003 x64 SP2 (10)

Description

Description

URL

Actions Taken

| Back :I’.

Close |



Understand where and why I’'m at risk

Threat Information n
Name & (MSOB-067) Microsaft Windows Server Service Vulnerabllity (958644) Risk Summary
Description: A vulnerability exists, in Microsoft Windows Server Service, which may allow for remote code execution. oy
Where am I at Risk? =
Overview: MSOB-067 srv 958644
The Microsaft Server Service allows for local resource sharing via RPC. & vulnerability exists, in Microsoft Windows
Obsérvation: server Service, which may aliow for remote code execution. The flaw lies in the improper handling of speclally-crafted
: (malicious) RPC reguests. In a successful attack scenario, an attacker could potentially take full control of & target
system via this vulnerability.
. Download and Install the patch available from Microsoft(958644): http://www. microsoft.cam/ technet/security/Bulletin
Recommendation: /MSOE-067.mspx
Vendor: Microsaft .
Threat Source: Mcafee
Threat Source Creation Date: 10/22/08 11:13:07 PM
Threat Source Last Modification Date: 11/18/08 11:29:02 AM
Creation Date: 12/5/08 3:07:15 PM
Last Modification Date: 12/10/08 4:16:17 PM
H 4 nMotAtRisk B 30 At Risk
Attack Vector: Mallclous local network traffic
*as of 12/10/08 4:17:15 PM
Countarmeasures: HIPS, VSE BOP
Detectors: Foundstona
Saverity: B
Vendor Rating: Critcal
Basic Threat Score: 9.995
Ports:
External References
Name Value Description URL

BID 31874 MNSA
OVE 2008-4250 MNSA
MSFTBulletin MS08-067 NSA '

v
Sacunia SAIFTITA MEA

Actions Taken



Risk Summary ' Risk Detalls

How am I at Risk?
vulnerable But Protected
LInknown

B Mot vulnerable and has Protecti

< B
e - T (I 9

M Vulnerable and not Protected

as of 12/10/08 4:15:15 PM

*Red — vulnerable, NO protection!!!

*Grey- Unknown — No agent or no assessment

*Green NOT vulnerable YET, but they have a countermeasure in place as well
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Yneradilities

Vulnerability Management o I |
VULNERABILITY* THREAT ASSET
CRITICALITY CRITICALITY CRITICALITY {

COUNTERMEASURES COUNTERMEASURES COUNTERMEASURES

However, vulnerability/risk mgmt does show the next step!

Response prioritization

- business impact

- risks associated with remediation
- cost of remediation
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Impact to the business is not linear—

Risk Analysis gives prioritisation to remediation

PC down = the loss of productivity and the cost of fixing the asset.

A revenue-generating web server = higher cost, as the financial impact
would be much greater.

Example costs for a global enterprise:

- $100 per hour, per desktop
- $1,000 per hour, per server
- $10,000 per hour, per central application

- $100,000 per hour per mission-critical application.
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Confidence in the solution

McAfee Network IPS
3000
2500 -
2000
1500 -
1000
500
= === === =B == === ===
o+—r——F77 71— 77T 7" 7T 71T T T T T T T T T T T T T T T T T T T T T T
sigset4.1.3.6  sigset4.1.8.9 sigset4.1.15.7 sigset4.1.22.5 sigset4.1.29.3 sigset4.1.35.6 sigset4.1.41.8
—a— |\icAfee Recommended for Blocking === Total No of signtaures
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Cost of the solution to the business?

IT Risk Management

* informed of new security
threat
Information Communication
Gathering > To
Leadership Team
Assess Risk I I
Testing > QA Process > Implementation
Notification Plan
& Conf Call v
Implement
Patch Or
.| Isolate Vulnerable Hot Fix
g Systems !
Lessons
Learned

- Definition: - Immediate threat to McAfee environment.
A Crltlcal Th reat ‘ Timeframe: - Immediate response required.

Definition: - No immediate thread, blocked by firewall or

MO d erate Th reat - email gateways, know exploitation to a threat.

Timeframe: - Next maintenance period

LOW PrOfi I ed Th reat - Definition: - Low risk vulnerability with no known exploitations

Timeframe: - Addressed as time permits
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Costs — Emergency Patching Versus Not Patching

Yes

t

A 4

Critical Threat —>| Patch Needed?

}

No

Time =P Cost
v v
Testing / QA 4 Hours 1xIT Tier 4
\/ \/
Awareness 3 Hours IxITTierl&3
\/ \
Implement 3 Hours 5x IT Tier 3

Cost Avoidance Per Patch

2xIT Tier 1 Ed  $880
Fix time 4 hours 3xIT Tier 2

A 4

(1% systems failure) 2 X IT Tier 3
Implement 1 Hours 1xIT Tier 3
Awareness 1 Hours 1xITTierl1&3
) )
Testing / QA 4 Hours 1xIT Tier 4
Time =P Cost > $405

Cost Saving = Number of patches not required * ((cost avoidance + Cost per patch) - cost of not patching)
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Summary

N

w

43

The scope of threat and security solutions is only going to increase in complexity
(diversity of use and technology)

When should | engage?

Integration is required to get the bigger picture (OSA)

. Common point of visibility
. Coordination of threat intelligence
Optimised Security Architectures (OSA) will provide
. Framework for
. improving security posture
. Reducing costs and risk
Validation of the Risk to your business (ongoing)
. Collaborative cloud based intelligence
. Real risk analysis - Mapping countermeasures against threat

Allows a business risk approach (asset value)

. Should | respond now or later (risk versus costs)
. What is the right solution

. Time to implement

. Risk factor

Validation of application of resolution (retesting the risk)

July 28, 2009

Confidential McAfee Internal Use Only



When does this become an incident?
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