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How many of you are watching this

• When does it become an incident?
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By The End of 2008

1997 End of 2007 End of 2008

Vulnerabilities 440 28,500 34,100

Password Stealers
(Main variants)

400 80,000 380,000

Potentially
Unwanted Programs

1 24,000 26,000

Malware (families)
(DAT related)

17,000 358,000 484,000

Malware (main 
variants)

18,000 (?) 586,000 2,700,000

Malware Zoo
(Collection)

30,000 (?) 5,800,000 16,300,000
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We can no longer afford to clean up after the 
incident…
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How many of you were monitoring – Nirbot.worm?

Exploits
• Microsoft Windows Server Service Buffer 

Overflow (MS06-040)

• Symantec Client Security and Symantec 
Antivirus Elevation of privilege 
vulnerability (SYM06-010)

Can:
• Gather system information (CPU, RAM, 

OS Version, IP address, UserName, 
Uptime) 

• Scan network for machines to infect. 
• Launch a TFTP, HTTP server and 

SOCKS4 proxy. 
• Download and Execute files. 
• Update bot. 
• Uninstall bot. 
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How many of you were monitoring 
Conficker.worm?

• Worm – We see new worms each day
• Used Microsoft vulnerability – Nothing new!
• Starts HTTP service - Common BOT behaviour
• Scans subnets for other systems – Typical worm behaviour!
• Connects to Web for 

updates/more malware – Typical BOT behaviour!
• Utilises Autorun.inf & 

scheduled tasks – Becoming more common!
• Tries to block security updates – Nothing new!
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Threat Incident response

• When is the right time to engage?
– On industry/vendor advisory?
– On business incident?
– On technology alerts?

• Real time events
• Log analytics

• Reactive or proactive
– On vulnerability?
– On Exploit?
– On threat?
– On data breach?
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You receive alerts/advisories like these…
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Which should lead to questions like these…

• What is the threat?
• Is it real or theoretical?
• What could the threat do?
• What would it actually do to my business?
• How would that impact my business?
• How likely is it to happen?
• What countermeasures do I have in place?
• Which countermeasures should I enable?
• What order should I enable them in?
• What impact will these have on my business?
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New threat 
info

Who needs
to know? Are they in?

Who covering
for them?

Closure 
report?

External 
Compliance
e.g. (17799)?

How do we 
manage threat ?

What actions
to take?

Has it been 
tested?

How do we
implement?

Who, when
& where?

Has this been
approved?

Business
level?

Technical
IT level?

Rollout

Measurements
Of success?

Ongoing 
updates?

Which instigate something level of incident 
response like this…
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To answer we have to correlate
Multi-Layered Intelligence:from Silicon to Satellite

Satellite

Network

WebOther 
Apps

DatabaseVirtual
OS

PC/Server
OS

Storage &
PeripheralsSilicon

Chips
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12

Utilising some of these vendors

IPS

NAC

Vulnerability
Manager

Encryption

Policy & 
Remediation

EndPoint
FirewallWeb

NUBA

eMail

Data

Security
Landscape

McAfee
TippingPoint

Sourcefire
Juniper

Cisco
IBM

Entrasys
NitroSecurity

DeepNines
StillSecure

Check Point
Stonesoft

McAfee
Cisco

Juniper
Symantec

Aruba
Sophos

Check Point 
TippingPoint

Entrasys
StillSecure

Nortel

McAfee
Symantec

CodeGreen
Credant

Luminsion
Cisco

WebSense

Lumension
NetIQ
Rapid7
WhiteHat
Acunetix
SourceForge
Nikto (freeware)

McAfee
Symantec

IBM
Microsoft

ConfigureSoft
BigFix
Oracle

ThirdBrigade
(TrendMicro)

McAfee
Mazu
Cisco
Lancope
ArborNetwork

SkyRecon
Microsoft
G data
Trust Port
eScan
BitDefender
Avira
Dr Web
F-Port
BullGuard
Arcabit
Risisng Software
Clam
VBA
AVG

McAfee
SecureWave
winMagic
SafeNet
Wave Systems
Mobile Aromr
Microsoft
IBM
TrendMicro

McAfee
Cisco
Juniper
Check Point
Fortinet
Stonesoft
SonicWALL
Watchguard
NETSQ
Astaro
Phion
HP

Cisco
Trend
ScanSafe
Symantec
Websense
BlueCoat
Aladin
Finjan
Mi5(Symantec)
Facetime
CP Secure

McAfee
Barracuda
TrendMicro
Symantec
Cisco
Google
SonicWALL
WebSense
BorderWare
Microsoft
PrrofPoint

McAfee
Symantec

TrendMicro
Sophos

Kaspersky
Panda

Microsoft
Eset

CA
F-secure

eEye Digital
Prevx

Check Point
IBM

Landesk
BigFix

McAfee
Barracuda

ContentKeeper
CA

Webroot
Clearswift

8e6 (Marshal)
Cymphonix

Check Point
Sophos
Credant

PGP
GuardianEdge

(Symantec)
Wntrust

WinMagic
Information 

Security Corp.
iAnyWhere

Solutions
BeCrypt

Tumbleweed
SoloBreaker
Verdasys
Oakley
Orchuesria
Fidelis
BorderWare
IBM
WinMagic
RSA
Vericept

InfoExpress
Insightx
Impulse Point 
Forescout
Bradford
Consentry
Trustwave

Top Layer
Radware
Snort
HP McAfee

IBM
Microsoft

nCircle
Qualys
Nessus
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Which makes Coordinating the response?

AV

DLP
ASW/

AS

HIPS

Crypto

SA

NAC

PA

MWS

NFW

DLP

WS

NAC

VM

NIPS

Data
Monitor

MS
PFW
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To summarise the issues 

When does a threat become an incident?
• No single point of threat/risk measurement  

• Lack of correlation to the business risk

• Lack of correlation between risk and mitigation tools
– Have I already solved the problem?

How do I decide when to act?
• Often many - if not all security solutions can have some involvement

– What is the right solution to apply?

• Should I apply the same solution across the business?

• How do I validate the problem is solved?
– Too many security consoles

• Have I already solved the problem
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So what the problem???

We need Smarter Intelligence!
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Time to change our approach!
Multi-Correlated: Centralized Intelligence



July 28, 200917 Confidential McAfee Internal Use Only

17

OptimizedReactive Compliant Proactive

How – An “Optimized” Security Architecture?

Security Maturity Model 

⁄ Proactive security
⁄ Centralized view
⁄ Security enables 

compliance
⁄ Audit once, report 

many
⁄ More integration

⁄ Event driven
⁄ Reactive protection
⁄ Basic security

⁄ Policy 
development

⁄ Some 
standardization

⁄ External 
compliance met

⁄ Multi-layered, 
Multi-correlated

⁄ Global threat 
intelligence

⁄ Automated 
compliance

⁄ Opex efficiencies
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System

Integrate and correlate our Multi-layered Defense

Network

HIPSAV/S AWL

DLPENC

WEB NAC

PADC

NIPS

Web

DLPVM

UTM NUBAEmail

FWNAC
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Smarter Security through integration       (1+1=3) Vul Mgmt

Clients

Network IPS

INTERNET

Q: Traffic from X going to Y contains a potential Web server threat?, 
What should I do?

Q: Traffic from the INTERNET going to YOUR WEBSERVER contains a 
RELEVANT Web ATTACK, but the SERVER HAS LOCAL PROTECTION TO STOP IT, 

I don’t need to do anything!

Security
Manager

Gathering all the facts
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Collaborative Real time intelligence 

Global Threat Intelligence

Sustained compliance

System Network

Multi-layered Protection
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Shared view of the problem –
Cloud based intelligence

Vulnerability
Research 

Risk and
Compliance

HIPs

Malware 
Research

SPAM
Research 

Collective 
Threat 

Intelligence

SiteAdvisor

Internet

CustomerArtemis customers
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• General 
Messages
• 100 Billion per 
month

• Enterprise 
Messages
• 10 Billion per 
month

• Millions 
of URLs 
per 
month

FirewallWebMessaging

Analytics
Engine

Reputation Score

Analyze 
Behavior

• Volume
• Social network
• Persistence
• Longevity

Verify 
Identities

• IP
• Domain
• URL
• Image
• Message

Data
Store

Monitor

Analyze

Protect

Is it from a Trusted Source?
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Subject

Keyword

Hyperlink

Sender

Recipient

Attached File

Content-Based

Subject

Keyword

Hyperlink

Sender

Recipient

Attached File
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Content-Based

SUSPICIOUS
MESSAGE

BAD
REPUTATION=

CREATED
YESTERDAY=

20 RELATED
QUERIES IN
LAST 5 SECONDS

IP Monitoring

Domain Registry

=
Multiple Queries

209.85.171.100
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Security Management Platform

System Network

Sustained Compliance

Global Threat Intelligence

Multi-layered Protection

Single point of visibility
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An Optimized Security Architecture

Security Management Platform

Sustained Compliance

Global Threat Intelligence

System Network

Multi-layered Protection
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An Optimized Security Architecture –
Must scale beyond individual vendors

Security Management Platform

System Network

Sustained Compliance

Global Threat Intelligence
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3rd party
Integration

Security Management Platform

System Network

Sustained Compliance

Global Threat Intelligence
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OptimizedReactive Compliant Proactive

Maturity Model of Enterprise Security

Security Posture

Risk

Cost

High

Low
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The next level:
Optimized Security Architecture leads to CARMA

• ““3,000 to 30” – Countermeasure aware risk management correlates MTIS threat feeds with discovered 
vulnerabilities, assets, and deployed countermeasures (intrusion protection, anti-virus, buffer overflow)

• Leverages AVERT threat advisory information, delivered by MTIS feed
• Risk = (Threat X Vulnerability X Asset)/Detailed Countermeasure

Countermeasure 
Aware Information
Countermeasure 
Aware Information

Answers the question: “Am I at Risk?”Answers the question: “Am I at Risk?”
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Introducing - CARMA

• Countermeasure Aware Risk Management Application (“CARMA” )

• An architecture for future business analytics

• Example: Helps the customer user during a Microsoft Patch Tuesday 
event

– What is MY exposure to a specific threat?

– Do I need to stop production and patch now?

– With my deployed security, WHERE am I still at risk?

– If I am at risk, HOW am I at risk?

• Current methods are manual
– E.g. get Threat Feed, go query each management console to show 

compliance with threat, once translated from problem to appropriate 
solutions

31

7/28/2009
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McAfee’s Project CARMA
First phase

• At the heart is the MTIS Threat Feed

• Feed includes Countermeasures
– VirusScan

• Engine Version

• DAT Version

• Product Buffer Overflow Protection Version

– Host Intrusion Prevention

• Product Version

• Content Version with High Level Signature (McAfee Default policy)

• Also includes Detectors
– Foundstone

• Specific FSL Check ID

32

7/28/2009
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33

7/28/2009
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Granular validation of implemented configuration 34

7/28/2009
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Cross Reference with other organisations 35

7/28/2009
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Understand where and why I’m at risk
36

7/28/2009
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37

7/28/2009

•Red – vulnerable, NO protection!!!

•Yellow - vulnerable BUT they have required countermeasure in place. 

•Grey- Unknown – No agent or no assessment

•Green NOT vulnerable YET, but they have a countermeasure in place as well
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Surely Vulnerability management does this?

Vulnerability Management

VULNERABILITY
CRITICALITY

COUNTERMEASURES

THREAT
CRITICALITY*

COUNTERMEASURES

*
ASSET

CRITICALITY

COUNTERMEASURES

However, vulnerability/risk mgmt does show the next step!

Response prioritization
- business impact
- risks associated with remediation
- cost of remediation
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Impact to the business is not linear–
Risk Analysis gives prioritisation to remediation

• PC down = the loss of productivity and the cost of fixing the asset. 

• A revenue-generating web server =  higher cost, as the financial impact 
would be much greater.

Example costs for a global enterprise:
- $100 per hour, per desktop
- $1,000 per hour, per server
- $10,000 per hour, per central application
- $100,000 per hour per mission-critical application. 
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Confidence in the solution

McAfee Network IPS

0

500

1000

1500

2000

2500

3000

sigset4.1.3.6 sigset4.1.8.9 sigset4.1.15.7 sigset4.1.22.5 sigset4.1.29.3 sigset4.1.35.6 sigset4.1.41.8

McAfee Recommended for Blocking Total No of signtaures
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Cost of the solution to the business?

Lessons 
Learned

Critical Threat

Moderate Threat

Low Profiled Threat

+

-

Definition: - Immediate threat to McAfee environment.  
Timeframe: - Immediate response required.

Definition: - No immediate thread, blocked by firewall or 
email gateways, know exploitation to a threat.  
Timeframe: - Next maintenance period

Definition: - Low risk vulnerability with no  known exploitations
Timeframe: - Addressed as time permits

IT Risk Management 
informed of new security 
threat

Information 
Gathering

Assess Risk

Notification            
& Conf Call

Isolate Vulnerable 
Systems

Communication 

To 

Leadership Team

Testing QA Process Implementation 
Plan

Implement 
Patch Or 
Hot Fix
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Costs – Emergency Patching Versus Not Patching

Critical Threat Patch Needed?

Yes

Time Cost

Testing / QA 4 Hours

Awareness 3 Hours

1 x IT Tier 4

1 x IT Tier 1 & 3

$1105

No

Testing / QA 4 Hours 1 x IT Tier 4

$405Time

Awareness 1 Hours

Cost

1 x IT Tier 1 & 3

Implement 3 Hours 5 x IT Tier 3

Implement 1 Hours 1 x IT Tier 3

Cost Avoidance Per Patch

Fix time 4 hours     
(1% systems failure)

2 x IT Tier 1 
3 x IT Tier 2 
2 x IT Tier 3

$880

Cost Saving = Number of patches not required * ((cost avoidance + Cost per patch) - cost of not patching)



July 28, 200943 Confidential McAfee Internal Use Only

Summary

• The scope of threat and security solutions is only going to increase in complexity 
(diversity of use and technology)

1. When should I engage?
2. Integration is required to get the bigger picture (OSA)

• Common point of visibility
• Coordination of threat intelligence

3. Optimised Security Architectures (OSA) will provide
• Framework for 

• improving security posture
• Reducing costs and risk

4. Validation of the Risk to your business (ongoing)
• Collaborative cloud based intelligence 
• Real risk analysis - Mapping countermeasures against threat

5. Allows a  business risk approach (asset value)
• Should I respond now or later (risk versus costs)
• What is the right solution

• Time to implement
• Risk factor

6. Validation of application of resolution (retesting the risk)
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When does this become an incident?




