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Introductions

FLGERREl S
IR Engagement Lead, Instructor

M pPeter Silberman

Researcher / Engineer, Co- Author of
Memoryze and Audit Viewer, Malware
Analysis Team

Important note

All information is derived
from MANDIANT observations
in non-classified environments.

Some information has been sanitized
to protect our clients’ interests.
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Agenda

Why Most Defenders Lose

A Few Malware Samples and Attacker
Techniques

How to Win

A Few Investigation Techniques That Work
Today

Why Defenders Lose

L

Your Company
Logo Here
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Why Defenders Lose

Why Defenders Lose
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Why Defenders Lose

= Why Defenders Lose
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Well...It Depends

Sample A
Obfuscated shellcode
Built in
Keylogger functionality
Ability to download functionality

Unknown functionality
Compromised accounts?
Exploit component?
Pivot component?

General | Version | summary General | Version | Compatibiity | Summary |
File version:  7.10.3052.4 File version:  5.0.2135.6664
Description:  Microsoft® C Runtime Library Description:  Windows NT Distributed File System Service

INDOWS\system32\cmd. exe HE

IC:“\Documents and Settings esktopites
Verified: n ed
File date: 11:14 AM 6,15-2618
Publisher: ft Corporation
i NI Distributed File System Service
Ft(R> ndows <R) 2808 Operating Systen
95.6664

H 5. -
File version: 5.8.2195.6664
IC:“\Documents and Settings:\Ouner-Desktop-:testlsigcheck.exe —e msucr?l.dll

ion_and signature viewer
inovich

Unsigned

AN 2212003

Publisher: rosof t Corporation
Description: i fte C Runtime Library
Produc icy fte Uisual Studio -NET
Versiol 7.16.3852.4

File version: -10.3852.4
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Persistence Mechanism

Of the APT backdoor
samples we have
collected, 60% were
persistent on the
targeted system.

Interestingly, of the
non-persistent
samples, almost a
third used process
injection to
masquerade their
network traffic as
legitimate

communication. HKLM Run key  Service

Persistence

sens.dll — 5 byte persistence FTW
services.exe — bringing cron back




The Legitimate DIIMain() Function

The code in the function calls two library
functions: and

722D12B9  int __stdcall DI1lMain(struct HINSTANCE__ *, unsigned long, void *)
722D12B9 mov edi, edi
722D12BB push ebp
722D12BC mov ebp, esp
722D12BE mov eax, [ebp+fdwReason]
722D12C1 dec eax
722D12C2 jnz short loc_722D12D8
722D12C4 push [ebp+hLibModule]
722D12C7 call ds:__imp_ DisableThreadLibraryCalls@4
#l 722D12CD call ds:__imp__GetProcessHeap@o
Z|722p12D3 mov ?ghSensHeap@@3PAXA, eax
£/722D12D8 loc_722D12D8:
Z|722p12D8 xor eax, eax
=|722D12DA inc eax
=|722p12DB pop ebp
2|722p12DC retn och
: 722D12DC D11lEntryPoint endp
i

The Trojanized DIlIMain() Function

Now code in the only
gets called.

The Call to has been
replaced by a mysterious instruction.

722D12B9  int __stdcall DIl1Main(struct HINSTANCE__ *, unsigned long, void *)
722D12B9 mov edi, edi
722D12BB push ebp
722D12BC mov ebp, esp
722D12BE mov eax, [ebp+fdwReason]
722D12C1 dec eax
722D12C2 jnz short loc_722D12D8
722D12C4 sth [ebp+hinstDLL]
722D12C7 Jmp loc_722D822D
3] L oy R
=| 722D12CC db 88h
B| 722D12CD  ------ - e
=| 722D12CD loc_722D12CD:
=| 722p12¢D call ds:__imp__GetProcessHeap@o
=| 722D12D3 mov ?ghSensHeap@@3PAXA, eax
=| 722D12D8 loc_722D12D8:
=| 722D12D8 xor eax, eax
=| 722D12DA inc eax
=| 722D12DB pop ebp
=| 722D12DC retn oCh
=| 722b12pC D11EntryPoint endp
i

LAJ
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Would you know its bad?

Entry Location Publisher Image Path

HKLM\System\CurrentC (Not verified) Microsoft _
ontrolSet\Services ISENS ICorporation ic:\windows\system32\sens.dll

28h ebp

offset stru_168C8880 ebp, esp
__SEH_prolog esp, 174%h

edi, edi ed13 ebp

edi ; 1lpHoduleHame [edi-3Ch], edx
ds:z edi, [ePp+uar_C]
word ptr [eax], SA4Dh ch, esi
loc_188C876 edi, 95¥

ecx, [eax+3Ch] ecx, edi

ecx, eax edx, ebp

dword ptr [ecx], 4556h d 0 d ptr [edx-24h], BCBB7FE36h
loc_188C876 esi, u45h

eax, word ptr [ecx+18h] ebx, edx

eax, 18Bh :g:, esi
loc_188F8DD X

dword ptr [ecx+74h], OEh esi, OCDOEZ3EEH
loc_188CE76 Ed%, esi

Eax: eax esi, edi

; ebx, ebp
[ecx+BE8N], edi dword ptr [ebx-BCh], 7Fh

esi, eax

a1 eax, ebp
[eax-34h], esi
edi, [ebp+var_18]
eax, ebx

: : eax, ebp
Eehp+ms_exc.n15ahled], edi [eax-8], ebx
ds - esi, ebp

[ebp+vwar_1C], eax

10
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services.exe

Automatic installer
services.exe loads malicious DLL
DLL implements cron like functionality

Hiding in plain sight (network)

Used for Command and Control
Communicate, control the target
Gather information
Attackers want this to be covert

HTTP/S is commonly encrypted
But it’s not always SSL!

Encrypted HTML comments

<! --aHROCAXXXXXX -->

11
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= Hiding in plain sight (network)

Connection port

17%

TCP/80 or 443 Non-HTTP/HTTPS

= Communication Security

HTTP(S) ports Non-HTTP(S) ports

55%
45%

> —29%
nmﬁ\”‘”“m\// Encrypted Cleartext
Encrypted
Cleartext Non-HTTP(S) ports

M

12
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Access management

Attackers track your assets
Backdoors

Need to know:
IP/Hostname
May know:
OS / SP Level
MAC
RAM
When one goes away they need to re-up
their inventory x 2
New malware

Sample beacon

GET
/search(#)####>h1=#8&h2=#&h3=#&h4=FMFEFEFHA
EBIBKFOFEAGFGFC

(#) — random number

h1=0S

h2 = proxied

h3 = malware version

h4 = encoded mac address

13
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USA vs Slovenia

Score Update

The beatings will continue until security improves

HOW TO WIN

14
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Step 1: Redefine Winning

Goals Are Customized Per Organization, But
Can Include:
Improve Detection Capability
Centralize Logs
Acquire Outside Intelligence
Improve Response Capability
Remove Political Hurdles
Iron Processes Out
Practice Remediation
Raise the Cost of the Theft to Equal Development
Staff Management

Practical Advice

Detect and Respond is what is working
today.

15
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Game Changers of Today

INVESTIGATION TECHNIQUES

Working Investigation Techniques

Differential Analysis
Racking and Stacking

Hard Core Forensic Knowledge
Code Signing
Intelligence Based Detection

16



= They Dare You to Notice

Service Name

Path

Service DLL

Seclogon

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\seclogon.dIl

Seclogon

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\selogon.dll

NWCworkstation

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\nwwks.dll

NWCworkstation

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\nwwwks.dll

iprip

C:\WINDOWS\System32\svchost.exe

%SystemRo0t%\System32\iprip.dll

iprip

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\iprinp.dll

iprip

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\System32\iprinp32.dII

wuauserv

C:\WINDOWS\System32\svchost.exe

%SystemRoot%\system32\wuauserv.dll

wuauserv

M

C:\WINDOWS\System32\svchost.exe

What’s bad?

%SystemRoot%\System32\wauaserv.dll

Working Investigation Techniques

Differential Analysis
Racking and Stacking

Hard Core Forensic Knowledge
Code Signing
Intelligence Based Detection

6/22/2010
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File System Review

File LasL Lasl —udud Hasli
Jraaed ‘wivkten Lrresse F=r valie

59555 | ondrefomdl N Z300 NR MNCCAM N&)FSN NG NCCAM N5rsia Fies oM 17,317 prFFraardSrrnaidaTRb

e

9554 unlntr s NN OR ONCCAR NRJZ3IN R NNCCEM  ARIFCIAN LIS 4,0 1R

39555 | [ urec.dl 08,2301 03 00:CCAM  DFSHOL 08 00CCAM  03)05/17 1 2:3¢ 46 17,520

39556 | [ useriese OE/Z3/01 06 00:CCAM 05 E301 06 00:CCAM  D&EC/I3 0 H H47E7E

39557 | [ hpojszan i 02,23/01 02 00:CCAM 02)E3001 08 00:C0AM 007005 04:0:040M £,54E 2db106eS 2LtalbTa27L
23550 | | hpacer.rf 0023001 00 00:CCAM  O0EDM0L 00 00:CCAM 047100 04040451 Z0,714 F4e07001l La5 S 1be2099)
ELEEL ] 1 Ibrtecap. rF U401 U8 UULLAM . DB U URLLAM U e 05 Uil g0 i P fesdizebdbiddeshe sy
29500 | |3 icamdinf 0023001 00 00:CCAM  O0EDM0L 00 00:CCAM 047100 04040451 T Fefteamfodens050esf1: 0]
ELETTY 7 unirem ks U401 U8 UULLAM UL U2 SEete il U f - UM LG li,Bad 1dfidbetcalfedldzFald
30562 [ nekceodl 08/23/01 08 00:CCAM  04)16/07 11 B2EZAM  08)E0/00 02:07:110M 15,380 o 7Ref112307dFa572:
F95R3 [ odldLANl N Z300 0R INCCAM N&)FSN NG NCEAM Nreia Faesiom FEAN adiad9enTe GnFTESRR
30564 | jcanriusa. it ! : ! ! 11,111 7.

NN [N [N ) [N ) [N N S

MFT Parsing

Tn-Dapth Analysis of the Mastar File Tahla

Mzandiant identified a discrepancy in the timestarnps applied to the malware “netgdc.dll”. Thersfore
Mzandiant parsed each Master File Table (MFT) record in order to compare all the embedded file ime
mieladdald fun inconsistences. Specifically, we cormpdred the 35 TANDAID 1N ORMATLUN credlion
time with the $SFILENAME attribute craation time for 2 mismatch. Eelow is an example of this sort of
COmparison:

STILCNAMEC
SSTANDARD ATILCNAME TILCNAME SFILENAME

- Cnlry
Fil #1 INFORMATION - . Last Acc .
fiename . Creation Date Modify Date €8s Modified
Creation Date

Date Date
netgde.dil 8/23/2001 6/18/2008 6/18/2008 6/18/200% 6/18/2008
12:00 18:21 1221 12:21 12:21

Fiqura 2: MFT Rarard for " netgd c.dll” Showing Timestamp Manipolation

Tn Figure 2 tha $STANDARD_INFORMATION Craation Dara for "nargdce.dll” diffars fram the $F11 FNAMF
Credlion Date. 1his dilferencea illustedled thal the rmalware mignipulslad s Urmestamps sLoonline.,
The $FILENAME attribute accurately reflacts the "netgdc.dll” file was created on 6/18/2008 at 13:31.

18
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Working Investigation Techniques

Differential Analysis
Racking and Stacking

Hard Core Forensic Knowledge
Code Signing
Intelligence Based Detection

Digital Signature Checking

Audit Viewer and Memoryze with MRI Intelligence

19



Working Investigation Techniques

Differential Analysis
Racking and Stacking

Hard Core Forensic Knowledge
Code Signing
Intelligence Based Detection

Generate a Compromise Profile

There is an ongoing APT-related incident. At least 35
systems with APT backdoors have been discovered. One of
the backdoors installs itself as a Windows service named
“ersvc” with a service DLL of
“Ysystemrootdh\system32\ersvr.dll”. The file size is 23,040
bytes and the MD5 hash is 906b5626b779eb90b4f403c3b4503b46.
In all cases, the modification date of the backdoor file
was 2009-03-21 10:06 AM.

The backdoor connects to a remote site via standard HTTP
protocol, and downloads a Web page that contains a
specially formatted HTML comment. The HTML comment

tains instructions for the backdoor, and starts with *“<-

#obot”. The backdoor will use the user-agent string
“MozillaZ4.0 (compatible; MSIE 5.5; Windows NT 4.0; obot)”.
The backdoor uses a mutex called “ )IVogA.14 “. In some
cases, the backdoor has been installed laterally using the
credentials of a user named “lazydg”.

Your boss would really like you to clean up the network.

Identify Content You Can Use to Identify This Attacker in your Network

M

6/22/2010
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Generate a Compromise Profile

There is an ongoing APT-related incident. At least 35
systems with APT backdoors have been discovered. One of
the backdoors installs itself as a Windows service named
“ersvc” with a service DLL of
“Yhsystemrootlh\system32\ersvr.dll”. The file size is 23,040
bytes and the MD5 hash is 906b5626b779eb90b41403c3b4503b46 .
In all cases, the modification date of the backdoor file
was 2009-03-21 10:06 AM.

The backdoor connects to a remote site via standard HTTP
protocol, and downloads a Web page that contains a
specially formatted HTML comment. The HTML comment
contains instructions for the backdoor, and starts with “<-
- #!#obot”. The backdoor will use the user-agent string
“Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 4.0; obot)™.
The backdoor uses a mutex called “ )!VogA.I4 “. In some
cases, the backdoor has been installed laterally using the
credentials of a user named “lazydg”.

Your boss would really like you to clean up the network.

@Cheap to Change = No Coding (@ More Costly To Change =
Necessary Original Author / Source
Code Available

M

Intelligence Based Detection

OpenlOC (Open Indicator of Compromise
Language)

Developed by Mandiant in conjuction with
Industry

Designed to Facilitate Sharing of
Actionable Intelligence

Free OpenlOC Editor on the Mandiant
Website to Create and Manage Indicators

21
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" C:A\Program Files (x86)\Mandiant\OpenlOC\IOCs - iocedit Beta 1.0.0
File Edit Tools

10Cs | Terms |

Neme
MESEXE
BCIPM.DLL (SPYWARE)
MED.DLL (DOWNLOADER)
SYCHOST EXE (WEB-PAGE HUACKER ANG TI
— - — - Keywords  spyware dawnloader
IEUPDATES.EXE (SPYWARE DOWNLOADER)  spyware downloader
DEMO: Unsupported but Recognized DEMO

PDATES.EXE (SPYWARE DOWNLOADER)

spyware IoCID €5881edS-d5bb-40c0-t
downloader |

Property Content

Name IEUPDATESEXE (SPYWA

web-page hijacker and traj¢

Author Mandiant

Authored on  2009-03-23T02:5

Description

leupdates exe is a downloader which attempts to install winsrc.dll as a browser helper object (BHO)  ~
or toalbar from securedownloadcenter.com. Given the hist

ry of malicious br
likely intended to install spyware on the compromised machine. The malware w
systems installed with the default language set to Russian or Ukrainian.

 toolbars, this is
Il not install on

AND OR Delete Add b Cut

y (@ Paste  [If Import CSV  [¥] Show Comments
4 0r -
File Name contains "ieupdates.exe”

File MD5 contains "0ccf000b02313605492d16ded6c6adbs

File Name contains "ieexplorer32.exe”

File Name contains "winsystems”

File Name contains “winsrc.dil.tmp”

Process Handle Name contains "§934723302138"

Registry Path contains

Registry Path contai

Registry Path contai

Metwork/!
4 And

File Name contains "winsrc.dIl”

"Software\Microsoft\Windows\CurrentVersi

older\PIDsrc" H

clderiwmsrepid”

“Software\Microsoft\Windows\CurrentVersion!

s "\Software\Microsoft\Windows\CurrentVer: older\wmsrcpw

RI contains "securedownloadcenter.com/zsa0/winsystems.dll

File Path contains "system32
4 And

Registry Path contain: Software\Microsoft\Windows\CurrentVersion\Run\ieupdate”
. n » = o
6 indicators in C:\Program Files (x86)\Mandiant\OpenlOCAIOCs

Truths To Date:

No Organization Has:

Been Prepared to Defend Their Network

Against A Nation State Sponsored Attacking
Capability

There is no industry or government
solution to protect our commercial
companies right now

22
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USA vs Slovenia

Score Update

= Questions?

M-Trends — MANDIANT website
M-Unition Blog (blog.mandiant.com)
Mandiant is Hiring! Help us Out!

Web Historian 2.0 Release Yesterday at FIRST

23



