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The Botnet Ecosystem
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Evolution of botnets

Control Single Infected Host

Cybercriminal

Simple Backdoor KAJPIR{KY 2



Evidence: malware development

DPeloader MUy TPOAHLI HA 3aKal
MpUHWUMAaK 33Kaszbl HA HaNUMCaHWwe TPORHOB Ha @mmail.com
perncrpauns: ||| GG YiKazneanTe B NMCbMe KakMe dyHKUMK B X0THTe BMgeTe B TpoAHe, Jenaw Kak
Coobwenna: 10 BackDoor'sl, TaK ¥ MblNbHbIE TPORAHBI.
Thanks; 4 Bpema pazpabotkwm (o7 1 go 2 gHel) U UeHa JOroBOpHAan, HO MOry CKazaTe, YTO
Thanked O Times in 0 Posts Bol ocTaHeTech A0BonbHE. Mpegonnate He bepy.
+ B nogapok K TpoAHY, Bol NoNy4iTE HenanAwMAcA Joiner (Toxe casnaHbIni
MHOM ).

MocnegHquit pas penaxTHposanoce Deloader, - g 15:50.

The poster says he can develop Trojans; the customer
should specify the functions desired. In addition, the poster
offers potential customers a "Joiner" program which makes it
possible to inject any malicious program into the executable
file of a legitimate application.
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Evolution of botnets

Set of Infected Hosts

Cybercriminal

The first botnet KAJPZR{IKKY 3



Evidence: multiple bot control (DdoS bot)

™ 09.03.2009, 01:41

SW max L DDos 6ot HoBoro nokoneHuAa. NMpuear.

MoOYETHBIA YYECTHHK - - -
B CBA3SK C BbICOKMM MHTEPECOM TEMbI ,[L[I,DC M DoNbLWMM KONMYECTBOM 33Ka30B TaKoro CD¢!TE HaMK Obin paspaﬁc-TaH CDﬁC’TBEHHbIH, CEPUHMHBIM NPOOYKT.

Mepeble we TecTbl NOKasany 4To 60T HaMHoro agdekTHBHee NpedwecTeeHHMKOB (Black Energy, Illusion, etc...), ero oCHOBHbIE NPEMMYLLECTBA...

1) LBaGora B 100 noTokos, Oe3 TaHMIVTOB. ToTOKKM XOPOLIO CHHXPOHM3MPOBaHbI Mexy coBoil, YTo AaeT BO3MOMHOCTL FEHEpPUPOBaTh MaKCMManbHOe KoNMYecTeo hitp Tpaduka B
eOMHULY BPEMEHM.

Peructpaums: 08.03.2007 2) BO3MOXHOCTE aTaku Mo HEeCKONBKWM ypn cepeepa (Hanpumep dopyM, HOBOCTHOM 6nok, daiinosoe xpaHunuie). MpM TAKOM BWOE aTaKM TApreTkl BeIGWPAOTCA KaXAbiM 3K3EMMNIADOM
CoofweHuii: 307 GoTa 0TAENBHO, 3T0 B pa3kbl YEENEYMBAET HArpy3Ky Ha cepBep, Bellb 3aKEWMpPOBaTh OTEET HEBO3MOMHO.

3) Beifop ID cny4aiHbiM obpasom AnS Kaw /Aol KonMK, He BO3MOMHO 3aKpbiTh aTaky (uispom bBpaysepa.
4) Manslii BEC, XOpOWWana NpUXMBAEMOCTL B CHCTEME.
5) bBot "ofopynoeaH" aHTWM-3BPMCTHKOM.

6) ¥YoobHas v NpuATHAA NaHent yNpaBNeHWMA, MaKCMManbHO ONTUMW3MPOBaHHAA ANA YMEeHbLIEHMA HArpy3KM Ha CBOW cepeep M 04, MIMeeT pyccKMil M aHIMMACKKMA MHTepdeic no
Boibopy.

7) ABToangeiT. BoTel 06HOBNAKTCA A0 HOBOW BEPCHM MOMHOCTEH AaBTOMaTUYECKHM.
8 ) YNydlleHbId, XUTPLIA MEXaHW3M NPOrpy3KK EXE C NapTHEpCKMX MporpaMM, CBOAALWMA K MUHMMYMY DUCK GNOKMPOBKM aKKayHTa.

Tak we NpUCYTCTBYIOT BCE CTaHAapTHbie "Muwkn" n/o nogofHoro knacca - Bolfop TMNa aTaku, 3arpy3ka W 3anyck EXE M npovee...

M3 NMYHOR CTAaTUCTHKK:

30 BoToB 3arpyxatT QopyM cpedHel nocewaemocTu. [da, scero 30...

300 GOTOB - CpEOAHMIA CaWT.

1000 60TOB - KPYNHBIH CaNT.

5000 knacTep C cCadToM, Aae NPpW MCNONB30BaHUKM aHTKH A0oc, ONOKMPOBKKM M MpoYnx Npubnya.

15-20 Teica4y 6oToB TeopeTMyecku MoryT IEEﬁDTaTb "BKOHTaKTE.DY"

100 Threads, No timeouts. 1000 bots take down a big website.
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Evolution of botnets

Infected Host

Control

Cybercriminal

Firewalled Hosts
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Evidence: backconnect implementation

MpocMmoTp nonHoHW BepcuM : RadmTroj, NnpUMBaTHLIA TPOAH, Npoaako

Exebilis 03.04.2006, 01:56

MNpopate TpoRHa, CAEnNaH MHOK, cOopKa KawaoMy NepcoHanM3IvpoBaHHaR

YUto genaeTt:

1) CTaBWnT pagMWHE HE MalWKnHYy

2) MpuecanT faipe(GoNbWYHY WX YACTE) B PEMKMM MONYEHKA W HEQEAMMPOBEHWA HW HE J4TO

3) PanopTtyeT BaM Ha MeIno o cefe, npynaras pe3yneTaT BEsinonHeHWa ipconfig{MHdgopMauna of N agpece MaWwKHE) KW systeminfolk ofwas WHpE 0 Wenese |
OC) Ha mawwHe, MOXMHO A003BWUTE HENAEMBIE BAMKW KOMaHAE

4) BoipyGaeT HagWr BCe aHTMEWPK, ANA Toro 4To0bl Bel TYAa MOrMW 3anuTe Tyaa Niodele NandWnecs TROAHBI(HENPUMED NUHYE)

MyHKTE 2-4 oNUMOHaNEHE, TOWUCTE NKOGONR M3 HUX MOTY OTKAKYKTE.

EcTECCTEEHHD @HTMBWMPWM MOAYAT Ha Hero abconkTHO, B NPOUSCCax BEWCKWT Noa WMeHeM svhost.exe, eewaeTca Ha Nofoll NopT KOTOPBIA NOWEeNaeT 3aKa3uniK.

1 GecnnaTHeIR anA3AT Ha cNyYal ecnv @aHTHEWPH HEYHYT €ro NanWuTe FrapaHTUpY k.

WMkoHky genaw noboi, No MenaHWe NoOKyNaTens Mory CKnewTe © niodmmM apyruM exe @ainoM nokynatens

ANA TeX KTO HE 3HAET 4TO Takoe PaaMWH - Npora No3EoNAKWan KOHTPONMPOEaTE MEWKHY YAaNEeHHD, MMEeeT HECKONBKD PEMMMOE, NONHOKPaHHER KOHTPONL,
no TMNY CEOEM MBIWKONW KNaBoH KOHTPONWPOBaTE €0 3KPaH, NpOCMOTR 3KpaHa OHNadH, yaaneHHan KoHCoNk, Nepefadya falinoe(3ankieka Tyaa yeronuwbo, W
CKa4YWBEaHWE OTTYAa Yyeronnbo)

LUeHa 16 WMZ

ICQ 20000-22-02

3.bl. Bonpocel nnn3 chofa [TONBKO 3aperMCTRPHPOBaHHBIE NONB3S0OEATENHM MOMYT BMAETE CCBINMKK.]

K1PI 03.04.2006, 06:25

To, yTo oH 3anWeaeT PAAMKWHE, KOHEYHO Xopowo. Ho ecnk yenoeek cuawt 3a MAT'omM, To oT PAOMKWHE ToNKO GYAET HHKaKOoro

Exebilis 03.04.2006, 15:13

NOPacKMHYN MO3raMHK - TENEPE K TPORAHY ELE ONUMOHANEHEH BOIMOMEHOCTE - B3kKoHHekT Gakaop =) Ha ueHy He BAMaeT
|

Updated: now the bot has “backconnect” feature and it's free of charge!
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Evolution of botnets

Firewalled W
Infected Hosts

Infected Hosts

Control

Cybercriminal

Centralized Botnet KAJPZR{IKKY 3



Evolution of botnets

Firewalled
Infected Hosts

“ Cybercriminal

Headless P2P Botnet KA{PIR{KY 2



Evolution of botnets

Firewalled
Infected Hosts

KAJPZR{IKKY 3



More evidence: protectors/packers

stosd O foBaeneno: 21:233, 11.12,2008

Mpanc:

ZeBchl

- MepeLlA EpunT S0%
- nocnegyowme 40%
NMpodyan Maneapke
MAYHOCTE _ 10%.

ObpawaTeca

H@ YETOHOBASH a

Zeus protection costs 50% for the first time, 40% after. Others - 10%.
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demien MpueaTHEIA KpuNTop exe dainoe - demEnergy
-= ¥poBeHb: 0 =-
G demEnergy v3.0.2
REGISTERED

ABTop: demien
icq: 414-B585-18
cadT: [AnA npocMoTpa AaHHOWA CCBINMKW HYXHO 3aperMcTpHpoBaThcA]

demien HoBoBBEeAeHHMA (3.0.2):
414888818 [+] pasMep HE NaKkoBaHHOrD cTaba ~ 24 k6 [MOMET KPWNTOBEETh ainbl YNakoBaHHbEE Upx, pecompact, mew [onuMoHanbHo])
! [+] paboTta & O5: WinNT/XP, WinVista/Win7.
I KOH Kal dEFW
[+] BOSMORHOCTE KNOHWPOBETE BEPCHMID (versioninfo) dainm B kpunTyemueld dain (clone fileinfo)
demien BHe dopyMa [+] BOSMOMHOCTE BMAPaTE MKOHKY M3 exe falina v BCTABMTE B KPMNTYEeMBA daliin
[+] BOSMOW HOCTE CYWCTHTE BEpCKKD (versioninfo) daina (null peinfo)
Featu res: Peructpayua: 24.05.2006 [+] BEOSMOMHOCTE OWACTHTE WKoHKY dalinza (null icon(s))

Szt 1L [+] kpunTop paboTtaeT C Nk 32bit exe dadnoe (UPX 1.25-3.x, WinUpack, Pe-Compact, Mew)

[+] acbaeneH anTwamynatop ESET NOD32 (no more fucking TR/ Injector.xx)

antiemulator NOD32
antiemulator OneCare
bypass NOD32 generic D e e

[+] obxon petexTta Ikarus T3 W a-squared (trj.Buzus.o) new
b aSS Ika rus eneriC [+] ofxon 2EpucTMin BitDefender
yp g [+] cbxon 3epucTMkM Kaspersky AV (ofxon Tri.HEUR.Genetic)
[+] obxon cwrHaTypHoro aHanusa Driweb (trj.Packed v T.4. pErYNApPHO YOWMPAETCR OETEKT)

bypass BitDefender heur [+] W3MEHEH ANrOPWTM KPWNTOBAHWA (MCnonb3yeTca GuEnuoTeka advapi32.dil) new
[+] BRXOAHOW KPUNTOEEHHBA $EAN MMEET NpaBMNbHBIA PE 3aronoBoK
bypaSS KaSperS ky heu r [+] nHgnBMOYaNbHAA CHFHATYPA Ka40My KNUERTY (ANA KPUNTAa U ONA KpunTopa!)

[+] HeMHoOro u3MeHed W3 (oTobpawaeTca pasmep dakfna Ao\Nocne KpUNTOBKK )

bypass DrWeb signatures (41 e wrora... @

PemyTauus: 0

[+] aobaened aHTuaMynaTop Microsoft OneCare (O6xoguT OneCare... @}

BHEWHHA BHAO:
[Ona npocMoTpa QaHHOH CChINKH HYWHO 3ApEerHcTpHPOBATHER |

npoBepKa:
[Ona npocMoTpa gaHHOH CChINKH HYWHO 3aperncrpuposarteeca] (FUD 100%) [0 /26]

YCnoBHA npoaamM:[*] 3anpewaeTcqd NeEpenpogana KpHUNTopa MAKM KPMNTa Ha 32Kas TPeTeuM nuuam![*] Onnata ToEapa ooy e
(halinu Ha virustotal 1 NogobHbX CEPBMCAX NPOBEPHA.

ueHa:
KPHNTOP € NPHBATHOH CHrHaTYpoH - 55 WMZ [UeHY HE MEHRK! @ )]




More evidence: exploit packs Jreames

MAYHOCTE
H@ YCTQHOBNSHO

»

TyT c 06,03, 2007

Features:

detailed stats: country/browser/OS/...
iframe encryptor

file upload via C&C

no MySQL dependency

double access restriction

switch for exploits crashing browsers
unique signatures for clients

D Ac6aenero: 14:10, 09,12,2008

-— OnvcaHue -—

[01] BegeHWe cTaTMCTUEW Mo NpogaEUaM Tpaduka, a MMeHHO, CKoNkKo GeINo oTrpyMeHo
Tpada, gnAa Toro, 4Tobbl yEegMTecA B YECTHOCTHW NPOAAaBLE, B TEX cNydan, korga Tpadg
MOAET C PA3HBIX MCTOYHMEOB,

ONA kawgoro co3gasToA YHMKaNbHLIA NWHE 4NA Nonvea Tpadvea;

[02] ¥oobHe? rpadvdeck i BU3and;

[03] OToBpaxaeT Kak npobue Nno MSIE, Tak v no obwery TpadMey;

[04] BcTpoeHHBIF EpunTop hpefMoBs;

[05] Bo3zMOWHOCTE OTKAKYaTE SKCANOWTE pOHAKIWKWE Bpayiep;

[06] BO3IMOMHOCTL 3arpy3kK chafna NpaAHo ¢ agHHUHKEW,

[0F] BnokWpoBKa NOBTORHOrD 3axona;

[08] MUHWMHaNLHAA Harpyika Ha cepeep;

[09] MpocToTa YyeTaHOBKM,

[10] He TpeGyeT B0 MySQL;

[11] CTaTWETHMEa NO CMCTEMAM)

[12] CTatTheTHEa No Bpaysepam;

[13] CTatveTHEa No pediepanam;

[14] CTaTHETHMEA NO 3apaXeHHsIM IP;

[15] CTaTWeTHMEa No cTpadad;

[16] ABTOMATHMYECK HAXOOWT NYTe A0 cebA;

[171 KawaoMV KNWMEHTY MHAMBMAYAMNBHAA CMrHATVDA!

BENHOYEeHHBIE B CEA3KY CANOWTHL

MDAC - 2kcnnorT BeHOW WA cTapeHkske IE, HO elwe garoWwmi Xopowmrin Y%;

PDF 2KcnnoMT - YHHEANEHLIA 3ECNNOMT BeOWMA Boe Bpay3epsl NpW YCNOBWK
ycTaHoeneHHoro adobe reader. CoctonTt W3 geyx yAzerMMocTer Collab.collectEmaillnfo 1
LUtil.printf (HoewIA);

Snapshot (Office) - kcnnowT Eerowkia MSIE & 1 MSIE 7 © 3anyckom (He NWwWeTcH B
ABTO3arpy3Ky, a cpasy zanyckaeTca);

Flash - oTnMYHBIM 2KcnnoKT, NnpobreasT ece Gpay3epsl NP HAMNWM4YKMKM YCTAHOBNEHHOMO
Macromedia Flash 9 wnw Gonee padHero;

BOF - ceazka Buffer Overflow akcnnowTtoe. JoGaBneHsl TONLKD CaMble aKTYankHble Ha
AaHHBIA HOMEHT WM garow e HebonelWwor NpupocT K Nnpobuey;

CeA3ka ByaeT NOCTOAHHO COBEpLIEHCTEOBATLEA: gofaeneHwe dyHKUMOHana, gobGaeneHue
HOBbIX SKCANOMTOE (C XOPOWMM NoKazatener), ynydlweHue KpunTa 1 T.0.

MpK 3TOM LEHa MOXET BO3PACTM, HO HWK3K HE OTPa3vTCA Ha YHE CYLLeCTBYHILLLMY
KNMEHTaX,

Ha gaHHbIM MOMEHT LeHa cBA3KK cocTaenAeT 400%, ICQ = =



More evidence: abuse-proof hosting

UltraSecure @) Aara Oct 20 2008, 20:33:52 [UnTHpoBaTs]

Hall cepevc NpefocTaBNAST BaM YCNyrv permctpayi AbGy3oyHCTOMUMBDIX AOMEHOB,

MpoEepeHHEIR CEpBEHC

([ ¥¥e 4oCTaToOYHO NPpogon¥MTensHoe BPeMA Mel PEMMCTRMPYEM 4OMEHLl NO4:
NMpodune - DNS
Mpynna: Rise Sellars - Pharma

Coob W 207
3::Er”“uj::”11__mlv 05 - Spam (pegupeKTel M OCHOBHLIE J0MEHEl, HEJOpOorMe BAPWAaHTEl Nog MACCOBYHD PErMCTPALMID M HAJe¥HLIe LWTYYHEIS

MpoxkeasT: CH IKIEMNNAPEI)

- Scam

- Phishing (oT menkwx GMnnvHroe oo MHTepHeT-0aHKoE)
- pon-NpoeKThl

PelTWHr!
<-3(1)5=

- TpoAHel B NHKOGBoOM BWAE (B T.4., aHTUEMPYCHl, KOO2KEWM KM gp.)
-BoTHaTHI
- etc,

CNoBOM, TEMaTWEA BALWKMY NPOSKTOE MO¥ET BTk NodTK NoBoi (MoknodeHue: Child porn).

“Registering domains for Spam, Phishing, Scam, Trojans, Botnets...”
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More evidence: abuse-proof hosting

U ™ ™ " Y

P ™ N " ™

R —

Tema

ABY2OYCTOWYMBELIE CEPBEPA, WDS/APS, XOCTHUHE 1

ODOMEHBIl (CTpaHvu, 1 2 3 )
BulletProof Service #1.

ABUSE'IMMUNITY HOSTING SERVICE (CTpaHmuy 1 2 3

.6

Cepeepa | XocruAr | Jomerw

ABY30YVCTORYMERIA XOCTMHT cepBWUc. HET aNETEPHAETHEEI

dopym

Nokynka/Npogaxa/Fabora

ABTOp

RoyvalHost

Nokynka/Npogaxa/Pabora

Bulletproof Hosting Service

ABY3I0YHACTORYMERIE AOMEHEI
Bulletproof Domains

HOCTMHE M cepBepkl nog "Jto yrogHo' (CTpadky 1 2 3

L5

KadecTeeHHEIA ¥0CTHHE ANA Baweild paboTel

PPtP & OpenVWPN Service (Ctpanvy 1 2 3 ...5 )

Professional bulletproof service from AbdAllah{W M}

(CTpaHmu 1 2 3 ..41 )

3 neT B Aene

OpenWPN cepenc B cobcTEeHHoM Ll B eEpane
(CTpaHnu 12 )
OpenVPH cepevc B cobcreerHom UL B eepone

VES/NDS from AbdaAllah - rpangvosdeld npoekT
(CTpannuy 1 2 3 )
MEW SERWICE Il

Nokynka/Npopaxa/Fabora

Nokynka/Npogaxa/Fabora

Sollhost

Ver

UltraSecure

Nokynka/Npopaxa/Pabora

...CyberHost, ..

Nokynka/Npogaxa/Pabora

secreTSline

Nokynea/Npopaxa/Fabora

Nokynka/Npogaxa/Fabora

Nokynka/Npopaxa/Pabora

Abdullah

ovpn |ux

Abdullah

OTBETOB

44

g9

62

68

613

28

35

MpocMmoTpoR

12583

5639

277

475

4929

5734

33272

294

3272

All kinds of hostings for _ANY __ projects

ObHoBNEHWE

Dec 14 2008,
13:59:48

AsTop: w0id3r
Decl12 2008,
00:58:33

AeTop: Sollhost
Dec 11 2008,
21:10:14

ABTOp: YeX

Dec 9 2008, 03:05:52
AsTop: UlitraSecure
Mowv 27 2008,
00:43:16

ABTOD!
...CyberHost...

Mow 27 2008,
00:25:42

ApTop: secrelSline
Mov 24 2008,
14:38:01

AeTop: Abdullah
Mow 21 2008,
16:21:33

ABTop: ovpn lux

Oct 6 2008, 21:00:57
AsTop: eraflime
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Self-supporting system

alwa
eveloper
De elup e —,
aaaaaa Botnet Garantor
Owner

Packer/Protecto
Developer

I.l fai
Competi tu

Abuse-proof
Hoster
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What could change the landscape

fickerlKido

Poisoni

Conficker P2P Botnet

Poisoned P2P

Facts:
~7,000,000 infected hosts
Over 100 countries infected
Obfuscated code
Multiple encryption
Digital signature of updates
Distributed P2P control
Self-replication
Network exploit

Still online
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What could change the landscape

Gumblar
Backdoor self-removal

Gumblar

KAJPZR{IKKY 3



What could change the landscape

Pegel/Gumblari...

FTP trap

Facts:

1. Most of infections are
coming from the WWW

2. The highest number of
infections is possible due

to injection of malicious
script on legitimate website
3. Injection in most of cases

Is done by using FTP

spiders

KAJPZR{IKKY 3



Logo of our team
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Logo of our team
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Thank you!

Vitaly Kamluk
Chief Security Expert

\ Kaspersky Labs Japan
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