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Brazilian home banking facts:

e

» Brazil started home banking operations in late 1990 with modem + proprietary software
sent to users by floppy disks, remember those?

» Web access to home banking came around 1999 and fraud was limited
until 2003 when phishing attacks started to become epidemic.

 Until 2007 almost all phishing attacks were based on simple fake web pages, sometimes
with low quality, old images and old layout and non-working buttons.

« Since 2007 malware based attacks are the main door to collect user’s banking
information but from time to time we do see a raise on fake banking pages, now with
much better quality.
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Brazilian home banking facts:

* Brazil has one of the largest banking operations on the world and is now heavily
dependent on home banking and on ATM usage.

* Brazil is also one of the biggest Internet users population.

« Some official and non-official estimative says Internet banking fraud is generation losses
around U$ 300,000,000 / year

 Wait one second .... that’s ONE billon in 3 years, that’s a lot of money ...
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Raising the bar:

» First steps to defeat miscreants was based on virtual keyboards that were supposed to
be immune to logging. They became standard to all banks in Brazil, and many run in Java

Mome de Acesso * Agéncia * Conta ™
I ] [ |
Senha Int et
D 1 9 3 4 [Bl‘l a ern: ]
78562
————— SQOUOGOU0 LW s
e s e AP WL o oo oo
E E E ﬁ E ~contraste + Eljbi«d

Auto-Atendimento Bussi Real Internet Banking

informe o prefica i agéncia Usugri:. | Agéncia: | Conta: | _ Nao Sou Correntista |
Titular Teclado Virleal BB
12 Titular % 3114|151 (8117 & Aute-Asndime
. ; Jjﬂﬂﬂﬂﬂjﬂﬂﬂjj In{urrlnias.ll.l_taslenh?glicandusuhre
et ——— v el ety w1 o] e e |oleckdoiuasotde
B3/ 1 1 1 1 ] o
——— o) 08 3 3 [ I e 1 - o
¥ Deficiente Viewal T Caps Lock 4+ Shift Espage
| | |
%{ ampliar o teclado
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Raising the bar:

» Java can be easily decompiled

OO0 Java Decompiler - b.class =
B = S
BBTeclado013.jar O L
bt META-INF a.class | CampcTeclado.class | CampoTecladoBeaninfo.class | FiltroCor.class | b.class 3 c.class =
v {8 brecombb.azpf ; -

public class b '

¥ 1 applet.idh

{
> m IDHDiagnostico

private final String a = "ROLGODLREAATAPCRAR/ /77 / /2P /mE/ 7 End S 7 FARPSMY / IMZPAMINE A M /MM AMAP 2/ 4 2204 Zmf 4+ 22w+ IMS + ZAPIm/ /Imz P ImmFImZ T

a
»  [J] ipHDiagnosticoBeanin‘o private final String o = "ROLGODLREAATAPCRARS 7/ 7/ /ZPF /MEL P TS IS £ AR M S AMZRAMNE AMEN A MMY MR A 2/ £+ EZ24 I+ 220+ IM/+ ZAPIMS /ImZ P SmmfImZve
> [1] IDHManager private final String c = "ROLGODLAEAATAPCRAP/ /77 / /2P /mES/ Evd NS/ FAPAME / IMZPAMINE M/ MM/ MR 27/ + 2204 Zmf+ 2204+ M/ + ZAPImMS/ /Imz P IenmFImZ T
»  [J] IDHManagerBean nfo private final String 4 = "ROLGODLREAATAPCRAP/ /77 / 2P/ imE/ A s S 7 FAPAMY / IMZP/MIE M /MM A MAP A2/ 4 2204 ZmF+ 22w+ ZMS + ZAPIm/ /Imz P ImmFImZ v
¥ £ bbreclado private final String F = "ROLGODLhEAATAPCAADRS /47 /2D Amf S/ T d WA S AAD MY S A MDA M M /MM AMAP+ 27 7 4 224 ZmF+ 22w+ ZMS+ ZAPOmS S Dmz Mmm f Im Base 64
»  [7 CampoTeclado private final String 3 = "ROLGODLAEAATAPCRAP/ #/ 7/ /2P /mE s/ End S/ FARPAME / AMZP /M E AMEw/ MM/ AMAP L/ F 4 2204 EmF 4+ 22w+ IMS + ZAPIMS/ /9mz

o I W/ ZAPImS /Y

> m CampoTecladoBeaninfo 4 E d d

b [ At Decoded Output W47 AP ncoae
R |+ ZAP9mS S Omz FmmfImZva .

e ; 3 W4 ZAPIM/ S IMZPIMMEIMZG G f

> Ma Here is the decoded output of your Base 64 input: A+ ZAPOm//OmzPOmmOmZv IS
> Db N W/ 4ZAPIm/ /OmzP I fOmZya
» M — GIFEDagrreree O T O  DecodedBasefd. gif W+ 2P /Imz P Imm FImZ
> Da 900000010 ~
> m e 1 {.-' . .
» [0 nfr=ior L trdur s
» Ma
> Mh

nmfIm2vOmh/ImAPEz // Bzz il )
i Imev ImMA ImAP Bz A Bzz Pl
imfImavImM/ ImAPEz // Bzz D)
imfImavImM/ ImAP Bz // Bzz 2]

mmfImavOmM/ ImAPEz// Bzz D)

= - nmnfImEv b AP Be /¢ BesPi
MJ quguc E ] nmemEVQmFKanPSZNSZZJI':
[ 3 %LL/ 594" 1] HE U Sy ' yalr

4
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Raising the bar:

« Java can be easily decompiled

Java Decompiler - d.class
Bim s

BETeclado0l3.jar )

v

PoEvEa ditlasy  CampoTedlzdoclass | CampoTecladoZecninfoclass | F troConcless  badass | celays | delass ) =
¥ 3 orcombozapl
v it apper nnp public class d
i inplenents f
F |/ DHDiagrestico r
F [I DHDisgresticokeaninfo

# [ oHManager

Embedded
binary on Java
code?

Decoded Output

Here is the decoded output of your Base &4 input:

{ ] SPELGG-HHGLEL " GhODwW

HOOLOLtext<|] 0 .datad N@ @.rdata€9@00.bss 909
@0@.idatale@n@0.relocl @r@lBLESGOP GO EH17

LI PHOLHOOO PO IHOOPOOTHHIHOIDHLH5D

» o VOSSOSO HUHGHCOSHLODIGEOSHLOAG
= VOOV VOVDUCOILD

L |~ DOLODUFL/ 001

e VLHOHCHOH OO OOV HDOCHHVCHVVOHL OO
= GOOHOICH 1o

LI Vo9 OG-0 LO0OODSOVDLODIVEVIHC HOIOUOE

P At GOOODSVLOSOOTODOVHHHOOOOHUHD)

S = €/ DOV OUWSOLOFG9S  DSODIOVh 09 S <R

LI - SESheH@ <CXZO95

b Jn Ujh @@ kSHCPUhOO LG | SWOTFOQ] [ haWe-eroboext e

| Bkh @V OIVOOOFOOOOUODL |
L | WP MW F GO PGP y@hQO | FO L GIFXZIQ| SWIHPs <

Lo, 5 e A 8 S b i A e O S

private stutic String o = 'T‘u'qUﬁmﬂ«ME.!m.!lAf,-‘EMLQMMMAAAZMMMAAAWMMMMMMMWMF Huh77

Decoded Output

Here is the decoded output of your Base &4 input:

MZO-G90RO00 LY This program cannot be run ir |

CPU and Disk

W4 A%Ss )\ Sesi%d:mallocSystemDriveX08X 1696013242 4CBRODD
F21D05%02X mallocX¥XEXCPU sem suporte a

CPUID¥%XmallocmalloceserialCDA29DOEFC7BsD072c898C5Cets| (Jata => Host
cEBATZ22C7745CEBDO3FDATCBS997B9AS 7-LIBCCCW3 2 -EH -3 -1

MINGW3 2w32_sharedptr->size == sizeof(W32_EH_SHARED)../..| § 11 1
3.4.5/gcc/config/i386 /w32 -shared - ptr.cGetAtomNameA (atom Identlflcatlon
sizeof(s)) |= ONG-GH2Z (€ SOOESEFPibidh-pf-

win32 dllava_a_1@H-0IGHEOODEPO 01020000000 (MOTE ON

L]

$909 > QHOROZOd P OO 000000 ODOPO Y,
GO0 H90099
$909 > QHOROZO IV OV 99900000990 HAddAIom

that later...)

dleDCreateFileAmDeleteFileAtDeviceloControlFindAtomA€GetAtomName |
AGetCurrentProcess9GetTempFileNameA€GetTempPathA€rGetVersionExA | ]!
©CetVolumelnformationA€rSetPriorityClass€Sleep; WriteFileS_dllonexito_a i
ssert4r_errnoabortOfflush? ol
freeKgetenvrmallocxmemecpyzmemset@sprintfstrepy@strncmp®@strncpy. |

KERNEL32.dI 9999000000 6666ms 7

T e T T N YL L TL ]

vertdlll_0010L0909001 181P19191(2-
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Miscreants are hard to beat:;

» Click logging start to kick in malware, it’s rudimentary but effective ...

| 12 Titular =
FPara tirar su
Digite sua 5¢
_|_

Informe sus

bvegadaor,

o

| ui

T [NE S Y

..._.L_..._I.':_..-
O G
G

o

e

] e
8 i Y
Rk

hadar.

NGRS e
A A
ldldlalalg]

Lngite sua 54

Informie sud

Ezgqueci min

... the hard work is to
assemble all the clicks ...
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Miscreants are hard to beat:;
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» Click logging start to kick in malware, it’s rudimentary but effective ...

te aqui a sua

hica: | -+ |

lara acesso ao Bankling

4 ou B 0o

cliaue
agui

0o

1 O

1l ou 7

aqui 3

4 ou 8

cligue clique

sl agui

LoD 11 3019 1213

Information can only be retrieved by a real person: 4/8 1/7 4/8 4/8 1/7 4/8 <ok>
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Raising the bar:

» Second step used were to use two-way authentication with tan-code cards

Hofhrer A0 CRoed PO CREE 0 Crevs B Chave FOChem BT OheE

01 413 | 1 765 21 063 3145 41 846 41 $13)68  We call those “battleship” cards

02 455 12 954 27 051 5770 42 pad 52 ME £2 0

o4 828 14 M9 2451

a5 2915881 25 s o e « People carry them on wallets and even take
B pictures with cell phones © not very safe

* And miscreants love those ...

%

EEEERREREE]

EETETEFTTEl s
EEEEEERE!

BEEEEEEEEE]

HEEEEEEEE]
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Miscreants are hard to beat;

» Two way authentication with 70 entries, miscreants make you fill ALL positions ©
before you can access the fake bank page ©

Bradescn Pagina Inicial | Mapa de Servigos | Outra Conta SAIR

Atualizacio - Cartio de Seguranca Domingo, 25 de Maio de 2010 as 3:27:.44 Ultimo acesso: 29/05/2010 - 3:27 144

AGENCIA: 1234 | CONTA: 1234556~ 9 EA Ha 3 mensagens para vocé. Acesso n? 28 - Tempo restante: 1emin

Internet Banking Carttes de Crédito | Investimentos | Capitalizagdo | Empréstimos | Vida e Previdéncia | DEbito Automatico and peOple

Saldos & Extratos | Pagamentaos | Transferéncias | Celulares | Infoemail | Solicitagdes | Comprovantes | Outros Servigos have tlme and
Autenticagao Atualizagao Confirmagao

patience to do
that ...

Preencha os campos abaixo com as chaves numericas indicadas no verso do seu cartdo, conforme posicao solicitada.

Mo Chave M9 Chave M2 Chave M% Chave M? ChaveM? Chave M2 Chave

01 11] 21| 31 a1 |51 |61]
oz | 12 |z2[ |=2[ |42 |52 |e2]
o3 | 13 |23 =2 |43 s3] |e3|
o4 | 14 |2a] |sa4[ |44 |s4[ |6a]
os| | 15| |25 |35 |as| |ss| |e5|
O o P )
07| | 17| 27| 37| |47 |9F| |67
08 |18 |28 (38| |48 |58 |68
oo |19 |z0] |30 |40 |50 |s0|

|s0]  |70]

0 [20[ [sof Ja0o| [s0
NV TR VD) e

Em caso de perda, roubaffurlo ou exiravio enfre em contato com o Fone Facil Bradesco ou procure sUa agéncia

Importante:

;"Eﬁ Direltas reservados 2000 Banco Bradesco S A, Bradescu
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Raising the bar:

 Browser plugins (g-buster)

w Complementos

| Argquivo

| nplimﬁuusl Processos |5&rui:_;os | Desempenho I Rede I L.Isuérius|

Opgdes  Exibir  Ajuda

= & 4 &

Adicionar = Extensdes Temas  Plugins

~
” Mome da Imagem PID Momed... CPU Memd *
iexplore, exe 2384 Ivo Pei... oo 10,0
jusched.exe 2392 Ivo Pei... oo 3 I
avp.exe 2580 Ivo Pei... i} E L
iexplore.exe 2604 Ivo Pei., a0 i7d

V‘ Kaspersky URL Advisor 9.0.0.463

Médulo de Seguranga - Banco do Brasil 10104
Maodulo de Seguranca do Banco do Brasil.

bpsv,exe 2628 SISTEMA i} 10

St e M T, ek P’ R Ll -

") Controle de Conta de Ususrio |

?1-_ Mome do programa:  Browser Defense
¢ Formecedor verificado: Banco do Brasil S.A.
Origem do arquive:  Baixado da Internet

':_:'E"F," Mostrar detalhes F Sim ] | MNao

Alterar guando essas notificacdes devem aparecer
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Raising the bar:

 Browser plugins (g-buster)

“Infect” the machine before the

& Autoruns - Sysinternals: www.sysirrtemais.cum_ mISCI’eantS dO G-bUSter mOnltOrS System

File Entry Options Help

| HdE B XK

for suspicious activity and reports back to
the bank security team.

.{ﬂ Applnit | ﬂ&:, K.nownDLLz I ﬂ Winlogon I ‘..L} YWinsock Providers | Q Frint Monitorz

TOIOETE Y 200 T IdeErs

2 Ewverything | é Logan I 4 Evplorer | & Intemet Explorer

ﬁ Scheduled T asks | % Services | Drivers I Codecs | E Boot Execute | E Image Hijacks

R (=== =T [0 =28 I

Autarun Entry Publizher

ﬁ HELRAS oftvwarehbicrosoftwindowshCurrent ersion\E splarer Broveser Helper Objects

D ezcrphion

%] FiterBHD Class  'wWebToolBar component F.azpersky Lab
23 Ghlehilbj Clazz  Ghieh Madule Batico do Brazil
[%| IEVkbdBHO CI.. IE VYirtual Keyboard K.azpersky Lab

[%| Javaltm] Plug-l... JavalTH] Platform SE binary  Sun Microsystems, Inc.
ﬁ HE.CUYS oftwaretMicrozofth nternet ExplareriUrlS earchH ook

%] Microsoft Ll 5. Mavegador da Internet Microsoft Corporation

Image Path

c:sprogram fleshkazpersky labhkazpersky internet secunty 20104k hwtbbhao.dl

c:yprogram fileshgbplugintgbieh. di
c:hprogram fileshkazperzky labhkazpersky internet secunty 201 0hievkbd. dll
c:hprogram fileshjavahjrebhbinkjp2ssy dll

o indowzhapstern 324 eframe. dl

abieh.dll Size: 327 K
- Ghieh Module Time: 2E/05/201010:47
Bancao do Brasil Yerzion: 381412
HECRASCLSIDS{CA41A1C0E-EARC-1104-B168-444553540000}
Ready.
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Miscreants are hard to beat: removing g-buster with Avenger tool

ebw, [LOOGIEEFO]

iles to delete:

Thanks to Kaspersky

F
C:N\Arquivos
C:hArquivos
C:hArquivos
C:hArguivos
C:hArguivos
C:hArquivos
C:YArquivos
C:hArquivos
C:NArquivos
C:hArquivos
C:hArquivos
C:hArguivos
C:hArguivos
| G
C
C
C
C
C
C
C
C
C
C
C
C
C
C

“Arquivos

(Y Program
JWProgram
(W Program
1Y Program
DWProgram
(W Program
1 Program
DWProgram

“Program
“Program
“Program
“Program
“Frogram
“Program

Folders to
C:hArgquivos de programas’\GEPLUGIN|
C:“Arguivos de programas‘.Scpad

de

programas GBPLUGIN' cef. gpc
programas'\ GBPLUGIN' uni.

pc
prugramasHGEPLUGINHgbieﬂuni.d11
programas \ GBPLUGIN' ghiehcef. d11
programas GBPLUGIN' gbpdist.dl]

prugramas\GBPLUGINHEbpSV.exe
programas’, GEPLUGIN' bb gﬂc
programas  GEPLUGIN' ghieh. d11
programas GBPLUGIN' gbieh. gmd
prngramas\ScpadﬂscpIBch. in
programas’ scpadiscpLIB.dl]
programas.scpadscpMIB. d1]
programas‘scpadiscpsssh2.dl]
programas'scpadisshib.dl]

Files“GEPLUGIN'cef.gpc
Fi1ESRGBPLUGINMuni.ﬂpc
Files'GEPLUGINghiehuni.dl]
Files'\GBEPLUGIN'ghiehcef.dl]
Files " GEPLUGIN'gbpdist.dl1
Fi1e5\GBPLUGIN\gbp5v.exe
Files“GBPLUGINbb gﬂc
Files " GEPLUGIN'gbien.d1]
Files“GBEPLUGIN"gbieh. gmd
Fi195x5cpadx5cplscfg. in
Files'Scpad'\scpLIB.d1]
Files\Scpad'\scpMIBE.d11
Files'5cpadiscpsssh2.dl1
Files“scpadisshib.dl11
delete:

e

KILL.EXE

KILL.TXT
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Miscreants are hard to beat: trading remover tools g-buster

| Codigo fonte de kilador de gbuster, tem? eu COMPRO ou TROCO.

Se vocé tem um kiledor de gbuster eu compro ou eu troco...

Deba mensagem aqui mesmo que negociaremos por agui ou pelo msn. abragos

If you have a g-buster killer or remover | will buy it or trade
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Raising the bar: Tokens Chave de Seguranca Bradesco Eletrénica

Visor de Cristal Liquido,
onde serd apresentada a

 Tokens with timed password Ehevs g2 Szsuiens.
(few banks use those — only two?)

* expensive

» hard to maintain (helpdesk services)

» users keep loosing, destroying, so on ...

Botio de Ativacio da
Chave de Seguranca

» Tokens with digital certificates Bradesco Fletrénica.
* not very used Autoatendimento
e user must buy one himself Titutar:
« uses Brazilian government PKI infrastructure Sl
. Agencia:  Conta:
(ICP-Brasil)
« A3 certificates (hardware based) Certificado Digital BE:

Insira seu cartdao na leitora.

’ Caso nao possua senha, clioue agui

'l A II 'l IR Il
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Raising the bar:

e |t started a new malware business - man in the “net” attack

' N D

User get infected Miscreant wait until his

. Miscreant collect
: application play a song — we
Malware check with database
9 | have a bank http request username/password and
server — we have a new one! access the bank

Y ? Sy E’tl‘

'@

Miscreant send a Token Token is sent to database
request to User

e
'-t_':'”
H ~ s
e ._.f. __"

Miscreant receive the token Done!
New song is played
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Miscreants are hard to beat: Tokens pop-up

ZBan KLi Ne - Windows Internet Explorer

m.- 52 |§| https: {{bankline. tau, com, br/GRIPNET bklcgi.exe

Arquivo  Editar  Exibir  Favoritos  Ferramentas  Ajuda

'GDDglE“C.v ViOK 5 ﬁ v & €9 Favortosw 5]?? bloqueada a? Werificar - BEnviar paraw

£ ~ |Searchweb,.| B |=

@ Configuragdes
@ ] v i@ ov M v g Favortes v 8 Maps - (@ PCHeath ES FormFil ~ B - =] - E8spaces v R v @ @ -

Canon €asy-WebPrint - | (0 Print é%High Speed Print [, Preview i [Z] options Duplex i Wiew Print Lisk
@ 'I pPesquisa naweb v [A=ge] _49 Realce [%Mystuff @Zoom
@ 5 |Q Search the web | 2 |'|‘|>

ng ahe [&Ban KliMNe l_l

»

Links
ﬁ} x @ o QPégina - {-{}Ferramentas e~ =

= » Acessar oulras conias Sair
Itau _ o
Home | Conta Corrente | Poupanga | Investimentos | Transferéncia, DOC e TED| Pagamentos
Empréstimos | Cartdo de Crédito| Capitalizagdo | Previdéncial Seguros | Consércio | Produtos e Servigos

Maestro Redeshop: Utilize o Cartdo Itad em suas compras!

Evtoti iy smaeo Thank you for downloading

Fara concluir a liberagio de utilizagdo do ltad Bankline, seréd  necessério

validar o seu iToken, caso vocé ainda ndo tenha recebido um em seu SO u rc E P RI B . P ? R K 2 0 0 9 - P E GA N D 0
enderego, procure o seu gerente.
| ITOKEN.rar

Validagdo do iToken Itad

|EI.| Para realizar ezza operagio utilize zeu iToken

Your download link will appear

in 14 seconds...
Digite o codigo numérico que aparece no visor do seu
iToken e clique no botdo confirmar.
Codigo numérico: @ . (iERE
—

Ezza validagdo valerd para az demais operagtes desse acessol

[conFiRnAR |
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Raising the bar: Computer registration
 Bank of Brazil “computer registration” used to be like Microsoft WGA

« if you change your HD or video card you need to register it again
« if you make a new install you need to register it again

« this was very effective for a short period of time ...

Gerenciamento de Computadores Cadastrados Il asuoa )
Vocé estd acessando do computador: I:l
Quantidade atual de computadores permitidos: 'l DEFINIR / ALTERAR QUANTIDADE |l
Quantidade atual de computadores cadastrados:
Vencimento do cadastramento
Apelide do computador ficla el
cadastramento
Data Hora
O] 05/11/2008 OVOO/O000
@) 02/09/2009 00/O0/D000

{| cescapasTRAR comPUTADOR ||| ALTERAR APELIDO || ALTERAR VALIDADE [}

z

BANCO DO BRASIL
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Miscreants are hard to beat: computer registration

“= Hard Drive Info, DLL - Demo

Sy¥sTools

HardDriveInfo.DLL

ActiveX DLL to Get Hard Drive Info

... S0 Miscreants started to clone all
information they need to defeat this ...

Serial Number WD-WXCYDFO097559
Model Mumber WDC WD1600BEYS-22RSTO
Firmware Revision 04.01G04
Capacity 127 GB
Heads 16
Sectors 268435455
Cylinders 16383
Sector Per Track 63
Bytes Per Sector 512
Thanks for using HardDrivelnfo DLL, Get the FULL Wersion
DLL from http:fAwes diskserialnumber.com
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Raising the bar: SMS message for transaction commit

* Internet banking software send an SMS with a transaction validation to a pre-
recorded cell phone number

» User must type SMS code to continue

* Used also to validate a new computer for the user

» Cheap way to have a “token”

» May be subject to SMS network congestion (bigger timeouts?)

~ 4
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Miscreants are hard to beat: Cell phone cloning by harvesting passwords of carrier
websites

« Carrier stores use the Internet for registering new cell phones
» Store workers get bored and click on stuff they receive by email ©
» With access, miscreants can “clone” cell phones and obtain SMS transaction codes

L CREDENCIADAS
LONMoIe dg L.onRexao

2 Log nciadas
VIVOFOTOTORPEDO ., i
Clique aqui! R
Codigo Operador _
o w2012

Serhs L=

Confirma Cancels
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Miscreants are hard to beat: Cell phone cloning by harvesting passwords of operator

software

Safra.dfrm
Safra.pas
Sanc.dfm
sant.oas
sante.dfm

SANTE .pas
Gerase dfr

SEraSsE RS
TClFImage. bl

TudaAdui res

Cell phone

Unicard.dfm

= Unicard.pas carriers

Unlcards .dfm

— | Ualraed 2 pas
T WO i -

=) ViK' pes
flibpas deu

o elibpas . pas

JLp07 2007 1812
14/ 1072008 L5:58
19102008 02: 148
19 L0 2008 4
141002008 16 LS
19/10/2C008 1&:12
19102008 19:19
19102008 1919
£3;05/15599 D02
J6 0% 2008 L7:52
EFyLLIZCOR 02:02
EFSLLAZC08 02:07
EFSLLZ2C08 02:58
JU O LUDE LA
141002008 2154
JI0G LU0 LD
19102008 18:12
FRANTATOT DR
19, 10/2C008 13:13
J5,09 2008 03:29
EFYOT 2006 05:32

TR KB
20 KB
115 KB
4 KE

b 2 MB
37 KB
41 KB
< KR
d26 KB
53 KB
< kB

£ kB

£ KRB

5 KE

2 KE
443 KB
12 KR
61 KR
< KB
53 KB
& KB

Documenta
—idig... Pascal
DRCAMEnTD
wodg... Pascal
Jocuamento
wodig... Pascal
Dacumentn
Tisdig. . Pasrcal
Documento
Documento
Codiy... Pascal
DaCAmento
DRCAMEnTD
Jocuamento
widig... Pascal
Jocuamento
Thalig Pasral
Torumento
Coling... Pascal
Documento
Ty, Pasczl

Malware source
(found on Google ©)

Uses DELPHI language

119 tens, 171.28 G5B disporivelleish
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Miscreants are hard to beat: Cell phone cloning by harvesting passwords of operator
software

—— - - fem mrrm - = = m - == g
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Al Mencd . lines . adcd 'DLCS PRIVO ' 3 ; Iy ',
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al Mencd . lines J4dcd "BERAJESTL
Al Monod . lincs Chdc{ oo 2
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e e e e
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Woi— w + chry Elrd"t-::b{ a[i]) - i - Hozoaraadc s
resu ltia Wy

Al



= - Escola
ﬂﬂ' ' Forum of Incident Response and Security Teams Superlor
de Redes

RNP

Raising the bar: Cellular registration — NEW

* This is new in the Brazilian Banking economy

* Cell phone is a commodity — we have 180 million x 200 million population
* Cost is transferred to end user — you use your phone
« Different architecture — less malware (for now)
» Have some issues — dead battery

— no signal (inside a bunker)

— network congestion (mia sms)

» Mobile will be the new desktop — FACT

» Miscreants will target cell phones / technology / carriers
* You will be kidnapped with your phone ®
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Miscreants are hard to beat: ATM skimmers are always present

Picture removed from original presentation
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Miscreants are hard to beat: .pac files to change proxy configuration

O - ==

Terrminal

I ’mgﬁaﬁ; ﬁ Forum of Incident Response and Security Teams

Lash 93x29

rackook—pro-ce-ivo-peixirhoi~ ivocarw® wget httpi//c.ecizioncesk.ccmfcoafiz.pac
hztpisdgaediticndesk .condcon”® ig.pac
Frar lvendr quoediticndesk oo Snoeri-inneesk onrmd oo PAF_1SROS3_ 147

——2E10-80-81 2210 47—

Conesurmli—se w yeedi Liordeszkocon Qyaedibicrdesk aoon 3] 200 0158 .92 0142 153 ..

& requizicdo HTTP foi enwioco, oguarcanco resposta. .. 286 OF
Tanchhc: 150€ [1,6k7 [Lext/platn]
Salwvanco em: “cchn® ig.pac"

AGEN]

EOLE-AC-01 2Z:1E:4C 47,5 UL s

-] 1.58E

— =k cn 3z

- “conigepac” sclve [100C/1080]

nuckuuk—pro-ve- ivu-pe ixir b v wd noce o’ igepue
functicn FincProwvyForlRL{ur L, Fost)

.:'

var oa o= 'FROMY 8013592 1420501

LT zhexpHctokihcss,
roturn o

if {shCaplictel-(hcsz,
“Frurn g

if [shEvpHctek(hosz,

TELUYR C;

if {shExpHctol(hcas,
return c;

Ly bbLcon BT L

"wwwanibarco.con bty L

'‘Lnikanco.con bty £

"y ubboazon byt 30

canesludu,
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... and the winner is ...

Miscreants, since this
.pac file is online for
more than two
months ...

Sorry guys but #FAIL
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Miscreants are hard to beat: hosts manipulation are common

This hosts file has ‘only’ 422 entries ©

207.10.5.1 www.IUAhinA8TahYghgafsdfsdfsdfdfdf=xfTUAhIiwABTalYIghigaax.com.br
207.10.5.1 www.IUAhiuwASTalYUghgaxfdsfxfIUAhIiwAETal¥Ighga . com.br

207.10.5.1 www.xxkfsdfdsfd=sIUAniuASTalYUghgaxfxx.com.br

65.75.254.105 wWww.bb.com.br

65.75.254.105 bb.com.br

64. 2.147 www.IUhhiunfAS8T7ab¥lUghgasdfidsfIUahinb8TadYghgaxfx.com.br

64. 3.147 www.IUhhiunbA87ab¥UghgasdfdsfIUihink8Tal¥ghgaxfx.com.br

64.23333.163.147 www.IUAhiud8T7alYUghgasdfdsfITAhiuARTalYUghgaxfx. com.br
64.238876653.2333333333163.147 www.IUAhiuld8T7alYUghgasdfdsfITAhiuABTalYUghgaxfx. com.br
65.75.254.105 www.unibanco.com.br

65.75.254.105 unibanco.com.br

207.10.6556045456455065.10 24045504435544=antander.com.br
207.10.54570456T744656y4c5c4c5cg40g5. 10 rrwrBuefdf8yrf89ysantander.com.br
207.,10.,.5.1lrr09weuridweyriwes0 2044550454=zantander.com.br
207,.10,5454393u98ry3925324T75y3485v34.10 uf8r88yErsantander.com.br
207,.10.5.0654yyedTyeTlT06TS6T56T TeeiTesT7heT7antander.com.br
207.10,5.r415145051240424=504435410 r4543556sfrfantander.com.br
207.10788TcETdeEfT8detefTedTefcdf.5.10 0000011=santander.com.br
207.10.5.89rywelTretw7E8TtETretTerewt T8rwebtrtBetl0 33333333=santander.com.br
207.10.5.1d=sd7y8TetTetdeTwebtderbssarderdl aaaaaaassssssssssssantander. com.br
== 207.10.5.178yvcTewetr78weeeT7t0 sdetT7dfwerewerebrrewsantander.com.br

= 207.10.5.4545654610 5555=zantander.com.br

65.75.254.105 www.pagseguro.com.br

65.75.254.105 pagseguro.com.br
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Defacing is still not a crime ® in Brazil

Picture removed from original presentation
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Miscreants at large: Video
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What’s next?
What’s the next move?
What'’s the solution?

Please THIS IS a JOKE:

This is NOT a JOKE: Miscreants will compromise WIFI routers to route traffic ... or any
other kind of home user equipment to make this ...
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Latest police operations on bank fraud

» Operacao espelho — 04/16/2009
» 10 search warrants on 4 states
» Credit card cloning (goat sucker) and cash withdrawal fraud
* Inside job — miscreants infiltrated inside a government bank
 Operacao trilha — 05/28/2009
» Greatest police operation on Internet bank fraud so far
» 136 search warrants on 13 states
» Multiple frauds — Trojans spread by email and cameras on ATM machines
* Pictures of the miscreants (one was arrested on the US)

D gy
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Latest police operations on bank fraud

» Operacdo Némade — 06/04/2009
* 20 criminals arrested
 Goat suckers used for cloning of the magnetic strip of cards
« Fake credit card billing machines for storing card information
 Operation name (nomad) came from constant address changes from miscreants
 Operacao Contrafacdo — 06/04/2009
* 4 criminals arrested
« Multiple operations — document forgery, credit card cloning and Internet fraud
» Fake IDs, credit cards and computer software (trojans) found
 Operacéao Clonagem —09/16/2009
« Bank card cloning
» Electronic devices for card cloning found with the criminals
* Also R$ 4.000,00 in CASH ©
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Latest police operations on bank fraud

« Operagcao Icaro — 03/04/2010
* 4 states involved
* Credit card cloning
« Criminals used the cards to purchase products on the Internet, specially plane
tickets
 Use of social engineering — calling victims home to get card information
« Selling of credit card numbers — from R$ 3,00 to R$ 150,00 depending on the limit

 Operacao Neverland — 05/03/2010
 Harvesting of bank passwords using trojans
« Payment of bills using these passwords
* This operation was a result of the “tentaculos” project :
* The leader of the group had a nickname of “Michael Jackson”© Ee
* R$ 700.000,00 on financial loss
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Latest police operations on bank fraud

» Operacdo RASTRO - 05/28/2010
» Credit card cloning
» 1.500 cards found with the criminals

» Greatest card seizure EVER from the Federal Police

» Money laundry — criminals buy stuff with cards and sells them with lower price
 Group leader used the cards to buy construction materials for him to build his
house ©
 Gang acquired R$ 1.500.000,00 on stuff
* This picture is not his house ©©©
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Tentaculos project (2009 — 2010)

« Partnership between the Federal Police and Banks for obtaining Internet fraud
information.

» Gathering of info from multiple banks and use of intelligence tools for correlation
between frauds and criminals.

* Already resulted on one operation (neverland)

» Permanent group on the Federal Police focused on electronic fraud.

» Expected Result: reduction on 50% of frauds
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Thanks — Questions to:

Jacomo Piccolini

Security Academic Coordinator

IT Governance Academic Coordinator

Brazilian Research and Academic Network — RNP
Educational Team — ESR

WWW.esr.rnp.br

jacomo@rnp.br

lvo Peixinho

Computer Forensics Expert

Head of the IT Division — DINF/CTI/DPF
Brazilian Federal Police
www.dpf.gov.br
peixinho.icp@dpf.gov.br
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