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Pr esen t a t io n  o u t l in e

› Network transformation
› Emerging threats
› Impact on CERT teams way of working
› Key conclusions



NETWORK 
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Net w o r k t r a n s f o r m a t io n

› Building new 
networks

› Traditional, 
proprietary networks

› Hardware

› Network 
transformation 
and convergence

› All-IP mobile 
broadband

› Agility in software 
and services

FROM TO
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Net w o r k t r a n s f o r m a t io n

OPERATIONS

PROCESSES

NETWORK
MANAGEMENT

NETWORK & 
SERVICES

SERVICES AND DATA

CORE AND EDGE
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Co n n ec t ed  h o m e

› New services
› Remote monitoring

& control
› Surveillance

› Interoperable 
devices

› Appliances
› Sensors
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50  b il l io n  c o n n ec t io n s  2020



EM ERGING THREATS
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Pa r a d ig m  sh if t s
Services 

Consumption

Fixed first

Mobile First

Device 
Momentum

Shared

Personal

Access 
Bandwidth

Unlimited

Limited
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Em er g in g  t h r ea t s
2000 2010 2020

INFORMATION

CONNECTIVITY

SERVICES

SCARCE 
RESOURCES

70% POPULATION 
HAVING MOBILE

50B CONNECTED 
DEVICES

SELF-CONFIG 
NETWORKS

70% POPULATION 
HAVING MOBILE

INDEFINITE AMOUNT 
OF SERVICES 

UNKNOWN TRUST
POOR PRIVACY

REPUTATION SYSTEMS 
AGILE SERVICES

PRIVACY, TRUST,
TRANSPARENCY

FEW BUT 
TRUSTED 
SERVICES

NOT BASE FOR 
DECISIONS

DISORGANIZED, BUT 
USED AS DECISION 

BASE

POLARIZED, USED AS 
DECISION BASE

DISINFORMATION
WEAKNESSES IN DATA PROTECTION

WEAKNESSES IN AGGREGATION LAYERS

WEAKNESSES IN TRUST AND PRIVACY HANDLING
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CONCLUSIONS

At t a c k s  sh if t  t o w a r d s  ser v ic e a n d  
DATA l ay er

TRUST AND PRIVACY ISSUES INCREASING

Wid e at t a c k  su r f a c e, NO GEOGRAPHICAL
BOUNDARIES



Im pa c t  o n  c er t  t ea m s 
w a y  o f  w o r k in g
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CERT TRANSFORM ATION

CERT

DERT

PERT

Dat a  Em er g en c y  
Respo n se Tea m

PRIVACY Em er g en c y  
Respo n se Tea m
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Be pr epa r ed  f o r

Global
Collaboration 

&
CERT 

ecosystem

› Incident propagation
› Incidents across the borders
› Incidents in the cloud
› Interoperability of CERT teams, 24/7
› Different type of CERT teams required
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Be pr epa r ed  f o r

Skill
development

› Access to information, disinformation 
and corrupted data challenge forensics

› New threat scenarios require special 
expertise and new tools

› Social skills

› Incident response not core competence 
for all new players

› Increase in vulnerability information and 
coordination

› Service levels for incident response and 
vulnerability management

VMaaS

IRaaS
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KEY CONCLUSIONS

In c r ea sed  ex po su r e t o  at t a c k s  d u e t o
Net w o r k  t r a n s f o r m at io n

Pr iva c y  a n d  t r u s t  c h a l l en g es

CERT c o l l a bo r at io n  a n d  ec o sy s t em  
bec o m es A n ec ess it y

VM a a S a n d  IRa a S w il l  em er g e
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