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PDNS @ CERT.at GERTa

passive DNS: Idea to capture the DNS answers and give
them a timestamp.

Dataprotection -> omit src IPs (of client)!

CERT.at + UniWien implemented a pDNS server:
nmsg + C code + postgresql 9.0

Optimized for speed! (~ 20 msec for a complex answer).

100% compatible with
BFK pDNS.

Cooperating with other
PDNS servers

- webinterface, whois
 Looking for sensors!
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CERT.at

PDNS - new User Interface

CERT.at / ACOnet
DNS History

131.130.0.0/16 ( Go ) { Reset ) [X]

Format: O Whois Ocsv @ HTML

Options: [ Sensor info ] Exact domain

List only: T NXDOMAIN A CUNS CJCNAME JSOA PTR CIMX |
Sort: ¢ /desc '+ desc ,

OTXT CAAAA
3 )desc(

CERT.at / ACOnet DNS replicator WHOIS server, version 2.0.

(C) 2011 All rights reserved.

Authors: L. Aaron Kaplan <kaplan AT cert.at>
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PDNS @CERT.at - Example e

° Step 1: netblock: z::;r;: ]l_i)harmazoria.com

rr-address: 193.104.XX.164

193.104.XX.0/24. soen-firat: 200512003 17116138
AS 1 ZXX / Vlad | m | I rr-name: WWW.dJenericmedsusa.com

rr-type: A
rr-address: 193.104.XX.162

BLABLAVICh — seen-first: 2009-12-16 16:04:07
2009-12-21 11:47:22

seen-last:

suspected BP host - lots of shady domain
» Step 2: ask pDNS names

rr-name:

ns2.federalbankofnevada.com
rr-type: A

rr-address: 193.104.XX.69

seen-first: 2010-02-17 09:57:25

seen-last: 2010-02-21 12:04:29

rr-name: nsl.pronewmedia.com
rr-type: A

rr-address: 193.104.XX.67
seen-first: 2010-02-17 09:22:17
seen-last: 2010-02-22 19:51:36

rr-name: ns2.pronewmedia.com
rr-type: A

rr-address: 193.104.XX.67
seen-first: 2010-02-17 09:22:17
seen-last: 2010-02-22 19:51:36



http://proxy.cert.at:10000/pdns_submit.php?domain=ns2.federalbankofnevada.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=ns2.federalbankofnevada.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.69&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.69&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=ns1.pronewmedia.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=ns1.pronewmedia.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.67&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.67&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=ns2.pronewmedia.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=ns2.pronewmedia.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.67&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.67&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=pharmazoria.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=pharmazoria.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.164&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.164&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=www.genericmedsusa.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=www.genericmedsusa.com&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.162&pdns_source=BFK
http://proxy.cert.at:10000/pdns_submit.php?domain=193.104.27.162&pdns_source=BFK

Join! We want sensors.

Get access to the DB!




