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How much have users lost?
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Ransomware
In a nutshell
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Ransomware
In a nutshell
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Bbl ycTaHoBUNM GaHep Ans AOCTYNa Ha Halll CanT.
Cpok pencreus 6aHepa 30 gHen.
2 Ecnu Bbl XO0TUTe NpeKpaTUTb AencTBue GaHepa paHblle YCTaHOBNEHHOro CPoKa,
To oTnpaBbTe SMS no yKasaHOMy HOMepy U BBeaUTe KOA yAaneHus.

P

OtnpasbTe SMS c Tekctom 1275018 Ha HoMep 8353

Beeaute nonyyenbint koa: N

Crpammuz 1w32  Ywcro coE 230 | P awoawdcowi Q) 7

(@ maoscteoseront | ESEEL60]-Onp.. | DlstansBepeiMi. T oo

23" Annual FIRST Conference | June 15, 2011

KASPLRYKY




Ransomware
Variety

Bbl ycTaHoBUNM GaHep Ana AOCTyna Ha Hall CauT.
Cpok gencrensa 6aHepa 30 aHen.

Ecnu Bbl XOTUTE NpeKpaTuTb AeicTBue GaHepa paHblle YCTAaHOBJIEHHOTO CPOKa,
TO oTnpaBbTe SMS No yKkazaHOMY HOMepY U BBeaUTe KoZ yAaneHus.

Otnpasbte SMS c TekctoMm 1275018 Ha Homep 8353

BeeauTe nonyyenbiit kon: |
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Ransomware
Variety

ApaviBep ycTpoucTBa, Bbi3BaBlUMA NoBpeXkaeHya bbin obesspeskeH cucTemMon.
HapyweHHbi4 ApaiBep Ha cTeKe AApa AomKHbI GbiTb 3aMeHeHbl paboueli Bepcved.

Technical information:

4% STOP: 0x000000C4 (0x0000003C, 0x00000000, Ox00000000)

Yrobbl BOCCTAHOBUTD paﬁorocnocoﬁuocm Balero KoMnoroTepa Bam cneayer caenarb cneayrouee:

OtnpaBbTe SMS ¢ TekcToM: id38948826 Ha HoMep: 2090
(ctoumoctb 10py6. 6e3 HAC)! Monyyenubin KOA=TPETbE

CJ1I0OBO B oTBeTHOM SMS-coobuieHun BBeauUTE B Nnosne:

Asbik s8oAa: English
| BBOJA
A problem has been detected and Windows has been shut down to prevent damage to your Computer,

A device driver attempting to corrupt the system has been caught.
The faulty driver currently on the kernel stack must be replaced with a working version.

Technical information:

4% STOP: 0x000000C4 (0x0000003C, 0x00000000, 0Xx00000000)
4% STOP: c000007b Unknown Hard Error Unknown Hard Error Beginning dump of physical memory
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Ransomware
Variety

6 Hdoctyn B ceTb 3a0N1OKUpoOBaH!

HeepomneHne o6 HeobxognMocT akTuBaumK [0 Digital Access

Eam Gein npenocTaened NPoSHEIR SECNNaTHER 00CTYN Ha 1 Y4ac And NpocHMoTRE 300THYECKOro BMAED

HanomuHaem, Uto yctaHoeMe [Nporpammyoe DEecnededue Digital Access ons ocywecTENeHMA 4oOCTYna
K 3p0TWYECKOMY BWOE0 C OSHHOMD KOMABKITERA, BBl COMNACMNMCE © YCNOBMAMM NPEANOXKEHHOMD BaM
NoONE30BATENECKOrD COrNAWEHHA HE OCHOBaHMM KOTOROra, NPM HEXENaHWK NONYYaTe AaHHEIR 40CTyYn
Oanee, Bkl A0MKHE BEINM YOANMTE ASHHOE NPOrPaMMHOE 068CNeYeHKE A0 OKOHYaHWA CRoka ABACTEMA
APOBHOrD OOCTYNE MM ONNaTHUTE OansHEeRWEE MCNONES0EAHME DAHHOMD NPOrpaMMHOro 0S8 CnedeHIs.

MpoOHLIA AOCTYN K NPOCMOTPY 3pOTUYECKOro BUAEO CPOKOM Ha 1 Yac UCTEK!

Ons aktueauuu MO Digital Access, aBToMaTn4eckoro pasbnokMpoBaHUA ceTH
WU CKpbITUA AaHHOro yBegomMneHWA, Heo6xoaumo oTnpaenTe ¢ Mo6. TenecoHa

cMc-cooBLeHWe ¢ TeKCTOM 720010752 Ha HoOMep 9690

BEEeONTE I'IOJ'IY‘-IEHHI:IIFI Kon | AKTUEMPOEBATE

HaHHoe yeenoMneHHe Gy0eT NOFENATECA O0 TEX NOR.N0KE He 08T OCYWeCTENEHHE BKTHEALMA, KOTOPaA
NPOWMIEOAMTCA TONEKD OOMH Pas W ABRCTEYET HA BECE CPOK MCNONs20EaHMA BarKn [10 Digital Access.

BHuraHmnelll Monemka ofaHuTE CHETERMY SKTHESLMM MOMET APMYMHWTE BRE KorNETERY
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Ransomware
Variety

Windows Security Alert

’:}/ LleHTp oBecneyeHns BesonacHOCTH

MaMorkTe SaWHTUTE CE MAOBHITED

ﬂ Ha pawem koMneoTepe o6Hapy@*eHa He
\  NMueH3noHHaAa Bepcna Windows!

MoK NnocnedHeEM OBHOBNEHMKH CMCTEME, UEHTR CEpTHdMKaUMK Micrasoft
OEHAPUNMI HA BEWEM KOMNEHRTEPE HE MMUEHZMOHHYK ERpCHi Wiindows,

1.'

g

7% Pecypcu:

[ MSEHBIH DpIE OanEHEHWaA pagoTa HE KOMNEKITERE HE BOZMOHHAE.
Microsaft Corp.
Russia, 121745,
r.Mockea, Kupunoska
aom 17 +4 [na BE0Z0BHOENEHKA PAGOTE KOMMLKITEPE BE&M HEOGX0AMMO
435-338-85-85 OBPAETHTECA K OOHOMY M2 PEMMOHANEHEX MOCTABWMKOE NPOrPaMMHoro
Microsoft Corp. OGECNEYEHKHA, UMK BCAKM 3TO ANA BAC HE BOSMOMXHO, TO Bl MOXETE
_/) NPUOSPECTH NMUEH3MOHHEIA, KAlod oTnpasue CMC c sawero
MOGHAEHOrD TEAN2g OHA HA CABAYHIWKE DEKEMEMTEL
* Homep uentpa CMC ceprHdiHKaLHHE 3649
* TekcT cooGueHHa [nna sawero MK): 212727

B oteeT Ha eawe CHMC cooBWweHMe BaM NPHMALRT KNHY SKTHESUMH,
CToMMocTe 0oHOE CMC AauueHaMKM cocToenaeT 50 pys. 50 kon., cydeTomM
HOC. Ona akTrEaumKH Bawel Bepcky Windows, EEEOMTE NONYYEHHEIRA
KOO E NOMNE HUXE W HEKMUTE KHoNKY "Oanes".

Poprat knoda: 0000000 (cems udp)

BeenuTe Bawl KA Y:

<

IPalKHa Makk HET F:I:IHlill'h'.'lEHLlH-ELI'II:-HI:II:TI:-.
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Ransomware
Variety

Balu KoMnbloTep 3apakeH BHpYcom!
Tenepb Bbl HE CMOXKETe 3aHTH Ha calT vkontakte.ru
CKaHupoBaHue No6bIM aHTHBHPYCOM GeccMbICNEHHO!

ECNH Bbi BCE elle MOIKEeTe 3aHTH Ha CanT BROHTaKTe He GeCnoRoMTech,
nocne nepe3anycka 6pay3epa Bbi CMOXeETE NPo Hero 3abbiTh

AAna Toro yro6bl H36aBHTLCA OT BHpYCa
¥ B0O306HOBHTL AOCTYN K vkontakte.ru

O0TNpaBbTe CMC C KOAOM Ha HOMED
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Ransomware
Variety

BuumaHuel OHnaiin npoeepka Nasopatopuu Kacnepckoro nokasana, 4To e sawei
cUcTEME D6HaPYKEH BPEA0HOCHLIMA BUPYC, KOTOPLIM NOCTENEHHO 3apaxaeT Bce dpainaHa
BaWeM KoMMsloTEepe
Bupyc BpeMeHH0 2a6N0KMPOBEH, HO Ero anrOPUTM WKHdPOBAHUA NOCTOAHHO MEHABTCA U
OCTAHOBUTE 0 HA AAHHLII MOMEHT 623 3TOM NPOrpaMMel He NpeacTasnaeTcs
BOZMOXKHEIM. [N TOro 4T066 YAANUTL BPEAOHOCHLIN BUPYC, HEOBXOAUMO Y3HATE KAKOB Ha
AAHHBIA MOMEHT Y BUPYCA 8NMOPUTHM WHPOBAHUA, ANA 3TOMD HEO6X0AUMO OTNPABUTE CMC
Ha KOpoTKUit HoMep 2895 (ana Poccuu) unu 4161 (ans YKpauHsel) C TEKCTOM
704112701 +now_algoritm. CroumocTte cc cocrasnaet 150 pyéneii (20 rpusen). Mocne toro
K8K Bbl OTNPaBUTE CMC, BAM MOMEHTANBLHO 63[181’ NOCNAH KNKOY, OTKNKOYaNWUn BMng
Beeaute 3T0T KNKOY, U NPOrPaMMa NONHOCTLI0 YAANUT BUPYC C BAWErD KOMNLKTERA

ANropuTM LUMPPOBAHUA BUPYCA CMEHUTCA Yepe3 216 cekyHa
(MO UCTUYEHIAO ITOMO BPEMEHH HACTORTEALHO PEKOMEHAYETCR YAANUTL &ro)

Beeaute NOMyYeHHbIVi BAMUW KNKOY B 3TO None

_ * MNporpania 6AOKMPYET BCE AOCTYNHBIE
cnocobbl Bxoaa 8 Windows, Tak Kak ecau
He yaanuTe 3nospeansit eupyc BCE @aiina
et Ha BAWeM KOMNBIOTEPE O4EHL CKOPO GyayT
Yaanurte 3apaweHsl BHAMAHUE NEPeyYCTaHOBKE
BUHAOBC HE USMEHHT CUTY3UMIO, TAK KaK
BUPYC NPONUCHIBALET CEOA B 3arpYSONHBIE
CEKTOPa KECTKOrO AUCKA
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Ransomware
Variety

BALL BPAY3EP 3ABJIOKUPOBAH!

ECcnm BBl XOTHTE pﬂSEﬂﬂl{HpﬂBﬂTh Bdll KOMNBeHOTEP A MOMHOULEHHC MONBE30Bd T bCH CaANTaMu

Heobxogumo oTnpaenTe SMS
BuibepuTe Bawero onepartopa

CTpaHa: | —Bblbepute Bawy cTpaHy-- -

OnepaTop: ¥
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Ransomware

Variety

j hosts - BackHoT

Pavn [lNpaeka Popmar Bug Cnpaeka

82. 61l sms.mts.ru -

82. 61 www.alagregator.ru

82. 61 alagregator.ru

B2. 61l www.narod.ru =

B2. 6l narod.ru |E|

82. 61 www.smsrent.ru B

82. 61 smsrent.ru

82. 8l www.smshelps.ru

B2. 61 smshelps.ru

82. 6l www.alhelp.ru

82. 6l alhelp.ru

82. 61l login.oscar.aol. com

82. 8l www.login.oscar.aol. com

82. 61 login.oscar.aol.com:5190

82. 61 Togin.icg.com

82. 61 www. login.icg.com

82. 8l login. in.icg. com: 5190

B2. 6l www. 1ebger.iﬂgu

82. 6l glebber.info

82. 6l www.xga.ru

82. 0l xga.ru

82. 61l www.sup-fd.ru

4 b
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Psychological tricks

» | egal prosecution threats

» Data corruption threats

» Malware infection (!) threats
» Annoying pop-ups
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What do they want?

PAGE 17 | 234 Annual FIRST Conference | June 15, 2011 KASPERS KV



Deblocker

Same Info in:

Home / Fighting malicious programs / Remove banner from Desktop, unlodk Windows

Search: |

q Search tips Article ID # : | search |

m Remove banner from Desktop, unlock Windows
ﬂj_h:—'—"’

Phone number

Get the code!

Free service Deblocker helps to delete/remove banner from Desktop, unlock Windows or restore access to encrypted files without sending an SM3 message.

In order to remove a banner from your Desktop, enter its phone number (for example, 6681, 89653890144) or bank account (for example, 9636256259) specified on the
bannerin the Phone number entry field. If you have text, the “blocker” asks sending to a short number, enteritin the SMS text entry field.
In order to getthe code, itis required to fill in at least one entry field.

Once the banneris deleted, scan your computer for viruses using our free utility Kaspersky Virus Remaoval Tool,
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Deblocker

Same Info in:

Home / Fighting malicious programs / Remove banner from Desktop, unlodk Windows

Search: |

q Search tips Article ID # : | search |

m Remove banner from Desktop, unlock Windows
ﬂj_h:—'—"’

----------‘
Phone number

g

I |
|

\

Get the code! II
----------’

Free service Deblocker helps to delete/remove banner from Desktop, unlock Windows or restore access to encrypted files without sending an SM3 message.
In order to remove a banner from your Desktop, enter its phone number (for example, 6681, 89653890144) or bank account (for example, 9636256259) specified on the

bannerin the Phone number entry field. If you have text, the “blocker” asks sending to a short number, enteritin the SMS text entry field.
In order to getthe code, itis required to fill in at least one entry field.

Once the banneris deleted, scan your computer for viruses using our free utility Kaspersky Virus Remaoval Tool,
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Deblocker service statistics

»Launch: January 2010

»Current state:

* More than 5,100,000 unique visitors
« More than 19,500,000 requests

« ~60,000 unique visitors per day

« ~230,000 requests per day
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SMS Trojans
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SMS Trojans

In a nutshell
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"_o.nm

OTRpaBAeTca SMS
coobLLeHMe...

Security warning:

Allow application Otkritka to

send text message to 83537

Yes
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Statistics

Number of modifications per year

3
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250

200
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100

50

2006 2007 2008 2009 2010 2011
Source: Kaspersky Lab
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Statistics

Platform distribution

B Symbian
® Windows Mobile
= Android

J2ME

Source: Kaspersky Lab
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Primitive: Trojan-SMS.J2ZME.Konov

»One of the first widespread SMS Trojans:

- Small (1,5 - 8 kB)
* No encryption
* No social engineering tricks

anifest—Uerszion:z 1.0
icroEdition—Configuration: CLDC—1.0@
IDlet—Mame: rega
reated—-By: Private Light Compiler
IDlet—Vendor: Living Mohile
IDlet—1: rega, icon.pnyg, SendMIDlet
IDlet—Version: 1.0
icroEdition-—Praofile: MIDP-2.0
Rend-Text—1: ‘ephox 1270
Rend-Text—2: ephox 12970
Bend-Text—3: Hzsmzsmoney 1270
Cend-Text—4: "18+erbox 1270
Cend-Text—-5: ‘Ypauvho. 1290
Send—Numnber—1: 4460
Send—MNumber—2: 5537
Send—MNumber—3: 7733
Cend—Number—4: 1171
Cend—Number—5: 9325
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Advanced: Trojan-SMS.J2ME.VScreener

» ‘Faulty’ video player

HacTpoinka Buaeo
ELITE ST RO K
NpoWrgEIEBTEBMNA HEaHAMEATS

NTEY R & T KDLy,

» Must be ‘tuned’ by user

* Quick left soft key pressing
»SMS are sent during ‘tuning’

» Premium rate number and SMS text HacTpoiika Buaeo

ELIF HEILTT RN M
A pSArpEI EaTBNA Ha4HMaATa

are stored in ‘load.bin’ file o SO ey
»File ‘load.bin’ is encoded with ADD and
‘OXA’ key

| June 15, 2011 KASPERSKV
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‘Video player’
Again

Alarm Clock  Browser Calculator Camera

om s B

Car Home C Custom Dev Tools
Locale

B A = 0

Email Gallery Messaging Movie Player

z

Settings
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‘Video player’
Again

Alarm Clock  Browser Calculator Camera

om s B

Car Home C g Custom Dev Tools
Locale

Email Messaging = Movie Player

lad
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SEO and mobile malware

Beto HKapmwukw Bugeo Kaprel Hoeoctw [epesogumk Gmail ewé w

1 445 . Facius Dl MOWCK
GOL]SIQ BNOHAMHKM MOPHO CKayaTb T | Mowck | Sissssmmsioouc
@ [louck B UHTepHetre ' Toneko Ha pycckom
Beb

Peaynetatel 1 - 10 ua npumepuo 592 000 ana bne

NopHo doto, nopxo suaeo u apotvka Ha [ TGcGcNcGE

MocmoTpuTe, Kakie KyKONKW CHUMaKTCA B nopHo! HactoAwne GNOHAMHKN C TOUSHBIMK ...

NyYLUEe W KAYECTESHHOE MOPHO, KOTOPOE Bl CMOMETE CKAYaTk NONHOCTEH DecnnatwHo. ...
- CoxpaHeHHaRA KonuaA - [Noxoxue
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SEO and mobile malware

Beto HKapmwukw Bugeo Kaprel Hoeoctw [epesogumk Gmail ewé w

GO Ie r---------- . . N
18 HAMHKW NOPH yar | Bacumoensni nonce
L \ﬁﬂﬁ-ﬂ- - GD iﬁa-a-b’ | HGHEK | HacTpoikn
@ [Mouck B UHTephere ' Toneko Ha pycckom
Beb \ Peaynetatel 1 - 10 ua npumepuo 592 000 ana bne

MopHO hOTO, NOPHO BIAEO 1 3POTHKA HP
MocmoTpuTe, Kakne KyKoNKH CHUMaTCA B nopHo! HadoNoAL e GNOHAMHKK C TOUSHBIMH ...

J"Ii'-‘lU.l-E!E! W KaveCTEeHHOE MOPHO, KOTOpOe Bl CMOXETE EH“ETB NONHOCTEH BecnnartHo. ...

- L.OXpAaHEHHAA KONUA - | loxXoMue \

’--------------\

Blonde porn
download

i I N .y,
LT R R R

\_-------------,
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The ecosystem

The root of all evil
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Trojan-SMS.J2ME.Konov

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC—-1_.0
IDlet—MName: rega
reated—-By: Private Light Compiler
IDlet—-Uendor: Living Mobhile
IDlet—-1: w»ega, icon.pnyg,. SendMIDlet
IDlet—VUersion: 1.0
icroEdition—Prnfile: MIDP-2_M0
Rend-Text—1: ephox 1270
ephox 1270
Cend-Text—3: hsmzmoney 1270
Cend-Text—4: 18+erbhox 1270
Rend-Text-5: #imarvhox 1290
Cend—Number—1 = 4460
Cend—Mumber—2:° 5537
Cend—Mumher—3: /i3
Cend—Mumber—4: 1171
Fend—Mumber—5: 9395

PAGE 32 | 23 Annual FIRST Conference | June 15, 2011

KASPLRYKY




Trojan-SMS.J2ME.Konov

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC—-1_.0
IDlet—MName: rega
reated—-By: Private Light Compiler
IDlet—-Uendor: Living Mobhile
IDlet—-1: w»ega, icon.pnyg,. SendMIDlet
IDlet—VUersion: 1.0
icroEdition—Prnfile: MIDP-2_M0
Rend-Text—1: ephox 1270
ephox 1270
Cend-Text—3: hsmzmoney 1270
Cend-Text—4: 18+erbhox 1270
Rend-Text-5: #imarvhox 1290
Cend—Number—1 = 4460
Cend—Mumber—2:° 5537
Cend—Mumbher—3: V33

Bend_Nunben_s $10 or $6 per
SMS

Mobile
operator
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Trojan-SMS.J2ME.Konov

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC—-1_.0
IDlet—MName: rega
reated—-By: Private Light Compiler
IDlet—-Uendor: Living Mobhile
IDlet—-1: w»ega, icon.pnyg,. SendMIDlet
IDlet—VUersion: 1.0
icroEdition—Prnfile: MIDP-2_M0
Rend-Text—1: ephox 1270
ephox 1270
Cend-Text—3: hsmzmoney 1270
Cend-Text—4: 18+erbhox 1270
Rend-Text-5: #imarvhox 1290
Cend—Number—1 = 4460
Cend—Mumber—2:° 5537
Cend—Mumbher—3: V33
Cend—Mumber—4:
Cend—Mumber—5h =

Mobile Content
operator provider
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Trojan-SMS.J2ME.Konov

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC—-1_.0
IDlet—MName: rega
reated—-By: Private Light Compiler
IDlet—-Uendor: Living Mobhile
IDlet—-1: w»ega, icon.pnyg,. SendMIDlet
IDlet—VUersion: 1.0
icroEdition—Prnfile: MIDP-2_M0
Rend-Text—1: ephox 1270
ephox 1270
Cend-Text—3: hsmzmoney 1270
Cend-Text—4: 18+erbhox 1270
Rend-Text-5: #imarvhox 1290
Cend—Number—1 = 4460
Cend—Mumber—2:° 5537
Cend—Mumbher—3: V33
Cend—Mumber—4:
Cend—Mumber—5h =

Mobile Content
operator provider
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Trojan-SMS.J2ME.Konov

anifest—Uersion: 1.0
icroEdition—Configuration: CLDC—-1_.0 ¢
IDlet—Mame: rega epbOX

reated—-By: Private Light Compiler ’
IDlet-Uendor: Living Mobile Subtenant 1290’ on

i e citdionike BRI A with ID 1290 4460 &
icroEdition—Profile: MIDP-2.0 5537

Rend-Text—1: ephox 1270

Cend-Text—2: ephox 1270

Cend-Text—3: hsmzmoney 1270

Send-Text—4: 18+erbhox 1290

Rend-Text—5: #ravhox 1270 ¢ y

o enal—:umﬂer—é - 9p b OoX

Cend—Number—2:

Send—Number—3: renter

Send—Number—4:

Send—MNumber—5 =

Mobile Content
operator provider
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Who are ‘epbox’ and ‘epbox 1290’

‘epbox 1290°

subtenant
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Who are ‘epbox’ and ‘epbox 1290’

Affiliate network
owner(s)

Affiliate A

‘epbox 1290’

subtenant
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Who are ‘epbox’ and ‘epbox 1290’

Affiliate network
owner(s)

Affiliate A Affiliate B Affiliate C

‘epbox 1290’ ‘epbox M’

‘epbox N’

subtenant subtenant subtenant
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The root of all evil

» Affiliate network registration form

Y

izma

PervcTpauma. ..

MonA, BelIENEHHBIE KPACtHEIM 00A3aTENEHE K 3E3M0NHEHMHD:
Bawe 1ma:

Bawe e-mail:

Baww caiT: http:t

HazsaHue calTa:

BrinnaTe! WebMoney:

WML £
WMR: R

ICQ (Tonbko wdpe):

d7c89
BeeauTe 3Ha4eHWe:

A o3HakoMneH(a), u nonHocTeHD cornaceH(cHa) © mybnwunoi odepToi npoexkTa
PerncTpUpoBaTh
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The root of all evil

» Affiliate network registration form

y 2
LGizma

PervcTpauma. ..

MonA, BelAeneHHBIE KPaCHEIM obAZaTENEHE! K SaN0NHEHMHD:

Bawe ums: Name

Bawe e-mail: E m al I

e , e Website URL
s ey Website name
WMZ: Z WMZ and WMR
WMR: R |CQ (0 ptiOnal)

ICQ (Tonbko wdpe):
d7cd9
BEEOWTE 3HAYEHME!
A o3HakoMneH(a), u nonHocTeHD cornaceH(cHa) © mybnwunoi odepToi npoexkTa

PErHCTpPUPOBETE
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The root of all evil

» Affiliate network registration form

) } No sensitive
Gizma data!

PervcTpauma. ..

MonA, BelAeneHHBIE KPaCHEIM obAZaTENEHE! K SaN0NHEHMHD:

Bawwe 1Ma: N ame
Bawe e-mail: E m al I
Baww caiT: http:t

Affiliate ID Website URL
‘epbox 1290° Website name
WMZ and WMR

ICQ (optional)

HazsaHwe calTa:
Beinnatel WebMoney:

WML £

WMR: R

ICQ (Tonbko wdpe):
d7cd9
BEEOWTE 3HAYEHME!
A o3HakoMneH(a), u nonHocTeHD cornaceH(cHa) © mybnwunoi odepToi npoexkTa

PErHCTpPUPOBETE

23 Annual FIRST Conference
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Typical affiliate website

CkayvaTb ceityac!

Ckayatb/3gp.mp4

TNyywee Ha canTe:

P Jimm c SEX cmalinamu
P ICQ wrmoH 5.2! NEW
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Typical affiliate website

CkayvaTb ceityac!

CkadaTtb "T;Q mp4
Cxaua*rbr’i'g mp4
e

Ckayatb/3gp.mp4

TNyuwee Ha caiTe:

P Jimm c SEX cmalinamu
P ICQ wrmoH 5.2! NEW
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Typical affiliate website

CkayvaTb ceityac!

f Referrer check
Remote server Affiliate ID

Cxa-«aTb'Sir mp4

A\

Ckayatb/3gp.mp4

TNyywee Ha canTe:

P Jimm ¢ SEX cmaitnamu

P ICQ wrmoH 5.2! NEW
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Typical affiliate website

CkayvaTb ceityac!

f Referrer check
Remote server Affiliate ID

Cr\a-Ja':.':i;g mp4

Vv

JAR constructor

SMS Trojan with
affiliate 1D

Ckayatb/3gp.mp4

TNyulwee Ha canTe:

P Jimm ¢ SEX cmaitnamu

P ICQ wrmoH 5.2! NEW
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Typical affiliate website

CkayaTb ceiuac!

i Referrer check
Remote server Affiliate ID

Cka4aTtb/3agp,mp4

Vv

JAR constructor

SMS Trojan with
affiliate 1D

Thousands of websites!

P Jimm ¢ SEX cmaitnamu

P ICQ wrmoH 5.2! NEW
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Ransomware
Same situation

CnagHaa = Ceityac Ha calTe 508 yenoseka CmoTpu 6es CMC BOWTH Ha caiT | PerteTpauma

12366 ponukos | 5126 Nnonb3oBaTenei

Permcrpauwﬂ NMyqwee 2a cerogHAa | Miydwee 2a Hegenw | ydwee 2a mecAady, | Ton100

Kareropuu

\_ ‘\‘\‘ New

benbe
@ 11243
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Ransomware
Same situation

f vi_media_playverd. 1 _insk.exe...
| Microsofk

vt _codecpackage.exe | exe
Microsoft

(- wr_update_player _x90,exe ...,
=l b
s b EUBLRLE | U

23 Annual FIRST Conference
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Underground economy

...and lottery results :)

KASPCR§KV



Underground economy
Revenue sharing

The
affiliate
owner(s)

Infected
phone/PC

Mobile Content
operator provider
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Underground economy
Revenue sharing

The
affiliate
owner(s)

Infected

phone/PC

SMS
31-50% of
SMS price

Mobile
operator

Content
provider
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Underground economy
Revenue sharing

The
affiliate
owner(s)

Infected

phone/PC

1-5% of SMS
SMS price

31-50% of
SMS price

Mobile
operator

Content
provider
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Underground economy
Revenue sharing

1-5% of SMS
price

Infected The

affiliate

phone/PC owner(s)

1-5% of SMS
SMS ° 40-67% of

rice
P SMS price
31-50% of

SMS price

Mobile
operator

Content
provider
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$$3

3a nonroga nonb3oBaTeny UHTEPHeTa OTNpPaBUNun
MoLlleHHUKaMm SMS Ha munnuapg pyoneu

31.08.2010 & 14:59, oBHoBnexo 01.09.2010 & 12:46 | PycTam TakTawes

OnepaTUBHWKK cTONMYHOro YbB3lNa coBMecTHO ©
konneramun u3 otaena «K» NYB Mockeel
obesBpeaUnK rpynny Xxakepos, pacnpocTpaHABLLYID
BUpYCbl, KOTOPble BbIBOOAWNW U3 CTPOR
nepcoHankbHble KOMNbIOTEPBI NONb30BaTENEMN.
Yrobbl «OMMBUTE? TEXHUKY, achepucTel TpeboBanu
oTnpaBvuTb UM nnatHoe SMS. Ot gencTBMiA
3NOYMbILWNEHHUKOB NOCTPaganu ThiCAYH .
nonb3oBaTenel MHTEPHeTa B pa3HbIX cTpaHax. KepTEaMM KBEp-MOLIEHHMKOS CT:
nons3oBaTeney HHTEPHETA

Kak pacckazann GZT.RU B ctonuuHom YE3(Me,
thurypaHTaMu yronoeHoro aena aenawTteA 10 yenoeek—
OpraHvaaTopbl MPecTyNHOro OMaHeca, NPerpaMMnCThI,

HanucaslMe BUPYC, NMULa, OTBEeYaBLUKe 3a [lONONHUTENbHbIE MaTE
obHanuuuBaHve cpefcTs, U APYrUe YneHb! rpynnupoBKn.

Mo cnoeam MUMWLKMOHEPOB, BCE OHK #UTenn MocKBbl, Bce ©aro Bugeo

MONOAbLIE MOAKU, NPpodecCUoHaNbHbLIE NPOrpaMmMUCThI. boT0

HeyecTHele BeIMOraTenm

OpynoBanu xakepsl OKONo nonyrofa. 3a 31o BpemMa ux
HepTBaAMUW CTanu TICAYM NONL30BATENEW UHTEPHETA.
[Mpuyem He Tonsko B Poccuk. OnepaTUBHUKN
YCTAHOBWIK, UTO OT UX AEACTBUIA NOCTPAAANMU TaKKe
HuTenn YepauHel, Benopyccun, Mongaewu U cTpaH
banTtun.

3NOYMBILLNEHHWUKW PACNPOCTPAHANKW BUPYC, NOMYYUBLUMA

Ha3eaHue Winlock. OH Bnokupoean paboTy KOMNsTEPA.

Ha 3KpaHe MOHWTOpa NOABNANAChL HAAMUCH,

ONOBELLALLIAA, YTO OnepaloHHas CUCTema 3abnokMpoBara U ANA BOCCTAHOBMNEHWA
paboTkl KOMNLIOTEpPA HEoDX0AWMO OTNPaBUTE SMS-co0DLEHNE HA KOPOTKWA
YeThlpex3iHadHblid Homep. OauH 13 HoMepos Bkein 1350, Hapnwuck Takke
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$$3

‘...10 people
were arrested...’

‘...malware
which blocks
PC...

3a nonroga nonb3oBaTeny UHTEPHeTa OTNpPaBUNun
MoLlleHHUKaMm SMS Ha munnuapg pyoneu

31.08.2010 & 14:59, oBHoBnexo 01.09.2010 & 12:46 | PycTam TakTawes

OnepaTUBHWKK cTONMYHOro YbB3lNa coBMecTHO ©

konneramun u3 otaena «K» NYB Mockeel

obesBpeaUnK rpynny Xxakepos, pacnpocTpaHABLLYID

BUpYCbl, KOTOPble BbIBOOAWNW U3 CTPOR

nepcoHankbHble KOMNbIOTEPBI NONb30BaTENEMN.

Yrobbl «OMMBUTE? TEXHUKY, achepucTel TpeboBanu

oTnpaBvuTb UM nnatHoe SMS. Ot gencTBMiA

3NOYMbILWNEHHUKOB NOCTPaganu ThiCAYH .

nonb3oBaTenel MHTEPHeTa B pa3HbIX cTpaHax. KepTEaMM KBEp-MOLIEHHMKOS CT:
nons3oBaTeney HHTEPHETA

Kak pacckazann GZT.RU B ctonuuHom YE3(Me,

thurypaHTamu yronoeHoro aena AenawTteA 10 yenoeek—

OpraH13aTopkl NPeCcTYNHOro DW3Heca, NPOrpaMMnCThI,

HanucaeLlWMe BUPYC, NULEa, OTBeYaBLUne 38 [OONONHUTENLHLIE MaTé

oDHanuunBaHue CpefcTs, W APYIMe YNeHsl rpYNNMpoBKN.

[No cnoBam MUNUUKMOHEPOB, BCE OHW #KUTenn MocKBbl,

MOMNOALIE MAW, NpoecCUoHansHLIE NPOrpaMmM1UCTEI.

HeyecTHele BeIMOraTenm

OpynoBanu xakepsl OKONo nonyrofa. 3a 31o BpemMa ux
HepTBaAMUW CTanu TICAYM NONL30BATENEW UHTEPHETA.
[Mpuyem He Tonsko B Poccuk. OnepaTUBHUKN
YCTAHOBWIK, UTO OT UX AEACTBUIA NOCTPAAANMU TaKKe
HuTenn YepauHel, Benopyccun, Mongaewu U cTpaH
banTtun.

3NOYMBILLNEHHWUKW PACNPOCTPAHANKW BUPYC, NOMYYUBLUMA

Ha3eaHue Winlock. OH Bnokupoean paboTy KOMNsTEPA.

Ha 3KpaHe MOHWTOpa NOABNANAChL HAAMUCH,

ONOBELLALLIAA, YTO OnepaloHHas CUCTema 3abnokMpoBara U ANA BOCCTAHOBMNEHWA
paboTkl KOMNLIOTEpPA HEoDX0AWMO OTNPaBUTE SMS-co0DLEHNE HA KOPOTKWA
YeThlpex3iHadHblid Homep. OauH 13 HoMepos Bkein 1350, Hapnwuck Takke
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$$3

‘...10 people
were arrested...’

‘...malware
which blocks
PC...

3a nonroga nonb3oBaTeny UHTEPHeTa OTNpPaBUNun
MoLlleHHUKaMm SMS Ha munnuapg pyoneu

31.08.2010 & 14:59, oBHoBnexo 01.09.2010 & 12:46 | PycTam TakTawes

OnepaTUBHWKK cTONMYHOro YbB3lNa coBMecTHO ©
konneramun u3 otaena «K» NYB Mockeel
obesBpeaUnK rpynny Xxakepos, pacnpocTpaHABLLYID
BUpYCbl, KOTOPble BbIBOOAWNW U3 CTPOR
nepcoHankbHble KOMNbIOTEPBI NONb30BaTENEMN.
Yrobbl «OMMBUTE? TEXHUKY, achepucTel TpeboBanu
oTnpaBvuTb UM nnatHoe SMS. Ot gencTBMiA
3NOYMbILWNEHHUKOB NOCTPaganu ThiCAYH
nonb3oBaTenel MHTEPHeTa B pa3HbIX cTpaHax. epTeamm kuBep-MoweHHMKol
NonsL30BaTensi HHTEPHETA
Kak pacckazann GZT.RU B ctonuuHom YE3(Me,
thurypaHTamu yronoeHoro aena AenawTteA 10 yenoeek—
OpraH13aTopkl NPeCcTYNHOro DW3Heca, NPOrpaMMnCThI,

Hanucaewuwe BMpyC, NMla, oTBeYaellne 3a ﬂononHHTeanble MaTd

obHanuuuBaHve cpefcTs, U APYrUe YneHb! rpynnupoBKn.
Mo cnoBam MUMALMOHEPOE, BCE OHK HUTenu MOCKBbI,
MONOAbLIE MOAKU, NPpodecCUoHaNbHbLIE NPOrpaMmMUCThI.

HeyecTHele BeIMOraTenm

OpynoBanu xakepsl OKONo nonyrofa. 3a 31o BpemMa ux
HepTBaAMUW CTanu TICAYM NONL30BATENEW UHTEPHETA.
[Mpuyem He Tonsko B Poccuk. OnepaTUBHUKN
YCTAHOBWIK, UTO OT UX AEACTBUIA NOCTPAAANMU TaKKe
HuTenn YepauHel, Benopyccun, Mongaewu U cTpaH
banTtun.

3NOYMBILLNEHHWUKW PACNPOCTPAHANKW BUPYC, NOMYYUBLUMA

Ha3eaHue Winlock. OH Bnokupoean paboTy KOMNsTEPA.

Ha 3KpaHe MOHWTOpa NOABNANAChL HAAMUCH,

ONOBELLALLIAA, YTO OnepaloHHas CUCTema 3abnokMpoBara U ANA BOCCTAHOBMNEHWA
paboTkl KOMNLIOTEpPA HEoDX0AWMO OTNPaBUTE SMS-co0DLEHNE HA KOPOTKWA
YeThlpex3iHadHblid Homep. OauH 13 HoMepos Bkein 1350, Hapnwuck Takke
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“...SMS as
ransom...’
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$$3

3a nonroga nonb3oBaTeny UHTEPHeTa OTNpPaBUNun
MoLlleHHUKaMm SMS Ha munnuapg pyoneu

31.08.2010 & 14:59, oBHoBnexo 01.09.2010 & 12:46 | PycTam TakTawes

OnepaTUBHWKK cTONMYHOro YbB3lNa coBMecTHO ©
konneramun u3 otaena «K» NYB Mockeel
obesBpeaUnK rpynny Xxakepos, pacnpocTpaHABLLYID
BUpYCbl, KOTOPble BbIBOOAWNW U3 CTPOR
nepcoHankbHble KOMNbIOTEPBI NONb30BaTENEMN.

‘. -n 1 0 people Yrobbl «OMMBUTE? TEXHUKY, achepucTel TpeboBanu

oTnpaBvuTb UM nnatHoe SMS. Ot gencTBMiA
J 3NOYMbIWNEHHUKOB NocTpagany ThICAYM
We re arreSted mEw nonb3oBaTenel MHTepHeTa B pa3HbIX CTpaHax.

Kak pacckazann GZT.RU B ctonuuHom YE3(Me,
oMrypaHTamu yronpP: s~ — o - — —_—y,
OpraHnaaTophkl np

HanucasLMe BUp ONHWUTENbHbIE MaTé
obHann4yneaHue ¢ 4 = .
Mo cnoeam MUK - 1 b I I I I0n 'oT0 Bupeo

MONObIE MK, ,
rubles...

‘...half a year...’

HepTeamn kmbep-moLweHHUEO!
Nonb3oBATENSH MHTEPHETA

HevecTHble Bbml

¢ A malwa re OpynoBanu xake

HKepTEaMKU CTanu TbEHWMbMBIMHTMTa._
[Mpuyem He Tonsko B Poccuk. OnepaTUBHUKN

W h I C h b I O C kS YCTAHOBWUIMK, UTO OT UX OeACTBUA NoCcTpadany TakHe

HuTenn YepauHel, Benopyccun, Mongaewu U cTpaH
PC ) BanTuu.

3NOYMBILLNEHHWUKW PACNPOCTPAHANKW BUPYC, NOMYYUBLUMA

Ha3eaHue Winlock. OH Bnokupoean paboTy KOMNsTEPA.

Ha 3KpaHe MOHWTOpa NOABNANAChL HAAMUCH,

ONOBELLALLIAA, YTO OnepaloHHas CUCTema 3abnokMpoBara U ANA BOCCTAHOBMNEHWA
paboTkl KOMNLIOTEpPA HEoDX0AWMO OTNPaBUTE SMS-co0DLEHNE HA KOPOTKWA
YeThlpex3iHadHblid Homep. OauH 13 HoMepos Bkein 1350, Hapnwuck Takke

“...SMS as
ransom...’
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Calculations

1,000,000,000 rubles ~ $30,000,000
$30,000,000/6 ~ $5,000,000 per month

KASPLR{KY



‘Death penalty’

» Largest mobile affiliate network was fined:

Ltpad 25% 2a ucnone20BaHue ABa
ervcTpaumn Bes yKasaHma CToMMoC
-1,588,099.54 PoTVETRAN !
W OTAPABKOM MHOXECTEEHHBIX CMC
3anpocoe.

» The fine was equal to 25% of the affiliate network weekly
iIncome:

» 1,590,000 rubles ~ $53,000
* Weekly income ~ $212,000
* Monthly income ~ $850,000

» People were losing at least $1,200,000 per month
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Final score

$6,200,000 per month

Al

wa——
- (e935618

PAGE 61 | 23 Annual FIRST Conference | June 15, 2011



Threats round the globe
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Ransomware

]
LX

Warning! led
This computer has been locked!

f'ou must to receve a key
fior undocking and continuations
of use of thiz computer.

Step 1
'our counkmy: | -

Rus=ia
Step 2 LII:IE@'IE
Send SMS with the Ukrame{Life]

to the mgmhl;m
LatviafLant
Step 3 LdF I“Eﬂl ELE)
Enter the key: Lietua
E stonia
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Ransomware

lhr antrvirus programm hat das gefaerliche Virus cerayser entdeckt, diese neu artwon Viren ist
bhesonders aggressiv. Der Virus loescht die start treiber thres Betriebssystems,. damit ist das
starten
won Windows nicht mehr moeglich. Sie haben 24 stunden zeit um diesen wirus zu
deaktevieren,Windows
zu starten und dann sofort das Virus zu loeschen. Andernfalls wird diser Virus activ und loescht
complett alle dateien auf ihrer festplatte. Um das Yirus zu deaktivieren senden Sie eine ShAs*,

Code eingeben |
|
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Ransomware

¥ Activation de Windows

- -

ACTIVATION DE WINDOWS

Code du PC : L,E-!'(‘Z.:'p |

Clé d'activation : ]I

[ Activer [ %7 Email [ OK

Pour recevoir votre clé d'activation envoyez 2 ALLOPASS et le code de votre PC a l'email :

I 2 ail.com

Pour recevoir des codes ALLOPASS il vous suffit d'envoyer CODE par SMS au 81 038.
Un email/sms vous sera envoyée avec la clé d'activation.

Cet application supprimera toutes vos données 24h aprés son premier lancement.

Bonne chance.
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A long time ago...
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Porn SMS senders

‘Nooit spijt’ case

Ea Ml @ 8:49 am

»onnementsdienst van Krazymob @ € 1.50/cont:
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Porn SMS senders

‘Nooit spijt’ case

PAGE 68 |

%m 8 7:42m

23 Annual FIRST Conference

Disclaimer

Abonneer je nu Krazymob! Type in de RELEASE
OM -en versturen naar 6343, wordt u de
Krazymob lid en krijg 3-gehalte per week. Dit
is een abonnementsdienst van € 4.50/week
abonnement voor 3-gehalte tot de tekst STOP
naar 6343. Standaard carrier & datasnelheden
toe te passen en abonnementskosten zullen
worden gefactureerd op uw mobiele telefoon
of afgetrokken van uw vooruitbetaalde saldo.
Tekst HELP naar 6343 voor hulp. Om te
annuleren, stuur STOP naar 6343. CS Help:
0-800-022-4671.By het verzenden van dit SMS,
bent u akkoord met de voorwaarden. Voor
meer info kunt u terecht op http:/nl.

krazymob.com.

| June 15, 2011
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‘Dating’ apps

If you are from UK

Babe Finder
LlF mily 23 Liverpoal

Jessica 22 Londaon
F vy 20 Bradford

flSamantha 25 Coventry

Exit melect

23 Annual FIRST Conference
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‘Dating’ apps

If you are from UK

Babe Finder

LlF mily 23 Liverpoal

Jessica 22 Londaon
F vy 20 Bradford

flSamantha 25 Coventry

Exit melect
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If you are from US

BaheFinder

Pl tefani 23 LA
Angela 22 MY
Flydia,20DC
EdJoanne 25 CA,

Exit ~elect

KASPLRYKY




‘Dating’ apps

If you are from UK If you are from US

Babe Finder BabeFinder
Ll mily 23 Liverpool Pll=tefani 23 LA
Jessica 22 Londaon Angela 22 MY

F vy 20 Bradford Flydia 2000
4 Samantha 25, Coventry Cidoanne 26 CA,

Emili,EE,Liuerpuul

Tease Me ‘
'—l

Exit Selec Mame: Emily 23 Liverpool By Select
Age: 23
Height: 165cm
Weight: 45kg
BWH: 55-24-35

+

Back henu

| June 15, 2011
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‘Dating’ apps

Term & Condition

1a+ Cnly. This 1s a
subscrniption service for Yideao,
Fhoto, Music and Games
semices. For each
subscription semice Joined,
you will be charged £4.50 per
week until text STOF to
alld02. Pleaze call helpline
SF OBllzgdabol1. Customer
must be 15 years old and

* Done
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Term & Condition

This 1z a subscription
entertainment service for
$2.99/month.

hsg & data rates may apply
and will be hilled to your cell
phone or deducted from your
prepaid account balance. Txt
= TOF to bBY32 to cancel
anytime.

Txt HELF for help. Supports

* Done

KASPLRYKY



Countries

»6343, 1,5 EUR per SMS

» 66932, $9,99/month, subscription number

» 80382, 4,5 pounds/week, subscription number

\/
/AN

» 39633, RM3.00 per SMS G =

\.,‘.'_‘!
» 8335, 30KES per SMS

»41647, R5 per SMS >‘
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What should we do?
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What should we do?

» Force legislation changes in certain countries
» Cybercriminals must be punished
» Provide education and user’s awareness
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Thank You

The Underground Economy and Ecosystem of
SMS Based Cybercrime

Denis Maslennikov, Senior Malware Analyst, Kaspersky Lab
Denis.Maslennikov@kaspersky.com, @hEx63

15.06.2011, 23 Annual FIRST Conference, Vienna, Austria m



