System administrators and the Victim I dentification mper ative

Child Pornography. A couple of words that hasedéht connotations for different people and one of

society’s ills that has hugely increased sincestifent of personal computing and the internet.

To those who seek it out it may mean sexual arcusdla means to sexual gratification. To the dlgit
security professional it throws up a situation thekds to be dealt with promptly to avoid prosecuti
and brand damage. But to the child who is abusguidduce this material it is a graphic illustratiof
the hurt, pain and humiliation that they must suffeer and over while it was being produced. You

see, it's not pornography and never can be fomaleu of reasons.

1. Pornography implies consent of those in involve@hildren under 10 years of age
cannot consent to open a bank account much Ide§f fenetrative sex.

2. Pornography is socially accepted to a certain éxtesome countries, but this material
is produced during the abuse of a child and theeefannot be seen in the same way.

3. Pornography is defined as and used to sexuallysarbut if you are sexually aroused to
images or movies of a pre-pubescent child engagedsex act with an adult then you

clearly should be seeking help.

The vast majority of so called child pornographwreld (for free in the most part) on the internet is
graphical representation of the abuse of a chddtie most part children under 10 years of age and
sometimes even under the age of two. That is waw énforcement officers don't see it as “porn” they
see it as a picture of a crime scene, evidence btbaific crime rightly abhorred by society. Thesll

it CAM or Child Abuse Material.

The sexual abuse of children is legislated agams$te vast majority of countries. In fact it ifem
sited just after murder on the scale of man's irdmity to man. It has significant costs to socity

to those abused. People, who are sexually abusdlde most part by those closest to them, suffer
physically and mentally for the rest of their livaad figure prominently statistics of mentally ill,
addicted and suicide later in life. CAM and itsesggl on the internet only serves as a further gusv

harm to the child. When it goes online it is thinever, downloaded, copied and re downloadednagai



and again. Every time it is downloaded, collecféeld, and masturbated over it is a re-victimigatof
that child.

Of course “child porn” is produced in countries &ovthere”. It's produced in the seedy child bréghe
of developing countries. That’s true. Some @f.it But most of it is not. As CAM is produced ohy
the sexual abuse of a child then it stands to redisat the vast majority of CAM out there features
children from developed countries where child séabaise takes place. That is all our countrieg. B
and large the CAM available is of white middle sl&sds being abused by white middle class people
who then upload it to the internet where it is daded by......white middle class people.

The vast majority of people involved in this arg paying, voting, model citizens who work in every
job imaginable. They are the ones with the commek#is, knowledge and general wherewithal to find
this material, download it and consume it. They exactly the type of people you provide network

services to on a daily basis.

As a digital security expert CAM is an issue thatiyghould plan for. You can always hope that it wi
never happen within your company or on your netwarkit might and if it does the potential to make
the wrong decision is there. You should have agutare to deal with this issue and you shouldaitk

the boxes. One of the main boxes to tick is trermarked “Victim Identification”.

Having a strong AUP in place is essential of colmseknowing the difference now between CAM and
other pornography should encourage you to make disdinction plain within the AUP. Banal

“legalese” such as “sanctions will include disaigliup to and including dismissal” should be replace
with the clear line that CAM found on the systenil wesult in instant dismissal and reporting to the

local authorities.

There is a discipline evolving within policing and some NGOs called Victim Identification
Specialist. These people examine material on iy @aisis looking for clues that will assist in the
identification of the crime scene and thereforgédfully, the child. This victim centric work is rcaed

out by examining material and placing it two pilé¥en and Unseen. The unseen is the most
important as it is new. New generally means that abuse is ongoing at present and so it is all
examined for workable clues. Simple details witthie image are worked up and attempts made to
find the country in which the sexual abuse tookelalf this is possible then a classic law enforest
investigation is launched to try and find the clalald stop the abuse. There have been some amazing

successes over the years and the thrill of findirdild in this way, stopping the abuse and idgimigf



the offender is always great.

All material is gathered together in the InternaéibChild Sexual Exploitation database at INTERPOL.
Material is feed in from all over the world and lyated together by victim. Material on one victim
often comes in from many different countries. Tisiwatural given the democracy of access to the

internet. There are many thousands of victimsraady hundreds of thousands of images and movies.

So if you find this material on your servers ortle personal folders of a user what should you do?
Ultimately you will be guided by internal procedsirand legal advise but remember this, deleting it
should not be an option. Any one of the photogsaphmovies could contain the clue needed to save
the child from abuse. The child could actuallyKm®wn to the person who is in possession of the
material. The only way to get this material inbt@ tvictim identification system is to report it tive
police.

Remember that this is a serious crime for a reaswhthe material found is evidence. It should be
handled forensically with that in mind. Work or@py, use write blockers and seek guidance from the
relevant authorities as to how to remove it fromirysystems. Deleting it instantly is the wronghthi

to do.

Getting this material into the victim identificaticsystem is the right thing to do and should be the

priority over and above any other consideration.

You could be saving the child from a life of abud@®u could even be saving their life.
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What's it got to do with me?







Definitions!

What is pornography?

pornography

e printed or visual material intended to stimulate (82Ut T W BT El gy



Zoophilia

Naturism Hard Sub/ Dom

Soft Sado-masochism

Bondage



RULE 34



Lets Talk about sex baby!
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Child (Sexual) Abuse
Material

Images which breach definition as set out in
the COE convention on cyvbercrime.

All other material wherein the child is blatantly
and obviously depicted in a sexual manner.
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History of CAM

History of CAM 1826 to Present Day
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VEARS: 1826 to present day
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Manhattan newsstands are so crowded with displays of
0 Call Girl, Gay Party, Ball and Desire that it is sometimes
the New York Times that is sold under the counter. The
situation is similar in many big cities. Detroit
Digg newsstands even have dildos and whips for sale,
bestselling books vie with each other in sexual
explicitness and vulgarity and there are no off limits at all in the
theater. Around Times Square, exhibitions of simulated
intercourse can be seen afternoons and evenings for $5 and up.
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Nobodies Children

Wanted: search for this man photographed sexually abusing children - Microsoft Internet Explorer provided by TSES - DIPC INTERP
J File Edit Wiew Favorites Tools Help |

J@Back S RAENE) 0 Gh 7 Favorites £ “F\ddI’BSS Iﬁj http:f e interpol. int/Public THE/vico/Default, asp j > [

|Links @] Free @) Google @] Trad &) Cambridge &]LleMonde @) Wikpeda @] SNCF @] Mappy @]Lbeé &) Meteo @]FP1 Z]EBC &]CWRTL E]PINR 3] R-C

_} Wanted: search for this man photographed sexually abusing children

12 Octaber 2007 INTERPOL is seeking the help of the public to try to identify this man, photographed

v sexrually abusing children in a series of images posted on the Internet.
arme

About INTERPOL The phataos shown here are from a series of around 200 pictures invalving 12 different

Core functions young boys, believed to have been taken in Yietnam and Cambodia in 2002 or 2003,

Mews

o These pictures have been produced by specialists from Germany’s federal police
Drugs and criminal T ) - ;
g o force, the Bundeskriminalamt, working from aoriginals found on the Internet, which had
been digitally altered to disguise the man’s face.

Financial and high-tech

crirme
o Extensive police efforts worldwide to identify the man have so far failed and Interpaol
Fugitives is now enlisting the support of the media and the public to help identify him as a
Public safety and priority,
terrorism
'bl'rgifﬁCking in human Anyone with information on his identity or whereabouts should contact their local
eings

palice or INTERFOL's Trafficking in Human Beings Unit via email.
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Missing

Sexual abuse

International > Operation ¥Yico update - 9 Oct 2007
conventions

INTERPOL and its member countries following up on leads to identify rman in child sex sbuse
People srmuggling phiotos Wes]

e o 3 P INTERPOL seeks public’s help to identify man photographed sexually abusing children (Media
U3 2 [ /e release - 08 October 2007)

P INTERPOL's wark to fight crirmes against children
Reqgional activities P Speech by INTERPOL Secretary General Ronald K. Moble to the G8 Justice and Interior
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Nobodies Children

INTERPOL and its member countries following up on leads to identify
unknown man in child sexual abuse image

07 May 2008

Officers at INTERPOL's General Secretariat in Lyon,
France and around the world are pursuing leads
provided by members of the public in response to its
global appeal to identify an unknown man pictured in a
series of child sexual abuse images.

Just 24 hours after launching Operation IDent,
INTERPOL has received more than 200 leads of
potential names, locations and photographs of the
unidentified suspect, Information passed on by the
public and police officers to INTERPOL National Central
Bureaus in its 186 member countries are also being
forwarded to the General Secretariat.

[Read more]

\Can you identify this man?

see oo BN

News and media releases

|P INTERPOL requests public assistance to identify man pictured sexually abusing children
|
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N Tackling the growing problern of drug abuse | SN Countering terrorisr, which threatens public
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Intellectual Property Crime
- 23/04/2008

2008 International Law
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wildlife news: Co-operation
between Serbia and Croatia
resulted in 30-day prison for
turtle smuggler
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04/04/2008

OASIS Africa
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Sex Offenders and CAM

Sexual Arousal

Collectable

Facilitating social relationships

Avoidance of real life

As therapy

Taylor and Quayle (2003)




Child Sex Offenders

Situational

Morally Indiscriminate

NELELELE

Huge scattered collections



Child Sex Offenders

Preferential

Concentrated collections



Child Sex Offenders

Miscellaneous Offenders

Older “boyfriends”
Overzealous civilians




What’s it got to do with me?

You’ve got a network right?

It’s connected to other networks right?

You have humans using right?

You have or will have this issue...




What’s it got to do with me?

Everything!

Image boards

Groups BBS

, Image hosters
email

Usenet P2pP

email

OPEN TRADERS IRC

Image boards

Browsers

One click hosting

Number of Users Involved



What’s it got to do with me?

AUGUST 4, 2006, Z:17 PMET

Former Bowne & Co. CEO Pleads Guilty to
Child Porn and Obstruction of Justice

Article ‘ Comments

B Email és Print E3 Like = Send i3 2% + more ;Vﬂ— | Text 'l‘ ‘.

By Heather WYon Tesoriero
Robert Johnson, former chief executive of financial printing firm Bowne & Co., pleaded guilty

today to child pornography and obstruction of justice charges, prosecutors said. Here's the
Reuters piece.

In a press release, the U. S, Attorney’'s Office in Manhattan said Johnson, BO years old, entered
a guilty plea to possession of child pornography and to destruction of documents in connection
with a federal investigation. He retired from Bowne in May 2004, citing personal reasons. He was
indicted on the charges in June 2005. According to Reuters, Johnson was once a member of
Mew York's state education board.

According to the indictment, Johnson allegedly used a Bowne computer between April 2002 and
hMMay 2004 to access child porn YWeb sites, downloaded at least two child porn movies and kept
them on his hard drive. Later, after he was contacted by federal authorities, Johnson allegedly
used a computer program called "Evidence Eliminator” to remove more than 12,000 files from his

desktop and laptop computers.

"This is a matter between MMr. Johnson as an individual and the authorities " a Bowne
spokesman said Friday. "WWe expect it to have no impact on our business or our operations.”

Johnson, the former publisher of Newsday, faces up to 20 vears in prison on the destruction of
documents charge. Sentencing is scheduled for Oct. 27.



What’s it got to do with me?

Chi Trafficking and Pormography Act, 1398

P iPOF  CVewFult | Legiln Doy

Offences — 9=(1) Where an ofience under section 3 4 3ot 615 commitied by a hody cororate and Is proved o have heen commitied with the
Iy hodies — consent or connivance of orfo be atibutable to any neglect on the parof any person, heing & director manager secretany o olher
comorate, — similar oficer of sUch body or a person who was pumarting to actin any such canaclty that person &5 wel as the hody comorate shall
0 Uiy of an ofence and shal be latle o be proceeded against and punished 45 ifhe or she were guity ofthe firstmentioned ofience,

a LSWUULAE ﬂldﬁ, olIRLIGE, ?
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() Zhouldivenit your boss were acquitted of criminal -

iecher
%} charges, the accusation itself imperils his job, his reputation s

and the company. If convicted, he faces years in prison.
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How about?

Stronger AUP

CAM

Putting children first?

REPOrung ILr

Putting children first?



