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 Gunter Ollmann
— VP of Research, Damballa Inc.
— Board of Advisors, IOActive Inc.

* Brief Bio:

— Been in IT industry for two decades — Built and run international
pentest teams, R&D groups and consulting practices around the
world.

— Formerly Chief Security Strategist for IBM, Director of X-Force
for ISS, Professional Services Director for NGS Software, Head of
Attack Services EMEA, etc.

— Frequent writer, columnist and blogger with lots of

whitepapers...
e http://blog.damballa.com & http://technicalinfodotnet.blogspot.com/
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 What’s it take to become a cybercriminal?

GO« /gle \vfg

Know how to use Ability to install software
a search engine onh your own computer
 What about those “advanced” threats?
Sl "

- MEI =

b

Tools and services available
for sale, rent and lease

Federated ecosystem of YouTec fm Specialist services and
;= : vid

tool and service providers Y “‘ gray-market expertise for hire

€
@®'"'
Video how-to’s and advertizing
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DAMBALLA Back in the old days...
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e Self-contained botnet building unit
— Skills all contained within a single team

&d54 44

Malware Author Exploit Coder Web Developer Email Sender Fraud Handler

* One-stop crime shop

— Building, managing, distributing
& monetizing the botnet

— Autonomous cybercrime unit

6/7/11 7
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Too many operators
competing for
diminishing returns

A Brief History of Botnets

6/7/11
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More time spent battling

their competitors
(DDoS, sabotage, informants, etc.)
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Growing
degrees of
specialization

O‘:C

S~

Many criminal
operator teams
dissolve
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-
'\Q‘QQ . ¢

Federated w E o° e
services -
model %
-
A Introduction of
- newbies with minimal
« » technical skill
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* Consolidation of expertise
— Dedicated guns for hire

& 5 & £

Botnet Kit Authors Phishing Developers Bulk Spam Senders Drive-by_ Coders Carders

* Boutique specializations
— Translation services for spear phishing campaigns
— Exploit weaponization for Android malware
— Arbitration services between botnet buyers/sellers

6/7/11 13
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* Service and tool provisioning
— From cottage-industry to full-service offerings

* Pricing models to suit any pocket
— Buy-to-rent, rent-to-buy
— Service (and victim) bartering

» Affiliate systems

— Resellers
— Value-add services

6/7/11 15
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* Multiple components to botnet building
— Creation of the botnet crimeware
— Force/trick victim to installing the crimeware
— Building a robust CnC infrastructure
— Monetization: laundering, mules, etc.

* Plenty of opportunity for third-parties

~ Driving the Victim to the Badness N\
- Yy E——— & e %
\ i? el ..[
' \ | o
L J [
Phishing Blackhat SEO Hacked Site  Injection Out-of-band Banners Social Network
\. y
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\J Dropper unpacks on the

Victim machine and runs

| |
Updater Criminal Control

Multiple CnC proxies
Separate CnC portals

Dropper(s) Victim

Post Unpack

Disable local security Updates to bot agent

Prevent updates/patches W Updates to list of CnC’s

Inventory victim Agent integrity checking
Downloader Locking of agent to victim

Issuing of batched commands
Remote access & control

Post Agent Install
Delete dropper/installer
Clear logs & events
Catalogue & inventory

Repository

6/7/11 CnC Proxies CnC Portals 17
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Home

This service is about 1o help you in anceymous check of dierent anti-virus
system. This check will be made by numbers of anti-virus system and no
repons will be send to developers of this anti-virus syssesn. You can be fully
sure that your files will not be send %0 antivires dasabases. (more )

Yo n Dase have 33 anivirusestok Voafee BiDetonder Panda Fivol Avast
Veestaida Clamal, Kasoershy, Vears, Nortee, Dot AVO ESEY NOO. G DATA Qe
ool A-Soused KANUS Morosot Securty Easerian Arviused Nerras ANy (4w
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Teacker, MadwareDomant at MOL ), Google Safe Browaig (Mrefax) PhahTack (Cpers, WOT
ahoY Mad), hptosts SPAMMALS SEL SPANMALS PO SPAMMALS X

VatwareUri Smarticreen (ETVEL maiware & phateg Web ste | Nortoe Safe Web, Panda Asthvinn

2000 Fretax Prabierg 054 Halware Protecion | SpemCop ret and RFC-ignorant Org

Hewn
20003304 - A4 DomanyBVr chedh n SoytyeTracher Arth-Phaterg dafabese

L8001 . e rowm aonot | hartyBasarvs ram oot ol contard sansant

[, PP,
Price list
Service
P
Per day

For Sheckrg
Ketertah

«3 Fafpier Chech

» Thas 150K checks / morth

CNOCTORHHON NOARGPMXKON

Y -~ ] » AN

HEPURT CEFEULC

AV Testing

Prce
$5 0
$300
$012
1%
S/ mecd

Sy Can s Nx

PIACTONS| DYy T

Nones

Vaxomem ¢4 tws

Vacmem oos read

" CoMalt suppen

Degendng or chech types and

OO YT 1083
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2 e L A The service lowest
e e =0 Y oR . prices on the market:
. a|EUDD|Z S, ) $0.12 for one-time
| validation (6 cents per
file) and $ 20 per month
for full-NL
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Tutorials

Trowds _ "
Sestor Member

ATS (webinjects) YOU T"b

1 am wnting thes amall tutorad for showing to AV eng

how to make a botnet 2

» (m)TAN there ¥ other tncks MrMotherFuker

But the basic 15

1: KAl af frame checking scrpts on the page

Step 2: mject hidden iframe with the “trarsfer page® to the frst page (welcome page) after logn

Step 3: In the transfer page URL mpect code ke

Code
T Ty R T D Y T NI Y ST T TR
MRIACTD. Oareadystatechanges=f 0Tl
£ Dmidttp,.readydtatesead i MALALLID . STATUS==
i | ' Py
§_del
i sl N 4 Qra - " AT T
grab = Matn,f ral Tpercentage
.
> R, A0CH A e s ] -
- . A alue=grab-"
™, Ubes T
.
AIASTD. opes [ GLT* e 1nfo. Troe
SAIBLTD. send ( b Lie . + A - Srave <
3> ¢ ahis
P
RIP
how 10 make your own botnet pan 2
.

Here are some kniks 10 dferent bypes of bots

e 209 30UCH COCe NS e Nt Cangerous

Step 4 ter that » done. | B0 your own choiCes
P 4: Alter tha e, It i Ml L0 your own Choice Pasas e hoaw.w Mow vous e 10 make a Polsm!

LR
L eany
*Itsp

5> make the transaction detads (the nio whete t get send) dynamc with mjecting / regquestng remots fles

saie 1o TRERZE® the amout But vou reed & database that atores the amout before transhsbion

A notxcer that sends the transsction info oo rem

Some webaites uias refarer check But it o eany 1o bypass that by finding the page and njact the code nto it

Seych Browse Mo

I am drunk [ go slecp
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Dragon BulletProof Server

$ 150,000 $145 - $140 Why choose our

Pack 1 09300--$ 140 Flest Sold Outl! Sedd Outll! Dedicated Servers?

Month
l ; ! l ! l l ; ’ - ’l“:! j“' ”7;#. t'. |

z Server Features Server Features Free OS re-instal
Server Features
. ¢ No Ex ee f« In 2008
- '.‘—;.' e ywords Seacch
.
RPODUCTS Bulletprool Web Hosting
.
. Best Sedacted Emad Lise Home - Busetprool Web Ho2hing
v Country Sorted Emad List Resuls L -2 of2
.

D0l Interest Emanl Lt

- Customzed Emad Lt — —"

J

Sulletproof Emad Hosbing

Sulletprood Waeb Hosting
S‘gn Up Bulletproof Emad Server

»

s Frodur "ot
BUltprO More Froducis on Next Mage

Coman Name

Sulletproot Emad Account -
Sulletprood Emad Account Results 1« 2 of 2 Result Pages: 1of1 ¥

Emad Narkebing Servwes

Emad Markebing Software | o

6/7/11 22




A u " "
DAMBALLA Full Service Hosting Providers

Take Back Command-and-Control 7

* Targeted service
offerings

— Catering exclusively to cyber
criminals
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E"t_e VPN (C!'\‘/if'ﬁ Tareons wee VPN Hacrpcets Wouepas WEB Macrepan
Nl 4

Moaacpsoa

& KQ: 100720
¥ jabber: support Ovpn -service. us

HOBOCTH

Quad VPN - 2aS01a ! 1 OCH0RE 1000sd SOOI 0T 0Mas0 S301l VPN Copeap CO Bloum
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On ....{.\(.... 3952, O

¥ Quad VPN

1. Cosgasaitte mobbie ceAskn VPN cepeepos.

2. Bbl camu BolOMpaeTe KONNWYECTBO U NOPRACK
CEpBEPOB B MapLupyTe.
3. MakcumanoHas 6e30nacHOCTh U @HOHMMHOC Th.
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Under

surveillance?

Well help you to beeak the timits..

-~

Crpanea  Kaoeguos Ongs Sopyws & Hasersps »

fha '
PR, - TN TETTT-
Snarsene c - PR.’: Yy ..“' :CU Srerpue
BeI PErNCTOIUAM Ba ME MOKETE SHMOETY COMM, # e r 2)TOMY DECOMEHTIEN JRDENCT PRPOSATHCE, ECW Y 5IC NaC
PANRCTRRINR, CRENHTE0M € ALtalY Q: 755244 w1 o000 @aochinvpa. o
Dopyn Npoexta Doubke VPN, .com
Aop0 nomarceats wa Sopryw rpoexra Doubie /e
0 npoexre DoubleVPN. com WO TN Tem: 7 ‘ Q
A I - - # e e iy VY -
[a chain of two servers with possibility to change the outcoming server Test: ]
Multy Double VPN time] poobusmas
7 days 1S5 days 30 days 60 days 90 days 180 days Tew: 15
y Y Y -
i B4 B4 Be LY P
& & s s s O MU US 4758 268 3458 6655 9855 188,58

NL-DE, IT, US,

UK, IN
DE-NL, IT, US,
UK, IN
US=-NL, IT, DE, 2 = s e = =
UK, IN 17% 2558 33,5 64,58 0s 1845

UK-NL, IT, DE, < e : e -
US, IN 175 2598 13.5% 04,58 WS 1545

178 25.58 33,58 64,58 968 184%
17% 25.5% 33,5% 64,58 96% 184%

19% 29% 38,5% 72,58 110,5% 212,5%

PACK 24% 378 52§ 98,58 147§ 256%

B italy ™ Gormany = Netherlands BE Great Brtain - B8 UsA 2B India
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DAMBALLA EXplOlt packs
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R e "l . wrrmene

* Eleonore Exp v1.6.2
* Pricing

— Package: $2000

— Updates: $100

— Rebuild for new IP: $50
* Special pricing

— Subacc Edition: $2500

— Rental Edition: $3000

6/7/11 27
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* Full capability portals s i

[ ] [ ] ).
* Multiple exploits e o I i § 200t M
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DDoS for Rent

ToxaXacker
Jusice Hember

yiwDDOoS araxs

_ donalco
¥ DDOS SERVICLE/DDOS cepamc o 508/ cyren
DDos Service
MNp o
Tred of your competitors? we Mk
Twed of your enemes?
1) competdors
Well help you, make no mistake! 2 poltical sites
New ddos service with round the clock Customer support =
5] SO0 Nl
Work: 4) stes with anth ddcs

Support

Foave) 2ack on the pont
24 hours 7 days 4 week
Always answer Al your Quedtionrn

ASE READ CAREFLLLY

FOR CLENTS PLEAS )
Cost:
3 = 1 Poex
| me = day 20 20 work weth the medtiers

ToxaXacker
Junior Member

L t work stnctly under the peotechon (code )
accept:

fabmonwy 30 2 20 st (10 mun ) when the MmOady 15 UNOR the protechon of
|

WIEROUL AL eChN 15 NOL worang

|
Lontact:
! QT 4601951

N\
|

u attack with 20k++ 27?

accopt pay=ent

Wolmoney

Online 15k (Day). Evening

)

UUOE
Servic'e

DT WRW TNy B ase o g

Webmoney (Prepaed CHAs WIMZ WITY WiTw

pPt=13451
\“# Characteristics of a botnet:
e Samopisny bot.

e Day Online (from 12-00 to 24-00): ~ 9000
Night line (from 24-00 to 12-00). ~ 6000

- Payment - Implementation

Y andex Money

Yandex otney (Cadh

of 4-5k b

B3 _vash

WebMoney: BL 25
Scheme: Test”
* Test without pay under the protection code for reguitar customers, since the Internet 3 1ot basyg that throw people for our 1ests

After the 1ot pay for your order under the protechion code and here is talking about the code. ARer that, | take the patronage and fullll orders

Tests were carried out on (sorry admins):

1) Cy-Pr.Com - After 2 minutes, the site shows "502 Bad Gateway”, and 10 completely fell
2)4Dle.Ru - 25 seconds and the site died

3) Wapos.Ru - 6 minutes and ngnix gave 502 error

Price:
Ihowrs-$15

$25

$
fomS 40

8 hours
12 hours -

24 hours

6/7/11
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Take Back Command-and-Control

Selling Bolnel st Subject:

Urist

B 05052011 17:27
® Selling private botnet!

10Q: 3548577102

Uploaded by

[ ]
Do dommioad the USA, AL, DE, IT, UK, RU and the CIS .
M a - -
Prices ot 1000 Uploased by Ul Oo-Sell moaeis

— Public forum postings
— Private forum requests

Prolor 1o pay for LR (Lyberti Resecve )

e — Mediators to facilitate
transfers

6/7/11 31



A

DAMBALLA ={1}Y, Specific Bot Victims

Take Back Command-and-Control

 Compromised systems
— Hacked “manually”

— Hacked via Googledorks

— Backdoor delivery e ) i o

» Campaigns R
— “Opportunistic” delivery o

— Sifting of victim inventory = e ann

— Specialized sale of S TR RS
notable systems
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Standard Coanditions [T ratsverpdne ret
W) Nal Soerpdng rst
. ral.averpds. ret i

e o ping ret

Craston date I MO8 11207
Dpraton date: 13 2 010 1XR12:00

[, )' . ‘.g-’.‘d;”:‘

Googe Page Rare. . Urdrd
Momey Trafte Rk : 121 i Haly New Jedland Normd
| 4 Craatnd: 13 M 2009 1%1 Distributed TDL3 variants
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33



A ~
DAMBALLA Full Service PPI

Take Back Command-and-Control




DAMBALLA Gangstabucks

Take Back Command-and-Control

Gangstasup
Newbee

Can buy al yours installs! Gangstabucks.

ht F.oangstabuck m Nk 10 regstraton

New affhate! We are ready to buy any amount of your nstalls at high pnces.

fl support you and will answer any Questian at any teme of day

have the most Mmendly SLoport service

ay the folowng payment systems: ¢
You will engoy detaded s r hugh rates

For more miomation you Can get on »q or 1ok T our sate hitg J.gangstaback

Paypal, Liberty Reserve, Western Unon and Wire, By specal arangement are possible and the dady payment

DO NOT wse public AY scanmers Boe Vi Totd
We sCan Our eme every howt spociadl e you

cq - 617

@ [ Owrgeicon
@) cont barare

© Ay Setwge
T o Veuso won Mool VI Videass Vit ow)
Aot Dabug 100g Soitice JOA Derwec Debugoen|
Aot S arcBaoe! T teostl spert

L len SarvEiowes Noman Arate O Georenc § andbowe|

0.’ | Mok on et
6 [ St Hadden IWithons GLN)
@ [ Ty bo Unpack he Exncutable befces Cyoting

U Packing Mode  Auomate Meconmended) - 9
O verday DetectionProceiong  Aomatc [Hecommanded) v &
Irpecton Twpet Dol Sof Pacommended) v & . . .
e sl Distributed TDL4 variants
(‘3 Provate Verson b Cument Cumomen
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DAMBALLA Disclaimers
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* Legitimate or fraud?
— Common use of disclaimers and agreements

* “Protection” and air of authenticity

— Proof of concept i —
— Not for criminal use

— Please do not use illegally “'
— Internal testing purposes only —

— Warranty void if used for criminal purposes
— Commercial network administrators only
— Click here to accept full responsibility

6/7/11 37
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We are not held responsible for any
actions you use our sofware for.

We are not responsible if you purchase this without
having any understanding of how it works.

There are NO refunds, all sales are final.

If your portal account gets stolen, you have to provide
ownership of it before we will offer support on helping
you get it back, otherwise its not our problem.
(Purchase Information etc.)

We only offer support if its something on our end,

otherwise we are not responsible if your having
problems with using our software. (We are here to
help, not spoon feed.)

We do not support resold accounts! We are not
held responsible if you are scammed by a
reseller, to be safe you should only buy

DDoSeR from us. If you did not purchase from us
then we are not required to give you support.
You may get trolled on in "User chat", we don't care,

so dont come crying to us because its not our problem
that your stupidity over comes you.

DDoSer Tool

HOeEr

CEE®

6/7/11
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* Click-through EULA/Disclaimers

darkCom W

Dared Sl RAT Yy 'Y
NS r AL
| Have read Bhe DarkComet EULADclamer and sccopt &
Sach 10 Tt DarkComet-RAT (Remote Administration Tool) is the most complete and one of the most stable RAT in the scene.

this software is design for people that have a very good knowledge in computer security, it can be userfull in many case.

* Remote control your network computers (LAN / WAN)

* Remote assist your clients if you manage a company

* Find your lost passwords in your computers

e Spy your home networks (For your childs Wife Husband...)
Test the security of your computers or your company

To develop your knowledge in RAT softwares

6/7/11 39
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Arnvcomc e et Market Rabes

b d QNN s 0l

forum: Scam Reports

4
»

E & ©
.

4

)
,

b1
e »
~»
5 x
5

‘
.
y
v
n
*

= Scam Reports Top
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DAMBALLA 2010 Biggest Botnets
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2010 Botnet Percentage of
Victim Population

1 TDLBotnetA (RudeWarlockMob) 14.8% --

2 RogueAVBotnet (FreakySpiderCartel) 5.7% -

3 ZeusBotnetB (FourLakeRiders) 5.3% --

4 Monkif 5.2% 5th

5 Koobface.A 4.0% < top10
6 Conficker.C 2.8% < top1l0
7 Hamweq (GraySunGirls) 2.5% --

8 AdwareTrojanBotnet (WickedRockMonsters) 2.2% -

9 Sality 2.1% < topl0
10 SpyEyeBotnetA (OneStreetTroop) 1.9% -

6/7/11 42
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Get Buitd

corfg & gat buda

Are you infacied by Spytye’

Py e b .
el
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e Originally Zbot was a Gaming Mod/Cheat bot

* Initially developed by Slavik (aka Monstr) into the Zeus bot we know
today

* For well over 5 years Zeus (Zbot) led the top 10 most wanted criminal
networks

e Eastern European based organized criminal threat
* Inearly Q1 2011 best of Zeus was merged into SpyEye
* Inlate Q1 2011 source code for version 2.0.8.9 publicly leaked

10/1/2010

2/15/2007 $70M Reported Stol 10/15/2010

o 2/28/2009 11/27/2009 ported stolen
Zbot originally a Game Mod 90 Zeus Arrests

ginaty 7/31/2007 Millions of Infections Identified 9 Million Emails 3/21/2011

Zeus (Zbot) Identified \S ( Zeus v2 Source Leaked
1/1/2008 1/1/2009 1/1/201 0 1/1/2011
2/15/2007 10/14/201
11/3/2009 11/1/2010
2/28/2008 7/10/2010

Small Zeus Arrest Zeus Source Passed

Phising with Zeus en’'mass International Banks Hit
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Major Zeus Botnets 2010

1,400,000

1,200,000

1,000,000

800,000 FourLakeRiders
GreenAlienRiders
RAT-ZU-91117
EightLakeRiders

600,000

400,000

200,000
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100

Jeruor Member

[SRC C+ + ] Latest ZeuS Sowrce Code! 'Nf‘hDE\(iL

Yy SwW ol v
Selng AN sorce 28 OF the latest Zeud Bot from authtr for cheap poce. 1 40 not sall Dang

SCREENSHOT FOR THE LI Y

PAYMENT

LR / WMZ / WU [Anyy venhied eSCrow sennce accepted
CONTACT INFA
ICQ 600554345

JABBER wofat]labbm.com

PS. 1 gave src to Null for venficabon, wating for fsm to move my thread
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zephehooqu.ru/bin/teemaeko.bin CnC
iveeteepew.ru/bin/teemaeko.bin CnC
jocudaidie.ru/bin/cahdoigu.bin CnC
johgheejae.ru/bin/oopaiboo.bin CnC
kaithuushi.ru/bin/aiphaipi.bin CnC
deilaeyeew.ru/bin/ucuosaew.bin CnC
adaichaepo.ru/bin/thootham.bin CnC
ootaivilei.ru/bin/thootham.bin CnC
voraojoong.ru/bin/saejuogi.bin CnC
dahzunaeye.ru/bin/sofeigoo.bin CnC
ohphahfech.ru/bin/baiquaad.bin CnC
ohphahfech.ru/bin/eegotook.bin CnC
ohphahfech.ru/bin/hueghixa.bin CnC
ohphahfech.ru/bin/laangiet.bin CnC
ohphahfech.ru/bin/oomiephe.bin CnC
ohphahfech.ru/bin/saejuogi.bin CnC
ohphahfech.ru/bin/shufaica.bin CnC
ohphahfech.ru/bin/thootham.bin CnC
ohphahfech.ru/bin/voirooco.bin CnC

ohphahfech.ru/bin/vusogahh.bin CnC



DAMBALLA Other ZeuS CnC Structures
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freehost21.tw/b/cfg375.bin CnC
www.technoplast.com.ua/catalog/nibco/tmc.bin CnC
askuv.com/percent/update.bin CnC
leadingcase.cc/20aug_old.cpm CnC
mswship.com/xed/config.bin CnC
nascetur.com:81/wc/cof58.bin CnC
nascetur.com:81/wc/g6.php Drop Site

nascetur.com:81/wc/512.exe Trojan
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* Developed by Roman (aka Gribo/Hiro) in mid-2009

* Released in late 2009 to compete with Zeus, automatically removing
Zeus upon infection

* In Q4 2010 Roman received stewardship of the Zeus bot source code
from Slavik

* In Q1 2011 SpyEye 1.3 emerged as the best of Zeus and SpyEye merged
with new functionality

— Mobile Devices
— DDoS
— Enhanced Persistence

6/15/2009 1/11/2011
Roman starts with SpyEye 1/31/2010 4/6/2010 SpyEye 1.3 released 2/28/2011

\S SpyEye Competes w/iZeus  SpyEye Deleting Zeus \g SpyEye now Mobile

1/1/2010 1/1/2011

6/10/2010 11/22/2010 10/14/2011

11/3/2009 SpyEye Infiltrated  Dev team gets Zeus source 2/19/2011 4/25/2011
SpyEye Discovered SpyEye DDoS'ing SpyEye #1 US Threat

6/15/2009
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Cibbank.co.uk
v hebe.couk
Pewber habfax-ordne . .co.uk

sade . co.uk

Weblinjects Spyeye/Zeus - Saked
Hello, Spanish

UMMCan.es

I am seling ZeuS/Spyaye Injects , have all sorts of sites , chack Balow for the Rst: CHAgEONY . o3
arcasegura.band . es
Russia cajpcrculo. es

Canalpatany. es

Caaonteyent . es
CaxasDadell net
Caxatyragona.es

moneyms . 10-03-2011 .

vibl4 . ru

kmongy .y

shank ru Join Date: Dec 2010
money.vi xpau:; 5 Posts: 72
wi.tu Member Reputation: -1(0%)

SeCre . x

ul‘u;n"'l' depends on site. For some sites it grabs only login/pin , for others it grabs login/pin + secunty questions/other data ( such as address etc.).
ntelban

Nyment - - - -

el |57 you are interested in buying i can show you a sample via ICQ.

USA/Int e v Ty v
paypal.com WCopopulasr es

abay.co

tacanadatny
citzensbank
NAVONACItY.CcoOm
suntrust.com

53
citbank.com Prices;
bankofamenca.com $40 per Impect
onbna . W amu.com

Others

sHisve many others from other countnes . oo many to st

O

onknebaniong. wachovia.com Packs
resources.chase.com B - s
bbvanetofhce.com USA/Int -« $300

ondne-offshore foydstsb.com UK -« $250

dab-bank_com Spam - $§250

nwolb . com

'-..’l o Al Duy ol Irgects - §650
welistargo.com

O~ €.Com

e Accepted Payment Methods:
United Kingdom Libarty Resarve (preferred)
COo- Operativebank.co. uk wme

ybonkne

chonikne Contact:

cibbank

paypal IQ: 611147586

abay <
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mynetthebest
Jurwor Member

Webinjedts sale Zews/Spyeye (mynet-injects service)
THIS SERVICE WILL SOON GO IN PRIVATE MODE

Hello

We sell aicendy made webinjects for Zees/Spyeye. We can develope webinjects to your needs it you provide logins for teating it

Injects can be made on for any country and any language ¥ you provide detalls for it

All injects are tested on accounts before selling. We can do cts in diffecont languages, depending on your needs (yos have to

provide the text for Belds) Usa

Injects are sold enc ryph\ll and you can | modidy them 1) efay (fub <
2) Paypal (Tul ¢«

Now we have the followng workng mgects ready for sale: 1] NC S Crodit Union [l
: 4) Ve weless (&4 cc)
" %) Greatsouthermnmbank (64 cc)
4 &) Valley National Bank (fub ¢ ) Injact npage
shand harking ¢ & J } Ing
],’ '!." "‘Y‘ " . "".l" o -Ce 7] Bank Of Amarica (A8 banks Vo » il cC -~ pce 100 wmz/¥
2) Co-operative banking (accefull o) |, Fpect rpags 8) Bank of Amserica (small insect

1) Smile Bamk|full ¢ FPOCt Fage 9) Chase {(banking nfo
4) Malifox (ab 2 ) Amax [l cc)

5) Msbhe (sec ke

&) Lk s (bankng
\ ..m.,:,.,. [ ful ) c 1) Private bank
8) O2({&4 cc)

9) Paddy Powmer (Rl ¢«

10) South me (vl
11) T-mobde(
dafors(&d cc)

kg nfo + fulk ¢

. W el

o) UA

Price for one Nject = now 60 WMZ/LR

Y Coral (acc + Il CC), Price for UK imects pack

) Here (acc+Tul o«

) eBay X (A cc

) Paypal Ul ¢
NationWide Bank (A4 cc) mject npage ESCRO

) Capital One Banking (full cc) mject rpage

FirstDirect Bank [Dankong »nifo PLEASE DONT ASK US ABOUT BOTNET SALE - WE ARE NOT SELLERS OF BOTNET SERVICE , WE ONLY DEVELOPE INJECTS 1!

22) Aosax X (Bl cc IF YOU NEED BOTNET PLEASE CONTACT BOTNET AUTHORS TO BuY!I!

and we wil update more s

Price went up (mplemented drop down menu, Card venhicabon with Lubn algoeithm |, fwids venfications for numbars and other non sense
characters)

OMED. {YOU PAY ESC

Contact: mynet- mects@abber ru
ICQ: 637191881

Canada
)} RBC (Fulk cc) french nguage
Scotia Bank (banking nfo + cc
3) ,.—"'-.‘l "J' cC
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barcalys-trial3.com/main/bin/build.exe
coundnes.com/cache/bin/build.exe

eu-analytics.com/sp4al/bin/1_sp4a_new.exe.crypted.exe

217.23.7.21/date/gate.php?guid=User!SANDBOXO0!
D06F0742&ver=10129&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut=Admin&cpu=19&ccrc=3D893DD9&md5=60d6d
584515e1925e0d0c9edd8b32eed

200.63.45.69/~datosco/main/gate.php?guid=User!SANDBOX2!
DO06F0742&ver=10132&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut=Admin&cpu=100&ccrc=690E5C55&md5=82be
b808bef523b7660af10266377407

91.213.174.34/spyeye_main/gate.php?guid=User!SANDBOX2!
DO06F0742&ver=10200&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut=Admin&cpu=22&ccrc=B144ABF5&md5=e8a71
3¢c24a38b9339474f71f5bcff78a

77.78.240.162/spyel/gate.php?guid=User!SANDBOXO0!
DO06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut=Admin&plg=ftpbc&cpu=100&ccrc=8CCFEOAB
&md5=84a9aedb378c3ec297a775c1f7fc573a

113.11.194.173/eye/main/gate.php

204.12.243.187/main/gate.php

200.56.243.137/includes/admin/gate.php?guid=User!SANDBOX2!
DO06F0742&ver=10207&stat=ONLINE&ie=6.0.2900.2180&0s=5.1.2600&ut=Admin&cpu=80&ccrc=3FFO0F25D&md5=86e1b
b6f428421a06bdae1b2b55323d1

200.56.243.137/includes/phpbbl/gate.php

200.56.243.137/joomla/admin/gate.php

Ararainu natlenminilraata nhnanid=lleariIQANNRNYANI

Malware Drop
Malware Drop
Malware Drop

CcnC

CcnC

CnC

CnC

CnC
CnC

CnC

CnC

CnC
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DAMBALLA TDL/TDSS
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* First appearance in 2008 as a rootkits with strings of TDSS

— There go the name TDSS a play on the acronym SSDT which it broke
— TDL comes from the play on the acronym LDT but also as the “Tyler Durden Loader”

 Between 2008-2010 versions 1-3 = Info Stealers & downloaders for rogue
AV and DNS changing trojans (subleasing)

* In Q3 2010 version 4 focused on in-depth persistence MBR infection
* In Q12011 version 4.1 there is now 64bit support
* In Q2 2011 Reports of Mac and Mobile device support

e March 2011 - installs other malware

— Win32/Glupteba.D (Clickjacking/SEO bot) 41212010 12812011

5/9/2008
TDSS/TDL v1 4/26/2009 0/ TDSS/TDL Linux/Mac OSX MBR
First Discovered TDSS/TDL /30,2010 vreleased 45012011 DB

v2 released Business w/DNS Changer
X \S Added 64bit Support (
1/1/2009 ) 1/1/2010 1/1/2011
4/15/2008 6/14/2011
8/9/2009 2/17/2010 8/5/2010 11/1/2010
2/5/2009 Millions of Infections TDSS/TDL Includes MBR Infector Included Mobile Support

Business with FakeAV Renaried v3 released
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TDL3BotnetA (RudeWarlockMob) 2010

3,000,000
2,500,000
2,000,000
1,500,000 ¥ RudeWarlockMob

1,000,000

500,000

. “.A/

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51
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PASTEDIN | = raat 1000 ) 0 CREATI MW PasTE TOOLS A ARDW Q9

PASTEBIN

B CRIATE MEW PASTE ol TRINDING PASTLS

disl zeleme'M11p
\N“"
Aitledescoente » Consunidades<nitler

<style type~'test/css >

wew . wi erg/lesaah el aal:laageon’ Langson'>

;' ' bedy (margin:0; haight:100N; Background-color: transparnt; width: 100
s, ST BLGIN text-aligoicenter. )
§, EXTERN_C_START «/styles

3. </head>
IWCRD GetDelta “body »

§. STETATUS Reisitialize (POEVICE CSJECT, BOOLEAM <a href="215p. J/2ds casaus ‘Qr iy _;';“_.‘y)‘ delivery
12, VOID GecIPNamedtfses LLE PR TOMRATARS ‘_lﬂ_. Ad=200 A20d=20% _(D-10434040048 Qades1-hLIoNJANY
Ny a!;' 2 xr', AR FUINYIG] He B -r"'wr hial lugrt-'_. ark ><ing

FTISTATSS TIEntry |FORIVIER_CBJECT pdolwiver, PONICOOE_JTRING push *,(.""‘. l- LA j‘j I“‘- _m 13 Lee! ¥ 1 *h. ’Y 4\.2 _:J'_L.‘.: ll..t‘_—. lt‘

'..n'..'?.'.,;e--z;' widthe 300" beight«' 0 .n. rusnto 3 Co

" title='Descuonte 2 Comunidades’ berder-'0 a'-dtv id='boacon 154345404

] VITE. START peatease style«"positian: absolute: left: Qpss top: Oprs wvisibility: hidden, ' ><ing

: sre='ALIp. S/ads Canaus 2arly 0w/ dellvery /10 pho Manca rlg-2200000 ; CAR0RLSNLG=204
e e s “';'Jolp Zant18-2906a0s 1 cheT913454ded " width-'¢ .hoidtl. ﬂ_ ’oM- style« width: Op»

' T O PTG X RN N G L height: Opx < /divescript>tunciion voeglarcgyuudci{var fssansString:var

T Qpd e ABCDEEGMI IR MNOPORSTUNWEY Zab c de f g 1 Lancpgra tuvwe y 201 2058705 /o™ s vir
brisnzitl, 19v3.0¢us, Tcbas, 1rmdeac. viihb! vafrosvdq. wtporep.cietaa=d, freara=""
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N

64.191.25.166/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432¢72e6/607/ CnC

perce.jpg
69.10.35.251/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432c72e6/607/ CnC
perce.jpg
69.10.35.251/perce/465cbbfb5c459068718ea7c544e87ed2a776f651b13f6f75e085d95d0f16be4d73603cc8bfd83f316/ CnC
d4f5b0c5628/qwerce.gif
69.10.35.251/perce/8020ac6db14a14e0ed94c17da86c8d0938cff0c02ba29014aee9a81000a9b998de6c0f98a422879eb/400/ CnC
perce.jpg
69.10.35.251/perce/96ec3b1bcc25c048614e07d5d478be22d756566117f1f754035b9cd 3ff64ecde370eca8afadffO1f/fOe/ CnC
perce.jpg
88.214.201.132/perce/447c05f1e6bff6d24d24a15d483cedb9689f10406b7230b46e69c850008919480e2c3fe8d432¢72e6/607/ CnC
perce.jpg

CnC
images-humanity.com/werber/30f/216.jpg

CnC
imagesmonitor.com/werber/e4d08081926/216.jpg

CnC
pictureswall.com/werber/b0f/216.jpg
hipartsonline.com/werber/548582c8e44/217 .gif CnC
virtualartsonline.com/perce/23a8802761f8ac0664709edb14bbd80dee CnC
020a2ca627fe38e60811523634ef62dc748b397c3e4cd0a/d4b8c69787c/qwerce.gif

CnC

videoartfilms.com/werber/34a826c797b/217 .gif
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DAMBALLA Opportunistic Building Strategy
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* There’s a general myth that botnet operators
are opportunistic in their building strategy.

— In some older and sloppier cases they are but
things have moved on.

 Damballa tracking several thousands groups
— Assigning funny names etc.

— Specialized tactics
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DAMBALLA Major Attack “Classes”
. Indiscriminate “wrong place at the wrong time”
i * Seeding of popular sites/locations/files
| ' * Opportunistic return on victims — sort afterwards
Tripwire _ * Fire and forget with no/low management costs
, | Focused upon a target profile
\:W * Casting a wide net over possible victims
";\A;mg * Monetization angle already decided upon
_ * Efficient and largely automated approach )
Predefined objective and victim list
, * Attack vectors tuned to target requirements
T;geted * Destination/use of stolen data pre-agreed
_ * Focused tool design and manual processes )
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g==m— Scenario:
. ‘ — 14yr-old wanting to DDoS “friends” on X-Box

Tripwire — Seed torrents and newsgroups with botnet agent
— Target = growth rate of 100 victims per week

m Monthly | Annually
$0

Zeus DIY Kit $0 0
* Pirated version

Single CnC server $0 $30 $360

 Home computer

Dynamic DNS $0 $0 $0
* Free DDNS for DHCP churn

Total $0 $30 $360
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DAMBALLA Attack Cost
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. . Scenario:
. — 18yr-old student in Brazil wanting USA victim bank accounts
Trawling — Carbon-copy phishing environment and emails

— Target = 2,500+ victims per week

SpyEye DIY Kit $2,000 $500
» Commercial version

Two CnC servers $75 $30 $360

* Bullet proof

US Bank phishing SpyEye plug-in $50 $0 $0

Spam sending service $0 $100 $1200

* 100,000 emails per day
Total(s) $1,125 $130 $2,060
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DAMBALLA Attack Cost
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x\ * Scenario:
w e @/+ — Professional cybercriminal looking for big payment
— Locating and eventual spear-phishing of CFO
Targeted/Trawling ) . .
— Target = obtain corporate banking credentials

Poison Ivy malware construction kit (licensed)

Armoring of malware & QA FUD testing $60 $20 $240
Obtaining corporate hierarchy details $499 $0 $0
Email, translation and spear-phishing design $200 $0 $0
Mule & transaction laundering service $0 $600 $0

Total(s) $759 $620 $240
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DAMBALLA Attack Cost
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Scenario:

— Anonymous entity (Patriotic or Politically motivated)
Targeted — Infiltrate and steal software signing certificate
— Target = A popular microprocessor manufacturer

" Seup | tonity | pmaly
$0k $0 $0

Commercial grade RAT

Commissioned spear-phishing campaigns $2k $2k $24k
» Guaranteed delivery, 24x7 support

Access to 2 (two) 0-day vulnerabilities $40k $0 $0
» Replacement warranty if fixed/patched

Rent-a-hacker $20k $0 $0

» Experienced hacker & enterprise network navigator
* 10 man-day retainer + hourly rate

Total(s) $62 $2 $24
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DAMBALLA Keeping it simple (and wrong)
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DAMBALLA Federated Operations

State
Sponsors
Organized

Take Back Command-and-Control
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DAMBALLA Context Change

Take Back Command-and-Control

e Blurred “Targeted” vs “Opportunistic”?
— Unaffiliated attack components
— Independent service provisioning

* Targeted attacks |
— Does “intent” matter? l\ 111

— “It’s just business” — L B
Don’t take it personally
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DAMBALLA Perspective

Take Back Command-and-Control

* It’s a matter of perspective
— |t feels personal...

* There may be targeted objectives
— Different parts of the “value chain”

e Attack delivery opportunistic
— Multiple campaigns & probabilities of success
— Gray-areas of operatlon
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DAMBALLA New Label?

Take Back Command-and-Control

* Is the “Targeted Attack” an outdated term?
— Battling an ecosystem not an individual

e TLA alternative labels?

— APT (Advanced Persistent Threat)
— ABA (Affiliate-based Attack)
— CDS (Crimeware Distribution System)

— WPWT (Wrong Place, Wrong Time)
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DAMBALLA Opportunlty

Take Back Command-and-Control

Gunter Olimann, VP.Researcn golimann@adamupaliascom



