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What can we learn from the past?

" Timeline: a list of events, ordered by their time of occurence

* Analysis of a timeline will help to
* correlate events
" find root cause
" falsity your hypothesis
* ,A happend earlier than B® rules out that B caused A
* A happend earlier than B* is no proof that A caused B

* Do not jump to conclusions!




Examples of time stamps
Classic sources

" Logfiles, e.g. syslog

May 2 19:35:10 mxldbn exim[5958]: End queue run: pid=5958

MACB times

$ fls -m c: myimage.E0Ol > myimage

$ mactime -b myimage.body

Fri Aug 20 2004 17:05:58 168 ...b d/drwxrwxrwx 9947-144-5 c:/Program Files/Cain
108544 .a.b r/rrwxrwxrwx 9950-128-3 c:/Program Files/Cain/UNINSTAL.EXE

627 . r/rrwXrwxrwx 9951-128-1 c:/Program Files/Cain/Credits.txt
2064384 ...b r/rrwxrwxrwx 9952-128-3 c:/Program Files/Cain/Cain.exe

Fri Aug 20 2004 17:05:59 66 . r/rrwXrwxrwx 9953-128-1 c:/Program Files/Cain/Cain.exe.sig
26413 . r/rrwxrwxrwx 9954-128-3 c:/Program Files/Cain/Whats.new
312490 .. r/rrwxrwxrwx 9955-128-3 c:/Program Files/Cain/oui.txt




Examples of time stamps

" Microsoft Windows SYSTEMTIME

typedef struct SYSTEMTIME {
WORD wYear;
WORD wMonth;
WORD wDayOfWeek;
WORD wDay;
WORD wHour;
WORD wMinute;
WORD wSecond;
WORD wMilliseconds;
} SYSTEMTIME, *PSYSTEMTIME;




Examples of time stamps

= SQUID HTTP proxy, native format

12865363009.
1286536309.
12865363009.
1286536310.
1286536310.

450
549
845
075
372

917 192.168.0.227
172 192.168.0.227
221 192.168.0.227
452 192.168.0.227
748 192.168.0.227

TCP_MISS/200
TCP_MISS/204
TCP_MISS/200
TCP_MISS/200
TCP_MISS/200

20670 GET http://www.youtube.com/watch? - DIRECT/209.85.231.136 text/html

294 GET http://v15.c.youtube.com/generate 204? - DIRECT/122.160.120.150 text/html
4035 GET http://il.ytimg.com/vi/LFV2ASSoEHI/default.jpg - DIRECT/209.85.153.118
5067 GET http://il.ytimg.com/vi/TeYOzZBVfnuY/default.jpg - DIRECT/209.85.153.118
5230 GET http://id4.ytimg.com/vi/GldVBAqJHLY/default.jpg - DIRECT/209.85.153.118



http://www.youtube.com/watch?
http://www.youtube.com/watch?
http://v15.lscache3.c.youtube.com/generate_204?
http://v15.lscache3.c.youtube.com/generate_204?
http://i1.ytimg.com/vi/LFV2ASSoEHI/default.jpg
http://i1.ytimg.com/vi/LFV2ASSoEHI/default.jpg
http://i1.ytimg.com/vi/TeYOZBVfnuY/default.jpg
http://i1.ytimg.com/vi/TeYOZBVfnuY/default.jpg
http://i4.ytimg.com/vi/GldVBAqJHLY/default.jpg
http://i4.ytimg.com/vi/GldVBAqJHLY/default.jpg

Format of time stamps

printable binary

syslog SYSTEMTIME
RFC 822

SO 8601

unpacked

SQUID native log files time_t

FILETIME
OLETIME




Format of time stamps
Calculation of a packed time value

"v=(t-t0)/ u

" v: time value

" t: time to express
" to: Epoch

* u: Unit




Format of time stamps

Common packed formats

Name

Epoch

Data type

Unix/POSIX time

00:00:00 Jan 01, 1970

signed integer, 32 bit

Apple HFS Plus

00:00:00 Jan 01, 1904

unsigned integer, 32 bit

Windows .NET Ticks

00:00:00 Jan 01, 0001

signed integer, 64 bit

Windows FILETIME

00:00:00 Jan 01, 1601

unsigned integer, 64 bit

Windows OLE, Delphi

00:00:00 Dec 30, 1899

double, 64 bit

Julian Date (JD)

12:00:00 Jan 01,4713 BC

Reduced Julian Date (RJD)

12:00:00 Nov 16, 1858

real




How to find more time stamps?

Search for candidates

33 // scan file
34 local int64 pos = 0;

35 local int64 nMaxPos = FileSize() - nDatelength;
36 local uint64 probe;

37

38 while (pos <= nMaxPos) ({

39 // read data at offset "pos"

40 FSeek (pos) ;

41 probe = ReadUInté4 (pos)

42 if ((probe >= nlLowerBound) && (probe <= nUpperBound)) {
43 // create bookmark

44 AddBookmark (

45 pos,

46 "

47 "FILETIME",

48 -1,

49 cWhite,

50 cRed) ;

51 // advance the size of data found
52 pos = pos + nDatelLength;

53 } else {

54 // advance one byte

55 pos++;

56

57 }




How to find more time stamps?

Search for candidates

LS AR FindTimestamps.1sc | samplel.evtx (9

Name Yalue Start | & ~ L ] ] E I
FILETIME 05/05/2007 11:54:41 1210h 17C0Oh: OE 82 26 02 00 00 14 00 00 OO0 01 00 04 00 01 0O

FILETIME  05{05/2007 11:54:41 15EBh 17D0Oh: 04 00 02 0O 06 OO 02 OO 06 OO 02 OO 06 OO 08 0O
FILETIME 05/05/2007 11:54:41 16D8h 17EQOh: 15 00 08 00 11 OO OO OO OO OO O4 OO 08 0O 04 OO
FILETIME 05/05/2007 11:54:41 1752h 17F0Oh: 08 00 08 00 OA OO O1 OO0 O4 OO0 OO OO OO0 0O 00 00
FILETIME  05/05/2007 11:54:41 17B0h 1800h: 00 00 00 OO0 OO OO0 OO OO0 OO 00 00 00 00 00 00 00
FILETIME  05/05/2007 11:54:41 1828h 1810h: 00 00 00 0O 00 OO 2D OO 21 OO0 04 OO OO0 OO 03 OO0

1820h: 00 00 00 00 00 00 80 OO0
FILETIME 05/05/2007 11:54:41 1902h 1830h: 00 00 OO0 OO0 OO0 OO0 OO0 00 EO OO 0O 00 00 00
FILETIME  05/05/2007 11:54:41 1960h 1840h: 00 OF 01 01 00 OC 01 01 46 D3 EC 12 06 0O
FILETIME  05/05/2007 11:54:41 19DAh 1850h: 00 00 00 O OO0 S1 00 04 00 08 00 00 00 0O
FILETIME 05/05/2007 11:54:41 1A38h 1860h: 00 65 00 73 00 74 00 00 00 OO OO0 OO 0O OO
FILETIME  05/05/2007 11:54:41  1ABZh 1870h: 04 00 DS 00 OO OO 24 24 00 00 D8 00 OO0 OO
FILETIME | 05/05/2007 11:54:41 |1B10n 1880h: RNl 50 S5 FA 29 OC 8F C7 01
';tgims gziggggg;ﬁ;::i 1:?2: 1890h: 01 00 01 90 F4 OE 82 26 02 00 00 14 0O
FILETIME  (05/05/2007 11:54:41 | 1C62h 1840h: 01 00 04 00 O1 OO0 04 00 OZ OO0 06 OO 0Z 00
FILETIME  05/05/2007 11:54:41  1CCoh 18B0h: 0z 00 06 OO 08 00 15 00 08 00 11 00 OO 0O
FIETIME  05/05/2007 11:54:41  1D3ah 18C0h: 04 00 08 00O 04 00 08 OO 08 00 OA OO O1 0O
FILETIME  05/05/2007 11:54:41  1098h 18D0h: 00 00 00 00 00 00 00 00 OO0 00 0O 00 00 00
FILETIME 05/05/2007 11:54:41 1E12h 13EQh: 00 OO OO OO OO OO OO OO OO OO OO OO 2D 00
FILETIME 05/05/2007 11:54:41 1E70h 18F0h: 04 00 00 OO0 04 00 OO OO OO OO0 OO0 00 00 00
FILETIME  05/05/2007 11:54:41 1EEAh 1900h: 00 00 00 00 00 00
FILETIME  05/05/2007 11:54:41 1F48h 1910h: E1 00 00 00 OO0 0O 0O OO0 OO0 OF 01 00 0C
FILETIME  05/05/2007 11:54:41 1FCzh 1920h: 46 D3 EC 12 06 00 00 03 00 00 OO Oi OO 81
FILETIME 05/05/2007 11:54:41  2020h 1930h: 00 08 00 00 OO0 OO0 OO 54 00 65 00 73 00 74

< ‘ - 1940h: 00 00 00 OO0 OO OO OO 00 2E 0O D8 OO0 0O 00

7l auto | [* variables | [0°] Bookmarks [ » | 1950h: 00 00 DS 00 00 00 05 00 00 00 0O 00 00 00




How to find more time stamps?

Analyze applications

& 2] DA Views »a 1 HexViewd | (3 K Structures | LI En Enums aﬁﬁg' Imports | £3 £B Exports

.text:8001CF76
.text:0001CF76
.text:0001CF7B
.text:0001CF81
.text:0001CF87
.text:0001CF88]
.text:0001CF88
.text:0001CFSE
.text:0001CF91
.text:0001CF94
.text:0001CF94
.text:0001CF9A
.text:0001CF9E
.text:0001CF9E
.text:0001CFAL
.text:0001CFA7
.text:0001CFAS
.text:0001CFAS
.text:0001CFAB
.text:0001CFAB
.text:0001CFAB
.text:808081CFAC
.text:0001CFB1
.text:0001CFB1
.text:0001CFB6
.text:0001CFB6
.text:8001CFBC
.text:8001CFBC
.text:8001CFBC push
.text:0001CFBD call

0000CFS3 0001CF88: TdiOpenAddress(x,x,x,x,x,x)+262

call

mov
lea

push
call

mov
cmp
jbe

cmp
jz

add
push
lea

loc_1CFAB:

loc_1CFBC:

_PsGetCurrentProcessId@8 ; PsGetCurrentProcessld()

[esi+TCPA.ProcessID], eax

eax, [esi+TCPA.TimeCreated]

eax ; CurrentTime

ds: imp_KeQuerySystemTime@4 ; KeQuerySystemTime(x)

eax, [ebp+var_1C]

eax, 3

loc_38ESB

byte ptr [ebp+arg pOptions+3], 0 ; End of Options?
loc_1F53E

eax, OFFFFFFFDh

eax ; int
eax, [ebp+Sourcel]

; CODE XREF: TdiOpenAddress(X,X,X,X,X,X)+281Cl]j
eax s Sourcet
offset _TcpipStackBacktraceTable ; int
_TcpipFindOrCreateBacktraceStack@12 ; TcpipFindOrCreateBacktraceStack(x,x,x)

[esi+TCPA.BacktraceStack], eax
; CODE XREF: TdiOpenAddress(X,X,X,X,X,x)+1C13C}]j

esi
_InsertAddr0Obj@Y4 ; InsertAddrObj(x)




ogZtimeline

Data sources and output formats

$6L server @ ,/ ~
Ca g

Offlce

. A UNE log2timeline
a J'LATILL

W McAfee

Apache




0gZltimeline

Usage

" get help
log2timeline -h

" get list of input/output/timezone options:
log2timeline -f list
log2timeline -0 list
log2timeline -z list

* common invocation:
log2timeline -z UTC -f evt -0 sglite -w example.db3
mnt/c/WINDOWS/system32/config

" to scan a whole file system:
timescanner -z UTC -f winxp -0 simile -w example.xml
-d mnt/c




Visualization
BeeDocs Timeline 3D

[UserAssist key] (Time of Launch - MACB) User: Mr. Evil
UEME_RUNPATH:Look@LAN.Ink [Count: 2] (file: mnt/c/
Documents and Settings/Mr. EVIVNTUSER.DAT)

[FileExts key] (Extension Changed - MACB) User: Mr. Evil
File extension [.bmp] opened with {shimgvw.dll} (file: mnt/
c/Documents and Settings/Mr. EVIFNTUSER.DAT)

[RecentDocs key] (File opened - MACB) User: Mr. Evil
Recently opened file of extension: .bmp - value:
yng13.bmp (file: mnt/c/Documents and Settings/Mr. Evil/
NTUSER.DAT)

[RecentDocs key] (Folder opened - MACB) User: Mr. Evil
Recently opened file of extension: Folder - value: Temp on
m1200 (4.12.220.254) (file: mnt/c/Documents and
Settings/Mr. EVIVNTUSER.DAT)

[UserAssist key] (Time of Launch - MACB) User: Mr. Evil [RecentDocs key] (File opened - MACB) User: Mr. Evil
UEME_RUNPATH:C:/Program Files/Look@LAN/ Recently opened file of extension: NetHood - value: //
LookAtHost.exe [Count: 1] (file: mnt/c/Documents and 4.12.220.254/Temp (file: mnt/c/Documents and Settings/
Settings/Mr. EVIVNTUSER.DAT) Mr. EviYNTUSER.DAT)

[UserAssist key] (Time of Launch - MACB) User: Mr. Evil
[UserAssist key] (Time of Launch - MACB) User: Mr. Evil UEME_RUNPATH:C:/Program Files/Whois/whois.exe
UEME_RUNPATH:Look@Host.Ink [Count: 1] (file: mnt/c/ [Count: 2] (file: mnt/c/Documents and Settings/Mr. Evil/
Documents and Settings/Mr. EVIFNTUSER.DAT) NTUSER.DAT)

| I ! l ‘~ | User Assist
Aug 26 17:00:00 Aug 26 17:05:00 Aug 26 17:10:00 Aug 26 17:15:00 Aug 26 17:20:00 Aug 26 17:25:00




Visualization
SIMILE

This timeline was rendered from data of the CFREDS Schardt hacking case using SIMILE Timeline version 2.3.1 (with Ajax lib 2.2.1).

'29;Error;14 -C:Ingram Files/Cain/Cain.exe @ 30.EXE-02F7CFEB8.pf: 30.EXE was executed @ C:/Program Files/Whois/whois.exe @ GLJ15.TMP-2FFB7B2A.pf: GLJ15.TMP was executed
29;Error;14 .C:I Program Files/Cain/Cain.exe @ UEME_RUNPATH:D: /Drivers/FTP/cute3032.exe @ C:/Program Files/Whois/whois.exe @ C:/Program Files/123WASP/123wasp.exe
9;Error;14 -C:/ Program Files/Cain/Cain.exe @ C:/Program Files/Agent/agent.exe @ UEME_RUNPATH:D: / Drivers/Whois/whois.exe@ C:/Program Files/ 123WASP/123wasp.exe
9;Error;14 Q visited file:/ / /D:/Drivers/ Anonyymizer/keys.txt E C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC/ircintro.hlp @ C:/Program Files/ 123WASP/HELP.htm
niprocessor Free @ visited file:// /D:/Drivers/ Anonyymizer/keys.txt Q C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC /ircintro.hlp Q@ C:/Program Files/ 123WASP/HELP.htm
tniprocesor Free @ File extension .txt opened by NOTEPAD.EXE © C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC /ircintro.hlp Q@ C:/Program Files/123WASP/LICENSE. txt
vice Control Manager/7035;Info; Terminal Services - start E C:/Program Files/Faber Toys/Faber Toys.exe ﬂc :/Program Files/mIRC/mirc.hlp @ C:/Program Files/ 123WASP/LICENSE. txt
vice Control Manager/7035;Info; Terminal Services - start E C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC/mirc.hlp @ REGSVR32.EXE-25EEFE2F.pf: REGSVR32.EXE was executed
vice Control Manager/7035;Info;Network Connections - start © C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC/mirc.hlp Q UEME_RUNPATH:D:/Drivers/Password recovery/123wasp_setup.exe
vice Control Manager/7035;Info;Network Connections - start © C:/Program Files/Faber Toys/Faber Toys.exe ﬂc:/ Program Files/mIRC/readme.txt Q 123WASP_SETUP.EXE-333BB1F4.pf: 123WASP_SETUP.EXE was executed
vice Control Manager/7036;Info;Network Connections - running Q@ INS6.TMP-22CFFAF5.pf: INS6.TMP was executed ﬂc:/ Program Files/mIRC/readme.txt EMsilnstallefl 11707;Info;Product: Powertoys For Windows XP -- Installation op«
vice Control Manager/7036;Info; Terminal Services - running @ WINPCA-1.EXE-054DDBBS5.pf: WINPCA-1.EXE was executed ﬂc:/ Program Files/mIRC/readme.txt EMsilnsmllefl 11707;Info;Product: Powertoys For Windows XP -- Installation opt
1;0010A4933E09 - 169.254.242.213 ﬂc:/ Program Files/Cain/Cain.exe ﬂc:/ Program Files/mIRC/versions.txt © C:/WINDOWS/system32/PowerCalc.exe
1;0010A4933E09 - 169.254.242.213 .C:I Program Files/Cain/UNINSTAL.EXE ﬂc:/ Program Files/mIRC/versions. txt © C:/WINDOWS/ system32/PowerToyReadme. htm
PIP_{6E4090C2-FAEF-489A-8575-505D21FC1049} ﬂc:/ Program Files/Cain/UNINSTAL.EXE ﬂc:/ Program Files/mIRC/versions. txt © C:/WINDOWS/system32/htmigen.exe
J0C2-FAEF-489A-8575-505D21FC1049} nUEME_RuNPMH:D:/ Drivers/Cain & Abel/cain25b45.exe ﬂc:/ Program Files/mIRC/mirc.exe © C:/WINDOWS/system32/timershot.exe
nCAI'QSMS.EXE-O%FBME.pf: CAIN25B45.EXE was executed ﬂc:/ Program Files/mIRC/mirc.exe © C:/WINDOWS/system32/tweakui.exe
Q visited file:/ //C:/Program%20Files/ Anonymizer/thanks/index.html ﬂc:/ Program Files/mIRC/mirc.exe @ Service Control Manager/7035;Info;Windows Installer - start
Q visited file:/ / /C:/Program¥20Files/ Anonymizer/ thanks/index.html Q@ visited file:/ //D:/Drivers/GhostWare/Receipt.rtf @ Service Control Manager/7035;Info;Windows Installer - start
Q C:/Program Files/ Anonymizer/uninst-anonymizer.exe Q visited file:/ / /D:/Drivers/GhostWare/Receipt.rtf @ Service Control Manager/7036;Info;Windows Installer - running
Q C:/Program Files/ Anonymizer/uninst-anonymizer.exe Q File extension .rtf opened by WORDPAD.EXE @ Service Control Manager/7036;Info;Windows Installer - running
] © C:/Program Files/Anonymizer/uninst-anonymizer.exe Q (‘1;/ Program Files/GlTpngCAPEl Cmmlﬁgmp.hm GJ Q MSIEXEC.EXE-2FBABCAE. pf: MSIEXEC.EXE was executed |5

11 |14hr |Il5'|-l ORI (1T BT O T [ | ‘16hr| "

119. Aug 1 e w26y Aug W mEEl W 21. Aug

0 ( T BO031 o wrm 0 mmmmn | A0S m o moe mn
All times are in UTC

Filter: Highlight:

anon ( Clear All )




Visualization
SIMILE

@ 30.EXE-02F7CFES8.pf: 30.EXE was executed @ C:/Program Files/Whois/whois.exe @ GLJ15.TMP-2FFB7B2A.pf: GLJ15.TMF
@ UEME_RUNPATH:D: /Drivers/FTP/cute3032.exe _ ™ ‘|s
@ C:/Program Files/Agent/agent.exe @ ueme, C:/WINDOWS/system32/timershot.exe p-exe
1 Files/Faber Toys/Faber Toys.exe @ C:/Program Files/mIRC/ [LNK] (Modified) (SBFHELP. htm
1 Files/Faber Toys/Faber Toys.exe @ C:/Program Files/miRc/ C:/WINDOWS/system32/timershot.exe <- ASP/HELP. htm

_ . mnt/c/Documents and Settings/All Users/Start
1 Files/Faber Toys/Faber Toys.exe @ C:/Program Files/mIRC/ Menu/Programs/Powertoys for Windows

1 Files/Faber Toys/Faber Toys.exe Q C:/Program XP/TimerShot.Ink, which is stored on a local vol

1 Files/Faber Toys/Faber Toys.exe @ Bl ayRGAmirc-hlp type - Fixed, SN Ox6cb18d9b - Desc: Take F-Bft REGSVR3:
o Ei_%/mmc/mirc,hlp pictures at specified time intervals. Rel path: o 4

i.l r;glkacn; irc. hl ool o] ]../WINDOWS /system32/timershot.exe e
1 Files/Faber Toys/Faber Toys.exe Q E:?ﬁ{@ram?l es‘?rRIRC/ [a rel. path str,a descr. str,SI ID exists,custom 11F4.pf: 123WAS

INS6.TMP was executed @ C:/Program Files/mIRC/ icon,points to a file or dir] - mod since last t: Powertoys Fol
ars/Fabertoys/FaberToys_FullSetup.exe @ C:/Program Files/mIRC/ backup _ v t: Powertoys Fol
2CA-1.EXE was executed @ C:/Program Files/mIRC/ alc.exe

@ C:/Program Files/mIRC/ oyReadme. htm

@ C:/Program Files/mIRC/Verswomssoxe \ lwrvmvmmtgén.exe

@ C:/Program Files/mIRC/mirc.exe U C:/WINDOWS/system32/timershot.exe
in25b45.exe Q C:/Program Files/mIRC/mirc.exe Q C:/WINDOWS/system32/tweakui.exe
(E was Q C:/Program Files/mIRC/mirc.exe Q Service Control Manager/7035;Info;Windows Installer - start

Q@ UEME_RUNPATH:D: /Drivers/IRC/mirc612.exe @ Service Control Manager/7035;Info;Windows Installer - start

Q visited file:///D:/Drivers/GhostWare/Receipt.rtf Q Service Control Manager/7036;Info; Windows Installer - runni
Q visited file:///D:/Drivers/GhostWare/Receipt. rtf Q Service Control Manager/7036;Info;Windows Installer - runni

Q File extension| .rtf opened by Q MSIEXEC.EXE-2F8A8CAE.pf: MSIEXEC.EXE was executed
WONRNPAN FYF -

E. txt

1 Files/Faber Toys/Faber Toys.exe

tml
tml

| | | {0 L0 TR U At 0 01 114 | O Wil




Visualization
SIMILE

i14rf |m5r-- D DR e m 16hr | Ll

me oo ||||||||§20.||Aug L T T T 21. Aug

|1 O O TR |RIOQ4III 11 1 TR TR

Highlight:

|




Visualization
SIMILE

2| function onLoad() {

var eventSource = new Timeline.DefaultEventSource();
var theme = Timeline.ClassicTheme.create();
theme.event .bubble.width = 250;

var date = "Fri 20 Aug 2004 15:09:56 GMT"
var bandInfos = [

Timeline.createBandInfo({
width: "85%",
intervalUnit: Timeline.DateTime.HOUR,
date: date,
intervalPixels: 200,
eventSource: eventSource,

DR

Timeline.createBandInfo({
width: "S%",
intervalUnit: Timeline.DateTime.DAY,
date: date,
intervalPixels: 200,
eventSource: eventSource,
overview: true,

P,

Timeline.createBandInfo({
width: "S%",
intervalUnit: Timeline.DateTime.MONTH,




Thank you for your attention!

Andreas Schuster
andreas.schuster@telekom.de

Life’s for Sharing
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