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The Basics




A Picture of Health?
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United States 11,025,811 9,609,215 11,340,751 11,817,437 4.2% A

2 Brazil 2,026,578 2,354,709 2,985,999 2,922,695 -2.1% Vv

3 China 2,168,810 1,943,154 2,059,052 1,882,460 -8.6% V

4 France 1,943,841 1,510,857 1,601,786 1,794,953 12.1% A

5 United Kingdom 1,490,594 1,285,570 1,563,102 1,857,905 18.9% A

6 Spain 1,358,584 1,348,683 1,588,712 1,526,491 -3.9% VvV

7 Korea 962,624 1,015,173 1,070,163 1,678,368 56.8% A



Case Study: Botnets
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The Maturity of Response Over Time

e Some historic examples
— Blaster
— Slammer
— Zotob
— WinFixer
— Cutwail
— Intercage & McColo de-peerings
— Mariposa
* More Recent Examples
— Bredolab
— Waledac
— Rustock
— AFCore

Microsofi



Early Examples: Blaster

e MSO03-026
e Customer call downs

e Cleaner tool

MSBIlast Detections




Early Examples (con’t)

e Slammer
— Vuln patched in July 2002
— Cross product vulnerability (SQL, MSDE)
— Unthrottled (impacting response)
— ISPs

e Zotob

— actor attribution
— foreign laws

Microsofi
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Early Examples

* |nitial Microsoft investigation

WinFixer
Detections

e Referrals
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De-Peering
e Atrivo/Intercage Security Fix Das
— Dropped offline
— Re-peered
— Dropped again

Service
Terminated

e McColo de-peering

SpamCop Data
— Followed Intercage

SpamCop Statistics

— 75% drop in spam

— Srizbi connection

— Rustock connection 5” b

— Re-peered in 4 days R | ’




Cutwail

Prolific spam bot responsible for more than 45% of all
spam at its peak (~75 billion msgs/day).

Disrupted by McColo depeering

20 out of 33 C&C Servers disabled by cooperative
hosters

Resurged with 7% of total spam and up to 30x as many

infected hosts. Data from Symantec Hosted Services
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Mariposa

* Mariposa
— Industry partnership with LE and Academia
— Hoster participation in the investigation
— Multiple arrests
— C&C reactivation within 60 days

Data from Trend Micro
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Feels quite a lot I|ke thls




Plays Well With Others

* (Operation Bot Roast
— Industry/LE partnerships
— Broad scale actor attribution

— Prosecutions of Soloway, Brewer, Ancheta, Downey, Walker
and Goldstein

 QOperation Bot Roast |l

— Additional indictments on DDoS, Fraud, Wiretap™® and other
charges

— Discovery exposes $20+ million in economic losses
* Conficker Working Group

— Domain control

— Registrar partnership

— Intel sharing between industry, academia and law
enforcement

Microsofi



Better Together

Waledac

— Takedown of C&C

— Legal precedent

Bredolab

— Command & Control seizure
— Noftification

— Arrest

Rustock

— Takedown

— Confiscation of hardware for forensic analysis
— Cleanup

Afcore

— Takedown

— Shutdown command

— Coordinated response

Microsofi



Waledac- Operation b49

* Novel combination of technical and legal
measures.

— Ex parte TRO after demonstrating damages
— Partnership with Verisign for domain control of C&C
— Notification phase

— Permanent ownership of domains granted after 90
days following outreach to domain owners

 Takedown of C&C
* Legal precedent
* ISP Partnerships




Bredolab

e Coordinated effort involving
— Dutch High Tech Crime Unit (THTC)
— Dutch hosting provider LeaseWeb
— Internet security consultancy FoxIT
— GOVCERT.NL e

— International law -
enforcement B S T T

This messoge has bean sent 1o you by the High Tech Crima Toeam of the Dutch Masoral
Crira Sqund and G 10 oty al sweans of Necied Compuls

wen irda
. cacher 25th 2010, Tech T H
. rre St O S' l S eCt I n don o wery lrgo boinel, containing at lsast 30 milion infeciod competer sysioms worldwide
Az July J000. Thicd compulin wons Pfecisd with tho sabzises Brodolal trope, through
inecied webskes. Through Tese botnets, cyberoriminals can spread lnge amounts of other
WU ule
I i Duteh P e il MFI1),
F nd
‘ \ .

* Notification

W FOX-IT .. GOVK®>CERT.NL ccorffuerens, PYLITIE




Rustock- Operation b107

Waledac was a proving ground for us

— Our success in Operation b49 showed us we could take on larger, more complex
threats.

— We also knew what we could do better in terms of remediation and
partnership.

New legal approach

— Trademark infringement
* Microsoft
* Pfizer’s declaration for the court
* Lanham Act

Takedown
— Ex parte TRO,

— Coordination with US Marshal Service to seize physical evidence from five
hosting providers in seven cities.

— Confiscation of hardware for forensic analysis
Cleanup

— 1.2 Million unique IP addresses

— Safety Scanner

— SNDS

— ISPs and CERTs worldwide




Afcore

* Another example of the combination legal/technical
approach

— Temporary restraining order

— Seize control of C&C servers

— Coordinate the release of MSRT with the takedown
— Issue a command to unload the bot from memory
— Gather consent from victims

— Remediate

* Partnership with law enforcement

— Additional variants released just before
MSRT release and more updates as the
takedown was happening

— Additional release of MSRT for a broad
cleaning of the ecosystem.




Defenses Against Cyber Threat

OFFENSE

@ Public Health Model

® Dropping dangerous

e Botnet packets upstream
Takedown

e Enterprise Firewalls
e Network Access Control

IMPACT

e CERT, Bugtraq

COLLECTIVE ACTIVE
DEFENSE DEFENSE

Microsoft



Internet Health Model: Observing Symptoms
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Internet Health Model: Promoting Wellness
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Building a Collective Defense

Japan’s Cyber Clean Center

France’s Signal Spam

Germany’s Anti-Botnet Advisory Center

Microsoft Active Response for Security




Helping our Common Customers

/Operation b49 reb 2010\

Target: Waledac

Cleanup Goal: Build relationships
and processes to reach customers

ISP Results

ISP Reduction

1 97%
2 96%
3 93%
4 78%
5 82%
6

NE— /

gperation b107 March 203

Target: Rustock

Cleanup Goal: Disinfect systems
before attackers regain control

Enhancements:

e Expanded Partners

e Removal Tools

e Updated support site

\ /

Status
~22,000 infected IPs remaining
~70% reduction world wide

Status
1.2m Unique IP addresses observed in
first 7 days following the takedown




ISP Based Remediation Efforts

Vision: Improve and maintain the health of endpoints connected to the

network to create confident customers and grow the information society.

Reactive Preventative
Observing Symptoms of llIness Demonstrating Health of Device
Q?) Service Provider
gates access based
o on health of device
0 <€
23 =/ Service Provider
e} a notifies user based
[75] o
< on health of device.
G
g Service Provider
3 8 notifies user of
-5 compromise
© ey
<@ Additional Factors:
a | ISP notifies user of e Health Requirements
compromise *  Opt-in vs. Mandatory
e Notify vs. Enforce
e Type of Notification




Rustock Progress

Remediation phase

e Directed engagement with ISPs and
CERTs

e Delivery of Tools

 Ongoing delivery of IP Data &
Timestamps for infected systems

* Legal agreements allowing for
redistribution of the Microsoft Safety
Scanner in a walled garden

1 69% 1 81%
2 56% 2 69%
3 51% 3 63%
4 49% 4 67%
5 49% 5 66%
6 45% 6 64%
7 34% 7 56%
8 32% 8 54%
9 32% 9 54%
10 31% 10 53%

Additional investigation
* Forensic analysis of C&C hard drives

e Involved parties identified
— Hoster

e Webmoney
* Notification

Additional collateral




We’'re Not Done Yet...
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Call to Action

Solve hard problems in customer notification
and remediation

— Scam proof communications
— Reliable cleaning tools

Create next generation collective defenses
— Device health technologies to prevent infections
— Definition and measurement of healthy devices

Share intelligence about infected nodes within an
ASN with the ASN owner

— Provide tools for remediation.

Leverage SNDS



Whack-a-Mole 2.0

. .

Microsoft



One more thing...



Resources

http://support.microsoft.com/botnets
http://www.microsoft.com/security/scanner/en-gb/default.aspx
http://www.microsoft.com/av

http://blogs.technet.com/mmpc

http://www.microsoft.com/sir
http://blogs.technet.com/ecostrat
http://postmaster.live.com/snds

Facebook
— Microsoft Malware Protection Center
— Microsoft Digital Crimes Unit
Twitter
— @MlicrosoftDCU
— @msftmmpc
— @jwill_ms

Microsoft


http://support.microsoft.com/botnets
http://www.microsoft.com/security/scanner/en-gb/default.aspx
http://www.microsoft.com/av
http://blogs.technet.com/mmpc
http://www.microsoft.com/sir
http://blogs.technet.com/ecostrat
http://postmaster.live.com/snds

Microsoft

Be what's next:
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