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“Knowledge is power. ‘
Knowledge shared is power multiplied.”

Robert Noyce




About CERT.be and us

CERT.be

The federal cyber emergency team

a service of Fedict
operated by Belnet
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Agenda

1 Current situation

2 Proposal for a new model for
sharing

3 New issues

4 Sharing time = Q&A
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Propagation time

 [nternet delay: seconds

OO0 Terminal — bash — 69x31

Last login: Fri May 18 15:34:20 on ttys00l =
You have mail.

Christian-Van-Heurcks-MacBook-Pro:~ christian$ ping cert.be
PING cert.be (193.190.198.61): 56 data bytes

64 bytes from 193.190.198.61: icmp_seq=0 ttl=56 time=15.555 ms
64 bytes from 193.190.198.61: icmp_seg=1 ttl=56 time=15.219 ms
64 bytes from 193.190.198.61: icmp_seq=2 ttl=56 time=14.995 ms
~C

--- cert.be ping statistics --—-

3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 14.995/15.256/15.555/0.230 ms
Christian-Van-Heurcks-MacBook-Pro:~ christian$ ping cert.at
PING cert.at (83.136.33.148): 56 data bytes

64 bytes from 83.136.33.148: icmp_seq=0 ttl=48 time=54.930 ms
64 bytes from 83.136.33.148: icmp_seq=1 tt1l=48 time=53.603 ms
64 bytes from 83.136.33.148: icmp_seq=2 ttl=48 time=54.256 ms
~C

--—— cert.at ping statistics --—-

3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 53.603/54.263/54.930/0.542 ms
Christian-Van-Heurcks-MacBook-Pro:~ christian$ ping first.org
PING first.org (72.3.219.184): 56 data bytes

64 bytes from 72.3.219.184: icmp_seq=0 ttl=40 time=125.394 ms
64 bytes from 72.3.219.184: icmp_seq=1 ttl=40 time=124.970 ms
64 bytes from 72.3.219.184: icmp_seq=2 ttl=40 time=124.729 ms
~C

-—- first.org ping statistics ---

3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 124.729/125.031/125.394/0.275 ms
Christian-Van-Heurcks-MacBook-Pro:~ christian$ ||
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Propagation time: milliseconds

XMPP / X-ARF / ...
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Propagation time: days to weeks

EMAIL
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Propagation time: back to seconds

XMPP / X-ARF / ...

men - CSIRT
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Propagation time: back to seconds

We need to

SHARE

more efficiently!
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1 Current situation
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Information overflow

 Numerous valuable sources

e remote
* local
o real-time

* Processing all the data

* how: scripting?
* what to treat?
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Lack of large-scale overview

Tue, 20 Mar 2012 06:00:00 |

oW
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Contact point issues

Whom
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Criminals are organised and DO share

noes -
Service -

lesaldivjabberru

=« SN
¥ upp e — 3

Sl

= HTTP e — 2
_ioHp } -

“DARKNESS X

Powerful DDoS Bot with premim admin-panel “Optima"
[From Russia with love]

4 types of DDoS Attacks/ Additional modules / 7 packages / Amazing Support
2008-2012. SW Tea
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CSIRTs are like islands
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Legal issues

* Allowed?

 What?
 With whom?
* How?

24t annual FIRST conference
Malta, 17-22 June 2012

The use of these traps and the
control of pest species is lawful when
undertaken in compliance with conditions
outlined in general licences issued
by the Scottish government.

If you have any queries, please contact
the police wildlife crime officer noted below.

This is well recognised as an
important conservation measure.

PLEASE RESPECT LEGAL PEST CONTROL

For further advice, please contact wildlife crinie officer
PC McGOVERN
_ 0?31 311 3517
. LB 41
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Political issues

e ae

BVoici I'arme de la FN que po

€« C ff  ® www.lesoir.be/actualite/monde/2011-10-21/voici-l-arme-belge-que-portait-kadhafi-au-moment-de-sa-capture-871653.php
N

Je mabonne

Lire le journal "Le Soir* Avantages abonnés | Newsletters = Immo | Fa

lesoir.be

main des plus grands

Voici I'arme de la FN que portait R Kot

dhaﬁ (Attention les images < I'album + 16
Ka peuvent choquer) ‘ -  autocollants

“ - i = - g
HUGUES DORZEE, DAMIEN SPLEETERS ET ALAIN LALLEMAND + La mention Made in ¢ g : inédits !
vendredi 21 octobre 2011, 15:37 Belgium -

Exclusif Le dictateur déchu, capturé puis tué ce jeudi prés de la ville de + Le numéro de série . . S
N X ) L A on aura toujours raison de I'ouvrir
Syrte, avait en sa possession une arme dorée fabriquée en Belgique.

Wﬁ 5 g D B g R lire aussi le fil info e —
S = —~ 4 [ le fil info
- S SO = + L'ONU demande une ancer le fil int

l——

{ ,“_,_’:\ - e enquéte sur la mort de 17:18 Giro : Amador vainqueur, Hesjedal en rose
Kadhafi
. 17:12 Rallye Var : une voiture fonce dans la foule, au
« La mort de Kadhafi AT
reste entourée de zones
d’ombre 17:22 Fanny Smets bat le record de Belgique du saut
« L'édito - La fin sordide Slaperne
d'un dictateur 16:13 WTA Brussels Open : Bonaventure éliminée en
« Chat: « La mort CRE
Kadhafi, un mauvais 15:40 Combats nocturnes entre Al-Qaida et 'armée
départ pour une yéménite : 26 morts
démocratie »
« Le1itho2:«La

liquidation de Kadnasi, €S PIUS CONsultés
un signe inquiétantde . Obama : « Frangois, tu pouvais enlever la

barbarie » cravate ! »
+ Les F-16 belges ont « Di Rupo quittera Chicago avec I'avion

largué 473 bombes en gouver 1

Lil . . .
Le pistolet doré que le combattant rebelle Mohammed al-Bibi brandit dans les airs est bye * Les salaires de nos ministres sont-ils trop élevés ?
I'arme personnelle du colonel Kadhafi, mort hier dans des circonstances encore floues, * L': “;;’“;e Kadhafi, « « Si on retournait & des monnaies nationales... »

rés avoir ré pri la vill rte. S KRR s _— .

@pres avolrGisicaplurs pros de 1a wille de Syrie tyrannie » + Hollande : « La situation de la Gréce doit étre au
Hissé sur les dnallles de ses camarades Mohammed |a vinataine une casnuette des « Pac d'antnncis enrla menudnG8 »
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Technical issues

24th annual FIRST conference . . .
9 CE RT be Malta, 17-22 June 2012 Proposal for a new model for information sharing between CSIRTs 18



9 CERT.be
-

Proposal for a new
model for sharing
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Connecting our islands efficiently
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Creating archipelagoes

« European Union .eu

« 27 countries
already sharing

 Why not on
incidents?
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Creating archipelagoes

 Benelux .be.nl.lu

« 3 countries sharing
since 1944

» EU sub archipelago
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Creating archipelagoes

* Belgium .be

* CERT.be proxy
* Febelfin

» Sectorial CSIRTs
 |ISP’s

» Law Enforcement
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Seeds for archipelagoes

Geo-political decisions / history

Existing organizations

* FIRST

« TF-CSIRT

« ENISA

« National / governmental CSIRTs

Fighting a common issue
 DCWG.org

Anything that pushes countries to collaborate!

Requires TRUST!
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Decision tree

Political
Support?

Event

no

Too
Sensitive?

Don’t
Share

Filter
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Routing model: top-down

Event

Archlpelago

Arch1pelago J

[
o
[ 5ub s
|

Archlpelago

Constituent

Concerned ]
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Security is no longer an island!

Island F

Archipelago EF

Island C

Island B

Archipelago ABC
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How can we share?

Jabber
S2S
Only

Jabber
S2S
Only
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What can we share?

Events
* [P’s (src & dst) - Ports - Protocols
 URL’s
Binaries and/or hashes of
* malware
 suspicious files
Information on domains, IP’s, AS’s

* owner
 history (passive DNS)

Binary answer to a question (yes/no)
» have you seen that IP before?

Contacts

24t annual FIRST conference
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Tools already exist ... for years!

* Phone

« mail

« chat

 FTP

* scripts

« AbuseHelper
* Megatron

 fordrop
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AbuseHelper: the collaborative agents

g \ ﬁ P
Notification L&
Parser Agent /

Storage

xperts \ﬁ
Reporting
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Megatron: the central vacuum cleaner
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fordrop: human collaboration
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3 New issues
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Correlated events: rating & feedback

Event B

Event A

‘ Correlated
Events

@
$ Concerned
Constituent

|
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4 Conclusion
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You can share too

Please

SHARE

and help us do that
EFFICIENTLY

g CERT.be



You are in good company

cert-Fi Clarified 9
autoreporter NETWORKS
CERT.be

OV e ((CERTAt Conse
NORDUnet "C'RCL

Computer Incident
Response Center

Luxembourg

SERT-EU PO

“#9 Nationaal Cyber Security Centrum . c E RT- LVA
<38 Ministerie van Veiligheid en Justitie ° ] S
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Sharing time!

Please

SHARE

and help us do that
EFFICIENTLY

david@cert.be
christian@cert.be
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