
Cross-organizational 
Incident Handling:
Evolving the process model 
for improved collaboration

Tom Millar
Chief of Communications



Shape of the problem
• >400 partners and 

constituents
– public, private, 

international and 
domestic

– diverse capabilities 
and concerns

• >100,000 incident 
reports / year



Current practices
• Modern cyber incident response in 

organizations typically follows a variation on 
a model originally conceived in 1989

• PICERF: Prepare, Identify, Contain, 
Eradicate, Response, Follow-up
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3. Handling an Incident 

The incident response process has several phases. The initial phase involves establishing and training an 
incident response team, and acquiring the necessary tools and resources. During preparation, the 
organization also attempts to limit the number of incidents that will occur by selecting and implementing 
a set of controls based on the results of risk assessments. However, residual risk will inevitably persist 
after controls are implemented. Detection of security breaches is thus necessary to alert the organization 
whenever incidents occur. In keeping with the severity of the incident, the organization can mitigate the 
impact of the incident by containing it and ultimately recovering from it. During this phase, activity often 
cycles back to detection and analysis for example, to see if additional hosts are infected by malware 
while eradicating a malware incident. After the incident is adequately handled, the organization issues a 
report that details the cause and cost of the incident and the steps the organization should take to prevent 
future incidents. This section describes the major phases of the incident response process preparation, 
detection and analysis, containment, eradication and recovery, and post-incident activity in detail. 
Figure 3-1 illustrates the incident response life cycle.  

Figure 3-1. Incident Response Life Cycle 

3.1 Preparation 

Incident response methodologies typically emphasize preparation not only establishing an incident 
response capability so that the organization is ready to respond to incidents, but also preventing incidents 
by ensuring that systems, networks, and applications are sufficiently secure. Although the incident 
response team is not typically responsible for incident prevention, it is fundamental to the success of 
incident response programs. This section provides basic advice on preparing to handle incidents and on 
preventing incidents. 

3.1.1 Preparing to Handle Incidents 

Table 3-1 lists tools and resources available that may be of value during incident handling.  



Current practices
• PICERF doesn’t really encourage sharing 

information and coordinating during the incident 
handling process

• Most guidance says that teams should share 
and coordinate with partners, but there’s no 
defined point in the process where coordination 
occurs

• Unfortunately, in our experience, most sharing 
seems to happen at the end (during or after the 
recovery/follow-up phases)



Our needs today
• Sharing the right information with the 

right partners at the right time
• Understanding partners’ information 

needs, expectations and abilities
• Staying up-to-date and agile



Decision Cycles vs. “Workflow”



Step One: Identify
Triage process: detect, analyze and categorize an 
event, or “observe, orient”
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Step Two: Respond
Execution process, or “Plan, Do, Check, Act” 
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Coordination Cycle
Triage events, communicate consequences, 
and enable the necessary analysis & response
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Multi-Level Coordination
Multiple coordinating organizations exist, and 
for different purposes at different levels
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Applying the model - Roles
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• Identification:
– Ops = Report on local impact
– CSIRT = Analyze with historical context
– Management = Understand consequences

• Respond cycle:
– Management = Allocate resources 
– CSIRT = Develop recommendations
– Ops = Remediate based on recommendations



Applying the model - Needs
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Indicators

Actions

Fast

AccurateComprehensive

Impacts



Future work

US-CERT has used this 
model to re-write its internal 
Concept of Operations 
(CONOPS). We are also 
incorporating aspects of the 
work into guidance 
documents for our partners!
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The model should inform training, business procedures, 
and tool development - and each of these takes time!
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